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Sommario

This thesis investigates the use of Intelligent Reflecting Surfaces (IRS) in
physical-layer authentication (PLA), with a specific focus on challenge-response
(CR) mechanisms. IRS is a promising technology which enables to control
and reconfigure wireless propagation channels. The IRS is under the control
of the receiver (Bob), whose goal is to verify the identity of the transmitter.
In fact, Bob randomly configures the IRS and then verifies that the result-
ing estimated channel is correspondingly modified. The CR-PLA scheme is
evaluated in terms of the trade-off between communication and security per-
formance, measured by the channel capacity and the probabilities of false
alarms (FA) and missed detections (MD), respectively. In particular, we aim
at designing the probability distribution of the random IRS configuration
that maximizes the ergodic capacity under an upper bound constraint on
the average misdetection and false alarm probabilities.
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Introduction

In this thesis we investigate an alternative authentication mechanism that,
instead of relying on traditional encryption methods, exploits the proper-
ties of the wireless transmission channel, i.e., Physical Layer Authentication
(PLA). In particular, we focus on the Challenge-Response (CR) authenti-
cation, which is enhanced by the integration of Intelligent Reflecting Sur-
faces (IRSs), a promising technology that enables reconfigurable and adap-
tive wireless channels. In fact, IRS represents a solution to improve both the
performance and security of communication systems while reducing costs and
energy. This research aims to explore how IRS can be exploited to enhance
PLA in wireless networks, where the receiver (Bob) dynamically controls the
wireless propagation environment by setting the IRS configuration, and has
the goal to detect if a message is sent from the legitimate source (Alice) or
from an eavesdropper (Eve) who aims to impersonate Alice. We address
the trade-off between communication and security performance, by properly

choosing the IRS configuration.

In chapter 1 we introduce IRSs, presenting their benefits and the chal-
lenges that arise from their use.. Then, the authentication mechanisms, with

a focus on PLA with IRSs, are discussed in chapter 2. In chapter 3, we



evaluate the performance of CR authentication with IRSs, analyzing both
communication and security performance. Lastly, conclusions are drawn in

chapter 4.



Chapter 1

Intelligent Reflecting Surfaces

Recently, academia and industry have begun exploring technologies beyond
5G (B5G), such as the sixth-generation (6G) wireless networks, to achieve
more demanding requirements than 5G. In fact, these requirements may not
be fully achievable with the existing technology trends, due to their issues and
limitations [1]. Hence, new and innovative technologies are required to ensure
sustainable capacity growth in future wireless networks while maintaining low

costs, complexity, and energy consumption.

1.1 Applications and Advantages

One such promising technology is the intelligent reflecting surface (IRS),
which has emerged as a new paradigm for the development of smart and re-
configurable wireless channels or radio propagation environments for B5G /6G
wireless communication systems. An IRS consists of a planar surface with

a large number of passive reflecting elements, each capable of independently
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inducing a controllable amplitude and /or phase change to the incident signal.
By deploying IRSs within a wireless network and smartly coordinating their
reflections, the signal propagation or wireless channels between transmitters
and receivers can be flexibly reconfigured to achieve desired propagation en-
vironments. This capability offers a new solution for overcoming challenges
such as wireless channel fading and interference, potentially leading to sig-

nificant improvements in communication capacity and reliability.
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Figure 1.1: Main use cases of IRS for wireless channel reconfiguration. [1]

As it can be seen from Figure 1.1, some of the most appealing IRS use
cases include creating virtual line-of-sight (LoS) link to bypass obstacles be-
tween transceivers via smart reflection, adding signal paths toward desired
direction to improve the channel rank condition, modifying the channel statis-
tics or distribution (e.g. converting Rayleigh/fast fading into Rician/slow

fading) in order to achieve ultra-high reliability, and suppressing or nullify-
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ing co-channel or inter-cell interference, among others.

These use cases yield a broad range of innovative applications in future
IRS-assisted wireless networks, as illustrated in Figure 1.2. For instance,
IRS is crucial for extending coverage in millimeter-wave (mmWave) and Ter-
ahertz (THz) communications, which are extremely vulnerable to blockage.
Furthermore, deploying IRSs at the cell edge can help improve the desired
signal power at cell-edge users and simplify the suppression of co-channel
interference from neighboring cells. Additionally, the large aperture of IRS
can be exploited to compensate for the significant power loss over long dis-
tance with reflect beamforming to nearby devices, enhancing the efficiency

of simultaneous wireless information and power transfer (SWIPT) from the
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Figure 1.2: Illustration of IRS applications in future wireless network. [1]

IRS also offers several practical advantages in terms of implementation.
Firstly, if its elements only passively reflect the impinging signals, then the
IRS does not require any transmit radio-frequency (RF) chains, making it
significantly more cost-effective and energy-efficient to implement and oper-

ate compared to traditional active antenna arrays or the recently proposed
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active surfaces. Additionally, IRS operates in full-duplex (FD) mode and
avoids issues like antenna noise amplification or self-interference, giving it
competitive advantages over traditional active relays, such as half-duplex
(HD) relay, which suffers form low spectral efficiency, and FD relay, that
requires sophisticated self-interference cancellation techniques. Furthermore,
since IRS is generally of low profile, light weight and conformal geometry, it
can be easily mounted on or removed from environment objects for deploy-
ment or replacement. Lastly, IRS serves as an auxiliary device within wireless
networks and can be integrated transparently, offering great flexibility and

compatibility with existing wireless systems.

In indoor environments, IRS can be attached to the ceiling, walls, for-
niture, and even behind paintings or decorations, in order to help increase
coverage and create high-capacity hot-spot. In particular, enhanced mobile
broadband (eMBB) and massive machine-type communication (mMTC) ap-
plications are interested in this aspect. Indeed, for mMTC applications, due
to the small fraction of devices active for communication at each time in-
stant, IRS can be used to improve the device activity detection accuracy and

efficiency by providing additional controllable paths.

In outdoor environments, IRS can be coated on the building facade, lamp-
post, advertising board, and even the surface of high-speed moving vehicles.
In this way different applications can benefit of it, e.g., ultra-reliable and low
latency communication (URLLC) for remote control and smart transporta-
tion thanks to the compensation of the Doppler and delay spread effects. For
example, IRS can enhance communication reliability, by transforming typi-

cally random wireless channels into more deterministic ones, hence reducing
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packet retransmissions and minimizing the delay - an essential aspect for

URLCC applications [1].

1.2 Paradigm Shifts and Challenges

Given these promising advantages, IRS is well-suited for widespread deploy-
ment in wireless networks to significantly enhance spectral and energy effi-
ciency in a cost-effective way. Consequently, it is envisioned that IRS will
lead to fundamental paradigm shifts of wireless system and network designs,
moving form the current massive multiple-input-multiple-output (M-MIMO)
system without IRS to the new IRS-aided small/moderate MIMO system, as
well as from the existing heterogeneous wireless network to the new IRS-aided

hybrid network in the future, as shown in Figure 1.3.

(b) Heterogenous wireless network versus IRS-aided hybrid wireless network.

Figure 1.3: Potential paradigm shifts of wireless system /network designs with
IRS. [1]
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On one hand, unlike M-MIMO systems that rely on tens and even hun-
dreds of active antennas to generate sharp beams directly, an IRS-aided
MIMO system enables the base station (BS) to be equipped with signif-
icantly fewer antennas without compromising the users’ quality-of-service
(QoS), by exploiting the large aperture of IRS to create fine-grained reflect
beams through smart passive reflections (see Figure 1.3 (a)). As a result,
the system hardware cost and energy consumption can be greatly reduced,
especially as wireless systems transition to higher frequency bands in the
future. On the other hand, while current wireless networks rely on a het-
erogenous multi-tier architecture consisting of macro and small BSs/Access
Points (APs), relays, distributed antennas, etc., all of these are active nodes
that generate new signals in the network, requiring complex coordination and
interference management to enhance network spatial capacity as more active
nodes are deployed. However, this strategy inevitably increases the network
operation overhead, which could become unsustainable in terms of cost as

the wireless network capacity demand continues to grow.

Furthermore, integrating IRSs into wireless network will shift the current
active-only heterogeneous network to a new hybrid architecture comprising
both active and passive components smartly working together (see Figure 1.3
(b)). By optimally balancing the deployment of active BSs and passive IRSs
in the hybrid network a sustainable network capacity growth can be achieved
in a more efficient and cheap way.

Although IRS can be seen as a promising technology, the design of IRS-
aided wireless systems and networks presents new and unique challenges from

a communication perspective, three of which are elaborated below.
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The first challenge consists in carefully design the passive reflections of
each reflecting element on an IRS , i.e., the IRS configuration, to properly
achieve the desired propagation environments. Furthermore, it is worth not-
ing that the optimization of the IRS configuration strictly depends on the
channel to and from the IRS, whose knowledge is not so immediate. More-
over, to effectively serve all users in the network, regardless of whether they
have a nearby IRS, the IRS passive reflections need to be jointly designed
with the beamformers used at the BS and users sides to optimize the end-
to-end communications.

Another challenge concerns the acquisition of the channel state informa-
tion (CSI) between the IRS and its associated BSs/users, due to the passive
nature of the IRS and then the lack of computation capabilities. An IRS
typically consists of a large number of reflecting elements, each contribut-
ing to the channel coefficients that need to be estimated. This makes its
optimization more difficult.

The last challenge regards the optimal deployment strategy for IRSs in
wireless network, aimed at maximizing the network capacity. Indeed, this
strategy is likely to differ significantly from those used in traditional wireless
networks with only active BSs/APs and relays, due to the distinct char-
acteristics of IRSs, i.e., passive reflection instead of active transmission or
reception. Therefore, an exhaustive re-examination of deployment strategies
is necessary.

In conclusion, IRS technology offers various promising applications across
different fields, such as physical-layer security (further explored in the next

chapter), wireless power transfer, unmanned aerial vehicle (UAV) commu-
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nications, MmWave communications, mobile edge computing and so on [1].
However, the research on IRS-aided wireless communication is still in its early
stages and it is crucial to explore new challenges and potential future research
directions, such as theoretical IRS signal and channel modeling, practical IRS

beamforming design, channel estimation and optimal deployment strategies.



Chapter 2

Physical-Layer Authentication

Authentication is the problem of establishing if a received message does re-
ally come from the legitimate source or has been forged by an impersonating
attacker. This is indeed crucial for avoiding the risks involved in accepting
unathenticated messages, such as denial of service, privacy leakage, and loss
of control of devices [2]. Among all the authentication mechanisms, we focus
on the Physical Layer Authentication (PLA), which exploits the propagation
characteristics of the physical channel as signatures of the transmitting de-
vices or the communication links. PLA has been studied in several contexts,
such as orthogonal frequency division multiplexing (OFDM) and multiple-
input multiple-output (MIMO) systems, underwater acoustic communica-

tions, and also from Neyman-Pearson tests to machine learning approaches

12].
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2.1 Authentication Mechanisms

Message authentication mechanisms allow an agent (Bob) to verify that a
received message was indeed sent by the legitimate agent (Alice), rather than
by a malicious agent (Eve), who aims to impersonate Alice. There are two
main classes of such mechanisms, i.e., tag-based (TB) and challenge-response
(CR) authentication [3|. With the former mechanism, each message contains
a tag or identifier that only Alice can generate and that Bob can recognize:
e.g., Alice and Bob share a secret key, which Alice uses to encode information
related to the message, Bob then decodes the tag using the same key to verify
that the message is legitimate. With the latter mechanism, Alice and Bob
share a secret that enables Bob to ask Alice random questions, with Alice
being the only one able to provide the correct answer, so that Bob is allowed

to confirm the authenticity.

Both TB and CR authentication mechanisms typically rely on encryption.
In particular, in TB authentication the message is encrypted with the secret
key of an asymmetric key encryption system. While, in CR authentication
Alice applies a pre-determined function (known to Bob) to the challenge and

encrypts it with a symmetric key (known only to Bob) before transmission.

However, alternative or complementary approaches to traditional encryption-
based security methods have recently gained attention. This is particularly
relevant for the current and future Internet of Things(IoT) networks, which
involve numerous interconnected devices with diverse computational capa-
bilities, data rates, and transmission burstiness [4]. These alternative ap-

proaches aim to provide lower energy consumption, run efficiently on devices
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with limited computational capabilities, and withstand new cyber-physical
attacks. In particular, physical-layer security (PLS) stands out as a branch
of information security that exploits the properties of the physical communi-
cation channel. In particular, the basic PHY-layer authentication approach
consists of two phases: the identification acquisition phase and the identifi-
cation verification phase [5]|. In the first one, Bob (the verifier) estimates the
channels using signals transmitted by Alice (the authentic source) which are
authenticated at higher levels. In the second phase, whenever Bob receives
a new message, he also estimates the channel over which the signal travelled
and compares this estimate with that obtained in the first phase. If the two
are consistent (considering they are both affected by noise), then the received

message is stated authentic, otherwise it is considered fake.

In the literature, several authentication mechanisms have been explored,
with particular attention to the TB authentication, in which, the CSI - the
gain, impulse, or frequency response of the channel - is often used as tag [3].
In fact, PLA relies on two properties of wireless channels; i.e., their invariance
over time and their high variation over space, that allow the receiver to
verify if newly received messages have traveled through the same channel
as authentic ones previously received. If this is the case, they are stated
as authentic. Whereas, when an attacker sends a message from a different
location than the legitimate sender, the signal will travel through significantly
different channels and it can be detected as fake. [4].

In contrast, CR authentication within the context of PLA has received
relatively little attention until now. In [3] a new mechanism for CR PLA is

introduced, specifically for scenarios in which the channels can be (at least
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Figure 2.1: The CR PLS authentication scheme. [3|

partially) controlled by Bob, i.e., whose propagation characteristics can be
in part determined by Bob (see Figure 2.1). In this case, Bob creates the
challenge by setting some channel parameters (channel configurations) that,
however, do not fully determine the channel. The response is the CSI that
Bob estimates, which should be consistent with the selected configuration.
The advantage of this procedure is that, by keeping the current channel
configuration secret from Eve (the attacker), she cannot provide the correct
response to Bob. The main advantage of CR PLA over the traditional TB
PLA is that the random choice of the channel configuration prevents Eve
from repeating a successful attack once it has been identified, i.e., she found
the correct tag. Indeed, in CR PLA, multiple challenge-response couples are
utilized, thus even if Eve discovers the correct response for a given challenge,
she remains unaware of the others. Additionally, in the CR PLA scenario Eve
is unaware of the current challenge (i.e., the current channel configuration),

making the design of the attack strategy more complicated.

Note that, in CR PLA mechanism the security depends on the degree

of control that Bob has on the channel, and, also, CR PLA mechanism
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modifies the channel itself, differently from other mechanism where a feature
of an existing channel is selected for authentication [3|. Since IRS can be
used to modify the propagation of wireless signals (and then the channel
characteristics), CR-PLA mechanism can benefit of the IRS presence in RIS-

assisted MIMO systems.

2.2 PLA with IRS

As an innovative approach to intelligently reconfigure wireless propagation,
IRS holds great potential for significantly enhancing the security of tradi-
tional wireless networks, even in challenging scenarios where conventional
PHY-layer security techniques prove ineffective [1]. In fact, IRS can increase
the data transfer rate and cell coverage, and improve signal-to-noise ratio
(SNR). Moreover, as previously mentioned, it can support PLS mechanisms
[4].

In particular, when IRSs are optimized to focus on collecting signals from
a specific area, the Alice-IRS-Bob communication channel is enhanced, thus,
making it more distinctive and improving tag-based PLA. Furthermore, ad-
vanced IRS with sensing capabilities can offer deeper insights into the prop-
agation channel, leading to more effective authentication, still in the context
of TB authentication. For instance, in literature a tag-based PLA mecha-
nism in IRS-assisted communication systems has been proposed: in an IRS
communication system, the channel gain and background noise are extracted,
and then applied to a random signal together with a private key, generating

a cover tag signal [4]. Note that in this case previously known secret bits are



16 CHAPTER 2. PHYSICAL-LAYER AUTHENTICATION

used for authentication instead of PHY-layer characteristics.

IRSs are ideally suited for the CR PLA. Indeed, the IRS under the control
of the receiver can be integrated in the CR-PLA mechanism. In particular, in
this mechanism, Bob first randomly modifies the propagation environment,
i.e., the IRS configuration, acting as the challenge, and then estimates the
channel through which the received signal has passed - the response - to en-
sure that it is consistent with the modified configuration. Indeed, the CR
PLA protocol can be described as follows, as shown in Figure 2.1 [3]:

1. Step 1, CSI measurements: Alice sends several pilot signals to Bob over
a partially controllable channel, correspondingly to several channel config-
urations properly selected by Bob. These transmissions are secured using
higher-layer authentication mechanisms. Using the pilot signals, Bob esti-
mates the Channel State Information (CSI) and records both the estimated
CSIs and the corresponding channel configurations.

2. Step 2, random configuration: Bob issues a challenge to Alice by randomly
selecting a channel configuration. This configuration mighthave already been
encountered during Step 1 or could be a completely new one. In the latter
case, Bob must be able to predict the expected CSI based on the previous
observations from Step 1.

3. Step 3, message transmission: Alice transmits the message, and Bob es-
timates the CSI from the received signal, which consists in the response of
Alice to the challenge.

4. Step 4, channel check: Bob compares the estimated CSI from Step 3 (the
response) with the predicted CSI from Step 2 (the expected response). If the

two CSIs match, the message is considered authentic.
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Moreover, in [6] the new hybrid-IRS (H-IRS) structures are presented,
containing elements that can simultaneously reflect wireless signals and op-
erate as receive antennas. In order to do that, part of the energy of the signal
impinging on an element is absorbed by the radio-frequency chain, operating
as a receiver, while part is reflected in the desired direction, operating as a
passive IRS. It is shown that, by exploiting the H-IRS, the PLA mechanism

improve.

H-RIS

Authenticated link —»
Leaked link -
Attack link > Bl e

Controller

Bob

Eve (Attack 2)

Figure 2.2: H-RIS PLA system model. [6]

Besides all the advantages that IRSs ensure in PLA, there are still several
practical issues that need to be solved. First of all, in order to exploit IRS
passive beamforming for reducing the eavesdropper’s rates, the CSI of the
links between the receiver and eavesdroppers as well as between the IRS
and eavesdroppers are required, and this is practically difficult to obtain for
two main reasons: (i) IRS usually has a huge number of passive reflecting
elements, and (ii) the eavesdropper could intentionally remain covert or their
CSI could be imprecise or outdated if their signal leakage is used for channel
estimation. As a consequence, new channel estimation procedures as well
as robust or secure IRS passive beamforming design are required, where

incomplete or imperfect CSI at the eavesdropper is considered. Furthermore,
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in a large-scale secure communication network with many legitimate users
and eavesdroppers, along with densely deployed IRSs, the strategic placement
of IRSs is crucial for maximizing network secrecy throughput, which asks for

further investigation.



Chapter 3

Challenge-Response

Authentication with IRSs
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Figure 3.1: Communication scenario. [5]

The new communication technologies, specifically, the controllable nature
of wireless channels, made possible a further evolution of PLA. In particular,
the propagation of wireless signals can be modified using intelligent reflecting
surfaces (IRSs), which are controllable devices that change the phase shift
introduced by their elements. Hence, when the IRS is under Bob’s control,
he can set a random configuration of the IRS, unknown to the attacker, and

verify that the channel estimated from a received message corresponds to
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the set configuration. This approach consists in a challenge response PLA
(CR-PLA) mechanism, where the random configuration is the challenge and

the predicted channel is the expected response.

We analyze the performance of the CR-PLA scheme in terms of false
alarm (FA) and missed detection (MD) probabilities, while to measure the
communication performance we consider the signal-to-noise ratio (SNR) av-

eraged over the random IRS configuration.

3.1 System Model

We consider the scenario where a legitimate receiver Bob authenticates mes-
sages from a legitimate transmitter Alice. An attacker Eve aims to imper-
sonate Alice by forging messages and transmitting them to Bob. We assume
that Alice, Eve and Bob are equipped with a uniform linear array (ULA) of
N4, Ng and Ng antennas, respectively, and the number of elements of the

IRS is large.

The communication between Alice and Bob is supported by an IRS with
N reflecting elements, each acting as a receive and transmit antenna. Each el-
ement has unitary gain and introduces a phase shift ¢,, = ¢/, n =1,2,..., N,
on the equivalent baseband impinging signal. We define the configuration col-
lecting the phase shifts introduced by the IRS on each element through the

vector ¢ = [¢1, o, ..., on]7, and we define the NxN diagonal matrix ® as

® = diag{o} = diag{ o1, d2, ..., On }. (3.1)
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Bob controls the IRS by choosing ® using a secure dedicated channel not
accessible to Eve. We assume, then, that communication between Alice and
Bob only happens through the IRS without any additional direct link. We
define G € CN¥*Na a5 the vector for the baseband equivalent channel from
Alice to the IRS, and H € CV5*V as the vector of the channel from the IRS

to Bob. Hence, the resulting Alice-IRS-Bob cascade channel gain is

Q = H3G. (3.2)

We assume that Eve can transmit messages to Bob through a direct
channel with gain C € CN#*Ne | known by Eve.

All the channels are assumed to be time-invariant and reciprocal, while
the IRS configuration (i.e., matrix ®) is under Bob’s control and can be
changed over time, making the cascade channels @ controllable.

Communication Channel: We consider the communication channel mod-

eled as follows

y=Qx+ w, (3.3)

where x is the vector of transmitted data and w is the additive white Gaus-
sian noise (AWGN) vector. We assume here that « is a complex Gaussian

vector with zero mean and correlation matrix P = E[X X ].

3.1.1 CR-PLA with IRS

The CR-PLA mechanism introduced before works as follow in our scenario.

In the association phase Alice transmits authenticated pilot signals to Bob,
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who estimates the cascade channel @ for several IRS configurations. We
assume that, through this phase, Bob will obtain estimates Q(®') of the

cascade channel for any IRS configuration ¢'.

Q(P) =Q(®)+W (3-4)

where W is the estimation error at Bob, modeled as additive white Gaussian
noise (AWGN) matrix with independent entries, each with zero mean and

2
power 0.

In the wverification phase, Bob sets a random configuration ® of the
IRS as described here. Bob modifies the IRS configuration around the
communication-optimal one 6, n = 1,..., N, obtaining a new configuration
as

¢l =elnten) =1 .. N, (3.5)

with €, random variable with support [—7,~], where 7 stands for the max-
imum deviation from the communication-optimal IRS configuration. This
means that a larger v increases the randomness in the IRS configuration
making it more difficult for Eve to build a successful attack. Besides, €, are
independent for each n = 1,..., N, and regenerated independently at each
new verification phase. Whenever Bob receives a message, he estimates the
cascade channel R and verifies if it corresponds to the expected channel

Q(®). Pilot signals are assumed to be known by all parties.

Under legitimate conditions, given the configuration ¢ of the IRS, when
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Alice is transmitting, Bob estimates the Alice-IRS-Bob cascade channel, i.e.,

Q=Q+Ws, (3.6)

where Wy is the estimation error at Bob, modeled as additive white Gaussian
noise (AWGN) with zero mean, independent entries and power o% per entry.

We suppose that Bob knows perfectly both the channel matrices and can
decide the IRS configuration ®. Hence, Bob during the association phase
obtains Q(®) = Q(®).

Bob’s goal is to figure out whether the estimated channel R is authentic
(Q), or forged (V'), by exploiting his knowledge of Q. To recognize the
attack, Bob performs an authentication test, that, given @ and R, decides

between the following hypothesis:

Ho : the message is from Alice, (3.7)

H, : the message is from Eve, (3.8)

The authentication procedure is represented in block D of Figure 3.2, which
has 7 as input and the Boolean value b as outputs. Proper verification is

accomplished if b=0b.

3.1.2 Attack Model

Eve’s goal is to impersonate Alice and pass the authentication test at the
legitimate receiver (i.e., Bob). We consider that Eve knows some side infor-

mation, represented by the matrix Z. We also assume that C' is correlated
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Figure 3.2: Block scheme. [2]

with H and/or G, thus, Eve can estimate these channel matrices and com-
pute the communication-optimal IRS configuration ®* = diag{e?", ..., 7V},
The corresponding resulting estimate at Eve of the Alice-IRS-Bob cascade

channel with communication-optimal IRS configuration is

Z=H®G+W,, (3.9)

where W is an AWGN matrix modeling the resulting estimation error.
Moreover, we assume that Eve knows: i) the actual realization of Z, ii)
the probability density function (pdf) of the channel matrices H and G, and
of the IRS configuration vector ¢, and iii) the pdf of noise at both receivers.
We also suppose that Eve transmits precoded pilot signals and can induce

any channel estimate to Bob. Thus, when under attack, Bob estimates

V =V, + Wp, (3.10)

where Vj is the channel forged by Eve. To preserve generality, we consider

that Eve adopts a probabilistic strategy, characterized by the conditional pdf
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Pvy|z- Besides, since Eve knows the statistics of W, the attack strategy can

be described by pyz.

3.1.3 Authentication Test

Lastly, let the channel estimate at Bob be

Q if Alice is transmitting (b = 0),
R= (3.11)

V if Eve is transmitting (b = 1),

with b indicating the legitimate/attack state. Thus, Eve’s goal is to prevent
Bob from distinguishing between the attack V' and the legitimate Q. To
simplify, let v = vec(V) and r = vec(R), as in Figure 2.2. Due to the
variety of the possible Eve’s attack Vj, we consider that the receiver employs
a GLRT (Generalized Likelihood Ratio Test), appropriate in case of unknown
V statistics. Let fQ\Ho be the pdf of Q under hypothesis Hy. The generalized

log-likelihood function is

U = logfa, (1) (3.12)

Under hypothesis Hg, and conditioned on the configuration ®’ chosen by
Bob, form (3.4), (3.6) and (3.10) R has a Gaussian distribution with mean
Q and we can write

R=Q(®)+ Wz -W. (3.13)
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Let W = Wy — W be the overall noise matrix with independent entries,

each with zero mean and variance o2 = 20%. Hence, (3.12) can be written as
2 NidH 12
= Z|IR-Q®)P, (3.14)

neglecting irrelevant constants. In line with the GLRT, ¥ is compared with

a treshold 7, and the authentication outputs

b= (3.15)

3.2 Authentication Strategy Design

In the CR-PLA mechanism Bob has to randomly select the IRS configuration
to generate the challenge. On the other hand, the random IRS configuration
selected in the verification phase, while providing authentication capabilities,
affects the data rate of the communication link between Alice and Bob. Thus,
we aim to properly design the pdf of the IRS configuration pg(®) to obtain a
tradeoff between the security metrics and the resulting achievable rate of the

legitimate channel. Furthermore, under the two hypotheses (3.12) becomes

2
U = ;|5|2, (3.16)

with

W, under hypothesis H,
5= (3.17)

Vo — H®G + W, under hypothesis H;.
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3.2.1 Communication Performance

In our system with multi-antenna transmitter and receiver, for a given IRS

configuration ®, the resulting achievable rate of the Alice-Bob channel is

Ca(®) = log, {det (I + %QPQH)} (3.18)
B

g

where I is the identity matrix, @ is the Alice-IRS-Bob cascade channel (i.e.
H®G), Q" represents its complex conjugate and transpose, and P is the
correlation matrix of the vector of transmitted data (3.3), that can be chosen

in order to maximize the capacity.

In the verification phase, we assume Bob modifies the IRS configuration

around the optimal one, obtaining a new phase shift as
0, = 0, + €,, (3.19)

with ¢, a random variable, that are assumed independent and identically
distributed (i.i.d.) for all the IRS elements and with even pdf. Hence, the
problem of designing pg(®) becomes the problem of designing the pdf of p,
of €,.

For communication performance evaluation we consider the average ca-
pacity for given H and G, for which we now derive an approximate expres-

sion depending on some statistical properties of ¢,.

In particular, let us consider the asymptotic case N — oo. Then, let us
define
m = E[e’"] = E[cos ¢,] + jE[sine,]. (3.20)
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Assuming that p, is even, the second term vanishes and

m = E[cos €,]. (3.21)

In [7] and 8] are presented some methods to find the communication-
optimal IRS configuration @ for given H and G. Note that the generic entry

of the cascade channel matrix @ is

N N
=Y Hn®,Gre=Y H e "G, (3.22)

Under the asymptotic assumption, for N — oo, the generic entry @, . has a

Gaussian distribution with mean

N
= E[QT,C] =m Z Hr,ne‘je" Ghes (3.23)
and variance
.
- EHQT,C - [QT c - Z Hr neJGnG 6]6" _— ) =
Z H, e G o (€7 — Z H:m/e’ja"’ G (e —m)| = (3.24)

N N’

S HenHy e G Gy B0 = m) (e — ),

so we have to study E[(e?*" — m)(e™7 — m)] distinguishing the two cases,
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i.e., n =n' and n # n’. Hence,

E[(e7 —m)(e ¥ —m)] =

Thus, the variance is

N
0l =1 =m")> |Hopl’| Gl (3.26)

Furthermore, in general, different entries @), . and Q,,.,, with r; #
ro and ¢; # ¢y, are correlated, i.e., by changing row and column, hence
by changing H,, and G, ., the entries are still defined by €,. Therefore,

we're interested in E[Q,, ., @ ,Vry, 79, €1, Co, where @) is the complex

* ] *
72,C2 T2,C2

conjugate. Hence, @ is a matrix with correlated Gaussian elements, with

correlation

COU(QH,Q ) QTQ,CQ) = E[er,cl Q:Q,CQ] - ]E[Qﬁ 7CI]E[Q:27CQ] =

N N’

J€n ,—J€,7
E : E :P”:”/€ e ' ] = My e Mg g
n n

(3.27)
—E

where P, v = Hy o H, /Grcy G:‘L,’CQeﬁ”e*Jen’, and My, ¢, , My, ¢, are computed

as (3.23). So we obtain

N N’

Cov(Qrycrs Qroen) = Z Z P E[e7me™ ] — mipy o My - (3.28)
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As we did before, we have to distinguish in the two cases,

A A E[le’|?] = 1, if n=n’,
E[e' e/ ] = (3.29)
Ele’r|Ele 7] = m?, ifn #n/.
Thus, the correlation is
N N N
COU(QU,CN Qrz,cz) = Z Pn,n + m2 Z Z Pn,n’ = Myy 01 Mg 0 =
n n n’ n#n/ <330)

Finally, we're interested in E[C], i.e., ergodic capacity, of a random Gaus-
sian channel with mean and correlation matrix, which is a Rice channel, and,

as stated in [9] and [10], it is possibile to find the mean capacity.

3.2.2 Security Performance

The authentication mechanism is affected by two possible error events, that
are FAs when Bob discards a message as forged by Eve while it is coming from
Alice, and MDs when Bob accepts a message coming from Eve as legitimate.
Precisely, an FA occurs when, under hypothesis b = 0, ¥ > 7., while, an MD
occurs when, under hypothesis b = 1, ¥ < 7. Hence, the probabilities of FA

and MD characterize the security metrics of the CR-PLA mechanism.

For a given Alice-IRS-Bob channel and any configuration ®’. we define
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the probability of FA and MD respectively as

Pyp(C(V,®") = P[U < 7]b =1]. (3.32)

Under the legitimate condition Hg, by plugging (2.12) into (2.13), ¥

becomes a central chi-square variable with 2N, Np degrees of freedom and

Pra=1-Fa_  omn (3.33)

X2N4Np°

where F)2 o( is the cumulative distribution function (CDF) of a non-
2Ny Np’
central chi-square variable with 2N 4 Ng degrees of freedom and non-centrality

parameter a.

Under hypothesis H; with attack V;, using (2.10) and replacing (2.9)
in (2.13) ¥ becomes a non-central chi-square random variable with 2N, Np

degrees of freedom and non-centrality parameter
1 2 a) ANV
(V. @) = S[IlV - Q)] (3.34)

for a given IRS configuration ®’. The Py/p represents the CDF of this

variable evaluated at 7, that is

Pyp(C(V, @) = F cv.an)(T)- (3.35)

X2N 4 Np>
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Where the choice of 7 is tipically set to reach a desired Pry, i.e.,

T=F3' (1= Pra), (3.36)

X%

and the MD probability becomes

Pup(C(V, @) = FngANB,q(V,@')(FEO(l — Pra)). (3.37)
We now consider the average Pyp, i.e., Pyp = E[FX%N NGV o (7)),
ANB’ ’

assuming that V' is fixed (i.e., Eve performs deterministic attacks), while ®’
is random, and we express it as a function of key statistical parameters for

€n, similarly to what we did for the average capacity.

Attack Strategy: Since Eve does not know the IRS configuration, we as-
sume that Eve uses as attack the average channel seen by Bob when Alice is
transmitting, i.e., she sets the attack channel as Vi = E[Q], where the mean

is evaluated with respect to the random IRS configuration. So,

Vi = HE[®]|G = H®E[diag{¢’"}|G = mH®G. (3.38)

Test Variable: Under attack Vi (2.16) becomes

8§ =mH®G — H®'G + W = H(mdiag{¢’’"} — diag{¢/""¢/"})G + W
(3.39)

MD Probability: Similarly to what we did with the cascade channel’s
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matrix @, we note that the generic entry of the matrix ¢ is
N — —
Ope = Wre+ Z H, ,(mel — elfreim)@G,, ., (3.40)
n

where the term e’ is the only one changing. Under the asymptotic assump-
tion, for N — oo, the generic entry J,. has a Gaussian distribution with

mean

N
m! :EMA:EM%LHEE:mﬂm&%—é%&ﬂGM]:

o ) (3.41)
=0+ H "G, E[(m — )] = 0,

and variance

N

Ufc =Var[d, . = Var[W, .+ Var Z H,., <mej§n _ e]‘%gi%) Gne| =

N
=20% +E Z Hr,n(mejg" — eje"eje")Gn,C —-E

n

N
g Hrvn(meje" — eje"ejg")GM
n

N

=205 +E Z Hm(meﬁ” — eﬁ"ejg")Gmc =

N N’

203 + Z Z H,«’nH:m,ej@”e*jgn’ GG JE [(m — el (m — e*jen’)} :

(3.42)
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As before, we distinguish the two cases, obtaining as in (3.25)

' , E[lm — e’ [?] = 1 — m?, ifn=n/
E[(m — ) (m — e7)] =

E[(m — &)|E[(m — e )] =0, ifn#n/.
(3.43)

Hence, the variance becomes

r,c

N
07, =205+ (1= m*) Y [H, |Gl (3.44)

We observe that, similarly to the matrix @, the entries are correlated,

since €, appears in all of them, with correlation

Cov[0ry c150rype0) = E[én,qd;,cz] —E[0r) 1 JE[0ry.0,] =

AR | | (3.45)
E{WroWeyeo] + 2 2 PawEl(m — &) (m — 7))

so we have to study all the cases.

EHWT’CP] = 20’23, if " = T9,C1 = Co,
E[Wﬁ,ClW* ] - (346)

r2,C2
E[eracl]E[Wr%CQ] =0, if ry 7£ re,C1 7£ Cy.

and, as in (3.25)

. , E[lm — e’ [?] = 1 — m?, ifn=n/,
E[(m — ) (m — )] =

E[m — e/ |E[m — e 7] =0, ifn#n/
(3.47)
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Thus, the correlation is

20% + (1 —m?) ij P, ifri=ryc =co,
COV[0r 15 Oy 5] = (3.48)

(1 - mQ) 27]:[ Pn,na if 1 7£ T2, C1 7é Ca.

Hence, from (2.15), ¥ is a sum of squares of correlated Gaussian variables
with mean not null. We're interested in the MD probability, i.e., P(¥ < 1),
and in its CDF. In [11], it is shown how to calculate the CDF of a linear

combination of chi-square random variables.

3.2.3 Design of the pdf p.

For a desired P4, we derived that m is the only parameter on which the
communication and security metrics depend. Our goal is to find the optimal
pe balancing the communication metrics and security requirements. From
(2.18), we aim at finding a feasible p, such that C'4 p is maximized assuring
that Pyrp(m,T) is kept below a certain threshold 7.

Thus, we consider the following optimization problem

arg max C

s. t. Puyp(m,7) <n
/ =1 (3.49)

Ppa(t) = Ppa
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Chapter 4

Conclusion

In this thesis, we have investigated the integration of an IRS in a CR-PLA
mechanism, where the IRS is under the control of the receiver (Bob), whose
goal is to verify the identity of the transmitter. In particular, our goal was
to obtain a trade-off between communication and security performance, by
properly designing the IRS configuration. Thus, we have derived the chan-
nel statistic, maximizing its capacity to enhance the communication perfor-
mance. We then derived approximate expressions for the false alarm (FA)
and missed detection (MD) probabilities, focusing on the channel statistic
when under attack. Results show that by solving an optimization problem, a

trade-off between communication and security performance can be obtained.

In conclusion, the integration of IRS in PLA presents a promising technol-
ogy for enhancing wireless network security. In fact, significant improvements
can be achieved in preventing Eve’s attacks. This research demonstrates that
IRS technology, when carefully optimized, can provide both robust security

and improved communication performance. However, challenges remain in

37



38 CHAPTER 4. CONCLUSION

terms of practical implementation, particularly concerning the estimation
of channel state information (CSI) and the optimal deployment of IRSs in
large-scale networks. Future work should focus on these challenges and ex-
plore further innovations in IRS-assisted authentication mechanisms to meet

the evolving security requirements of next-generation wireless networks.
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