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Abstract

Communication systems play a key role in today’s society due to the enormous flow
of information that we share daily in every aspect of our lives. Among others, there is a
continuous flow of information regarding status updates that has to be shared to assure
the well-functioning of multiple devices. It is, therefore, mandatory to ensure that this
information can be shared as fast as possible, and without the risk of being lost or accessed
by the wrong recipients. Particularly, eavesdropping is a matter of great importance.
In this thesis work, we analyze an information update system, where the communication
between a sender and a receiver is taking place through quantum channels, and we consider
the presence of two malicious eavesdroppers. To tackle this problem, we employed game
theory as a modeling approach and utilized the computational tool MATLAB to identify
the Nash equilibrium points. Finally, we analyze the transmission rate and eavesdropper
probability, together with the total utility and the price of anarchy for the different Nash

equilibrium points and for different cost values.



1 Introduction

It is well known that we are facing a data revolution. Thanks to technological advances, we are
experiencing a constant multiplication of the amount of data that needs to be shared, stored, and
analyzed every day. To observe this, it is sufficient to consider how annual mobile data traffic
worldwide has grown in the past 10 years. As depicted in Figure 1', the growth is not linear, and it
is expected to continue growing even more in the next 5 years, reaching the impressive amount of
403 exabytes per month in 2029.

Annual mobile data traffic worldwide from 2012 to 2029 (in exabytes per
month)

Annual mobile monthly data usage worldwide 2012-2029
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Figure 1: The graph provides the annual mobile data traffic from 2012 measured in exabytes per
month, with forecasts extending until 2029.

It is thus imperative to provide systems that enable big data storage and fast computation
while requiring lower power supply. One possible solution to address this matter is the introduction
of quantum communication systems [1]. Thanks to the property of quantum mechanics known

as entanglement, the particles exhibit a strong and unique connection, providing a more robust

Ihttps://www.statista.com/study/14634/big-data-statista-dossier/



communication system [2]. Additionally, due to the superposition of the quantum state, this kind
of communication is more difficult to intercept, providing a much more secure network compared
to classical means. Furthermore, because of the mechanism of superadditivity, combining quantum
channels results in a greater capacity than the sum of the channels themselves, resulting in bigger
capability at the same cost.

These are some of the reasons why quantum communication has garnered significant attention
in recent years: the funding for quantum communication sector worldwide has reached 1 billion U.S.
dollars, with 72 startups worldwide as of December 20212.

Within communication technologies, quantum communication offers a revolutionary advance-
ment with unparalleled security and efficiency. One of the main concepts of this advancement is the
Age of Information (Aol), which quantifies the freshness of the information, making it a key factor
in real-time communication systems [3]. As we will see on proceeding sections, decreasing Aol is a
commonly desirable choice due to having fresh information on receiver’s side in a quantum commu-
nication system. On the other hand, monogamy of entanglement is a principle stating that strongly
entangled particles cannot be equally entangled with a third party. This is one of the cornerstones of
quantum communication security [4]. Monogamy of entanglement plays especially crucial role when
Aol is considered in scenarios involving more than one eavesdroppers [5]. While an eavesdropper
takes an action to intercept the information, transmitter of the information adjusts its action to
maintain lower Aol at the receiver’s side. On top of that, in the presence of multiple eavesdroppers,
eavesdroppers will try to minimize the Aol in their respective side, highlighting the effect of the
monogamy of entanglement. This thesis focuses on the previous work done on the field, especially
[5] and extending this paper to multiple eavesdroppers instead of one. Aim of the thesis is to explore
and analyze the balance between Aol and secure communication while multiple eavesdroppers are
present in a quantum communication channel with monogamy of entanglement.

State of the art within quantum communication channels and monogamy of entanglement is
constantly developing with recent works also connecting these concepts to Age of Information (Aol).
To start with, real-time status updates gained popularity, having affect on various areas such as news,
weather reports, social media, temperature and humidity updates from a forest due to prevention of
forest fires, information regarding the velocity and acceleration of a car in order to assist drivers in
safer travel and logistics, etc. [3],[6],[7]. Although the list of the important results is not short, we
give few examples of such works. To start with, [8] focuses on minimizing the age of status updates

sent by vehicles over a carrier-sense multiple access (CSMA) network, [9] analyzes maximization

’https://www.statista.com/study/115330/quantum-computing/



of the freshness of data in warehouses to meet user demands, [10] delves into periodic transactions
updating real time databases. Additionally, security in quantum communication channels is also
analyzed in various works, including scenarios with one or multiple eavesdroppers [5],[11],[12],[13].
It is also to be highlighted that most of these works are considering quantum wiretap channel [14].
On the other hand, although there are examples of it, only few studies in the state of the art
combine security, freshness of information and game theory [12]; and most of these studies focus on
intentional jamming [15],[16]. Examples include [17], where friendly jamming in wireless LANSs is
analyzed, and [18], which is focusing on the the ease of implementation of friendly jamming with
off-the-shelf smartphones. As mentioned before, the list of the related work is not limited to what
has been discussed above; nevertheless it is important to highlight that the thesis is mainly focused
on the work done in [3],[12],[19],[20],[21], and especially in [5].

Before we have an extensive look at the background information, we describe the organization
of the thesis. Next section, Preliminaries, focuses on fundamental and relevant information to the
thesis and covers core necessary parts before moving to the main section of the thesis, Quantitative
Analysis and Modelling. Preliminaries is divided into three subsections: Age of Information in Com-
munication Systems, Quantum Entanglement and Communication Security, and Game Theory for
Communication Systems. Each of these subsections is covering fundamental definitions, statements,
and arguments relevant to the age of information (Aol), quantum entanglement, and game theo-
retic scenarios in communication systems, respectively. Specifically, monogoamy of entanglement
is discussed in section 2.2.2. The key contribution of the thesis is presented in the main section,
Quantitative Analysis and Modelling. This section is divided into two subsections: Theoretical Com-
putation, where mathematical equations are derived within the considered scenario, and Numerical
Results where MATLARB is used for further complex computations and results are demonstrated in

graphs. Finally, we represent the Conclusion and relevant References.



2 Preliminaries

2.1 Age of Information in Communication Systems

2.1.1 Fundamentals of Aol

It is no doubt that developing technology had an immense positive effect on information sharing on
a global scale [22]. Subsequent increase in need of faster communication lead to the improvement in
communication systems. However, improved communication systems and methods of information
sharing also introduced complex problems to be tackled and focused on for further enhancement
of such systems. One of the prominent examples, is the concept of real-time status updates which
gained popularity and became a focus of further investigation with the increase of portable and
modern devices [3]. Its importance in various systems, especially in wireless communication, is a
driving reason for the current investigation.

Real-time status updates can be observed in various communication systems in numerous areas
such as transportation and logistics, healthcare, finance and trading, emergency services, consumer
services, smart home devices, information technology, and many other distinct areas where infor-
mation sharing and communication network is of great importance. To list some tangible examples,
real-time GPS updates allow companies to track shipments and optimize routes for more cost and
time efficient delivery [23], real-time data transfer of patient’s medical background could lead to
immediate important decision making and saving lives [24], real-time updates on stock prices and
market data enable traders and companies to execute informed and immediate financial strategies
[25], etc. In all of these examples, the goal is to make sure that the recipient has access to up to date
information and is able to monitor current relevant conditions and information. In other words, the
core principal is the fact that a source generates time conditioned status updates which then are
transmitted to the recipient through a communication system.

The critical aspect of real-time status updates is the freshness of the transmitted data, or in other
words as timely as possible status transmission. Delay, throughput, queue length and several other
performance metrics fail to fully capture the freshness, or timeliness of the data to be transmitted
[26]. Delay, or also known as latency, is the time required for a packet of data to travel from a
source to a recipient. In other words, it is the duration of time required to process data and deliver
to a recipient by the system. Throughput is the rate at which the data is transmitted through
communication system, and also referred as the capacity of a system to handle the data flow. Queue

length indicates the number of packets of data waiting in a queue to be processed and delivered to



the recipient. It should be mentioned that the queue length can affect the delay and throughput of
a system immensely. Nevertheless, the freshness of the transmitted data is not captured through
neither of these examples of performance metrics. In order to focus on this crucial aspect of status
updates, the concept of Age of Information (Aol) should be introduced. Consider a system where
status update is to be sent from a source to a recipient, while the transmitted data is processed for
a random time before being used. Given this information, we define the age of information at the

side of the recipient at time ¢ as follows [3]:

o(t) =t —o(t) (1)

where o(t) represents the instant when the recipient processed the transmitted data or update before
time ¢. It is important to note that, for further parts of this thesis, we assume that all transmitted
status updates carry fresh information to the recipient and the propagation time is instantaneous,

setting the delay to zero [27].
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Figure 2: Status updates of vehicle sensors waiting in queue before being transmitted to other
vehicles through in-vehicle radio.
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Natural and initial strategy in order to have minimal Aol at the side of a recipient is to receive
status updates instantaneously as they are generated by the source, while also letting the source gen-
erate status updates as quick as possible. However, this is not possible since the real life constraints

causes status updates to be received at the side of a recipient only after nonzero and certain random



time in the system. Figure 2 [3] shows a simple diagram where status updates are generated by
sensors within vehicle, for the acceleration, speed and pressure on tires, and queued to wait before
being transmitted to the other cars through the in-vehicle radio. One of the main factors of this

delay is the concept of queue [28] [29], which will be discussed in more detail in the next part.

2.1.2 Aol in M/M/1 Queue Systems

The study of queuing systems is a mathematical discipline that delves into the analysis of waiting
lines. This field of study finds its origins in the early 1900s when it was initially formulated to
describe the incoming call patterns at the Copenhagen Telephone Exchange Company. However,
the applicability of queuing theory extends far beyond telecommunications and can be effectively
employed in any system characterized by the presence of a source and a customer.

Queuing system models have found wide-ranging utility in numerous domains, offering insights
into the behavior of communication systems, traffic management in industrial settings, and even
facilitating efficient warehouse management in diverse facilities such as hospitals and retail estab-
lishments [6].

For the purpose of this discussion, we will concentrate on a specific scenario, namely, an infor-
mation update system. In this context, there is a sender equipped with a sensor designed to provide
information, a server responsible for processing and handling the signals, and a recipient that receives
the processed information. Various protocols govern the signal processing procedures executed by
the server [30]. The First Come First Served (FCFS) protocol is one in which the information is
transmitted in the order it becomes available. This model is widely adopted and performs well in
standard situations where the server is not overloaded with excessive information. However, if the
server becomes congested and the FCFS protocol is still in use, new information may be discarded
if there is no available storage space. In contrast to FCFS, the Last Comes First Served (LCFS)
protocol prioritizes displaying the most recent information. While this ensures that the freshest data
is presented, it may result in important information that gets queued but never displayed. A hybrid
approach is the Priority Queueing (PQ) protocol, in which each piece of information is assigned a
priority value. Information with higher priority is given precedence over those with lower priority,
allowing it to be displayed first. For our investigative purposes, we will primarily focus on the FCFS
protocol since our main objective is to optimize the system under normal, non-congested conditions.

We can consider an information update system as a single queue node, and we characterize

its behaviour using the Kendall’s notation [31]. According to this notation, a queue node can be



described as A/S/c where A stands for the distribution of the sender, S describes the distribution of
the recipient and ¢ describes the number of servers at the node. The interarrival time of information
and the system time can be described by probability distributions. The most common probability

distributions used to characterize these processes are as follows:

e If the frequency at which information is communicated or retrieved follows a Poisson distribu-
tion and does not depend on the delivery of previous information, the process is denoted as M

representing Markov or Memoryless.

e If the information is communicated or retrieved at fixed intervals, the process is deterministic
and it is denoted by D.

e When we do not specify a particular probability distribution, we refer to the process as general,
denoted by the letter G.

The memoryless process are widely used in the modelling of queue systems, since the Poisson
probability distribution expresses the likelihood that a certain number of events will occur in a fixed
time window, assuming that these events occur with a specific rate and do not depend on when
the last event occurred. The parameter of this distribution represents its mean value, namely if X
represent a Poisson distribution of probability of parameter A, than E[X] = A.

In this thesis, our focus will be on the M/M/1 process. In this scenario, both the sender and the
recipient follow a Poisson distribution of probability, and there is only one server for the exchange of
information [3]. Let A be the arrival rate and p be the service rate. We can thus model the interarrival
times X; as independent identical distributed exponential random variable with E[X] = 1/X and the
system times as independent identical distributed exponential random variable with E[T] = 1/p.

An essential metric for evaluating the performance of a single-server information system is the
average Age of Information (Aol), denoted as A = E[dt], where §(t) represents the Aol, as defined
in equation (1). In the context of the First-Come-First-Served (FCFS) system, it can be shown [3]
that:

~

A=A (E[XT] + EL?) : (2

Using Equation (2), we can derive the average Aol for the M/M/1 system as:
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1 1 2
A=={1+-+-L—). (3)
1% p l—p

In Equation (3), p denotes the load factor or server utilization, defined as the ratio between the

arrival rate and the service rate. It must satisfy the following condition:

The M/M/1 model allows for adjustments to the arrival rate A and the service rate y to optimize
the system. It is known that values close to 0 minimize packet delays, while values close to 1
maximize throughput [3]. To optimize the average Aol, it can be shown that the optimal load factor
value p* must be chosen as p* =~ 0.53.

Since the parameter 1 representing the server rate appears in equation (3) as a rescaling factor,
we can make the assumption, without any loss of generality, that © = 1. Under this assumption,

equation (3) can be rewritten as follows:

IS
A—I—FX—Fm (5)

It is worth noting that in this case, p = A.

2.1.3 Aol in Secure Communications

Secure communication is an essential part of various communication networks, since it is maintaining
the confidentiality of the information transferred between a transmitter and a receiver, or in general
of all involved parties. Although Aol does not affect the security of the transferred information
directly, it has indirect impacts on security in various ways and means. High Aol could potentially
lead to a poor decision making which is considered a security risk in itself. Additionally, if there is
an eavesdropper in the communication network, Aol on receiver’s side could be affected immensely
due to potential outdated information. Again, this would not affect the security in the same sense
as decryption and encryption would; however it would affect the operational security of the system

since the awareness of the receiver related to the current situation would be impacted [5], [32], [33],
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[34]. Moreover, in the presence of an eavesdropper, a transmitter can change the behaviour of taken
actions to make sure that the Aol on receiver’s side is as minimal as possible. This leads to us to
consider a game theoretical approach to such situations where one or more eavesdroppers are present
in the communication network [21]. We will discuss this connection in more detail in section 2.3.

The presence of on eavesdropper within a communication network can lead to significant security
concerns. If the information that has been intercepted by an eavesdropper can also reach the receiver,
then there would be no need for additional strategies for the transmission of data since we consider
the case where the goal of the transmitter is only to make sure that the Aol on receiver’s side
is minimal. Therefore, even though real life constraints are still existent, the transmitter will try
to send status updates as quick or timely possible to ensure the freshness of the information on
receiver’s side. However, situations including an eavesdropper in a communication network are
usually modelled as partially degraded wiretap channel. In such models, intercepted information is
lost to the receiver and thus existence of an eavesdropper directly affects the Aol on receiver’s side,
and leads to changes in strategies for the transmission of the data [5].

Although we will talk about the game theoretic approach in situations including one or more
eavesdroppers in more detail in section 2.3, we conclude this section by mentioning few critical parts
of this approach. It is important to note that the goal of the transmitter, in such scenarios, is
to minimize the Aol on receiver’s side by adjusting the transmission rate of the information. On
the other hand, an eavesdropper’s goal is to minimize the Aol on its side by adjusting the taken
action. Natural question to ask here would be whether it is better for an eavesdropper to constantly
try to intercept information. Unfortunately, this approach is not always the best decision for an
eavesdropper since we associate costs for actions taken by both the transmitter and an eavesdropper
[5], [21], [13].

12



2.2 Quantum Entanglement and Communication Security
2.2.1 Principles of Quantum Entanglement

We begin the chapter by giving a definition for quantum state, which is a core part of quantum
theory. Although there are several views and opinions on what they represent, we try to give a
definition as to what they are to the best of our ability and information. A quantum state is a
mathematical object in quantum theory, providing probability distribution of outcomes for each
possible measurement on a given system [4]. Each state is described by a vector in a Hilbert space
together with an inner product embedded into the space. Simplest example for a quantum state
would be the state for a single qubit. This can be represented by the superposition of its basis states

|0) and |1). Thus, we write the general state of a qubit as in following:
1) = a|0) + B[1) (6)

where |a]?2 4+ |32 =1 and o, 3 € C. It is also important to note here that a Hilbert space is a
complex vector space [35], [36], [37].

On the other hand, quantum entanglement can be described as a phenomenon of quantum
mechanics where quantum states of several particles become intertwined. This happens in a way
that the state of a single particle cannot be described anymore independently with respect to other
particles. What is more, this continues to be the case even when mentioned particles are separated
by large distances. Entangled state can be written as below [38]:

‘\I}entangled> = %('0(» + |11>) (7)

Moreover, quantum entanglement affects quantum computing and communication significantly,
making it an important part of our analysis at the same time. Due to entangled particles being in-
tertwined, this connection between particles forms the basis for quantum teleportation and quantum
key distribution (QKD) [39][40].

The main idea of quantum entanglement is based on the superposition principle of quantum
mechanics. This is the property that allows a quantum system to be in multiple quantum states at
the same time, however, until it has been measured. Entangled particles can be represented by a

combined quantum state as in (7). In this case, measurement of one particle affects the state of the
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other particle at the same time.

Quantum entanglement has various practical applications including quantum computing, quan-
tum teleportation and quantum communication [36], [37], [20]. In quantum computing, entanglement
is used to enhance the speed of solving problems immensely, compared to modern day computers.
In quantum teleportation, on the other hand, state of a particle is transferred from one location to
another without the necessity of a physical transfer of the mentioned particle. Furthermore, in quan-
tum communication, quantum entanglement is used to create or obtain communication protocols
which are highly secure and in fact theoretically unbreakable. Lastly, we conclude this subsection by
stating that quantum entanglement has been shown in various quantum systems, including photons,

electrons, molecules, etc.

2.2.2 Monogamy of Quantum Entanglement in Eavesdropping

Monogamy of quantum entanglement is another core principle of quantum mechanics which is also a
crucial part of our analysis. This particular property limits the number of various and multiple other
systems, to which a given quantum system can be entangled to [20], [41]. Therefore, monogamy
of quantum entanglement has a direct and important effect to quantum communication security,
especially in cases where multiple eavesdroppers are present in a system. In a secure quantum
communication system, two particles cannot be independently entangled with a third party, given
that they are maximally entangled with each other. To give an example, QKD is strongly dependent
on the monogamy of entanglement. In systems such as QKD, presence of an eavesdropper can be
detected thanks to the monogamy of entanglement. This is due to the fact that any attempt to
entangle with communicating sides would disrupt the initial and original entanglement and thus can
be noticed.

The monogamy of entanglement can be mathematically described by using fundamental defini-
tions, entanglement measures and inequalities which are not to be discussed here in detail. However,
we give the following inequality showing that if particles A and B are maximally entangled, then

particle A cannot be entangled with particle C' [41].

TA|BC 2 TA|B + Ta|C (8)

We are able to estimate the degree of entanglement to a considerable extent mainly due to

mathematical formulations and descriptions of entanglement. Consequently, this improves our com-
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prehension of the security of a given quantum communication channel. Moreover, these mathe-
matical expressions offer deep insights into secure information transmission and the detection of
eavesdropper interception. Although monogamy of entanglement has been extensively studied re-
cently, research on the subject is still ongoing and may eventually lead to a greater development
in both theoretical knowledge of quantum communication channels and real-world applications in

secure communication.

2.2.3 Quantum Channels and Aol

Quantum channels have an important role in various quantum communications systems. Quantum
key distribution (QKD) and quantum teleportation systems are only two examples among many
other important systems, where quantum channels are used to transmit quantum information [42].
This is usually done in the form of qubits, which has been introduced in previous sections. On
the other hand, age of information (Aol) describes a metric for the timeliness or freshness of the
transferred information, and is an important factor in quantum communication systems [43]. This is
mainly due to the fact that the value of quantum information usually depends on how current or fresh
it is. Especially in dynamic settings, where decisions are made instantly depending on the received
information, freshness or timeliness of the transferred information is exceptionally important.

Age of information can be affected by various factors in a quantum channel. These factors could
be stability of quantum states, efficiency of quantum information processing, presence of noise in
the quantum channel, etc. On the other hand, quantum information can be easily disturbed by
environmental factors, and thus this could potentially lead to loss of coherence and information.
Therefore, impact of noise and the loss of quantum coherence on age of information is an important
factor to be considered while quantum communication systems are designed. This is due to the fact
that these features can immensely affect the reliability and the speed of transmission of information.

In quantum communication channels, the presence of an eavesdropper can also significantly im-
pact the Aol. An eavesdropper attempting to intercept the quantum information which is being
transmitted can introduce errors and delays in the communication channel. These disturbances can
be detected by the legitimate parties, providing an indication of a potential security breach. The in-
terplay between ensuring the freshness of information (decreasing Aol) and maintaining security and
integrity of the quantum channel is a critical aspect of quantum communication research. Strategies
to optimize Aol in quantum channels involve balancing the trade-offs between speed, reliability, and
security, while considering both the physical limitations of the quantum systems and the potential

threats from eavesdroppers [44] [45].
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2.3 Game Theory for Communication Systems

In the following subsections we will presents the fundamentals of game theory, how is game theory
used in Secure communication, and which are the common strategies to extend the setting from two

to a greater finite number of players.

2.3.1 Game Theory Fundamentals

Game theory is a branch of mathematics that investigates situations in which multiple parties
involved seek to optimize their own gains, and the choices made by each player influence the decisions
and gains of the others [46]. This field of mathematics has witnessed significant development over
the past 100 years. In 1928, Von Neumann became the first to formally define game theory in his
paper Theory of Parlor Games and later, his book Theory of Games and Economic Behavior [47]
sparked a revolutionary shift in the field of economics. The theory was subsequently applied to other
disciplines such as psychology, sociology, and politics. The development of game theory continues to
grow, with substantial contributions from renowned mathematicians such as John Maynard Smith,
John Nash, and Roger Myerson, to name a few.

In a game theory setting we have a finite number of parts, called players, that wants to maximize
their payoff [48]. Let’s consider the most informative case of two players, since the generalization to
multiple players can be derived from the case taken into account. We call the two players Playera
and Playerp.

In the context of game theory, it is possible for all players to know all the variables at all times.
In such cases, we refer to it as a game of complete information. Another common scenario involves
players not having access to all the information about each other. This situation is referred to as a
game of incomplete information or Bayesian games [49] [50].

Another crucial distinction is whether a game is static or dynamic. A game is considered static
when the actions of the players occur only once. Conversely, a game is considered dynamic when
players adjust their actions multiple times. In the scope of this thesis, we will focus on static games
of complete information, as the emphasis will be on applying game theory to the communication
system.

Each of the two player has a set of possible actions that can perform, let A be the set of possible
action for the Players and let B be the set of all possible action for the Playerg. The goal of Playera
is to find the strategy a among the all possible strategy in A that maximize its payoff J4(a,b)

max Ja(a,b) (9)

a€c

16



while the goal of Playery is to find the strategy b among all the possible strategy in B that maximize
its payoft Jg(a,b):

max Jp(a,b). (10)

As it can be seen inspecting the equation (9) and (10), it is clear that Players payoff depends on
its on choice as well as Playerp choices. Therefore, it is not always possible to find the value of a
and b that allows to maximize the two equation in the same time. This is why it is important to
define the concept of equilibrium. In the context of non-cooperative game, it is useful to introduce
the definition of Nash equilibrium.

We say that a pair of strategy (a*,b*) € (4, B) is a Nash equilibrium of the game if, for every
a € A and for every b € B, the following equation holds [48]:

J(a*,b) < J(a*,b), J(a,b*) < J(a*,b*). (11)

Thanks to the Nash existence theorem [51], there always exists a Nash equilibrium for a finite number
of players.

It is important to recognize that Nash equilibrium may not yield the optimal outcome. Essen-
tially, a* signifies the optimal decision for Player, after Playerg has made their optimal choice, and
the same principle applies to Playerp.

A classical example to better understand this situation is the example of the two prisoners. Let’s
assume that we have two prisoners has been captured; each prisoner’s sentence is halved if they
confess, they receive the full sentence if the other confesses but they do not, and they go free if
neither confesses. Although the optimal outcome is for neither to confess, the Nash equilibrium
occurs when both confess.

In general, it is a delicate matter to find the Nash equilibrium point. However, for static games
with complete information, identifying the equilibrium point is feasible using computational tools
such as MATLAB, especially when the payoff equations (specifically equations 9 and 10) are known.

It is also possible to have multiple Nash equilibrium points; when there are multiple Nash equi-
librium points, we call the primary Nash equilibrium point the one that represents the best outcome

for all the players with respect to the others.

2.3.2 Game Theory in Secure Communications

Communication systems are used in various aspects in today’s world. Every time a piece of in-

formation is exchanged, a communication system is used, either physically or through a network.
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Especially in wireless communication, it is crucial that the piece of information is protected and can
reach the designated receiver. There are many cases in which there might be a malicious attack,
either to prevent the information from reaching the receiver or to gain hold of the information itself.
There are various strategies that can be applied to make the communication system safer, and all
of them deal with managing finite resources [52] [53].

This is why Game Theory can come in handy [54]. In fact, using game theory, it is possible to
model a situation in which different parties are competing against each other to reach a selfish goal,
and their actions change based on what the other parties do. In a typical Game Theory setting,
the actions that the players can perform are limited, and they are associated with a cost. By using
a game theory setting, it is possible to analyze the situation globally, and each player can find the
best strategy assuming that the other players will do the same.

Game Theory has been widely used in the past years to enhance communication systems [55].
From various applications, interesting results have been proven in intrusion detection systems, se-
curity of self-organizing networks, and at the physical layer and media access control (MAC) layers.
It is worth paying attention to the physical and MAC layer since it is where attacks like jamming

and eavesdropping can occur.

2.3.3 Extension to Multiple Players

In most cases, game theory is presented for two players. The reason for this is that the approach
to a game theory setting remains the same when dealing with a finite number of players, while the
approach changes completely when dealing with an infinite number of players. However, the latter
case is outside the scope of our work. Since we will apply game theory in a setting with more than
two players, we now present the theory for a finite number N of players for completeness [48].

Let us assume we have a finite number N of different players, whom we will refer to as Player;,
Players, ..., Playery. We will consider a static, non-cooperative game of complete information. This
means that all the NV players have different goals and will use a strategy to achieve their individual
goals. Each player selects its action just once, simultaneously. Additionally, since it is a game of
complete information, each player knows the state of the system and the action each other player
performed. Let X; be the set of all possible actions x; that player; can perform for eachi € ,..., N.
Each player has associated its utility function J;(x1,...,xn). The goal of each player is to find the

action that maximizes its utility function:

)glea))((i Ji(X1, . XN) (12)

18



As for the case of two players, we define the Nash equilibrium. Let x* = (x},x%) be a set containing
a strategy for each player, where x; denotes the strategy for player; and x* denotes N — 1 strategies
for all the remaining players. We say that x* is a Nash equilibrium if [48]

Ji(xF,x%) > Ji(xi,x%) Vx; € X (13)

-1

As for the case of two players, it is possible that the Nash equilibrium does not represent the best

outcome possible for all the players, and it is possible to have multiple Nash equilibrium points.
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3 Quantitative Analysis and Modelling

3.1 Theoretical Computation

In the following scenario, we find ourselves with a transmitter sending periodic information to a
legitimate receiver. For clarity, we will denote the transmitter as Alice and the receiver as Bob.
We model this scenario using an FCFS M/M/1 model, making the assumption that the receiver is
passive, and the transmitter transmits with an update rate equal to A [5]. Additionally, without
loss of generality, we set the service rate p to be equal to 1, as explained in Section 2.1.2. The
communication in our model takes place through a quantum channel.

In this model, we introduce two eavesdroppers, referred to as Eve and Frank. Their objective is to
intercept the information transmitted from Alice to Bob. However, Eve and Frank act as independent
players and do not cooperate in their attempts to retrieve the information. The behavior of each
eavesdropper is modeled as follows: we assume that each eavesdropper can intercept each package
sent by Alice, as detailed in Section 2.2. We model the process of each eavesdropper as a family
of independent identically distributed Bernoulli processes with a parameter 5 € [0, 1]. Specifically,
B1 € [0,1] represents the parameter associated with Eve, and 2 € [0, 1] represents the parameter
associated with Frank [5].

In our model, we consider Bob to be a passive element, while Alice, Eve, and Frank are active
players. Therefore, there are three M/M/1 queues: one at Bob’s end, one at Eve’s end, and one at
Frank’s end. Due to the nature of the quantum channel, if Eve or Frank intercepts the information,
it will not reach Bob. However, if neither Eve nor Frank attempts to intercept the information, it

successfully reaches Bob with a probability of

(1= B1)(1 = B2). (14)

If Eve attempts to intercept the information while Frank does not, the information is successfully

intercepted by Eve with a probability of
P11 = fBa). (15)

Similarly, if Frank attempts to intercept the information while Eve does not, the information is

20



successfully intercepted by Frank with a probability of

Ba(1 — B1). (16)

A different scenario arises when both Eve and Frank attempt to intercept the same information.
Due to the monogamy of entanglement, we focus on two main and highly informative scenarios, as
others can be derived from those presented here.

In the simpler case, we assume that when both Eve and Frank attempt to intercept the same
information, the information is lost. This situation is illustrated in Figure 3. In this scenario, the
flow of updates generated by Alice splits into three memoryless flows with rates Ag, Ag, and Ap,

taking the form presented in the following equations (17), (18) and (19).

Bob gets the
information

Frank gets the
information

Eve gets the
information

B, Information
gets lost

Figure 3: Tree diagram depicting the case where Eve and Frank attempts to intercept the same
information and information gets lost.

A =A1-51)(1-p) (17)
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Mg = A1 (1—B2) (18)

Ap = A32(1— 1) (19)

Alternatively, we can consider a scenario where both Eve and Frank attempting to intercept
the same information results in a probability p; € [0, 1] that Eve intercepts the information and a
complementary probability po = 1 —p; that Frank intercepts the information. Due to the symmetry

of the eavesdroppers [21], it is reasonable to assume

1

PL=p2=3 (20)

This scenario is depicted in Figure 4. In this case, the flow of updates generated by Alice again
splits into three memoryless flows with rates Ag, Ag, and Ar, assuming the form presented in the
following equations (21), (22) and (23).

Ap=A(1-p51)(1-B2) (21)
A=A [51(1 — fBa2) + ﬂ;ﬁz] (22)
Ar =) [52(1 ~8)+ ﬁlfz] (23

Upon inspecting the equations for A, Ag, and A\p, it becomes evident that the scenario in which
neither Eve nor Frank can retrieve the information is a special case of the latter. This special case
occurs when we set the probabilities p; and ps to be both equal to 0. Consequently, our focus will
be on the broader scenario, as it provides more informative insights.

Before we delve into the case where we have two eavesdroppers, we note down below equations
(24) and (25), for the average age of information values at Bob’s and Eve’s sides respectively [3]. We

observe that in fact (24) is the same equation as (5) where X is simply replaced by (1 — 8)A. This
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Bob gets the
information

Frank gets the
Alice information

Eve gets the
information

Frank gets the
information

0.5 ™ Eve gets the
information

Figure 4: Tree diagram depicting the case where Eve and Frank attempts to intercept the same
information and each has a success rate of 0.5.

is expected since (1 — B)A represents the probability where Eve does not intercept and Bob receives

the information.

B 1 (1-p)%x2
AB(/\,ﬂ)—1+(175))\—#17(175))\ (24)
2342
AE(A,ﬂ):H%ﬂﬂfm (25)

Once we introduce a second eavesdropper, Frank, we have to adjust average age of information
values for each side and define the average age of information value for Frank’s side which is quite
similar to the value at Eve’s side. In order to do so, we replace A in (5) with (21) for Bob’s side,

with (22) for Eve’s side, and with (23) for Frank’s side. Therefore we get the following average age
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of information values (26), (27), (28), for Bob’s, Eve’s, and Frank’s side respectively.

1 (1= 51)° (1 = B2) A2
Ap(x - 26
B (X B, B2) 1+(1*[31)(1*52))\4_1*(1f51)(1762))\ (26)
2
| 2o (1 - ) + 242
AE (>\a ﬂlvﬂQ) =1 + —+ (27)
)‘[ﬁl(l_@)‘kﬁlzﬁ?} 1—)\[51(1—52)+ﬁ12ﬁ2]
2
| (1 -5+ 242
AF ()‘3517B2) =1+ + (28)
Akﬂl—&)+@?] 1—Akﬂl—m)+&f]
By simplifying equations (27) and (28) we get the following equations (29) and (30).
2
L Raoa
AE ()‘aﬁhBQ) =1 + —+ (29)
A[ﬂlﬁgﬂ 1)\[5131232}
2
1 2[5 - 2]
AF()HBD 62) =1+ + (30)

Tt

Now, since 1 and B3 must be equal for symmetry at the Nash equilibrium [21], we take 51 =
By = B and further simplify (26), (29) and (30) as below in (31), (32), and (33) respectively. We
denote simplified average age of information values at Bob’s, Eve’s and Frank’s side as before except

replacing 31 and (2 with ﬁ~

L (1-3)"2
(1-8)°2  1—(1-F5)"A

Ap(\B) =1+ (31)
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At this point, it is intuitive to consider whether it is logical for both Alice and two eavesdroppers,
Eve and Frank, to increase their actions as much as they like. However, this scenario would be
unrealistic without any consequence applied to each side. Therefore, we say that all sides are
subject to a cost which is directly proportional to their action value [13]. Moreover, we observe that
the goal for each side is to decrease the average age of information, while it is the opposite for the
utility functions in game theory. In the case of a single eavesdropper, utility functions would be

defined as follows, assuming the costs ¢ and k assigned to Alice and Eve respectively.

-1

ua(n8) = [26(15)] " — o (39

up(MB8) = [Ap(A,8)] 7 — k8 (35)

Since we are considering the case with two eavesdroppers, utility functions takes following forms
in (36), (37) and (38), where c is the cost assigned to Alice, k1 to Eve and k2 to Frank.

ua(X, B, B2) = [AB ()\,ﬁl,52)rl —cA (36)
ug (A, B, B2) = [AE()\751;62)]_1 — k161 (37)
up (X, Br, o) = [Ar(A, B, B2)] " — k2B (38)

Once again, since 81 = 82 = 3 for the symmetry at Nash equilibrium, we can simplify the above

given utility functions. Additionally, we assume that costs are also equal for Eve and Frank due the
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same reason. Thus, we take k1 = ko = k.

ua(MB) = [Ap(AB)] T —ex (39)
up(MB) = [Ap(\,B)] " — kB (40)
up(XB) = [Ar(A\B)] " — kB (41)

Note that, ug ()\,B) = up ()\,B) since Ag (A,B) = Ap ()\,5) as can be seen from (32) and (33).
Now, the next logical step would be to look at Nash equilibria of the system. Observing that choices
of Alice and two eavesdroppers are connected, we write down best response (BR) functions of each
side. In particular in below equations (42) and (43), A* (B) represents the best response of Alice to
the choice of Eve and Frank, while 3* ()\) represents best response of Eve and Frank to the choice
of Alice.

A" (5) = argmax 4 ()\,ﬁ) (42)
A€E[0,00)
B* (/\) = argmax ug (/\,B) = argmax ug (/\,B) (43)
Belo,1] Belo,1]

As the last part of this chapter, we consider and analyze the price of anarchy (PoA) within
our model. To begin with, we note that the sum of utilities of Alice, Eve and Frank is taken as a
criterion for social welfare [5]. Then, we define the price of anarchy (PoA) as below in (44), where
Aw, Bw represents the worst possible Nash equilibrium, while Ag, 50 represents the social optimum
[66]. Social optimum can also be regarded as choices maximizing the social welfare. It has been
shown [5] that primary Nash equilibrium corresponds to achieving the social optimum, and the PoA

is 1 if the system admits only one Nash equilibrium.

w4 (Mo, Bo) + ur (Mo, Bo) + ur (Xo, Bo)

PoA = = - =
0 UA ()\waﬂw) +ug ()\wvﬁw) +urp ()‘waﬁw)
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3.2 Numerical Results

In this section, we will examine numerical evaluations based on the previous section where theo-
retical computations has been discussed. We derived the results through MATLAB with originally
developed code. To begin with, Figure 5 illustrates how best responses of Alice and two eavesdrop-
pers change with varying values of A and B, when costs ¢ and k are equal to 0. Here we have only
one Nash equilibrium, at the intersection point of best responses. If we consider the best response
curve for Alice, it makes sense to increase the value of A as the value of B increases, since there
is no cost for either side. However, this increase will be put on halt and follow a stationary value
after the value of 3 increases beyond certain limit. The main reason for this is that Alice does not
want status updates to be lost while being eavesdropped due to the quantum channel, which would
directly impact the Aol on Bob’s side. On the other hand, if we consider the best response curve
for eavesdroppers, B value can be increased as much as eavesdroppers would like since there is no
cost imposed on their actions. It is clear from this curve as well that A value decreases while B value

increases, due to an analogous reason mentioned for the previous curve.

Figure 6 depicts nine similar graphs as in Figure 5, with different ¢ and & values. Case for
c=k=0 provides one Nash equilibrium, while cases where 0.01 < ¢ = k < 0.13 have three Nash
equilibria. Moreover, starting from the case ¢ = k = 0.14 and onward, we still obtain one Nash
equilibrium. On following graphs, we will see that numerical evaluations is done for mostly three

Nash equilibria.

Since Aol values change based on different unit prices k and ¢, it is interesting to examine the
behaviour of Aol dependent on different unit prices. Figures 7, 8 and 9 illustrates this behaviour at
the primary, secondary and third Nash equilibrium respectively. Figure 7 shows that while the unit
price k increases, Aol values for eavesdroppers increase, at the primary Nash equilibrium. This is
expected since higher cost would lead to less often action by eavesdroppers and thus consequently
increasing their Aol. On the other hand, Aol of transmitter is decreasing while the unit price k
increases. Yet again, since increasing unit price k lead to an increase in Aol values of eavesdroppers,
it also leads to an increased rate of action on transmitter’s side. This would directly impact the Aol
on Bob’s side and thus decrease the Aol value.

Conversely, we observe slightly different behaviour in Figure 8, which is taking place at the
secondary Nash equilibrium. Here, increasing unit price k leads to an increase in Aol on Bob’s side.
This is true also for eavesdroppers, however on a limited scale compared to the former. On broader

sense, the reason lies on the inefficiency of Nash equilibria except primary ones [5]. This is even
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Best Response Functions for Alice and two Eavesdroppers for ¢ = k=0

)
e
T
-
LT,

0.4r ——)\*(B) for Alice i
02k B*()) for Eavesdroppers !
' o Nash Equilibrium

O 1 1 1 1
0 0.2 0.4 0.6 0.8 1

Figure 5: Best response curves of Alice and two eavesdroppers varying under different B and A
values, where costs ¢ and k are equal to 0.

more evident from Figure 9 where evaluations are done on the third Nash equilibrium. In this figure,
Aol values decrease while unit price k increases. In order to further demonstrate what we mean,
we use Figure 10. This figure depicts the relationship between the total utility and the unit price
k for ¢ = 0, ¢ = 0.04, ¢ = 0.08, and ¢ = 0.12 at primary, secondary and third Nash equilibria. In
particular, the continuous lines describe the relationship between the total utility and the unit price
for the eavesdroppers k at the primary NE, while the dashed lines and the dotted lines describe this
relationship at the secondary and third NE, respectively. It is thus clear that the total utility is
always higher at primary Nash equilibria compared to secondary and third Nash equilibria. Figure

10 also shows that while the unit price k increases, the total utility decreases.
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Figure 6: Best response curves of Alice and two eavesdroppers varying under different B and A
values, where costs ¢ and k values are different for each subgraph.
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Aol vs Eavesdroppers unit price at pimary NE
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Figure 7: Age of Information values changing dependent on the unit price k, for ¢ = 0, ¢ = 0.04,
c=0.08, and ¢ = 0.12 at primary Nash equilibrium.
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Aol vs Eavesdroppers unit price at secondary NE
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Figure 8: Age of Information values changing dependent on the unit price k, for ¢ = 0.04, ¢ = 0.08
and ¢ = 0.12 at secondary Nash equilibrium.
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Aol vs Eavesdroppers unit price at third NE
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Figure 9: Age of Information values changing dependent on the unit price &, for ¢ = 0.04, ¢ = 0.08
and ¢ = 0.12 at third Nash equilibrium.
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Social welfare vs unit price of Eavesdroppers
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Figure 10: Total utility changing based on the unit price k for different values of ¢ at primary,
secondary and third Nash equilibria.
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Eavesdroppers probability B for different unit prices
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Figure 11: § changing with varying unit price k, for different values of ¢ at primary, secondary and
third Nash equilibria.
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16 Alices transmision rate A for different unit prices [ .—g g
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Figure 12: A changing with varying unit price k, for different values of ¢ at primary, secondary and
third Nash equilibria.
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Price of Anarchy vs unit price of Eavesdroppers
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Figure 13: PoA changing based on the unit price k for ¢ = 0.04, ¢ = 0.08, and ¢ = 0.12.

We want to show how the eavesdropper probability B and the transmission rate A change for
different unit prices at the different Nash equilibria. Figure 11 and Figure 12 show changing values
of B and A, respectively, based on the unit price k for ¢ = 0, ¢c = 0.04, ¢ = 0.08, and ¢ = 0.12 at
primary, secondary and third Nash equilibria. In both cases values for 3 and A decrease while the
unit price k increases. It is important to note that in almost everywhere in Figure 11, B values are
higher for increasing ¢ values. This is reasonable since with the imposed high cost on transmitter,
eavesdroppers would increase their rate of action. On the other hand, in Figure 12 it is shown that
higher ¢ values result in decreased A values. This also makes sense since the transmitter would
decrease the rate of action if the imposed cost increases.

Finally, we examine the changing price of anarchy value based on the unit price k for various ¢
values, as depicted in Figure 13. As mentioned in equation (44), the price of anarchy quantifies the
inefficiency in a system, representing the ratio between the worst possible Nash equilibrium with

respect to the social optimum. The PoA is equal to 1 only if there is only one Nash equilibrium
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point. Here, it can be seen that regardless of the ¢ value, PoA value increases while the unit price k
is increasing. We conclude by stating that for relatively lower values of ¢ and l;:, PoA can get very
high [5].

Based on the context of quantum communication channels, in game-theoretic sense, it is crucial
to investigate what consequences will arise when people make certain choices, and how those choices
affect each other. In fact, numerical results provided above shows that there is an important balance
between making decisions in such cases, and keeping the information safe. To be concrete, as seen
from above figures and our earlier comments on them, it is safe to argue that the way prices are set for
using quantum communication networks can affect how secure and efficient they are. Additionally,
by studying how prices influence network behavior, we can come up with newer methods to make sure
the information stays safe. Consequently, methods of enhancing quantum communication channels

combines ideas not only from quantum physics but also from economics, cybersecurity, etc.
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4 Conclusions

In this thesis work, we investigated the problem of eavesdropping in communication systems. After
presenting an overview of the state of the art in the field, we detailed the theoretical concepts at
the basis of our work. First, we outlined the key concept and general properties of the Age of
Information. Next, we addressed the matter of quantum entanglement in communication systems,
and finally, we presented the key concepts of game theory. We then explored the problem of multiple
eavesdroppers in communication systems.

We considered a framework where there is a sender (named Alice) and a designated receiver
(named Bob) who communicate through quantum channels. We also introduced two eavesdroppers
(Eve and Frank) whose goal is to intercept the information shared between Alice and Bob. To
analyze this system, we adopted a static game of complete information approach within the game
theory setting. We derived the Age of Information for the sender and the two eavesdroppers. Using
the Age of Information, we determined the utility function for the players, and we identified the
Nash equilibrium points using the computational tool MATLAB for different values of the costs ¢
for Alice and k for Eve and Frank. We discovered that there are three different Nash equilibrium
points for values of ¢ and B between 0.01 and 0.14, while there is one Nash equilibrium point in
other cases.

Finally, we analyzed how the Age of Information of the players varies for different Nash equi-
librium points and for meaningful values of ¢ and k. Additionally, we presented the graph of the
total utility and the price of anarchy for the different Nash equilibrium points and various values of
the costs. We also provided graphs of the eavesdropper probability B for different unit prices at the
various Nash equilibrium points, as well as the transmission rate A. By analyzing the graphs, we
were able to demonstrate the inefficiency of the secondary and third Nash equilibrium points.

To be concise, in this thesis work, we explored in detail how eavesdropping on quantum com-
munication channels can affect the status-quo in game theoretic sense. There are multiple possible
future developments that could use the current research as its basis and enhance our understanding
of security in quantum communication channels. One example, to continue this research, is to look
into how quickly information travels in quantum communication channels and how different people
involved in the channel, such as senders, receivers, and eavesdroppers, interact with each other. It
could also be interesting to study how the role of the quantum entanglement changes and affects the
quantum communication channel, when there are more than two eavesdroppers are present. Addi-
tionally, exploring a possible connection between the age of information and quantum cryptography;,

and how we can use machine learning to better protect against eavesdropping in real-time, could
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also be investigated to further deepen our understanding of the security in quantum communication
channels. Consequently, this will help make quantum communication systems stronger and more
efficient.

One straightforward and concrete extension of the theoretical work in this thesis, is based on
Figure 3 and Figure 4. If we want to explore the case with three eavesdroppers instead of two, we
could simply add another node to the tree diagrams depicted in Figure 3 and Figure 4, following
the node specified for Frank. We could then define 33 as the parameter associating with the third
eavesdropper, say Charlie, and follow a similar pattern in deriving new equations required for further
computation and investigation. This process can also be done for n eavesdroppers, by simply adding
a node after the last node specified for the eavesdropper number n — 1. At first, this might seem
to include lots of computation; however, considering that we can take 5y = B2 = B3 = -+ = [y,
it is possible to derive simplified equations. Although, at this point, symmetricity at the Nash
equilibrium and thus the equality of 3;’s should be further investigated to explore the efficiency or
the correctness of this assumption.

It is also important to explore new ways to understand how people make decisions in game-
theoretic situations. Studying games where players do not have all the information or where the
information changes over time, are few examples of possible research areas which could also enhance
the work done in this thesis. By doing this, we could possibly find better ways to keep informa-
tion safe in quantum communication channels. It might also be possible to use a method called
reinforcement learning, where players learn from their past experiences to make better decisions in
the future, to further develop and investigate dynamic settings in quantum communication channels
including several eavesdroppers.

To conclude, studying how quantum communication channels, the speed of information, and
game theory work together can help us make future quantum networks safer and more efficient.
This research and above mentioned possible future developments based on it, can help create better
ways to protect information and make sure it gets to where it needs to go. By using what we
learned from this thesis work and adding more details and new ideas, we can make sure quantum
communication stays reliable, especially given the fact that connectedness is increasing faster every
passing year. This thesis work and its possible future developments require looking at different areas
of science and technology, and critically thinking about how they might change in not so distant

future.
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