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Abstract

This thesis addresses the issue of anomaly detection in network security, with a particular focus on
statistical-based models. The primary objective of this work was to develop an efficient anomaly de-
tection system integrated with ElasticSearch to identify network anomalies in real-time. The research
explores various anomaly detection techniques, including classification-based algorithms, statistical
models, clustering models and proximity-based approaches, with a specific focus on the ARIMA
model. The methodology involves the analysis of time-series data to forecast network behavior and
detect deviations from expected patterns. The results demonstrate that statistical models, particularly
ARIMA, offer a robust alternative to classification-based methods, providing reliable detection with
fewer parameter dependencies. Finally, the thesis presents the implementation of the algorithm for
the company, using a custom input data created in ElasticSearch to monitor network flow anomalies

in real-time.



Italian Abstract

Questa tesi affronta il problema della rilevazione di anomalie nella sicurezza delle reti, con particolare
attenzione ai modelli basati su metodi statistici. L’obiettivo principale di questo lavoro ¢ stato svilup-
pare un sistema di rilevazione delle anomalie efficiente, integrato con ElasticSearch, per identificare
le anomalie nelle reti in tempo reale. La ricerca esplora varie tecniche di rilevazione delle anomalie,
inclusi algoritmi basati sulla classificazione, modelli statistici e approcci di clustering e di modelli di
prossimita, con un focus particolare sul modello ARIMA. La metodologia impiegata prevede 1’ analisi
dei dati di serie temporali per prevedere il comportamento della rete e rilevare deviazioni dai modelli
attesi. I risultati dimostrano che i modelli statistici, in particolare ARIMA, offrono un’alternativa
robusta ai metodi basati sulla classificazione, garantendo una rilevazione affidabile con minori dipen-
denze dai parametri. Infine, la tesi presenta I’implementazione dell’algoritmo per 1’azienda, utiliz-
zando un dato di input creato ad hoc in ElasticSearch per monitorare le anomalie nei flussi di rete in

tempo reale.
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Chapter 1

Introduction

The rapid evaluation of information technology has deeply transformed the modern world, giving rise
to an explosion of data collection and usage. While this proliferation offers extraordinary opportu-
nities for insights and innovation, it also introduces critical challenges in safeguarding data integrity
and ensuring security (2). Anomaly detection has become a key too in addressing these challenges,
enabling the identification of unusual or abnormal patterns that may indicate significant events, such
as system faults, cyber-attacks or fraudulent activities.

Anomaly detection techniques have been widely applied in various fields, form cybersecurity,
where they help to identify network intrusions and denial of service attacks, to healthcare, finance
and industrial applications. These methods aim to distinguish potentially harmful events from normal
behavior, often leveraging advanced statistical models and machine learning techniques. For instance,
anomalies in credit card transactions may indicate fraud, while deviations in medical data can signify
health issues requiring urgent attention.

The importance of anomaly detection is particularly evident in network security, where admin-
istrators face increasingly sophisticated threats. Traditional signature-based detection systems have
proven insufficient for identifying new and unknown attacks, as they rely on predefined patterns and
require frequent updates. Anomaly detection algorithms address these limitations by modeling normal
behavior and detecting deviations, making them especially effective for identifying novel intrusion at-
tempts.

However, these techniques also face challenges, such as high false positive rates, where legitimate

but unusual behaviors are flagged as anomalies.
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In this context the temporal analysis of network data plays a critical role. By examining time-series
metrics such as flow counts or packet rates, algorithms can identify significant deviations from ex-
pected patterns. Among the various approaches to anomaly detection, statistical methods like ARIMA
(AutoRegressive Integrated Moving Average) have shown strong potential in modeling and predicting
temporal trends. Arima offers a robust framework for understanding underlying patterns in time-series
data and forecasting future behaviors, making it an important tool for identifying anomalies.

During my internship, I worked on a project to develop and implement an anomaly detection
system for time-series data integrated with ElasticSearch, a platform widely used for real time data
management. After a comprehensive review of potential approaches, ARIMA was selected as the
algorithm of choice due to its statistical rigor and the company’s specific operational needs. The
decision was informed by its suitability for modelling temporal dynamics and its ability to handle

seasonality and trends effectively.

1.1 Company Context

This thesis was conducted after a staging period at Kirey Group, a company specializing in IT con-
sulting and advanced technological solution for digital transformation.

Till his foundation Kirey Group provides innovative solutions across various domains, including
Cloud Computing, Cybersecurity, Infrastructure Management, Data Analytics, serving clients in sec-
tors such as finance, telecommunications, and industry.

With a strong market presence and an expanding structure, Kirey Group positions itself as a strategic
technology partner, supporting companies in their innovation and digitalization processes with a focus
on quality and efficiency.

During the internship, I collaborated with the Monitoring and Consulting team, a business class
specialized in monitoring and management of complex infrastructures using advanced technologies
like ElasticSearch for real-time data analysis and observability. The primary goal of the internship
project was to develop an advanced monitoring system, based on the real-time creation of a baseline
capable of analyzing network data, identifying anomalies, and forecasting daily traffic trends. Unlike
traditional monitoring systems, which are based on preconfigured models, this approach aims to build

a dynamic baseline rely on real network data to detect anomalous events and improve IT resource
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management.

The project focused on two main parts: the first algorithm aimed to construct the baseline to
support input data and detect traffic anomalies, while the second was dedicated to forecasting network
traffic over the next fifteen days. This system, oriented throw predictive analysis, wants to anticipate
potential performance issues and optimize network resources, thus reducing the need for reactive
interventions and enhancing the effectiveness of the monitoring services offered by the company.

The first phase of my project involved an extensive study of various anomaly detection algorithms,
their categorization, and an analysis of their features to identify the most suitable approach for integra-
tion in ElasticSearch. This phase is essential to understand how different algorithms could contribute
to achieving the core targets of the project: building a dynamic baseline for real-time anomaly detec-

tion and future forecasting trends.

(*)During the writing process of this thesis, I utilized ChatGPT as a support tool to review the
text and address grammatical errors. ChatGPT provided suggestions for improving the clarity and
coherence of the content while preserving the intended meaning. Its role was limited to linguistic
and stylistic refinement, ensuring that the final document met high standards of quality in terms of
language and presentation. All the scientific content, methodologies, and conclusions remain the

result of my independent research and critical analysis.
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1.1.1 Thesis Structure

The structure of this thesis is organized to address the main aspects of anomaly detection in network
systems and to present the project developed during the internship. Chapter 2 provides a compre-
hensive overview of anomaly detection, starting with its definition, followed by a detailed discussion
of detection methods and an analysis of the primary types of network attacks that these techniques
aim to identify. In Chapter 3, the focus shifts to the anomaly detection models, which are classified
into five main categories: Classification-based, Statistical-based, Clustering-based, Distance-based,
and Density-based methods. Chapter 4 introduces the evaluation metrics used to compare the per-
formance of anomaly detection algorithms and presents a comparative analysis based on the results
obtained using these metrics.

Chapter 5 delves into the ARIMA statistical method, chosen by the company where the internship
was conducted as the preferred model for the project. This chapter discusses the rationale behind this
choice, highlighting the advantages of ARIMA over other models reviewed in the study. Finally,
section 5.2 concludes the thesis by summarizing the work carried out, presenting the output of the

ARIMA algorithm implemented for the internship project.



Chapter 2

Anomaly Detection

2.1 Anomaly Definition

Although an anomaly is defined by researchers in various ways based on its application domain, one
widely accepted definition in that of Hawkins (17): ‘An anomaly is an observation which deviates so
much from other observations as to arouse that it was generated by a different mechanism’.
Anomalies are referred to as patterns in data that do not conform to a well-defined feature of
normal patterns. They are produced by a variety of abnormal activities, for example frauds, cyber
attacks, etc., which are significant for data analysts. According to (9), an important aspect of anomaly

detection is to categorize them in various groups:

* Contextual anomaly: When a data instance behaves anomalously in a particular condition. It
can be illustrated with temperature data by considering a scenario where a specific location

typically experiences seasonal variations.

* Point anomaly: When a particular data instance deviates from the normal flow of the dataset.
A realistic example of point anomaly occurs in monitoring bank transactions. if a customer
who typically makes small purchases suddenly makes a single transaction of 5.000 euros this a

significantly deviation from his usual behavior.



2.1. Anomaly Definition

* Collective anomaly: When group of similar data instances behave anomalously in relation to
the entire dataset. For example, in electrocardiograms (ECGs), a sustained period of low values,

such as a prolonged decrease in heart rate, is considered abnormal and indicate a potential issue,

rather than a single isolated low value.
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Figure 2.1: Chandola’s example of context anomaly
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2.2 Anomaly detection methods

Anomaly detection can be performed through various techniques, with the selection of the optimal
method primarily carried by the input data’s nature. Typically, anomaly detection methods operate on
a dataset composed of instances that are defined by a set of attributes, also referred to as features, di-
mensions, fields or variables. When data consist of a single attribute, they are classified as univariate;
however, when multiple attributes are present, the data are considerate multivariate. Although numer-
ous anomaly detection techniques rely on independent data, wherein there are not assumed intrinsic
relationship among instances, anomaly detection methods way also be effectively applied to datasets
where instances are interdependent, such as data incorporating temporal components.

The nature of model’s training data makes the first distinction among anomaly detection methods

identified by Supervised, Semi-supervised and Unsupervised methods (16):

1. Supervised anomaly detection methods are applied when data samples within the dataset have
been pre-labeled as “normal” or “anomalous” by subject-manner experts. This approach typi-
cally frames anomaly detection as a classification problem, where a predictive model is devel-
oped using labeled training data to classify each new instance as either normal or anomalous.
The process of labeling is often time-intensive and resource-demanding, particularly because it
frequently requires manual effort.

Anomaly labeling generally demands a higher level of complexity due to the dynamic and vari-
able nature of anomalous instances.

Supervised model faces two main challenges: Class imbalance and Recall Priority.

Due to the typically low proportion of anomalous instances compared to normal ones, class im-
balance techniques, like oversampling anomalies, are applied to improve classifier efficiency.
However, limited anomalous samples can still delay performance.

Additionally, in many applications, prioritizing Recall is essential. Recall measures the model’s
effectiveness in identifying anomalies, calculated as the ration of true positives to the total in-

stances in the target class.
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Figure 2.3: Supervised Algorithm

2. Semi-supervised methods require that only a portion of the learning dataset is labeled, typically
including only normal instances, although some approaches may use anomalies as labeled data.
Unlike supervised methods, where the entire dataset is labeled, semi-supervised models rely on
a mixed dataset where only a low portion is labeled, while the majority remain undone.

The goal of these models is to leverage the small labeled subset to identify similar patterns
among unlabeled data. These changes were done to avoid the amount of cost in terms of time
and resources, often requiring the involvement of experts or analysts to ensure label quality.

Consequently, semi-supervised anomaly detection is widely utilized.

3. Unsupervised anomaly detection methods do not require labeled data at all and assume that
the number of anomalies is significantly lower than the number of normal data. In scenarios
where data labeled normal or outlier are not available, unsupervised learning models are uti-
lized, which implicitly assume that normal data are “clusterable”, meaning that they follow
a more frequent pattern compared to anomalies. The main advantage of this approach is the
elimination of the need of labeling, so all the costs could be reduced. However, if the initial
assumption is not met, the model may suffer from a high number of false negatives and false

positives.

Set Results
Unsupervised Algorithm |—> S -

(U

Figure 2.4: Unsupervised Algorithm

All the models discussed in Chapter 3 follow an unsupervised anomaly detection approach.
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2.2.1 Output of anomaly detection techniques

One important matter in anomaly detection is how anomalies are represented in output. I consider the

two following ways (9):

* Scores: Scoring-based anomaly detection techniques establish an anomaly score to each data
instance, basically from O to land their decimals. Then the scores are ranked and the analyst

decides the anomaly or uses a threshold to select them.

* Binary/label: basing to these techniques, outputs are considered in a binary manner, either

anomalous or normal.

The binary label approach is considered more efficient in term of computationally because each

data does not need to be assigned an anomaly score.

2.3 Types of network attacks

According to (2), the task of network security is to protect digital information by maintaining data
confidentially and integrity, and ensuring the availability of resources. In simple terms, a threat/attack
refers to anything which has harmful characteristics aimed to compromising a network (4). The poor
design of a network, carelessness of its users and/or miss-configuration of its software or hardware

can be vulnerable to attacks (22):

1. Denial of Service: (DoS) is a type of exploitation that misuses network or host resources,
aiming to disrupt the normal operating environment and make a service unavailable. A common
example of DoS attack is flooding a server with excessive connection requests, which prevents
legitimate users from accessing a web service. Since carrying out a DoS attack doesn’t require

prior access to target system, it is considered particularly threatening.
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2. Probe: This type of attack is used to collect information about a target network or host, pri-
marily for reconnaissance. Reconnaissance attacks are a common method for identifying the
types and numbers of devices connected to a network, as well as determining the software and
applications running on a host. A probe attack is often the first step in compromising the tar-
get. Although these attacks do not directly cause effective damage, they are considered serious
threats to organization as they may reveal valuable information that could be used to launch a

harder attack.

3. User to Root: (U2R) is a type of attack that occurs when an intruder seeks unauthorized access
to an administrative account to manipulate or misuse critical resources. By employing tech-
niques such as social engineering or password sniffing, the attacker may initially gain access to
a regular user account and then exploit one or more vulnerabilities to elevate privileges to those

of a superuser.

4. Remote to User: (R2U or R2L) is a type of attack initiated when an intruder aims to obtain
local user access on a targeted machine to gain the ability to send packets over its network.
Commonly, the attacker uses automated scripts for password guessing through methods such as
brute force or some sophisticated sniffing tools, enabling the aggressor to penetrate the system

easily.
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Figure 2.5: Different network attacks types



Chapter 3

Anomaly detection models

Anomaly detection is a practical technique used to identify behaviors or events that deviate signifi-
cantly from normal data patterns. Numerous approaches and models have been developed to handle
this problem effectively, each with its own strategies and applications in different contexts. Based on
the literature review, | identified five main categories of models for anomaly detection, each grounded

different theoretical and practical paradigms:

1. Classification-based models: These models focus on classifying data as either “normal” or “anoma-
lous.” Some of the most common models in this category include algorithms such as Isolation

Forest (iForest), Support Vector Machines (SVM), Bayesian Networks, and Neural Networks.

2. Statistical-based models: Statistical models rely on probabilistic distributions to detect anoma-
lies. These models assume that data follow a predefined statistical distribution and identify as
anomalous those observations that significantly deviate from the distribution. This approach is
useful when the data can be well modeled by known distributions, and it allows anomalies to

be detected based on statistical measures such as mean, variance, or other statistics.

3. Clustering-based models: Clustering approaches are based on the idea that normal data tends to
form natural clusters, while anomalies do not belong to any cluster. These models include both
unsupervised and more advanced techniques. Clustering models are particularly useful when

data are incompletely labeled or not labeled at all.

11
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4. Proximity-based models: These models detect anomalies based on the distance or density of

the data patterns. It can further divided into two subcategories:

» Distance-based models: These models use the distance between observations to determine
when a data point is far from or close to others, classifying points that are too distant from

most others as anomalous.

* Density-based models: These focus on the density of the data, for instance, the concentra-
tion of points in a given region. One example of this approach is the Local Outlier Factor

(LOF), which measures how a point is, in terms of density, compared to its neighbors

These models are powerful tools for addressing the anomaly detection problem across various
application domains, from computer systems to healthcare, and fraud detection. In the this chapter,
each of these categories will be explored in detail, evaluating the advantages and limitations of each

approach.

3.1 C(lassification-based models

3.1.1 Isolation Forest

The isolation forest (iForest) is an innovative classification-based algorithm and unsupervised anomaly
detection method that differs fundamentally from traditional approaches. Developed specifically for
anomaly detection task, iForest introduces the concept of isolation as a more effective and efficient
means of identifying anomalies, as opposed to rely on distance or density measures. The algorithm
was first introduced by (27) with the premise that anomalies, being sparse and distinct from normal
data, can be isolated more easily than regular data points. This approach eliminates the need for pre-
defined measures, making it particularly suited in term of complexity and high-dimensional datasets.
As its core, iForest uses a tree-based structure, referred to as an isolation tree (iTree), which is built
by recursively partitioning the dataset. In each partitioning iteration the algorithm randomly selects
an attribute and split value within the range of that attribute, thereby dividing the data. This recursive
process continues until each data point is isolated.

The fundamental idea is that “they will generally require fewer partitions to be isolated compared to

normal data points”, because anomalies are “few and different”. Thus, anomalies tend to generate
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shorter paths within the iTree, making the easier to identify. In practical terms, the length of the iso-
lation path serves as ley indicator within the algorithm.

Anomalous data points, being more easily separable, will have a lower anomaly score, which is calcu-
lated based on the number of partitions required to isolate the point. A lower anomaly score indicates
a higher probability that the data point is an anomaly. For example, an anomalous point z, will
typically require fewer partitions to be isolated, resulting in a shorter path, while a normal point z;
will require more partition, producing a longer path. This concept is illustrated in a several exam-
ples, figure 3.1 and figure 3.2, which highlight the differences in isolation paths between normal and
anomalous data points.

One of the key strengths of the iForset algorithm is its computational efficiency. Unlike traditional
methods based on distance or density, which require extensive computational resources and are often
unsuitable for large datasets, iForest reduces the computational load by using a binary tree structure.
This tree structure allows for linear time complexity and minimal memory requirements, making the
algorithm highly scalable, even when working with large databases.

To build a forest of iTrees, the dataset is recursively partitioned into subsets until either a depth limit
is reached or all instances are isolated in leaf nodes. The resulting tree structure is binary, with each
node having zero or two children, forming a hierarchical partitioning system that allows for rapid
isolation of anomalies. As proofed by (27), the high robustness, reducing false positives compared
to non-specific anomaly detection methods, which often produce numerous false alarms and are less

suitable for high-dimensional data.
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Finally, the ranking of anomalies within a dataset is determined by sorting the data points ac-
cording to their anomaly scores. This allows the algorithm to efficiently identify the most anomalous
points, improving the overall detection process. As described by (7) and illustrated through practical
examples, the iForest method offers one of the most effective and versatile solutions for anomaly
detection in complex environments with vast datasets. Its ability to adapt to different data structures
and its simplicity in both implementation and interpretation of results make it a valuable tool in the

field of anomaly detection.

Figure 3.1: Isolating a normal point x;

Figure 3.2: Isolating an anomalous point z,,
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3.1.2 Support Vector Machine

The Support Vector Machine (SVM) is a classification algorithm designed to derive a hyperplane
that maximizes the separating margin between positive and negative classes (13). This method is
grounded in the principle of structural risk minimization from statistical learning theory, enabling
it to provide robust classification capabilities. The standard SVM operates as a supervised learning
technique, requiring labeled data to create a classification rule. However, SVM can also be adapted
for unsupervised learning, in which it attempts to separate the entire training dataset from its origin.
In this unsupervised variant, rather than focusing on separating two distinct classes, the SVM seeks to
isolate data instances from the origin with maximum margin, solving an optimization problem to find
the best hyperplane ((13) and (12)), as shown in figure 3.3. The Sequential Minimal Optimization
algorithm, a well-known optimization method, is often used to solve this problem (31).

Further applications of SVM for anomaly detection involve techniques inspired by the One-Class
SVM (OCSVM) model. For instance, (19) proposed the Registry Anomaly Detection (RAD) method,
which applies a modified version of OCSVM in a supervised context to monitor Windows registry
queries. Registry access is predictable during normal computer operations, as specific registry keys
are commonly accessed by Windows programs. Deviations from typical registry activities, where
certain programs and registry keys are used frequently, are considered anomalous. The OCSVM
employed in the RAD system maps input data into a high-dimensional feature space using a kernel
function and iteratively identifies the optimal hyperplane to distinguish between normal and abnormal
registry activities.

Another adaptation of the SVM for anomaly detection was introduced by (20) through the Robust
SVM (RSVM), which was specifically designed to manage noisy training data. In practice, training
datasets frequently contain noise, which disrupts the primary assumption that all training samples are
independent and identically distributed. This deviation often leads to a non-linear decision boundary
in standard SVMs, reducing their ability to generalize across new data points. RSVM addresses this
limitation by incorporating a class center averaging technique to create a smoother decision boundary,
which automatically controls regularization. Consequently, RSVM not only enhances generalization
by generating smoother decision surfaces but also reduces the number of support vectors, leading to

faster computational performance.
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More recently, advancements in SVM for anomaly detection have been demonstrated in a patented
method for confident anomaly detection within computer network traffic (6). This approach applies
the principles of SVM to monitor and detect anomalies in network traffic, providing a robust frame-

work for managing real-time network security.

Optimal Hyperplane

Support vector /

Figure 3.3: SVM example from www.javatpoint.com/machine-learning-support-vector-machine-
algorithm
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3.1.3 Bayesian Network

According to (3), A Bayesian network is a robust approach for modeling domains with inherent un-
certainty, represented as a directed acyclic graph (DAG). In this structure, each node corresponds
to a discrete random variable and holds a conditional probability table (CPT), which calculates the
likelihood of the node being in a particular state. Within the network, a parent—child relationship is
established, signifying that the state of a child node depends on its parent nodes. This setup allows
Bayesian networks to classify events effectively, making them suitable for anomaly detection in net-
work security (24).

Bayesian networks offer a structured means of addressing two common issues in anomaly detection
systems that can lead to high false positive rates. Anomaly detection systems frequently employ mul-
tiple models to analyze different aspects of events. However, when aggregating results from these
models to assess normality or abnormality, false positives can increase substantially. Furthermore,
anomaly detection systems often struggle to distinguish unusual but legitimate behaviors, such as
spikes in CPU or memory usage, from genuine anomalies, which can result in important contextual
information being overlooked.

(24) proposed a Bayesian network-based method to address these challenges. Given an ordered stream
of input events (S = ey, es,...), the event classification system uses Bayesian networks to determine
if an event is normal or abnormal by analyzing outputs from k models (M = my, ma, ..., my) along
with possible additional information (I). Each model examines features of a given event and compares
them with previously observed patterns. The decision rule in the event classification system (EC) is

defined as:

normal it S8 0, <1
EC(01,09,...,01,1) = (3.1)

anomalous if 3% 0; > I
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3.1.4 Neural Network

Neural networks, recognized for their strong classification capabilities, have also shown potential in
the field of network anomaly detection (3). Their extensive use across domains, such as image and
speech processing, highlights their adaptability, even though with high computational demands. In
network anomaly detection, neural networks are often combined with other techniques, including
statistical models and their variations, to enhance detection accuracy. (18) introduced the concept of
a Recurrent Neural Network (RNN) as a tool for identifying outlying or anomalous network traffic
patterns. The RNN used in this study is a feed-forward, multi-layer perception with three hidden
layers positioned between the input and output layers. Its primary goal is to replicate the input data
pattern at the output layer with minimal error through training.

The architecture of an RNN is mathematically described by the function S (1j;), which generates the
output from unit 1 in layer k:

Lg_1

6=1li= W Za-1y (3:2)
3=0

where I}; represents the weighted sum of inputs to the unit, Z;; is the output from the j-th unit of

the k-th layer, and L is the number of units in the k-th layer.

The outlier factor (OF) is defined using the trained RNN as follows:

OF, = * > (@i — 0y)? (3.3)
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Layer

Figure 3.4: Schematic of replicator neural network, adapted from (18)

3.2 Statistical-based models

Statistical methods for anomaly detection, also known as model-based approaches, are rooted in prin-
ciple that normal data clusters around high-probability regions of a statistical model, while anoma-
lous data point, those that deviate significantly from expected patterns, reside in low-probability ar-
eas. This fundamental assumption provides the basis for identifying outliers, as these points contrast
sharply with the distribution of normal data, often indicating unusual or potentially problematic be-
haviors.

Statistical anomaly detection typically comprises two main phases:

* Training phase: A statistical model of normal behavior is constructed based on a representative

dataset. This establishes a baseline profile that captures expected data patterns.

» Testing phase: New data points are evaluated against this baseline. If a point deviates signifi-

cantly from the normal profile, it is flagged as anomalous.
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Statistical methods can be categorized into parametric and non-parametric approaches, each dif-

fering in their assumptions about data distributions and their treatment of statistical parameters:

* Parametric methods assume that data follows a specific probability distribution, often Gaussian
and aim to estimate this distribution’s parameters from the training data. For example ((5)),
a Gaussian model calculates the mean and standard deviation of the dataset. Datapoints lying
beyond a certain threshold, typically expressed as a multiple of the standard deviation, are
classified as anomalies. This approach is widely used when the data distribution is known or

can reasonably be approximated by common distributions.
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Figure 3.5: Outliers in Gaussian distribution

* Non-parametric methods do not assume any specific distribution for the data. These models di-
rectly analyze the data distribution, typically by examining the frequency of observations. One
common approach is the histogram-based model, where the data is partitioned into bins, each
representing an interval of values. The frequency of points within each bin is then analyzed,

with low-frequency bins signaling potential anomalies.
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Two notable applications of statistical methods in anomaly detection illustrate the effectiveness of

these applications in real word setting:

1. (39): This model uses chi-square statistics to detect anomalies within information systems. The
model first builds a profile of normal behavior and then evaluates deviations from this profile

using a chi-square distance measure:
X, — E;)?
X*=> X = B (3.4)

where X; is the observed value, F; is the expected value and n represents the number of mon-
itored variables. An anomaly is flagged when the chi-square distance surpasses a predefined

threshold.

2. (25): Focusing on the detection of rare network attacks, this model assigns an anomaly score
to each network request by analyzing three key parameters: request type, length, and payload

distribution. The anomaly score is calculated as a weighted sum of these parameters:

AS = 0.3 ASyype + 0.3 - ASjength + 0.4 - ASpayioad (3.5)
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3.3 Clustering in Anomaly Detection

Clustering is a widely used technique for uncovering patterns in high-dimensional, unlabeled data,
making it especially useful for detecting anomalies and intrusions (37). Unlike traditional methods,
that rely in predefined intrusion signatures, clustering algorithms can identify irregularities directly
form the data, allowing for adaptive and signature free detection. This capacity to recognize anoma-
lies based on inherent data structures highlights the versatility of clustering in security and anomaly
detection research.

There are two primary approaches to clustering-based anomaly detection (3):

1. Unsupervised Clustering: The anomaly detection model is trained on unlabeled data that con-
tains both normal and anomalous instances. Since anomalous data is expected to make up only
a small fraction of the total dataset, clusters that are large and dense are typically assumed
to represent normal data, while smaller, more dispersed clusters are considered indicative of

potential attacks.

2. Semi-supervised: The model is trained exclusively on normal data to establish a baseline profile
of standard behavior. Anomalous data is then detected based on deviations from this profile.
Instances that do not fit within the defined normal clusters are flagged as potential outliers
or intrusions. This method is particularly effective in highly controlled environments where

normal behavior is well understood.

Clustering-based anomaly detection generally rests on three main assumptions, as described by (9):

1. Cluster Inclusion: Normal data aligns well within clusters, while anomalies fall outside es-
tablished clusters. Algorithms using this assumption rely on standard clustering algorithms to

identify points that do not fit well within any cluster, marking these as anomalous.
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2. Cluster Centroid Proximity: In datasets containing both normal and anomalous instances, nor-
mal data is often closer to the cluster centroid, while anomalies are located farther from the
center. Algorithms based on this assumption use a distance score to measure how far each

instance is from the nearest centroid, with more distant points likely to be anomalies.

3. Cluster size and density: Normal data forms larger, denser clusters, while anomalies appear in
smaller or less dense clusters. By setting a threshold for cluster size or density, instances within
clusters that fall below this threshold are labeled as anomalies. This approach is highly effective

in detecting anomalies across datasets with varying densities.

To support anomaly detection, clustering methods are implemented through various algorithms. Some
popular choices include k-means, improved k-means, k-medoids and Expectation-Maximization (EM)

clustering.
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3.3.1 Unsupervised Clustering Techniques

* K-means Clustering: (29) applied k-means clustering to distinguish normal clusters from anoma-
lous ones by measuring the proximity of each instance to cluster centroids. Instances close to a
normal cluster centroid are considered normal, while those farther away are flagged as anoma-
lous if they exceed a distance threshold. Anomalous clusters with fewer instances are labeled

as potential attacks.

* Fixed-Width Clustering: (13) and (32) proposed clustering to anomalies in network traffic. This
algorithm initiates an empty set of clusters, adding new clusters dynamically by measuring the
distance between each instance and the nearest cluster centroid. If the distance is less than a
specified width parameter W, the instance is added to the cluster; otherwise, a new cluster is
created. Clusters with a high instance count are labeled as normal, while smaller clusters are

anomalous.

* Cluster Labeling Based on Proportion: In this model, a parameter X determines the proportion
of clusters designated as normal. The clusters with the largest number of instances are labeled
as normal, and the rest are considered potentially anomalous. This method assumes that normal
data is most common in the dataset, making smaller clusters more likely to represent attacks or

unusual events.
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3.3.2 Advanced Clustering Techniques

* Cluster Label Anomaly detection (CLAD): (3) proposed the CLAB approach, which assess
clusters based on both density and inter-cluster distance (ICD). By defining density and IDC
thresholds, CLAD is able to classify clusters as either normal or intrusive. For clusters with den-
sity and a close ICD to neighboring clusters, the data points are considered normal; otherwise,

are flagged as potentially intrusive.

» Real-time clustering for Dynamyc data: (30) proposed a clustering-based technique tailored
for evolving data environments. This approach uses feature weighting to improve the model’s
adaptability to changing data distributions, making it effective for real-time detection in network

security contexts.

* X-means Clustering for collective anomalies: (1) implemented x-means clustering to identify
group-based anomalies, such as Distributed Denial of Service (DDoS) attacks. This method
improves on traditional k-means by automatically determining the optimal number of clusters.
By capturing collective anomalies more effectively than traditional techniques, x-means is es-

pecially useful for high-dimensional datasets.

Clustering-based anomaly detection techniques provide a robust approach to identifying suspicious
patterns in data. Unsupervised and semi-supervised clustering allow for flexible application across
environments where labeled data may be sparse or unavailable. Traditional methods, such as k-means
and fixed-width clustering, offer foundational approaches to anomaly detection, while advanced tech-
niques like CLAD and x-means clustering provide the adaptability and precision required for complex
datasets and real-time environments. Although computationally demanding in high-dimensional data
settings, these clustering methods are essential tools in the ongoing effort to detect and respond to

anomalous activities effectively.
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3.4 Proximity-based methods

Proximity-based methods are based on the assumption that anomalies are located at a certain distance
from their nearest neighbors. The effectiveness of these approaches largely depends on the distance
metric used. Proximity-based anomaly detection techniques can be further divided into two main

categories: distance-based models and density-based models.

3.4.1 Distance model

A distance-based model assesses an observation on its distance from neighboring points. If this dis-
tance exceeds a predefined threshold, the observation is classified as an anomaly. For instance, (23)
define a distance-based anomaly (DB) as follows: An object O in a dataset T is considered DB(p,D)
outlier if at least fraction p of the objects in T lies greater than distance D from O.

Distance-based algorithms apply this definition by evaluating a region with radius D around the in-
stance O: if the number of points within this region does not meet a specific threshold, O is flagged
as an anomaly.

These algorithms can be efficiently applied to large datasets, and they can be further classified into

various categories each with different computational complexities:

* Index-based algorithms: For each instance O, these count the number of points within a region
of radius D to determine if O is an anomaly. if at least M + 1 neighboring points are found
(where M = N (1 — p) represent the maximum allowable number of objects inside an outlier’s
region), O is considered non-anomalous. This type of algorithm has a worst-case complexity

of O(kN?), making it one of the most efficient approaches for distance-based models

* Nested-loop algorithm: These achieve the same performance as index-based but avoid the cost

of index construction by using an efficient block design.
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* Cell-based algorithm: These methods partition the space into cells and analyze proximity within
each cell. They exhibit linear complexity with respect to the total number of instances N, but

exponential complexity concerning the dimension k, making them optimal for smaller dataset.

Distance-based methods thus offer a robust and adaptable framework for identifying anomalies, en-
abling the isolation of instances that deviate significantly from expected behavior within the analyzed

dataset.
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3.4.2 Density model

Density-based anomaly detection methods operate under the assumption that anomalies within a
dataset are less common and thus are located in low-density regions (26). In this approach, an in-
stance is considered anomalous if it is situated in an area where the local density is significantly lower
than that of its neighbors. The density of the region surrounding a point is calculated based on two
parameters: the distance defining the radius of the area considered and the number of points within
that area. However, traditional density-based methods may be ineffective when dealing with datasets
that contain regions with varying densities. For example, if a dataset has two clusters, C; and Cj,
with different densities, a point in a low-density region such as C'; might be misclassified as normal
rather than anomalous simply because it reflects the local density. In such scenarios, density-based
anomaly detection methods must account for local density differences to achieve accurate results.

To address this issue, (8) introduced the Local Outlier Factor LOF, which allows for differentiation
between global and local anomalies. LOF assigns each point a score that measures the degree of
“outliernees” relative to the density of its neighborhood. This approach enables the detection of not
only global anomalies but also local ones, which are points that appear anomalous only in relation
to neighboring data rather than the dataset as a whole. The concept of neighborhood is based on
selecting the k nearest neighbors, which must be appropriately chosen to obtain an accurate estimate
of the local density.

The calculation of LOF involves several steps:

1. For each point O, calculate the k-distance, i.e., the distance between O and its k-th nearest

neighbor, thereby defining O’s neighborhood within a sphere of radius equal to the k-distance.

2. Determine the “reachability distance” between O an another point P within the neighborhood,
which is the maximum of P’s k-distance and the actual distance d(O, P). This step prevents

low-density points from disproportionately influencing the LOF calculation.

3. Calculate the local reachability distance of O as the inverse of the average reachability distance

relative to the k-nearest neighbors.

4. Finally, the LOF of O is obtained as the average of the ratios between O’s local reachability
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density of its neighbors. Points with a LOF value significantly greater than 1 are classified as

anomalies, as their density is lower relative to the surrounding neighborhood.

The LOF approach is particularly advantageous in datasets with clusters of varying density, as it
considers each point’s local context. In a two-dimensional example, one might observe a low-density
cluster C'; and a higher-density cluster C;. A simple distance-based algorithm might not detect a
point p; as anomalous within C; due to its compatibility with the region’s low density. However, with
the LOF approach, points like p; and py could be accurately identified as anomalies if their relative

density is lower than that of their local neighbors.
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Figure 3.6: LOF example



Chapter 4

Selection of metrics

In anomaly detection, selecting and evaluating performance metrics is essential to verify the effective-
ness of algorithms ant to compare different approaches (33). Typically, anomaly detection algorithms
are evaluated using metrics based on binary labels that distinguish between anomalies (positive) and
normal data (negative). According to (14) several key metrics are frequently adopted in the literature,

including precision, recall, F1-score, accuracy, and ROC curve (AUC).

4.1 Metrics

* Precision: It measures the proportion of true positive TP among the sum of true positives TP
and false positives FP. This metric evaluates the model’s ability to minimize false positives, for
example, instances that are incorrectly classified as positive. Precision is especially valuable
when reducing the risk of misclassifying negative example is essential, as in applications where

false alarm are costly.
TP

J2 .. _
recitsion TP+ FP
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* Recall: Also known as sensitivity, measures the model’s ability to correctly identify positive
data instances. It is calculated as the ratio of true positives TP to the sum of true positives TP
and false negatives FN. This metric is critical in situations where minimizing FN is important,

such as medical diagnostics where detecting all instances of a condition is essential.

TP

RGC(Z” = m—m

* Fl-score: It combines precision and recall into a single metric, calculated as their harmonic
mean. It is particularly needful in cases involving imbalanced classes, as it balances he values
of precision and recall, offering a more comprehensive assessment of the model’s performance.
Generally, the standard F1-score is used, but the parameter S can be modified to emphasize

either precision or recall as needed.

F152(1+ﬂ2)'m

For 5 =1

Flscore — 9 . precision - recall

precision + recall

* Accuracy: Represent the proportion of correct predictions over the total predictions. It is cal-
culated as the ratio of the sum of true positives and true negatives over the total number of
predictions. However, accuracy may not always be suitable for imbalanced datasets, where one
class is much more prevalent than the other, as it can appear high even when the model does

not adequately detect the minority class.

TP+ TN

A —
Y = TP Y TN + FP+ FN
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* Area under the ROC curve (AUC-ROC): The ROC curve provides a graphical representation
of the model’s ability to discriminate between the two classes as the classification threshold
varies. Specificity is plotted on the x-ax instead Sensitivity on y-ax. The overall effectiveness
of the model is proportional to the area under the ROC curve (AUC), where a value close to 1

indicates excellent discrimination capacity (15).
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Figure 4.1: Example of ROC curve of (10)
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4.2 Comparison of anomaly detection methods

The comparative analysis conducted by (14) focuses on evaluating various unsupervised anomaly de-
tection algorithms across five databases: KC (34), NK (38), AL (11), IX (35), UN (28).
The twelve algorithms tested are grouped into six main families: classification-based, statistical-
based, density-based, distance-based, clustering-based, and angle-based. In figure 4.2 the result of
the metrics described above (section 4.1), such as precision, recall, accuracy, F1 score, AUC of the
ROC curve, are presented based on these categories. Median scores are represented by the columns,
while error bars pointed out the standard deviation of each result.
This study reveals that classification-based algorithms, like Isolation Forest and SVM, achieve the
highest F1 scores, exceeding both statistical and density-based approaches. Although the last two
categories mentioned have shown similar F1 scores, they rank slightly below the classification-based
methods. The distance-based category also displays interesting features: despite having a lower me-
dian F1 score than classification method, they have a higher standard deviation, indicating that their
performance varies significantly depending on parameter settings.

The clustering-based and angle-based methods exhibit the lowest F1 score, with angle-based
demonstrating relatively lower F1 values at all.
Each algorithm has optimizable parameters that influence its final performance. For ROC curve and
AUC metric, parameter tuning was conducted for each algorithm. The results indicate that clas-
sification ones are the most dependent on parameter choices, resulting in lower AUC performance
compared to the other categories.
The observations suggest that classification-based methods are particularly effective for anomaly de-
tection, providing high precision, recall, and accuracy. However, their dependency on parameter
setting underscores the need for careful selection to achieve optimal outcomes. On the other side,

density-based and statistical-based methods, while slightly less effective, offer a stable alternative.
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Figure 4.2: Results on all the datasets and all the attacks, grouped by algorithms families.

Algorithm # Combinations Family AUC Precision Recall Accuracy F1
Isolation Forest [30) 8 Classification 37.2+04 999+£03 9934+04 99.7+03 99.6%03
One-Class SVM [7] 1 Classification 534+£29 966+£32 993100 962+32 98.0+1.9

COF [41] 8 Density-Based 488 +1.7 936+£34 978+01 91.7+31 95.7+2.0
ODIN [23] 8 Neighbour-Based 49.9+1.7 96.6+24 99.9+04 89.8+1.6 946+1.1
HBOS [20] 1 Statistical 57.8+55 926+58 99.5+43 89.2+47 94.3+4.8
rPCA [27] 1 Statistical 550440 97.5+34 950+10 831+32 90.6+20

LOF [9] 8 Density-Based 50.0+13 966+35 880411 813+31 89.6 £2.1

LDCOF [4] 8 Clustering 499+23 824+1.8 944402 T79+£15 87.4+0.7

KNN [35] 8 Neighbour-Based 35.9+6.7 91.9+5.8 751+34 71.4+40 828+4.3

K-Means [38] 8 Clustering 54.44+89 95.7+5.3 685+28 656+£34 T783+35
ABOD [26] 8 Angle-Based 90.5+78 69.2+81 924+83 900+1.8 T755+102
FastABOD [26] 15 Angle-Based 86.4+9.2 906+£7.8 774453 67.6L£32 7T47+£6.1

Figure 4.3: Metric scores (median =+ std) for the 12 algorithms, ordered by F1 score



Chapter 5

ARIMA model and Conclusion

From the previous analyses, figures 4.2 and 4.3, it was determined that classification-based algorithms
are the most effective for network anomaly detection. However, these algorithms suffer from a sig-
nificant limitation: their performance heavily depends on the choice of parameters setting, which can
vary widely depending on the specific problem approach. Consequently, it is not possible to define a
ready-to-use, universal algorithm.

Given these constraints, the company opted for the adoption of a statistical-based algorithm. While
statistical-based methods are second only to classification-based models in terms of effectiveness,
they offer a key advantage: there is no need to predefine parameters at the outset.

This flexibility has enabled the development of a universal algorithm rooted in statistical methods,

making it adaptable to a wide range of network anomaly detection scenarios.

5.1 Autoregressive Integrated Moving Average

According to (21), the ARIMA (Autoregressive Integrated Moving Average) algorithm is a widely
model for the analysis and forecasting of time series data. Originally designed for economic trend ex-
trapolation, ARIMA has proven to be a flexible solution, adaptable to anomaly detection applications

in time series field. (36) described the three component as follows:

* Autoregression (AR): This component models data autocorrelation. If positive correlations

remain ever after differencing, additional AR terms are necessary to capture them.

35
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* Moving Average (MA): This is differencing. If it introduces negative correlations, as can occur

in series with value jumps, the algorithm employs the MA component to adjust these spikes.

* Integration (I): Once the correct differencing order is identified, observations are reintegrated

to outline the overall trend in the original series.

The ARIMA model is defined by three parameters: P, D, and Q, which represent:

* P: The number of autoregressive (AR) terms, indicating how many past values in the time series

are used to predict the next one.

* D: The number of differencing operations required to make the time series stationary. Differ-
encing involves calculating the differences between consecutive values in the series, a crucial

step for simplifying the correlation patterns within the data.

* Q: The order of the moving average (MA), which adjust the model based on the past forecasting

€ITors.

The construction of an ARIMA model generally starts with dividing the dataset into a training
set (about 70%) and a test set (30%) to validate the model’s accuracy. ARIMA forecasts future
values based on the historical series data, aiming to minimize the discrepancy between the actual and
predicted values.

An ARIMAC(S,1,0) model, for example, features as autoregressive term of order 5, a differencing
order of 1 (required to make the series stationary), and no moving average term.

During the training phase, the model is repeatedly re-fitted as new observation are joined to the
dataset. After each forecast, the model updates previous data with newly observed values, pro-
gressively improving accuracy. The model then calculates the Root Mean Square Error (RMSE)

to evaluate prediction accuracy.
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# ARIMA
Inputs:
Outputs
# Split
1
2

# Data
4

10
11
12
13
14
15
16

Listing 5.1: Pseudocode for ARIMA Algorithm

series

: RMSE of the forecasted data

data into 70% training and 30% testing data

size <— length(series) = 0.70

train <— series[0 to size]

test <— series[size to length(size)]

structure preparation

history <-— train

predictions <- empty

for each t in range(length(test)) do

model <— ARIMA(history , order=(p,d,q))

model fit <— model. fit ()
hat <— model_fit.forecast ()
predictions . append(hat)
observed <— test[t]
history .append(observed)

end for

MSE = mean_squared_error(test, predicions)

RMSE = sqrt (MSE)

return RMSE

The provided pseudocode (36) outlines an algorithm designed to implement the ARIMA model

for time series forecasting. The approach utilizes three parameters:

* p: Number of lag observations (autoregressive terms).

* d: Degree of differencing required to make the data stationary.

* q: Size of the moving average window.
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This algorithm performs multistep out-of-sample forecasting with re-estimation, meaning that the
ARIMA model is refitted after each step to incorporate newly observed data. The process ensures the
model continuously updates to provide the best possible estimation.

Below is a step-by-step breakdown of the pseudocode:

* (Lines 1-3): The dataset is split into 70% training and 30% testing. The training set is used to

build the ARIMA model, while the testing set evaluates its performance.
* (Lines 4-5): Two data structures are initialized:

(a) History: Stores all observed values from the training set and test set iteratively.

(b) Predictions: Stores predicted values for each step

* (Lines 6-12): An ARIMA model is built and fitted using the history dataset (Lines 7-8). The
model generates a forecast hat, which is stored in the predictions list (Lines 9-10). The ob-
served test value is appended to history to refine the model in the next iteration (Line 12). This
loop ensures the model dynamically incorporates real-time information, simulating a real-world

forecasting scenario.

e (Lines 14-16): The algorithm computes the Mean Squared Error (MSE) between predicted
and actual test values. The Root Mean Square Error (RMSE), a common metric for evaluating

forecast accuracy, is derived as the square root of the MSE.
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5.2 Conclusion

5.2.1 Output of the project

In the initial phase of my project, I took inspiration from the pseudo-code algorithm 5.1 to enhance
the ARIMA model using Python.

The company provided me with the access credential for ElasticSearch. Once connected, I could
work with a designed dataset linked to a specific observer.IP. After a brief period spent familiarizing
myself with the mechanism of ElasticSearch, I developed a query for that IP, utilizing an aggregation
between the observer.ip and date_histogram with the fixed_interval parameter set to one day. this
produced a day — by — day time series visualization. The interval could also be adjusted to other
increments, such as 30 minutes, two hours etc., allowing for flexibility in data granularity.

The output of ARIMA model I developed is displayed in figure 5.1
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Figure 5.1: Results
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