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Abstract

The proliferation of audio deepfakes, synthetic audio generated using advanced machine learning
techniques, poses significant risks to modern society, ranging from misinformation to security
threats. As deepfake technology continues to advance, the need for robust detection mechanisms
becomes critical.

This thesis introduces a novel approach for detecting audio deepfakes utilizing implicit neural rep-
resentations. By leveraging these representations, we aim to capture and analyze the unique pat-
terns inherent in audio, particularly focusing on its silenced parts. The model’s performance is
close to state-of-the-art, proving the effectiveness of this methodology.

To assess the differences in detection accuracy between humans and algorithms, perceptive tests
were performed in a controlled environment, and compared against a baseline model, proving that
generated samples are becoming harder to detect for humans. The results show that human testers
perform poorly, in comparison to the baseline model, supporting the fact that generated samples
are becoming harder to detect for humans. These insights might be helpful for future research

and highlight the importance of this type of analysis.
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Introduction

1.1 THE NEED FOR AUDIO DEEPFAKE DETECTION

The last years were characterized by the groundbreaking introduction to the public of Generative
Al models.

These models proved to be effective in generating multimedia content of every kind, such as pho-
tos, videos, audio, and textual content as well[1].

The motivation at the foundation of this study is the need for reliable means of detection of Al
generated content, needed nowadays more than ever.

Social media aid the viral diffusion of Deep Fakes, whose content can be used to vehiculate disin-
formation. An example of this could be seen at the beginning of the Russian invasion of Ukraine
in February 2022, when unconvincing Deep Fake videos that depicted president Volodymyr Ze-
lens’kyj declaring peace went viral on X, formerly known as Twitter[2] (Figure 1.1a). A similar
episode involved the Russian president, Vladimir Putin, as shown by Figure 1.1b.

Further instances of these episodes were recorded on X in September 2023, where several Deep
Fake audios were used by the supporters of Muhammad Qasim to amplify the narrative that de-
picted him as the real Imam Mahdi[3]. Most of these audios are overlaid on short videos, that
depict common Islamic cultural elements such as mosques and people in traditional clothing, and
feature popular Islamic scholars, such as Mufti Menk (See Figure 1.2a) or Nouman Ali Khan (See

Figure 1.2b), who endorses Muhammad Quasim as the “redeemer of Islam”. In the context of
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(a) A screenshot from the Deep Fake video picturing the (b) A screenshot from the Deep Fake video picturing the
Ukrainian President, Volodymyr Zelens’kyj. Russian President, Vladimir Putin.

Islamic culture, Imam Mahdi, also referred to as al-Mahdi is a figure that brings changes and re-
newal, and it’s supposed to appear at the end of times as a savior, even though there are different
interpretations among different Islamic groups[4]. The diffusion of these videos is an example
of how Deep Fakes can be used as a vehicle of extremist propaganda, and pose a challenge for the

moderation of media platforms.
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(a) A screenshot from the video depicting

Mufti Menk endorsing Muhammad Qasim. nmmm

(b) A screenshot from the video depicting

Nouman Ali Khan endorsing Muhammad
Qasim.



Episodes like this shake the foundation of trust in social media content, so much that social
media platforms started implementing policies on this matter[s].
The existence of Deep Fakes is nota matter that only concerns social media, but also involves several
aspects of everyday life. The following sections will delve into how Deep Fakes affect security

systems, in particular Automatic Speaker Verification, and the evidence that is brought into trials.

1.2 AUTOMATIC SPEAKER VERIFICATION (ASV) SYSTEMS

ASV systems are biometric verification systems based on voice, meaning that they leverage the
voice patterns of the user to verify its identity[6]. This technology can be used eftectively as a tool
for multi-factor authentication, as the voice has two characteristics that make it ideal for this use

case:
>
* It’s easy to use.
* It’s hard to forge.

The functioning of an ASV system involves two steps: enrollment and verification. During the
first part, one or more voice samples of the user are recorded, and the system extracts the features
that can be used to identify the user, such as the speaker’s vocal tract, pitch, and speaking style[6].
These features are then encoded in a voiceprint, called a template, and associated with the identity
of the user.

The verification phase involves collecting a single voice sample from the user and their claimed iden-
tity. The system then fetches from its voiceprint collection the one associated with the claimed
identity. It compares the features from the template to the ones of the new sample by using a
similarity metric. If the sample is close to a certain tolerance bound to the template, the user is
authenticated, otherwise, it’s rejected.

The introduction of Deep Fake (DF) techniques poses new challenges for Automatic Speaker Ver-
ification systems, as DFs can generate convincing voice samples with extreme ease. Numerous on-

line tools are available, making it easier for malicious actors to perform spoofing attacks[7][8][9] [ 10].



1.3 A BRIEF HISTORY OF THE AUDIO DEEP FAKE DETECTION

TASK

Since the use of Audio Deep Fakes became widespread, the scientific community didn’t have to
wait much to have some means of detection.

In 2021, Muller et al. [11] showed that one effective way to detect audio DF is to analyze silences,
leveraging the anomalous distribution of silences’ durations. In the same direction was the paper
by Mari et al., where it was shown how first digit statistics, also known as Benford’s Law, can be
leveraged to distinguish fake audio samples [12].

The analysis of the silences is not the only approach that can be used: Short Term Long Term fea-
tures and bicoherence features seem to be effective as well, as shown by Mari et al. [13].
Numerous Deep Learning architectures proved to be effective classifiers. It is worth mentioning
the work of Cuccovillo et al.[14], who proposed an interpretable, transformer-based architecture
for synthetic speech detection.

Given this background, it would seem like there are plenty of architectures that can properly de-
tect fake audio tracks. The reality could not be more different: often, the performances of the
models are tested on the very same dataset on which the models are trained, so the estimates of the
performances tend to be overestimated. This was shown by Muller et al. [15], who tested several
models for synthetic speech detection on an in-the-wild dataset. This is expected, as it is very hard
to replicate a real-case scenario, due to the number of variables that should be taken into account:

the encoding of the audio file, the compression rate, the quality of the microphone, etc.



1.4 EXECUTIVE SUMMARY

In this research, the detection of Al generated content will be addressed, and in particular, the
detection of audio Deep Fakes. The aim of this study is the development of a Deep Learning model
that can distinguish (to some extent) Al generated audio tracks from genuine ones, proving how
Implicit Neural Representations can be used to generate significant features for Audio Deep Fake
detection.

Finally, the results of a baseline model will be compared with the ones of human testers, so to assess
how accurate are humans in distinguishing fake audio tracks from real ones.

This thesis is divided into the following chapters:
1. Introduction.

2. Related Works.

3. Implicit Neural Representations, this chapter illustrates their definition and their applica-

tions.

4. Implicit Neural Representation (INR)-based Deep Fake Detection, this chapter describes

the proposed technique to perform Deep Fake Detection on audio tracks.

5. Perceptive Tests and Results Comparison, this section compares the performances of a base-

line model with the ones of human testers.

6. In the final chapter, the conclusions of this study are drawn.






Related Works

2.1 BACKGROUND ON ARTIFICIAL INTELLIGENCE

This section analyzes the topics most relevant to this study, providing an overview of the most

crucial points.

2.1.1 NEURAL NETWORKS’ ARCHITECTURE

FEED FORWARD NEURAL NETWORK (FFNN)

Feed Forward Neural Networks are the most basic kind of Neural Network, based on the super-
vised learning paradigm, meaning that they need a dataset of labeled data to be trained.

One of the first examples of Neural Network was Rosenblatt’s Perceptron, which is a linear binary
classification model [16], meaning that it can classify the inputs in two classes, by employing a de-
cision border in a linear space.

The design can be described as follows: a feature vector (x) is multiplied against a weight vector
(w) and summed to a bias vector (). The result is then compared to a threshold value (7): if the

result is greater or equal to 7, then the model returns +1, otherwise returns —1 (See Eq. 2.1)[16].

+1 fw-x><7

fwr(-x> = (2.1)

—1 otherwise.



The value of w is obtained by performing the so-called t7aining. This procedure is essentially
an optimization problem, whose goal is to minimize the error of the model, measured by a /oss
Sfunction (L (¢, f,,(x))), whose caveat, in general, is to be zero when the output of the model is the
intended output (also known as zarget, ), and to grow in value as # and £, (x) grow in difference.
In the Perceptron, the goal of the training phase is to minimize the loss function expressed in Eq.

2.2, which is the sum of the quantity wl'x,-t, among the subset of misclassified samples M[16].

E(w) = — Z w! %, t, (2.2)

neM
The optimization problem is often solved by using a Stochastic Gradient Descent approach,
which consists of iteratively changing the value of the vector w, according to the learning rule

defined in Equation 2.3, where & s the iteration number and 7 is the learning rate value [16].

w = @ — 5 VE(w?) (2.3)

The limitation of the Perceptron model is its inability to learn non-linear functions, such as the
XOR function. This limitation is overcome by employing non-linear activation functions (prefer-
ably differentiable) on the output of the soft-decision function (Eq. 2.4), such as the sigmoid
function (o, Eq. 2.5) or the Rectified Linear Unit function (ReLU, Eq. 2.6). From now on, this

variation of the Perceptron will be referred to as a unit.

soft() = w-x+ b (2.4)
1
a'(x) = m (2'~5)
x ifx>0
ReLU(x) = (2.6)

0 otherwise.

In essence, Feed Forward Neural Network are made up of layers of these units, where ones
in one layer transfer their outputs to the next one after receiving inputs from the previous layer.
Figure 2.1 illustrates the general architecture of a simple FFNN.

The training of this architecture follows the same principles of Perceptron’s learning rule, with
some adaptations that are applied for efficiency reasons. This approach takes the name of Back-

propagation, and it’s essentially an extension of the Stochastic Gradient Descent algorithm with

I0



hidden units

Figure 2.1: Architecture of a FFNN, adapted from [16].

the application of the Dynamic Programming technique. The procedure can be summarized as
follows[16]:

1. The input value of x is propagated forward through the network and the activation values

of the hidden units are computed.

2. Starting from the output units, the gradients of the value of the loss function with respect
g % g P

to the weights are computed, and a learning rule similar to one of the Perceptron is applied.

3. For each hidden layer, going backward, the last step is repeated with the values of the next

layer.

As it will be reviewed in the following sections, this algorithm can be extended to other architec-
tures, and it’s still widely used to train more networks such as the Convolutional Neural Network

or Transformers architectures[17][18].

CoNVOLUTIONAL NEURAL NETWORK (CNN)

Convolutional Neural Networks are a special kind of Neural Network, designed to reduce the
number of parameters used by fully connected networks. This is achieved by using the convo-

lution operation (See Eq. 2.7) which allows to exploit local correlation and weight sharing. In

II



particular, convolution allows one to learn one feature with a single set of weights, which is not

possible for fully connected networks, thus achieving similar performances with fewer parameters.

Clé) = (L L) (1) = > La(n) - Lo(i — n) (2.7)

This concept is often applied to image-related tasks since the inductive biases introduced by convo-
lutions are particularly well suited for this type of data. Additionally, working with fully connected
networks at such a high resolution would lead to high computational complexity. Nevertheless,
convolution is also often applied to one-dimensional data, such as time series or audio signals, since
they also present locally correlated values that allow to fully exploit the properties of CNNs allow-
ing to easily capture curves’ patterns.

In classification tasks, this design allows the network to capture local patterns more efficiently than
they would do by using fully connected layers: in fact, dense layers connect each neuron of the in-
put layer to each neuron of the next layer. By contrast, convolutional layers connect each neuron
of the input layer to the closest ones in the next layer. Figure 2.2 pictures the structure of the typ-

ical convolutional layer, while pictures an example of the MaxPooling operation.
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Figure 2.2: An example of the convolution operation, from [19].

Moreover, convolutional designs implicitly enforce some sort of regularization to the network:

* The kernel uses the same parameters across all the input layers, therefore applying param-

I2



eter sharing. This reduces significantly the number of parameters in the network, thus

reducing its complexity.

* For the same reason, a technique called parameter tying is applied. In the training phase,
the parameters are changed according to the activation values of all the inputs. This implies
that the parameters of the kernel are #7ed, i.e., the same parameter is changed accordingly to

its corresponding values across the whole input.

Often, convolutional layers are paired with pooling layers. These layers output a summary statis-
tic of the nearby outputs, most commonly the average or the maximum value, further reducing

the number of parameters used in the network, as Figure 2.3 shows.

15 125

Max
S|l Pooling | 64
EOREESE 89 | 70 - EE

SRS 56 | 21

Figure 2.3: An example of the MaxPooling operation, from [20].

2.1.2 HYPERPARAMETER TUNING

When it comes to developing AI models, hyperparameter tuning involves optimizing the settings
of the chosen model to achieve the best performance.

A common approach, named Grid Search, consists in defining a candidate space H; for each -th
hyperparameter b, € H that needs to be optimized, and then training a model on each combina-
tion of £ € Hi, XHs, ..., Hn. Then, the model that minimizes the target function, usually the

loss function, is chosen.

13



This approach, while being straightforward to implement, is computationally demanding, as it
requires that the training on each P is executed before ending the execution.

One possible optimization is the Random Search approach: instead of training the candidate mod-
els by selecting hyperparameters by a fixed order, candidate hyperparameters are uniformly ran-
domized, and a limit on the number of iterations is set.

In the following section, a more advanced hyperparameter tuning method will be analyzed, and

used in this study.

BAYESIAN OPTIMIZATION

Bayesian Optimization is a class of machine-learning-based optimization methods focused on find-
ing the global maximum of a function [21].

This algorithm consists of two main components:

* a Bayesian statistical model for modeling the objective function,

* and an acquisition function for deciding where to sample next.

The pseudo-code is reported in Algorithm 2.1, as defined by Frazier [21].
The objective function is initially evaluated on a collection of points chosen uniformly at random,

that are used to update the posterior probability at the next iteration.

Algorithm 2.1 Pseudocode

Place a Gaussian process prior to f.
Observe fat 7y points according to an initial space-filling experimental design. Set z = #,.
while z < N
Update the posterior probability distribution on f'using all available data.
Let x, be a maximizer of the acquisition function over x, where the acquisition function is
computed using the current posterior distribution.
Observe y, = flx,).
Increment 7.
end while
return The point evaluated with the largest f{xx), or the point with the largest posterior mean.

2.2 AUDIO SIGNALS REPRESENTATIONS AND ANALYSIS

Before diving into how Deep Fakes are generated and then detected, the audio signals and their

representations will be introduced.

14



In general, from a mathematical point of view, audio signals are represented as sinusoidal basis

waves, whose base function is formalized as shown in Eq. 2.8[22].

x(2) =4 - JF! (2.8)
In Eq. 2.8, the value of the wave x is a continuous function of time, where:
* A is the amplitude of the wave.
* Fis the frequency of the wave.

* jis the imaginary constant.

SamPLING  When dealing with continuous analogical audio signals, it’s impossible to memorize
all the values, so usually the most common method is to perform uniform sampling, which consists
of sampling the value of the signal x(#) at equidistant time intervals, obtaining a series of values

x,[22].

QUANTIZATION  As often happens, the number of bits that can be dedicated to save each value
is finite, while the sampled value is a real number. To solve this issue, the real-valued samples are
mapped into finite values in a process called quantization, and in particular, uniform quantization[22].
Uniform quantization truncates values that fall outside a given interval [—«, «], and rescales them
so that they fit inside a 4 bit number. The real interval [—«, a] is therefore divided in 27! bins,

&

each one representing a discrete value, of size A =

®

The quantized values are obtained by using Eq. 2.9.
Qx,) = Al = +0.5] (2.9)

2.2.1 FOURIER TRANSFORMS

Once the quantized signal is obtained, the next step is usually to extract its properties. This is of-
ten performed by extracting its frequency components X(w), called a spectrum, by performing a
Fourier Transform, that returns the original signal as the sum of N sinusoids at different frequen-
cies nw, as defined in Eq. 2.10[22].

It’s important to underline that this transform is invertible, and therefore can be used to recon-

struct a signal given a set of sinusoidal waves.

Is



Input

Windowing

Spectrogram

Figure 2.4: Process of computing the spectrogram of a signal, adapted from [22]

This transform can also be used to deal with discrete signal, giving the Discrete Fourier Transform
(DFT), as defined in Eq. 2.11. The DFT is computationally expensive, so it’s often implemented
with a divide-and-conquer approach, taking the name of Fast Fourier Transform (FFT), that has
a O(Nlog, N) complexity.

N—1
. 27k
X(ay) = z;xn e ¥ where w, = % fork=0,..., N—1 (2.10)
N-1
. 27k
X(ay) = Z%xn - e 7 where w, = %,for/« =0,...,N—1 (2.11)

2.2.2 SPECTROGRAMS

Spectrograms are 2D representations of audio signals, that are often used to visualize them[22].
They represent the time dimension on the x-axis and the frequency spectrum on the y-axis; the
power of each frequency in each time step is rendered with a color coding. Figure 2.4 pictures the

process of computing the spectrogram of a signal, which can be resumed as follows:
1. The signal is divided into overlapping windows (windowing);
2. The Fast Fourier Transform is applied to the windows;
3. The values of the power of each frequency in decibels (dB) are computed (20 log, | - |);
A variation of spectrograms, called Mel-spectrogram, uses the Mel power scale, that transforms

the frequencies on a logarithmic scale. This spectrogram is often used in speaker recognition

16



systems[23], because it better resembles the human perception of sound frequencies. The trans-
formation from the frequency expressed in Hz (f) to the one expressed in Mel (2) is described in
Eq. 2.12[24].

/

m = 2595 log, (1 + 70—0) (2.12)

2.2.3 MEL FREQUENCY CEPSTRAL COEFFICIENTS

Mel Frequency Cepstral Coefficients (MFCC) are low-level spectral features that are often used in
audio recognition features due to their capability of modeling the pitch and the frequency content
of audio signals[25].

The MFCC are computed by applying a triangular band pass filter bank to the FFT power coeth-
cients, as described in Eq. 2.13, where S}, is the output of the filter bank, that usually consists of

12 filters, and N is the total number of samples[25].

K
2 (k—0.5)7
C,= \/; ng (log i) cos N = 1,2,....N (2.13)

MEFCCs proved to be effective features when it comes to both speaker recognition and synthetic
speech detection tasks.
For the first task, Sahidullah et al.[23] used a block transformation on MFCCs, that proved to be
efficient and robust. For the latter, Mari et al.[26] used MFCCs to extract the first digit statistic

(also known as Benford’s Law), which was later used to detect synthetic speech tracks.

2.3 DEEP FAKES, AUDIO DEEP FAKES & AuDI10 DEEP FAKE DE-

TECTION

2.3.1  DEFINITION OF DEEP FAKES

A Deep Fake (DF) is, in general, multimedia content generated by generative AI models, such as
Generative Adversarial Network (GAN), whose structure will be analyzed later, or Autoencoders.
Zahra et al. [27] identify 4 macro-categories of DFs, based on the kind of multimedia that is ma-

nipulated:

* Audio Deep Fakes;

17



* Video Deep Fakes;
* Image Deep Fakes;
* Text Deep Fakes.

All these categories aim to manipulate or generate from scratch some kind of content, which
should resemble a genuine one.
The number of fields of application of this technology has been increasing in the last few years.

Some examples are reported in the following:

* Dataset Augmentation: GANs can be used to increase the number of samples in a dataset,
by generating synthetic data when the collection of samples is difficult. This approach is
described by Goodfellow et al. in the original GANs paper [28].

* Image Augmentation: GANSs can be used to increase the quality of images, aiding tasks
such as the analysis of Magnetic Resonance Imaging (MRI) or Computer Tomography
(CT) [29].

* Text-To-Image generation: Another application of generative models is the generation of

images from a textual prompt, as proposed by Scott Reed, et al. in their 2016 paper [30].

As one might have already inferred, the uses of generative Al systems are not limited to good-faith
applications, as a matter of fact, just as soon as the aforementioned examples were developed, some-
one applied these technologies with malicious intent.

An example of these malicious uses is the creation of Deep Fake pornography videos, that are non-
consensually spread on the Internet. In 2019, the DeepNude application was released, which was
able to remove clothing from images of women by using GAN models[3 1]. This application was
later removed, although both free and paid versions were made available[32]. The dangerous po-
tential of this kind of application was shown in the case of Rana Ayyub, an Indian investigative
journalist, targeted with an online hate campaign, where Al-generated pornographic videos of her

were used[33].

2.3.2  Aupro DEegpr FAKES

The definition of Audio Deep Fakes is self-explanatory, so in this section, their classification and
generation techniques will be explored.

The techniques to generate Audio Deep Fakes can be divided into two main categories:

18
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* Text-To-Speech (T'TS) techniques;

* Voice Conversion (VC) techniques.

TExT-TO-SPEECH TECHNIQUES

The first category comprises all the techniques that convert a textual input into an audio track.
These techniques are mostly used to read text without the help of a human reader, but can also
be used in Al assistants. The following paragraphs will provide an overview of the most relevant
TTS techniques.

WAVENET Anexample of a TTS technique is the WaveNet architecture, an autoregressive Deep
Neural Network (DNN) that is able to generate raw audio signals [34]. The audio samples are
modeled asa series of random variablesx = {xi, x5, . . . , x,, }, factorized as a product of conditional

probabilities, each sample x; is conditioned on the previous one x;_;, as shown in Equation 2.14.

p(x) = DL p(xlx, . %) (2.14)

The model that approximates this distribution is a deep Convolutional Neural Network, that
employs dilated causal convolutional layers to extract the information from the inputs while re-
specting their order (Figure 2.5). The dilation of the convolutional filters allows the model to have
a bigger receptive field therefore increasing the model’s capacity. The advantage of this model is
its computational efficiency: convolutional architectures require fewer parameters to train, and
most importantly, the parameters of the same layer are shared. Recurrent architectures are typi-
cally more expensive to train, as they require ”unrolling” the network along each time step, making

it potentially time-consuming for long sequences [35].
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CHAR2WAV  Another example of an end-to-end TTS model is Char2Wav[36]. This speech syn-

thesizer uses two COITlpOl’lel’ltS:

* A reader, which is an encoder-decoder model which employs Recurrent Neural Network
(RNN). This component encodes the textual input letter-by-letter with a bidirectional RNN
into a latent space and decodes it with an RNN that employs an attention mechanism. The
output of this component is a sequence of vocoder features, which will be used by the sec-

ond component to generate the audio signal.

* The Neural Vocoder uses the vocoder features generated by the reader to output the audio

samples. This component is implemented as a SampleRNN, as defined by Mehri et al.[37].

The two components are first trained separately, and then the model is tuned as a whole.

VoicE CONVERSION TECHNIQUES

Voice Conversion techniques aim to convert the speech signal of the speaker into another speech
signal, designed to sound like a second speaker.

These techniques are ideal to conduct impersonation attacks, as they may be used to bypass auto-
mated speech verification systems.

In the following paragraphs, some VC techniques will be analyzed. In particular, the works of
Kain et al. [38], based on the Gaussian Mixture Model (GMM), and Yang et al.[39], based on a
GAN.

Vo1CE CONVERSION BASED ON GAUSSIAN MIXTURE MODEL  This technique consists of map-
ping the extracted spectral features of the original speaker (source speaker) to the ones of the target
speaker, by employing a Gaussian Mixture Model.

GMM is a soft-clustering algorithm, that approximates the distribution of a dataset of instances z

as the sum of Q multivariate Gaussian distributions, as shown in Eq. 2.15.

Q Q
P(Z) = Z“Z'N(Z; [uﬂ Zl')7 Zai = 17Vi Ly Z 0 (Z.IS)

i=1 i=1
This method uses 2 GMM model to approximate the joint probability distribution p(z) =
p(x,y), where x is the feature vector of the source speaker, and y is the feature vector of the target
speaker. The parameters of the model are used to find a linear conversion function F(x) = E|y|«]

that maps the values of x to y, by finding the function that minimizes the MSE between y and F(x).
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Figure 2.6: The architecture of VoiceGAN, from the original paper [39]

This method was tested on a database of diphone utterance vectors, from which the spectral fea-
tures were extracted. In particular, the 16" order Line Spectral Features (LSF) was used and con-
verted to the Bark scale. This frequency scale transforms the spectral frequencies expressed in
Hertz in a new scale in which equal distances correspond with perceptually equal distances, simi-
lar to the Mel scale. The authors chose such a configuration since it allows to weight of the MSE

according to the human sensitivity of each frequency.

VoiceGAN  This method consists of a modified version of a GAN, that operates on the spectro-
grams of the audio signals. The distinctive feature of this model is the use of Deep Convolutional
Autoencoders, which are used to learn the transformation of the spectrograms from the source

speaker to the target one, and vice versa. Figure 2.6 pictures the structure of VoiceGAN.

2.3.3 TAXONOMY OF THE AUDIO DEEP FAKE DETECTION TASK

The previous section briefly introduced some techniques for fake audio detection. Here the topic
will be presented in a more detailed manner.
Similarly to how Yi et al.[40] presented, the detection of Audio Deep Fakes can be grouped into

three main families, based on the kind of features used for the classification:
* Spectral features.
* Prosodic features.

* Deep features.
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DETECTION BASED ON SPECTRAL FEATURES

The term ”spectral features” refers to the use of the frequency spectrum of the audio track to
perform the classification task. A further distinction can be made, between Short-Term and Long-
Term features: the former ones use short time frames, often overlapping, which can capture anoma-
lous artifacts; the latter can capture long-time correlations.

Marietal. [26] used both of these features, together with bicoherence features, to develop a fusion
model, which used encoding of all the aforementioned features as input of a fully connected Neu-
ral Network. This model also proved to be noticeably resilient to anti-forensic attacks, namely,

MP3 compression and noise injection.

DETECTION BASED ON PROSODIC FEATURES

Prosody refers to non-segmental aspects of speech, including for instance syllable stress, intona-
tion patterns, speaking rate, and rhythm[41]. The fundamental frequency (£}), also referred to
as ”pitch”, is often used in speech recognition tasks, often combined with spectral features for in-
creased prediction robustness[41].

In his work, Shreiber et al. [42] use prosodic features extracted from the estimated syllables to gen-
erate N-grams, which will be counted and used as a feature space that is classified with a Support
Vector Machine (SVM). Duration of the syllable, pitch, and energy were the primary features used
in this study, which allowed the model to perform comparably with the current state of the art of

the time.

DETECTION BASED ON DEEP FEATURES

Just like with other tasks, Deep Learning methods can offer an alternative to the two previous
groups of features. It seems like this last family of features can be used to fill the gaps that the
other ones cannot.

An example of this approach is the work of Chakravarty et al.[43], which uses a pre-trained CNN,
aResNetso model, as a feature extractor. The input of the network is the Mel-spectrogram, whose
definition will be provided later. The output is a tensor, which undergoes a Linear Discriminant
Analysis (LDA) process, which reduces its dimensionality. This resultis then provided to Machine

Learning models which are used for the final DF recognition task.
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2.4 PERCEPTUAL AUDIO EXPERIMENTS

Muller et al. [44] experimented on the perception of audio Deep Fakes by human beings.

The test was conducted on a web application, designed as an online game in which the other op-
ponent was an Al model. The task of the challenge at hand was listening to an audio file, sampled
from the ASVspoof 2019 dataset and provided by the application, and deciding if the track was a
Deep Fake or an authentic one. The decision of the Al model and the true label were not provided
until the user made its own decision.

The results showed that the performances of the model were not particularly better than the hu-
mans’ ones.

The most relevant limitation of this experiment is the lack of control over the execution of the test,
in particular, the application didn’t monitor the environment of the test and the equipment was
employed by the user. For this reason, a similar experiment was conducted in an attempt to verify

the claims of Muller et al. The details of that experiment can be found in Chapter s.
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Implicit Neural Representations

3.1 IMPLICIT NEURAL REPRESENTATIONS

3.1.1 DEFINITION OF IMPLICIT NEURAL REPRESENTATIONS

Implicit Neural Representation (INR) is a novel field of study that aims to represent discrete sig-
nals implicitly in the weights of a neural network that then models a continuous function[45].
This can be achieved by training a Neural Network (NN) on a single signal, on a coordinates-to-
value task. The resultis that the modellearns an inner representation of the signal as the parameters
of a continuous function: it’s possible to sample from that function with arbitrary precision, with
the only limitation being the overall complexity in the reconstruction of the content [45].
Recently, different architectures are being tested with interesting results[46], such as 3D shape
generation [45], data compression [47] and most importantly 3D shape representations [48].
The following section will review the basic idea of INRs, and build up to the most innovative

applications of this technology.

3.1.2 INTUITION & APPLICATIONS

Implicit Neural Representations are based on the concept of implicit representation of a function.
In general, implicit functions are functions that represent a signal employing implicit equations,

of the form F(x, . . ., x,) = 0. Thisisan elegant way to represent complex surfaces by composing
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Figure 3.1: Visual representation of the implicit function sz (x —|—y) - Cas(xy) +1 = 0, as alevel curve. Adapted from of [50].

a few elementary functions, such as shown in Figure 3.1.
INRs extend this concept by using Neural Networks as the implicit functions, whose goal is to

parameterize the signal with arbitrary precision while being memory-efficient[49].

Neural networks are universal function approximations, making them the ideal tool to address
this task. Neural implicit modeling is achieved by training the model on data, sampled from the
same distribution that we want to approximate. The result is a set of organized weights, that all
together contribute to the computation of the output values. These weights are the parameters

that constitute the representation of the signal itself.

3.1.3 USE CASES

This section will present two use cases of Implicit Neural Representations.

NERF Neural Radiance Field (NeRF) is a technique that uses INRs to synthesize novel views
of complex scenes, by optimizing a radiance field in a §D space, made of 3 spatial dimensions and

2 angular parameters that represent the viewing direction[s 1]. Figure 3.2 pictures a sample from
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Figure 3.2: Visual representation of two novel renderings of an image learned using a NeRF INR. Adapted from [51].

the original paper by Mildenhall et al..

The INR in this case is a deep, fully connected, multi-layer perceptron, whose learning task is to
convert the aforementioned 5D input, encoded with positional encoding, into a tuple, made of
a 3-dimensional vector which represents an Red-Green-Blue (RGB) values of a given pixel, and a
volume density value.

The INR, in this case, is just part of a bigger processing pipeline (Figure 3.3), which starts with
a set of images and ends with the novel renderings. The overall procedure can be summarized as

follows:
a) The first step consists of sampling the set of 5D points from the set of images.
b) The INR model is used to generate a representation of the scene.

c) The values generated in the previous step are used to generate the images of novel views,

using volume rendering techniques.

d) The INR model is trained by computing the rendering loss between the generated scene
and the ground truth images; since this function is differentiable, the INR can be trained

by using common Gradient Descent approaches.

This method outperforms other state-of-the-art works and allows to generate fine-detailed ren-
derings of small objects[s1]. On the other hand, NeRFs are computationally demanding, as the
training for a single scene can take to 2 days on a single NVIDIA Vioo GPU[s51].

HyPERSOUND  Similarly to the previous use case, Hypersound is an INR model that aims at
approximating sound waves by means of a neural network[s2].

This approach employs an Hypernetwork architecture([s 2], which is composed as follows:
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Figure 3.3: Pipeline of the generation and training of a NeRF model. Adapted from [51].

* A convolutional encoder, that maps the input into a lower dimensional space, acting as a

feature extractor.

* The second component is a fully connected network with ELU activation, that outputs a

flattened vector of the weights of the target neural network.

* This last step generates the weights for the INR model, which is essentially a one-input-
one-output multi-layer perceptron made of 4 fully connected layers, each one made of 256
ReLU activated neurons, whose task is to return the amplitude value of the audio signal,

given its coordinates.

The training of the hypernetwork employs a customized loss function that balances the reconstruc-
tion error in both the time and frequency domains (Equation 3.1).
The results of this work are comparable to the state-of-the-art, although the authors note the pres-

ence of noise and “robotic artifacts” that might compromise the perceptual scores[s2].

L(-xa 56) = Asi1 ’LSLl(xa 56) + Astrr - LSTFT(xa 56) (3-1)

3.1: Loss function of the Hypersound model, where: x is the original soundwave vector, X is the reconstructed soundwave,
Lgy1 is the smoothed L1 loss (penalizes the reconstruction error in the time domain), Lg7rr is the Short-Time Fourier Trans-
form loss (penalizes the reconstruction error in the frequency domain), and lSLl, AstEr are the balancing parameters.
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INR-based Deep Fake Detection

In this chapter the model that was used to classify Deep Fake tracks from genuine ones will be

described in detail.

4.1 EXPERIMENTAL SETUP

This phase of the study was conducted with a remote machine inside the LabLTTM of the Uni-

versity of Padua. Table 4.1 resumes the machine’s specifics.

Table 4.1: Resuming table of the machine’s specifics.

Specifics
oS Ubuntu
CcPU Intel(R) Core(TM) i7-7700 CPU @ 3.60GHz

Lid | 128 KiB 4 instances

Lii | 128 KiB instances
Cache Memory L> | 1 MiB : instances

L3 8 MiB I instance
GPU NVIDIA GeForce GTX 1070 | 1920 CUDA cores
GPU Memory | 8192 MiB
RAM storage 30 GiB
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4.2 DATASETS

For the purposes of this study, the ASVspoof2019[53] and ASVspoof2021[s4] datasets were used.
These datasets were conceived by the ASVspoof initiative, which periodically issues challenges in
the field of Automatic Speaker Verification (ASV) technologies. The goal of this initiative is to
stimulate the development of countermeasures to spoofing attacks against ASV systems.

ASV systems are vulnerable to 4 main means of attacks[s4]:
* Impersonation;
* Replay;
* Voice Conversion (VC);
* Text-To-Speech (TTS).

These last two received the most attention, as numerous open-source toolkits allow to conduct
spoofing attacks[7].

The files of the audio samples were distributed as .flac files, sampled at 16 kHz and quantized at
16 bits [54].

4.2.1  ASVSPOOF 2019

This dataset contains bonafide and spoofed speech samples, which include synthetic speech and
converted voice signals generated with the very latest, state-of-the-art technologies[s3].

Two spoofing scenarios are considered:

* Logical Access (LA) implies a scenario where a remote user seeks access to a system or service

protected by ASV.

* Physical Access (PA) implies the use of ASV to protect access to a sensitive or secure physical
space or facility. In this scenario, the microphone is controlled by the authentication system

designer, not by the user.

Considering that only the LA subset was used, the description of the algorithms will only focus

on that part.
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LA SUBSET

The spoofed speech samples are generated from 19 algorithms, both of type Text-To-Speech and
Voice Conversion.

Algorithms 401 — 406 are used in the training and evaluation dataset, while the remaining 407 —
A19 compose the development dataset. With few exceptions, all the algorithms use methods based
on Neural Networks to spoof the victim’s speech. Table 4.2 summarizes the main characteristics
of the LA subset.

The bonafide samples of the ASVspoof 2019 database are extracted from the Voice Cloning Toolkit
(VCTK) corpus [55], a multi-speaker English speech database. The samples were recorded in a
controlled environment, and they are utterances from 107 speakers (46 male, 61 female)[53]. The
set of 107 speakers is partitioned into three speaker-disjoint sets for training, development, and
evaluation. It’s important to underline that the samples were recorded with 96 kHz frequency,
and were all downsampled to 16 Hz [53].

This subset is partitioned into 3 datasets:
* Training subset, made of 5161 samples, used only for the training;

* Evaluation subset, made of 5089 samples, used to evaluate the performances of the model

during the training on samples that weren’t experienced before;

* Development subset, made of 14691 samples, used the evaluate the performances of the

model at the end of the training, on samples never seen before.

The training and the evaluation partitions are made of bonafide and spoofed samples, in equal
parts. The spoofed samples of these partitions are equally divided among the spoofing algorithms
from Ao1 to Ao6.

Similarly, the development subset is equally divided between bonafide and spoofed samples, but

the spoofed samples are equally divided among the algorithms from Aoz to A19.

4.2.2 ASVsroorzo21

The structure of the 2021 edition of the ASVspoof is similar to the previous one. The challenge is

divided into three scenarios:
* Logical Access,

* Physical Access,
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Table 4.2: Summary of the characteristics of the LA subset of ASVspoof2019. * indicates that the audio generation pipeline
doesn’t use neural networks.

Type (TTS/VC) | Dataset partition
Ao1 | TTS Training/Evaluation
Aoz | TTS Training/Evaluation
Aoz | TTS Training/Evaluation
Aog4 | TTS* Training/Evaluation
Aos | VC Training/Evaluation
AoG6 | VC* Training/Evaluation
Ao7 | TTS Development
Ao8 | TTS Development
Aog | TTS Development
Aro | TTS Development
Arr | TTS Development
A1z | TTS Development
A1z | VC Development
A14 | VC Development
Ars | VC Development
A6 | TTS* Development
A1y | VC Development
A18 | VC* Development
A1g | VC* Development
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Table 4.3: Summary of the conditions applied to the LA subset of ASVspoof2021.

Description Bitrate
C1 | Identical to ASVspoof2o19 16 kHz
C2z | Transmitted through VoIP network 8 kHz
C3 | Transmitted through PSTN an VoIP network | 8 kHz
C4 | Transmitted through VoIP network 16 kHz
Cs | Transmitted through VoIP network 8 kHz
Cé6 | Transmitted through VoIP network 8 kHz
C7 | Transmitted through VoIP network 16 kHz

* Deep Fake.

Some modifications were introduced because most traces were deemed too clean to be used as a
reliable authentication scenario [54].
As only the LA and DF subsets were used in this study, the description of the PA subset won’t be

covered.

LA SUBSET

For this reason, the LA scenario was divided into 7 conditions (C1 — C7), summarized in Table
4.3. The goal of these modifications was to reduce the gap between ideal laboratory conditions
and those to be expected in the wild.

This was achieved by transmitting the samples through a voice-over-internet-protocol (VoIP) sys-
tem and a public switched telephone network (PSTN), at different bitrates and with different
codecs. This introduced in the samples several different artifacts that increased the difficulty level

of the detection task.

DF SUBSET

This subset was conceived to improve the generalization capabilities of Deep Fake detection sys-
tems. Itinvolves speech utterances that are encoded and decoded using various lossy codecs, intro-
ducing distortions based on codec type and settings. The DF subset extends the ASVspoof 2019

LA set by adding two additional sources, namely the 2018 and 2020 Voice Conversion Challenge
(VCC) databases.
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4.3 PROBLEM SETUP

The classification problem at hand is a binary classification one.

* The input data is the training curve of the first 200 epochs of small neural networks, each

one trained only on one track.

* The output data is the set {0, 1}, where 0 stands for a bonafide sample and 1 for a Deep

Fake one.

The main intuition behind this approach is that given that fake samples are generally generated
by neural networks when fitting INRs on them the learning behavior might be different from the
one obtained with bonafide samples.

A classifier might then be able to see these different patterns in learning behavior and to use them

to properly distinguish generated from bonafide samples.

4.4 PRE-PROCESSING

As anticipated in the previous section, the INRs were used as a means of feature extraction. The
feature at hand for each audio sample is the learning curve of the INR.

In this section, the process thatled from the raw audio sample to the learning curve will be reviewed.
What follows is a detailed description of the pre-processing steps, through which each audio track

went. Figure 4.1 resumes graphically the pre-processing steps.

EXTRACTING THE SILENCES  The firststep of the pre-processing is the extraction of the silenced
parts of the audio track. This is performed by filtering the samples inside the track with sound

intensity lower than 40 dB.

ImPLICIT NEURAL REPRESENTATIONS  Thesecond step consists of extracting the learning curve
of the Implicit Neural Representation. Each track is used to train a single Feed Forward Neu-
ral Network on a regression task, which consists of predicting the MSE value of a given sample
number. To facilitate the learning task, the sample number is encoded with positional encoding
(notated with the function f). Table 4.4 resumes the hyperparameters on which the INRs were

trained, while Eq. 4.1 defines the positional encoding function.
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Table 4.4: Hyperparameters used by the INRs.

Hyperparameter Value
Learning rate 0.001
Number of training epochs | 200
Loss function Mean Squared Error (MSE)
Training set (silence)
—— bonafide 10-1 4 —— bonafide 1014 —— bonafide
107! A0l A02 AO3
1072 \ 1024 \ 102 4
1073 4 102 103
0 25 50 75 100 125 150 175 200 0 25 50 75 100 125 150 175 200 0 25 50 75 100 125 150 175 200
epochs epochs epochs
i —— bonafide fo5i. — bonafide o — bonafide
204 205 AO6
1072 4 1072 4 \ 1072 4
\ \ ~
103 103 103
0 25 50 75 100 125 150 175 200 0 25 50 75 100 125 150 175 200 0 25 50 75 100 125 150 175 200
epochs epochs epochs

Figure 4.2: The mean MSE training curves, for each of the 6 algorithms of the LA subset of ASVspoof2019 dataset, compared
with the one of the bonafide samples.

REescaLiNG  Figure 4.2 shows the comparison of the mean MSE training curves, for each of the
6 algorithms of the LA subset of ASVspoof2o19 dataset, compared with one of the bonafide sam-
ples. The values of the MSE span over three orders of magnitude, so, for each track, the logarithm

function was applied to the values of the MSE, and then they were rescaled to the [0, 1] interval.

CLEANING Toreduce the noise caused by the initial part of the INRs’ training, the first 25 epochs

of each audio sample were removed.

sin (27 -7 -x) if7iseven.
filx) = \ ) (4.1)

cos (2'-m-x) otherwise.
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Table 4.5: Training parameters used for the training of the CNN model.

Training setting Value
Learning rate 0.0001
Number of training epochs | so
Loss function Binary Cross Entropy
Optimizer Adam
Batch size 128
Early stopping - patience 15 epochs
Early stopping - delta )

4.5 MODEL SELECTION

The neural network architecture chosen for the classification task was the Convolutional Neural
Network (CNN). The rationale for this decision is that CNNs can detect patterns in data while

using fewer parameters than a Feed Forward Neural Network.

4.5.1 TRAINING SETTINGS

The model was trained on the training partition of the ASVspoof2o19 dataset, in particular, the
LA subset.

To introduce some regularization, an Early Stopping callback was implemented, which stops the
training procedure when the performance of the model has not improved after a given number of
epochs. For this reason, this is often also referred to as the ”patience” parameter. The performance
measure used for this purpose was the value of the loss function, computed on the validation
dataset.

Table 4.5 resumes the training settings.

4.5.2 HYPER PARAMETERS’ SELECTION

The selection of the hyperparameters was performed by using the Bayesian Optimization algo-
rithm.
Figure 4.3 pictures the structure of the CNN used for this study, while Figure 4.4 summarizes the

structure of its layers.
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Figure 4.3: Representation of the Convolutional Neural Network model used for the classification task.

4.6 MODEL EVALUATION

4.6.1 PERFORMANCES

In this section, the performances of the model will be evaluated by comparing its confusion matri-
ces to the ones of the model developed by Mari et al. [12].

The performances of the models will be shown at first with a global focus, then they will be com-
pared by algorithm, to evaluate the performances of the models on the single spoofing methods.
The performances of the models were also compared in Table 4.6 (evaluation dataset) and in Table

4.7 (development dataset) by using some common metrics:

* Accuracy, as defined in Eq. 4.2.

Accuracy = IN+ TP (4.2)
)T TPYIN+ FPTEN *

* Precision, as defined in Eq. 4.3.

P
Precision = ——— ,
recision = - Pt P (4.3)
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Figure 4.4: Representation of the Convolutional Neural Network model used for the classification task.
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* Recall, as defined in Eq. 4.4

P
Recall = —— .
‘ TP + FN (4:4)
* F1-Score, as defined in Eq. 4.5.
Precision - Recall
=2 —— (4-5)
Precision + Recall
In these formulas, the following notation is used:
* TPis the number of True positives;
* FPis the number of False positives;
* TNis the number of True negatives;
* ENis the number of False negatives.
Table 4.6: In this table the most common metrics for comparing the models on the evaluation set are reported.
Accuracy Precision Recall Fr1 score
Proposed | SoS Proposed | SoS Proposed | SoS Proposed | SoS
Algorithm
Overall 0.7750 0.9247 | 0.7913 0.9326 | 0.7441 0.9148 | 0.7670 0.9236
bonafide 0.8057 0.9345 | 0.0000 0.0000 | 0.0000 0.0000 | 0.0000 0.0000
Aor 1.0000 0.9896 | 1.0000 1.0000 | I.0000 0.9896 | 1.0000 0.9948
Aoz 0.8303 1.0000 | I.0000 1.0000 | 0.8303 1.0000 | 0.9073 1.0000
Ao3 0.6235 1.0000 | I1.0000 1.0000 | 0.6235 1.0000 | 0.7681 1.0000
Aog 0.9950 0.6891 | 1.0000 1.0000 | 0.9950 0.6891 | 0.9975 0.8159
Aos 0.9272 0.9951 | I.0000 1.0000 | 0.9272 0.9951 | 0.9622 0.9976
Aob6 0.1349 0.8313 | 1.0000 1.0000 | 0.1349 0.8313 | 0.2378 0.9079
4.6.2 COMMENT ON THE RESULTS

The overall results clearly show that the proposed model is sufficiently accurate to be considered
close to the state of the art, but at the same time is not preferable to the one presented by Mari et

al.. Both the results from the Development dataset (Fig. 4.5) and the Evaluation dataset (Fig. 4.6)

show that the performances of the proposed model are inferior.
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Table 4.7: In this table the most common metrics for comparing the models on the development set are reported.

Accuracy Precision Recall F1 score

Proposed | SoS Proposed | SoS Proposed | SoS Proposed | SoS
Algorithm
Overall 0.7835 0.8533 | 0.7431 0.9157 | 0.8035 0.7473 | 0.7722 0.8230
bonafide 0.7668 0.9422 | 0.0000 0.0000 | 0.0000 0.0000 | 0.0000 0.0000
Ao7 0.9681 0.9585 | 1.0000 1.0000 | 0.9681 0.9585 | 0.9838 0.9788
Ao8 0.8518 0.9875 | 1.0000 1.0000 | 0.8518 0.9875 | 0.9200 0.9937
Aog 0.9648 0.9863 | 1.0000 1.0000 | 0.9648 0.9863 | 0.9821 0.9931
Aixo 0.9300 0.8867 | 1.0000 1.0000 | 0.9300 0.8867 | 0.9637 0.9399
Arx 0.9680 0.7849 | 1.0000 1.0000 | 0.9680 0.7849 | 0.9838 0.8795
A1z 0.9602 0.7952 | I.0000 1.0000 | 0.9602 0.7952 | 0.9797 0.8859
Ax3 0.9455 1.0000 | I.0000 1.0000 | 0.9455 1.0000 | 0.9720 1.0000
Axrg 0.9538 0.9750 | I1.0000 1.0000 | 0.9538 0.9750 | 0.9763 0.9873
Axs 0.9591 0.4182 | 1.0000 1.0000 | 0.9591 0.4182 | 0.9791 0.5898
A16 0.9223 0.8958 | 1.0000 1.0000 | 0.9223 0.8958 | 0.9596 0.9451
Axy 0.5356 0.1554 | I1.0000 1.0000 | 0.5356 0.1554 | 0.6976 0.2690
A18 0.5496 0.5993 | I.0000 1.0000 | 0.5496 0.5993 | 0.7094 0.7494
Arxg 0.2537 0.6581 | 1.0000 1.0000 | 0.2537 0.6581 | 0.4047 0.7938

In the following paragraph, the performances of the model on the two datasets will be analyzed in

detail.

EvALUATION DATASET On the evaluation dataset, the proposed model is outperformed in
most of the cases, but on algorithms Ao1 and Ao4, which are TTS algorithms, it seems to per-
form better. In particular, on Ao4 the proposed model appears to have a significant advantage

(99,50% vs. 68,91% on the accuracy, 99,75% vs. 81,59% on the Fr-score).

DEVELOPMENT DATASET  On the development dataset, the situation is similar to the one in the
evaluation dataset, but the gap in the performances appears to be closer, as Fig. 4.7a shows.
The proposed model seems to perform better on algorithms Aoz, A1o, Ar1, A12, A15 and A16,

but only in a few cases with significant advantage:
* A1o, with 93,00% vs. 88,67%,

e Arr, with 96,80% vs. 78,49%,
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Figure 4.5: Global confusion matrix computed on the development dataset, compared with the one from Mari et al.[12].

e A1z, with 96,02% vs. 79,52%,
* Ars, with 95,91% vs. 41,82%.

Even though the accuracy of the proposed model on A17 is higher (53,56% vs. 15,54%), the other
model still presents an advantage: this is because the task at hand is a binary classification problem,
therefore, knowing that the SoS model has such a low accuracy, we could take the opposite of its
output and obtain an accuracy of 84,46%.

With the only exception of Ars, all the aforementioned algorithms are of the T'TS kind.
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Figure 4.7: Receiver Operator Characteristic curve of the proposed model, compared with the one from Mari et al.[12].
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Perceptive Tests and Results Comparison

5.1 GoAL OF THE AUDIO PERCEPTIVE TESTS

The goal of this experiment is to assess with precision the ability of human testers to distinguish
between Deep Fake tracks and genuine ones.
The inspiration for this study was originated by Miiller et al. [44]. The goal is to repeat the test

with tracks from a different dataset, in particular from ASVSpoof2021, but with an enhanced
focus on the uniformity of the perception for the users.

In the following sections, the conduction of the perceptual tests is presented in detail.

5.2 EXPERIMENTAL SETUP

5.2.1 EQUIPMENT

The following equipment was used for the experiment:
* Microsoft Surface tablet, provided with a wireless mouse and a keyboard.
* Soundproof headphones.

* AMATLARB application was deployed on the tablet for test hosting.
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5.2.2 TESTS’ LOCATION
The following spaces were used for the experiments, based on what was available at the university’s
buildings on the dates of the tests:

* DEI/A building:

— LabITTM.
— Meeting room DEI/A 201.
— Meeting room DEI/D.

* Torre archimede:

— 3rd floor, 3CD3 (ex InfLab).

— 6th floor, 7A2 (ex 732).

5.3 IDATA COLLECTION

5.3.1 HUMAN SAMPLES SELECTION

The selection of the human sample for the experiment didn’t follow any particular criterion. A
public call for the experiment was advertised through social media pages managed by the University
of Padova students (Fig. 5.1), as a “human feedback on audio Deep Fake” study.

The advertisement provided a brief description of the experiment and a link to a Doodle.com page
(Fig. 5.2), on which the subject could book a time slot (Fig. 5.3).

It’s important to highlight that a significant number of participants were Master’s degree students
and PhD students from the Department of Information Engineering and the Math department.
It is thus important to highlight that the considered sample is biased towards educated people.

5.-3.2 EXPERIMENT DESCRIPTION

The experiments were conducted in a quiet room, where the subjects were provided with sound-
proof headphones. This setting guarantees a good level of isolation from external interferences,

which could tamper the test’s results.
The subject is initially described in the experiment before being asked to complete the forms la-

beled "Age,” ”Sex,” and "Hearing” (Figure 5.4a, the final term stands for "Hearing Impairments”).
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Doodle

Doodle is the simplest way to schedule meetings with clients,
colleagues, or friends. Find the best time for one-to-ones and team...

4 Audio Deep Fake Study &

®_We're conducting simple tests to explore how well we discern real from
deep fake audio. Your insights matter!

1 When: From tomorrow until the end of March

| Where: DEI/A building, Lab LTTM, on the second floor (the location
might change)
£} What: You'll be asked to listen to some audio tracks and to label them as
genuine/ Al generated
4 How: you can book your slot at the following link:

https://doodle.com/bp/niccoldsimonato/audio-deepfake-experiments

If you have any question, contact me in DM: @Sicco_0 or send me an email
at niccolo.simonato@studenti.unipd.it

Modificato |

Figure 5.1: The advertisement that was published on the social media channels of the University of Padova.

Audio Deepfake Experiments

@ Linksharing enabled Preview Edit More m

NS You are the organizer of these events.
15 minutes
DEI/A building. Prof. Milani's office, room 230 (you'll be redirecte...
Italy, Rome (GMT+1)

Here you can book your slot to perform the Audio Deepfake
Experiment. The test will take up to 15 minutes.

Figure 5.2: The homepage of the booking page of the experiment.
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ns Niccold Simonato Choose a time to book
Audio Deepfake Experiments

@® 15 min & Italy, Rome (GMT+1) ~
@ DEWA building. Prof. Milani's
office, room 230 (you'll be January 2024 b Tuesday, January 16
redirected, so watch your
Google Calendar!)
Su Mo Tu We Th Fr Sa 10:30 AM
= Here you can book your slot to
perform the Audio Deepfake 10:45 AM
Experiment. The test will take :
up to 15 minutes. 11:00 AM
Show less
15 0 17 18 19 20 11:15 AM
21 22 23 24 25 26 27 11:30 AM
28 29 30 kil 12:20 PM
12:35 PM
1:30 PM
1:45PM
2:00 PM
2:50 PM
3:05PM
GAEa 3:20 PM
Connect your calendar
See your availability and avoid 3-35 PM

double bookings

Figure 5.3: The booking page of the experiment.
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In particular, the subject is told that the tracks are a mix between Deep Fake tracks and “bonafide”
tracks.

Once the fields are filled, the subject presses the “Start” button, and so the test begins. The test
is composed of two sections: the training phase, during which 4 tracks are played, and the actual
test, consisting of the listening of 20 more tracks. The rationale behind the training phase is the
need for the user to familiarize with both the device and the audio tracks. For this reason, the data
collected during the training phase are discarded.

Both the training phase and the actual test follow the same structure: an audio track is played
exactly one time, and the user is asked to select one option in the form. Figure 5.4 shows the ap-
pearance of the interface.

Once the answer is selected, the user presses the button “Next track” to listen to the next audio file
(Figure 5.4c). When the training phase is complete, the user is asked to click in the middle of the
screen to proceed to the next phase of the test. At the end of the test, the subject is greeted and the
application shows the homepage (Figure 5.4d).

The total time needed for the procedure was approximately 10 minutes.

5.4 RESULTS

Figures 5.7, 5.10, 5.13, 5.16 show the violinplots of the responses of the users, per each track.
Violinplots are boxplots in their essence, with the addition of a kernel density estimation plot on
the side[56], that can be useful to visualize the distribution of the samples.

Each track is identified by a unique code of the form DF E _XXXXXXX, where XXXXXXX is a
7-digit number. Moreover, each "violin” is colored with a shade of blue that is dependent on the
median of the distribution; the darker the shade of blue, the closer the median of the responses is
tos.

In the following paragraphs, each batch of the experiment will be described in detail, and more
information will be provided concerning the response times and the composition of the sample
of users. The most common descriptive statistics will be used to analyze the responses, such as
the average, the standard deviation, the median, and the 1st and 3rd quartiles; also, the median

responses will be reported.
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5.4.1 BATCH1

Batch 1 is characterized by a prominent presence of male testers, as shown by Figure 5.5. Moreover,
the age of most of the testers is between 20 and 30 years old.

[ Male
[0 Female

4 | I I
0 2 24 26 28 30
Age

Figure 5.5: Batch 1. Distribution of the age of the human testers.

Count
N w

=

The average response time tends to decrease towards the end of the test, as does its standard
deviation (Fig. 5.6); the specific reason was not investigated, as it’s outside the scope of this re-

search, but it seems reasonable to assume that toward the end of the test, the user might feel more
confident in its ability, or might just want to end the test as soon as possible.
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Figure 5.6: Batch 1. Distribution of response times of the human testers.

This batch’s median responses show that the users perceived 11 tracks out of 20 as Deep Fakes
(Table 5.1). Moreover, it looks like for most of the tracks the decisions made by the users tend to
concentrate along the extremes of the spectrum, except the tracks DF_E_2065997, DF_E_2278809,

DF_E_2310497 and DF_E_2104978, where the responses were almost evenly distributed (Fig.
5.7)-
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Table 5.1: Table of descriptive statistics for the results of Batch 1

mean | std 1st quart. | 2nd quart. | 3rd quart. | Median response
DF_E 2019069 | 4.318 | 1.211 | 4.000 5.000 5.000 Deep Fake
DF_E 2593240 | 4.136 | 1.283 | 4.000 5.000 5.000 Deep Fake
DF _E 2582062 | 2.045 | 1.463 | 1.000 1.000 2.750 Bonafide
DF_E 2161802 | 2.227 | 1.193 | 1.000 2.000 3.000 Bonafide
DF_E 2265675 | 4.091 | 1.269 | 4.000 4.500 5.000 Deep Fake
DF_E 2656915 | 1.318 | 0.894 | 1.000 1.000 1.000 Bonafide
DF_E 2065997 | 3.409 | 1.501 | 2.000 4.000 5.000 Deep Fake
DF_E 2399273 | 1.545 | 0.912 | 1.000 1.000 2.000 Bonafide
DF_E 2101107 | 4.091 | 1.269 | 4.000 5.000 5.000 Deep Fake
DF_E 2410773 | 2.182 | 1.181 | 1.000 2..000 2.750 Bonafide
DF E 2111216 | 4.409 | 0.908 | 4.000 5.000 5.000 Deep Fake
DF _E 2501864 | 1.864 | 1.283 | 1.000 1.000 2.000 Bonafide
DF_E 2278809 | 3.500 | 1.406 | 2.000 4.000 5.000 Deep Fake
DF _E 2250206 | 1.955 | 0.999 | 1.000 2..000 2.750 Bonafide
DF_E 2139003 | 4.409 | 0.796 | 4.000 5.000 5.000 Deep Fake
DF_E 2310497 | 3.591 | 1.681 | 2.000 4.000 5.000 Deep Fake
DF _E 2447144 | 2.091 | 1.342 | 1.000 2..000 2.000 Bonafide
DF_E 2104978 | 2.955 | 1.495 | 2.000 3.000 4.000 Bonafide
DF_E 2512621 | 4.545 | 0.800 | 4.000 5.000 5.000 Deep Fake
DF_E_2079980 | 3.864 | 0.990 | 3.250 4.000 4.750 Deep Fake
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Figure 5.7: Batch 1. Distribution of the responses given by the human testers.
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5.4.2

This batch resembles the previous one, but it shows a greater presence of female testers (Fig. 5.8).

The prominent age range is also very similar.
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Figure 5.8: Batch 2. Distribution of the age of the human testers.

The distribution of the response time as well is not different from the previous batch, as shown

by Figure s.9.
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Figure 5.9: Batch 2. Distribution of response times of the human testers.

The responses given by the testers are, on the other hand, very different. Most of the tracks were,

on the median, perceived as bonafide samples (15 out of 20, see Table 5.2). Just like the previous
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batch, most of the responses seem to be focused on the extremes of the distribution, except for the
tracks DF_E 2640797, DF_E 2696221, DF_E 2734713, DF_E 2533867 and DF_E 3034767

(Fig. 5.10).

Table 5.2: Table of descriptive statistics for the results of Batch 2

mean | std 1st quart. | 2nd quart. | 3rd quart. | Median response
DF_E 2798755 | 1.318 | 0.716 | 1.000 1.000 1.000 Bonafide
DF_E 2640797 | 2.273 | 1.316 | 1.000 2.000 3.750 Bonafide
DF_E 2696221 | 3.318 | 1.427 | 2.000 4.000 4.750 Deep Fake
DF _E 3223452 | 4.591 | 0.734 | 4.000 5.000 5.000 Deep Fake
DF _E 2826871 | 1.682 | 0.894 | 1.000 I.500 2.000 Bonafide
DF _E 2734713 | 4.136 | 1.356 | 2.500 5.000 5.000 Deep Fake
DF_E 2890769 | 4.136 | 1.283 | 4.000 5.000 5.000 Deep Fake
DF_E 3102836 | 2.045 | 1.397 | 1.000 1.500 2.000 Bonafide
DF E 2533867 | 2.318 | 1.427 | 1.000 2.000 3.750 Bonafide
DF_E 3174677 | 2.364 | 1.364 | 1.250 2..000 2.750 Bonafide
DF _E 3048575 | 1.409 | 0.796 | 1.000 1.000 1.750 Bonafide
DF _E 3034767 | 2.364 | 1.465 | 1.000 2.000 3.750 Bonafide
DF_E 2844669 | 1.455 | 0.912 | 1.000 1.000 1.750 Bonafide
DF_E 2892729 | 1.909 | 1.269 | 1.000 1.000 2.000 Bonafide
DF_E 2888267 | 1.636 | 0.790 | 1.000 1.500 2.000 Bonafide
DF_E 2798765 | 1.955 | 1.046 | 1.000 2.000 2.000 Bonafide
DF_E 2501739 | 4773 | 0.528 | 5.000 5.000 5.000 Deep Fake
DF_E 3111710 | 1.909 | I.I51 | I.000 2..000 2..000 Bonafide
DF_E 3134280 | 2.045 | 1.327 | 1.000 2..000 2.000 Bonafide
DF_E 2953912 | 1.955 | 1.214 | 1.000 1.500 2.000 Bonafide
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Figure 5.10: Batch 2. Distribution of the responses given by the human testers.

5.4.3 BATCH 3

The distribution of the age of the testers resembles the one of the first batch, as the male presence

is more prominent than the female one. The only remarkable difference is the age range of the

female testers, which is lower by 5 years approximately (Fig. s.11).

6o




6 Sex
[ Male
[ Female
5
4
€
3
83
2
1
0 22 24 26 28 30 32 34 36

Age
Figure 5.11: Batch 3. Distribution of the age of the human testers.
The distribution of the response times is also similar to the previous batches, except for the

twelfth track (DF_E_3034767), which appears to have a significantly higher response time than
expected.
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Figure 5.12: Batch 3. Distribution of response times of the human testers.

The responses recorded for this batch are in distribution difterent from the ones of the previous
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batch, that is, they are almost evenly distributed in the [1, 5] range and most of them are confident
that the tracks are bonafide (12 out of 20, see 5.4). The list of the tracks on which the responses

are less focused on the extremes is reported in Table s.3.

Table 5.3: List of tracks on which the users responded in a non-uniform way (Batch 3).

Track code
DF _E 3249083
DF _E 3458366
DF_E 3406928
DF_E_3147542

DF E 3145913
DF E 3541778

DF_E 3011154
DF_E 3565230
DF E 3535166
DF _E 3260913
DF E 3270518
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Table 5.4: Table of descriptive statistics for the results of Batch 3

mean | std 1st quart. | 2nd quart. | 3rd quart. | Median response
DF_E 3249083 | 3.955 | 1.046 | 3.000 4.000 5.000 Deep Fake
DF _E 3458366 | 3.318 | 1.615 | 2.000 4.000 5.000 Deep Fake
DF_E 3406928 | 2.500 | 1.263 | 2.000 2.000 4.000 Bonafide
DF _E 3147542 | 3.455 | 1.595 | 2.000 4.000 5.000 Deep Fake
DF _E 3533115 | 2.318 | 1.359 | I.000 2..000 3.000 Bonafide
DF_E 3065323 | 2.045 | 1.430 | 1.000 I.500 2.000 Bonafide
DF_E 3145913 | 3.227 | 1.232 | 2.000 3.000 4.000 Bonafide
DF_E 3516804 | 1.727 | 1.279 | 1.000 1.000 2.000 Bonafide
DF_E 3541778 | 3.000 | 1.662 | 1.000 4.000 4.000 Deep Fake
DF _E 3011154 | 3.455 | 1.535 | 2.000 4.000 5.000 Deep Fake
DF _E 3565230 | 2.455 | 1.438 | 1.000 2.000 4.000 Bonafide
DF_E 3298078 | 1.864 | 1.390 | 1.000 1.000 2.000 Bonafide
DF_E 3535166 | 2.273 | 1.352 | 1.000 2.000 3.750 Bonafide
DF_E 3056228 | 3.818 | 1.097 | 3.250 4.000 4.750 Deep Fake
DF_E 3260913 | 3.364 | 1.620 | 2.000 4.000 5.000 Deep Fake
DF_E 3238722 | 3.682 | 1.323 | 3.000 4.000 5.000 Deep Fake
DF_E 3725877 | 1.409 | 0.796 | 1.000 1.000 1.750 Bonafide
DF_E 3203878 | 1.455 | 0.739 | 1.000 1.000 2.000 Bonafide
DF_E 3594417 | 1.545 | 0.912 | 1.000 1.000 2.000 Bonafide
DF_E 3270518 | 2.091 | 1.306 | 1.000 2.000 2.750 Bonafide
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Figure 5.13: Batch 3. Distribution of the responses given by the human testers.

5.4.4 DBATCH4

This batch resembles the second one, for the similar presence of female testers (Fig. 5.14), and for

a similar age range.
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Figure 5.14: Batch 4. Distribution of the age of the human testers.

The distribution of the response time as well is not different from the other batches, but it seems

that the standard deviation of the responses is slightly higher (Fig. 5.15).
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Figure 5.15: Batch 4. Distribution of response times of the human testers.

This batch’s median responses show that the users perceived 10 tracks out of 20 as Deep Fakes

(Table 5.6). Just like the first batch, the responses of the users tend to concentrate along the ex-
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tremes of the spectrum, except for the tracks reported in table 5.5, where the responses are more

evenly distributed (Fig. 5.16).

Table 5.5: List of tracks on which the users responded in a non-uniform way (Batch 4).

Track code
DF _E 4254160
DF_E 3175374
DF_E 3630644
DF_E_3835736
DF _E 3730698
DF_E 3217288
DF E 4121342
DF_E 4054820
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Table 5.6: Table of descriptive statistics for the results of Batch 4

mean | std 1st quart. | 2nd quart. | 3rd quart. | Median response
DF_E 4181319 | 1.950 | 1.395 | 1.000 1.000 2.000 Bonafide
DF_E_3915900 | 4.700 | 0.470 | 4.000 5.000 5.000 Deep Fake
DF_E 4254160 | 3.400 | 1.569 | 2.000 4.000 5.000 Deep Fake
DF_E 3680574 | 2.400 | 1.603 | 1.000 2.000 2.750 Bonafide
DF _E 3175374 | 3.700 | 1.490 | 2.000 4.000 5.000 Deep Fake
DF_E 3954854 | 2.200 | 1.361 | 1.000 2.000 3.000 Bonafide
DF_E 3629407 | 3.900 | 1.553 | 3.500 5.000 5.000 Deep Fake
DF_E 3630644 | 3.750 | 1.517 | 2.000 4.500 5.000 Deep Fake
DF_E 3598963 | 1.900 | 1.410 | 1.000 1.000 2..000 Bonafide
DF_E 4235595 | 2.100 | 1.447 | 1.000 1.500 2.500 Bonafide
DF_E 3691064 | 2.150 | 1.461 | 1.000 2.000 2.250 Bonafide
DF_E 3835736 | 2.900 | 1.483 | 2.000 2.500 4.000 Bonafide
DF _E 3148563 | 4.250 | 1.209 | 4.000 5.000 5.000 Deep Fake
DF_E 3876831 | 3.950 | 1.317 | 3.000 4.500 5.000 Deep Fake
DF_E 3730698 | 3.250 | 1.293 | 2.000 3.000 4.250 Bonafide
DF_E 3217288 | 3.550 | 1.669 | 1.750 4.000 5.000 Deep Fake
DF_E 3745827 | 3.400 | 1.429 | 2.750 4.000 4.000 Deep Fake
DF_E 3225549 | 4.100 | 1.373 | 3.750 5.000 5.000 Deep Fake
DF_E 4121342 | 2.750 | 1.446 | 2.000 2..000 4.000 Bonafide
DF _E 4054820 | 2.842 | 1.463 | 2.000 2.000 4.000 Bonafide
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Table 5.7: Results of the perceptive tests, divided per batch.

Batch | Correctly classified tracks | Accuracy
Batch 1 11/20 55%
Batch 2 5/20 25%
Batch 3 8/20 40%
Batch 4 10/20 50%

55

An extensive summary of the results is provided in Table 5.7, which is a review of the median re-
sponses for each track. These results suggest that humans have a limited ability to recognize Deep
Fake audio recordings, as about 50% of the audio samples in each batch were correctly identified.

The batch with significantly lower results is Batch 2, where only 1 in 4 tracks were correctly classi-

fied.

Figure 5.16: Batch 4. Distribution of the responses given by the human testers.

COMMENTS ON THE RESULTS
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Figure 5.4: Screenshots from the application used to conduct the perceptual tests.

Are you able to spot an audio deepfake?

Start Reset

Auoe: Sex: Hearina
©Male ©Yes
OFe.. ©No Save Data

(a) Homepage of the application.

Audio deepfake

Are you able to spot an audio deepfake?

Reset

S
i

¢ Save Data

Listen to the track ...

(b) How the interface appears while the track is playing.

Audio deepfake
Are you able to spot an audio deepfake?
K * ; Reset
'r’i Save Data
1
Ladin
Make your choice then click 'Next' Next track
oReal ©Real (notsure) ¢l don't know oFake (not sure) ©°Fake

(c) Interface of the form, on which the user can select the
option.

Avre you able to spot an audio deepfake?
S
Ry

[

Reset

Save Data

Thank you ... Bye!

(d) Appearance of the application at the end of the test.
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Conclusion

This work illustrates an innovative methodology to perform the Deep Fake detection task, by lever-
aging the features extracted from the INR of the original track. Even though the performances of
the model are inferior to the ones of other state-of-the-art models, the relative simplicity of the
process makes it an interesting, alternative solution.

Moreover, this research confirms the low reliability of the human ear in detecting the presence of
synthetic speech. This underlines the need for more accurate methods to conduct the aforemen-
tioned task, and the need to implement them in all those contexts where it’s crucial to use the voice

as a means of authentication.

6.1 FUTURE DIRECTIONS

The natural prosecution of this research is to find a way to close the performance gap between the
other state-of-the-art methods and the proposed ones.
What follows is a brief sequence of suggestions that may provide interesting insights to future

research in this field.

6.1.1 EXPLORING DIFFERENT FEATURES FOR INRs

The use of the MSE as a feature for the Deep Fake detection task showed limited effectiveness,

as the resulting accuracy was below the state-of-the-art. Different features derived from the INR
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model might be more significant and therefore yield better results.

The activation values of the hidden neurons of the Neural Network are already being used for im-
proving the explainability of both Machine Learning and Deep Learning models[s7], and there-
fore might provide useful insights that could improve the presented method. In particular, this
method uses a game-theory-based approach that allows to compute the “contribution” value of
each feature, allowing to ease the interpretability of the prediction. Building on this, the analysis
of the differences in the contribution values of the hidden layers of the INRs between Deep Fake

and bonafide samples might lead to interesting discoveries in this field.

6.1.2 COMBINING DIFFERENT APPROACHES

The successful use of the feature fusion approach adopted by Mari et al.[13] suggests that this
direction could provide interesting results, as features of different natures are leveraged to obtain
the result.

A new attempt to accomplish the same task could employ features extracted from Implicit Neural

Representation models, that would just be added to the ones that are already being used.

6.1.3 ASSESSING THE CHANGE IN THE PERCEPTION OF DEEP FAKE AUDIOS

The constantly changing landscape of the Deep Fake generation methods pushes the need to mon-
itor how the improvements in this field affect the perception of synthetic speech.

Future studies may assess how the results shown in the previous chapter 5 may differ from similar
tests, conducted with state-of-the-art methods.

In particular, the focus could be the effectiveness of anti-forensic techniques, such as the injection
of noise and the increase of the compression strength[13], that may be adopted to prevent the

detection.
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