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Introduction

Cryptography has been used since centuries as a way to ensure secure communications.
Since the 1990s, elliptic curves started to play a major role in encryption methods.
First, elliptic curve cryptography was based on the discrete logarithm problem for groups
coming from elliptic curves over finite fields. Later, other methods based on isogenies
between elliptic curves were considered, especially in the search for quantum-computer safe
algorithms. In 2016, the National Institute of Standards and Technology (NIST) launched
a competition to update their standards to include systems that could resist quantum
computers. The standardized version of Supersingular Isogeny Diffie-Hellman (SIDH)
proposed by [FJP14] and named Supersingular Isogeny Key Encapsulation (SIKE), was
one of the four candidates that made it to the last round of the competition in July 2022.
However, in August 2022, Castryck and Décru published the devastating attack [CD22],
running in polynomial time when the endomorphism ring of the starting elliptic curve is
known. In May 2023, another semi-independent attack [MMP¥23] was published, that
ameliorates the previous attack by avoiding some iterative decision strategy for computing

isogenies. This is the attack we will focus on.

The goal of the thesis is to understand the attack on SIDH, with a particular focus on
understanding (2, 2)-isogenies bewteen abelian surfaces. In Chapter 1, we will first give
some preliminary definitions and results we will need throughout the thesis. In Chapter
2, we explain the Supersingular Diffie-Hellmann key-exchange protocol that is the target
of the attack, and we construct an explicit example of it for p = 59 and for the starting
curve Ey : y* = 2 + x over F2. In Chapter 3, we will describe the algorithm used
for the attack, as well as the theorem this algorithm relies on. This theorem focuses on
understanding a (B, B)-isogeny between product of elliptic curves. In particular, we will
conclude the thesis in Chapter 4 by studying (2, 2)-isogenies between abelian surfaces, and

by computing examples of such isogenies.
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Chapter 1
Preliminary Notions

In this first chapter, we will recall preliminary notions that will be necessary throughout
this thesis. In Section 1.1, we follow [Sil09] and [Was08], as we want to remind some
facts on elliptic curves, in particular on isogenies and on endomorphism rings, as well
as on elliptic curves over finite fields. The crucial point will be the characterization of
supersingular elliptic curves. All these notions will be used in Chapter 2. Then we define
in Section 1.2 the notions needed for Chapter 3. We need to study abelian varieties, and
in particular abelian surfaces and their dual. For this, we will use [EvdGM21|, [GW], as
well as [Sil09] again. We also need to review divisors on curves and surfaces so that we
can define polarizations and (B, B)-isogenies. Finally, in Section 1.3 we define Jacobians
and hyperelliptic curves, and explain how we use the Mumford representation of a divisor,
which we will see in Chapter 4. We refer to [Smi05] and [CFAT12].

1.1 Elliptic curves, isogenies and endomorphism ring

In this section, we define elliptic curves and objects related to them, such as isogenies
and their dual, torsion subgroups and endomorphism rings. We focus on a particular case
of elliptic curves, which are called supersingular. We base this section on [Sil09], and we

omit proofs.

We start by defining elliptic curves and the maps between them.

Definition 1.1. Let K be a field. An elliptic curve is a pair (E,O), where E is a smooth,
projective curve of genus 1, and O € E is the point at infinity. We often omit O and say
E is an elliptic curve. We say it is defined over K, written E/K, if E is defined as a
curve over K and O € E(K). If char(K) # 2,3, E is given up to isomorphism as a plane
algebraic curve by a Weierstrass equation E : y*> = 23 + Az + B, where A,B € K.

One of the main particularity of elliptic curves is that we can define a composition law,

making F an abelian group with identity O.
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Construction. The composition law on elliptic curves is defined as follows. Let E be
given by a Weierstrass equation, where E is in the projective plane P?, so that E consists of
the points P = (x,y) satisfying the Weierstrass equation, together with the point at infinity
O=1[0:1:0]. Let P,Q € E, let L be the line through P and QQ (we take the tangent line
at P if P =@Q), and R the third point of intersection between L and E. Let L' be the line
through R and O. Then L' intersect £ at R, O and a third point P & ().

We want to focus on maps between curves, and in particular on maps that send the
distinguished point of a curve to itself. For the rest of this section, unless said otherwise,
let £, E', E" be elliptic curves defined over K.

Definition 1.2. An isogeny from E to E' is a morphism ¢ : E — E’ satisfying ¢(O) = O.
We say two curves E and E' are isogenous if there exists an isogeny from E to E' such

that o(E) # O. Isogeny is an equivalence relation.
A natural example of an isogeny is the multiplication by m.

Example 1.3. For m € Z, the multiplication by m is given by [m] : E — E, where:

P+...+P ifm>0
[m](P) == m—times .
O ifm=20

We set [m|(P) = [-m|(—P) if m <0.
Taking the kernel of [m] leads to an important definition.

Definition 1.4. Let m € Z with m > 1. The m-torsion subgroup of E is the set of
points of order m, given by E[m| = {P € E : [m|P = O}. The torsion subgroup of E
is the set Fys = |J E[m], consisting of all the points of finite order.

m=1

Moreover, since either ¢(E) = O or p(F) = E’, then every isogeny is a finite map of curves

(with exception [0]), bringing us to the notion of degree.

Definition 1.5. Let ¢ : E — E' be a non-zero isogeny. From the injection of function
fields ¢* : K(E') — K(E), we define the degree of @, denoted by deg p, as the degree of
the finite extension K(E)/¢*K(E'). We say the map o is separable, inseparable or purely
inseparable depending on the corresponding property of the field extension. If ¢ is the zero

isogeny, we set deg(0) = 0.

2

Example 1.6. The degree of the multiplication by m isogeny is deglm| = m*. Then we

have:
e [fm#0in K (i.e. char(K) =0 orp, where p f m), then Elm| = Z/mZ x 7./mZ;

8
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o If char(K) = p, then E[p°| = {O} or E[p°| = Z/p°ZL.
Using Definition 1.5, we can define the dual of an isogeny.

Definition 1.7. Let ¢ : E — E’ be an isogeny of degree m. The dual of this isogeny is
the unique isogeny ¢ : E' — E satisfying p o o = [m|. If ¢ = [0], we set p = [0].

Proposition 1.8. Let ¢ : E — E' be an isogeny of degree m.

1. p=o.

—_—

3. Let A\: E — E' be an isogeny. Thengp—i-/\:@—i-X.
4. For allm € Z, [m/\] = [m].

We mention some results we will need later.

Theorem 1.9. Let ¢ : E — E’ be a separable non-zero isogeny. Then ¢ is unramified,
#ker p = deg v and K(E) is a Galois extension of o*K(E").

Theorem 1.10. Let ® be a finite subgroup of E. Then there is a unique elliptic curve E’
and a separable isogeny ¢ : E — E' satisfying ker p = ®. We often denote E' as E/®.

We now define an invariant of the isomorphism class of the curve, as we will often identify

an elliptic curve with this invariant.

(44)°

)

Definition 1.11. The j-invariant of a curve in Weierstrass form is j = —1728
where A = —16(4A% + 27B?) is the discriminant of the curve.

Let us now discuss the properties of certain sets of isogenies. We denote by Hom(E, E')
the set of isogenies from F to E’. It forms a group, with addition given by (¢ + ¢)(P) =
©(P) + ¥(P), where p,1p € Hom(FE, E’). More importantly, we want to study the case

E = F', i.e. the endomorphism ring.

Definition 1.12. The endomorphism ring of FE is End(F) = Hom(E, E), where the

addition law 1s gwen as above, and the multiplication law is given by the composition
(p¥)(P) = o(¥(P)), for ¢, ¢ € End(E).

This is an important invariant of elliptic curves, and we want to study its structure, in
particular in the case of curves defined over finite fields. First, note that End(E) has
characteristic 0, has no zero-divisors and has rank at most four as a Z-module. Let us

remind some notions on orders and on quaternion algebras.

Definition 1.13. Let K be a Q-algebra that is finitely generated as a Q-vector space. An

order R of K is a subring of IC that is finitely generated as a Z-module and satisfies
RoQ=K.
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Definition 1.14. A quaternion algebra is an algebra of the form K = Q+Qa+QS+Qas
whose multiplication satisfies o, 3% € Q, a? <0, B? <0, fa = —ap.

Theorem 1.15. Let R be a ring of characteristic 0 having no zero-divisors, and assume
R s such that:

e R has rank at most four as a Z-module;

e R has an anti-involution o — & satisfying o+ [ = a + B\, C/YB = B&, a = a, a =
a fora €7 CR;

e For a € R, the product aa is a non-negative integer, and aa = 0 if and only if

a=0.
Then R is one of the following types of rings:
1. R=Z;
2. R is an order in an imaginary quadratic extension of Q;
3. R is an order in a quaternion algebra over Q.
Applying this to the endomorphism ring of elliptic curves, we can conclude the following.

Corollary 1.16. The endomorphism ring End(E) of an elliptic curve E/K is either Z, an
order in an imaginary quadratic field or an order in a quaternion algebra. If char(K) = 0,

only the first two cases are possible.

We are particularly interested in the last case of Theorem 1.15 because of its non-

commutativity properties.

We now want to study the structure of the endomorphism ring of elliptic curves defined
over finite fields. From Example 1.6 we know that in a field of characteristic p, where p
is prime, E[p] will be either {O} or Z/pZ, and we know the possibilities for End(FE) from
Corollary 1.16. There exists an important relation between the structure of the torsion

group F[p] and the endomorphism ring End(FE).

Theorem 1.17. Let K be a field such that char(K) =p > 0, let E/K be an elliptic curve.
For each r € Zs1, let o, : E — E®) be the p"-power of Frobenius and @, : E®") — E its
dual (note here that E®") is obtained by raising the coefficients of the equation of E to the
p"-th power).

(a) The following are equivalent:
(1) E[p"] = O for one (all) r > 1;
(ii) @, is (purely) inseparable for one (all) r > 1;

10
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(i1i) The map [p| : E — E is purely inseparable and the j-invariant j(E) of E is in
F.:

p

(iv) End(E) is an order in a quaternion algebra.

(b) If the equivalent conditions above do not hold, then E[p"| = Z/p"Z for all r > 1.
If further j(E) € F,, then End(FE) is an order of a quadratic imaginary field.

In particular, this result applies to elliptic curves over finite fields, and helps us characterize

two distinguished types of curves.

Definition 1.18. If E satisfies the properties given in Theorem Theorem 1.17(a), we say it
is a supersingular elliptic curve. Otherwise, in the case of Theorem Theorem 1.17(b),

we say it is an ordinary elliptic curve.

Here, we will mainly use the characterization that supersingular elliptic curves have an
endomorphism ring that is an order in a quaternion algebra. But let us nonetheless mention

another characterization, using the trace of the Frobenius.

Theorem 1.19. Let E/F, be an elliptic curve, let ¢ : E— E, (z,y) — (2P, y?) be the p-th
power Frobenius endomorphism, and let a = p+1—#E(F,) be the trace of the Frobenius.
Let o, B € C be the roots of the polynomial T? — aT + p.
Then o and B are complex conjugates satisfying |a| = |B| = \/p, and for every n > 1, we
have

SE(Fy) =p"+1—a" — B
Example 1.20. Consider an elliptic curve E/IF?, Then we have #E(Fp2) = p*+14+2p =
(p£1)%. So E(Fy) = (Z/(p £ 1)Z).

Corollary 1.21. An elliptic curve E/IFIQ) is supersingular if and only if a =0 (mod p).

1.2 Abelian varieties, duality and polarizations

In this section, we want to define abelian varieties, with a special focus on abelian
surfaces. We also give an overview of the properties defining the dual of an abelian variety,
in particular by studying divisors, and seeing the dual as the Picard group of degree 0 of
the variety. We end by defining polarizations between a variety and its dual, allowing us

to study B-isogenies and (B, B)-isogenies.

We first define algebraic groups and varieties using [CFA*12]. Let us remind that an
algebraic variety is a closed set with respect to the Zariski topology that is also irreducible.

We want to endow this algebraic variety with a group structure.

Definition 1.22. An algebraic group G over a field K is an absolutely irreducible variety
defined over K with the following properties:

11
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(i) There is a distinguished neutral element 0 € G(K);
(1) There is an addition map m : G X G — G;
(111) There is an inversion map i : G — G.
It must also satisfy the usual group laws:
e mo (Idg x m) =mo (m x Idg) (associativity);
® Mm{0yxg = P2, where py is the projection of G X G onto the second factor;

e mo (i x Idg) 0 dg = co where § : G — G x G 1is the diagonal map, and ¢y is the map
sending G tp 0.

It is then easy to define our main subject of interest.

Definition 1.23. An abelian wvariety A is a projective algebraic group. When defined
over K, we note it as A/K.

Example 1.24. o FElliptic curves are abelian varieties of dimension 1.
e An abelian surface is an abelian variety of dimension 2.

The group of points is commutative, and similarly to elliptic curves, we can take the

n-torsion subgroup of an abelian variety.

Lemma 1.25. Let K be a finite field with char(K) = p, and let A be an abelian variety of
dimension g over K. If (n,p) = 1, then the n-torsion subgroup of A is Aln] = (Z/nZ)%.

We also need to study the dual of an Abelian variety. Formalizing the construction is out
of the scope of this thesis, thus we focus on giving its main properties and how to work

with it, and we leave [GW] as a reference.

Proposition 1.26. Let K a field. There exists an additive contravariant functor from the
category of abelian varieties over K to itself, mapping each abelian variety A/ K to its dual

abelian variety AY . More explicitly, we have the following:

1. For each A/K an abelian variety, A” is the dual abelian variety. A" is an abelian
variety defined over K, and dim A = dim A" .

2. For each homomorphism f : A — B of abelian varieties A, B over K, there is a dual
homomorphism fV : BY — AV such that:

e It preserves the identity morphisms, i.e. id}y = idsv;

e [t is compatible with the compositions, i.e. (fog)Y =g o fY forg: B — A

another homomorphism;

12
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e Moreover, (f +¢g)¥ = f¥ + ¢¥ as homomorphisms BY — A".
The name is justified given the following result.

Proposition 1.27. Let A be an abelian variety. There is a natural isomorphism A — AYY
between A and its double dual.

We are now interested in the compatibility of the dual abelian variety with products, as
well as in its matrix representation. Let us first remind some results on products of group

varieties, working first with products of commutative groups to get a better intuition.

Construction. Let Gy,...,G,, and Hy,..., H, be commutative groups written additively,

for m,n € Z some positive integers. Then, every group homomorphism
g: G x..xG,, > H x..xH,

1s of the form

(1 Gm) = > Fii(95) = D (F15(95)s s i (97)),

(2 J
for group homomorphisms f;; : G; — H;. Gwen f, we have that f;; is uniquely determined

as the composition of

Gj—>G1><...><Gm1>H1><...><Hn—>Hi,
where the first map is the inclusion of G; into the product Gy X ... X Gy,, and the final
map is the projection onto the i-th factor. Then f is given by the matriz (fi;)i;. Then,
composition of maps is given by multiplication of matrices, using composition of group

homomorphism as multiplication for individual entries.

The same reasoning works for abelian varieties, as they also have a commutative structure.

We then have the following result using the fact that the dual is an additive functor.

Proposition 1.28. Let A and B be abelian varieties defined over K. There is a unique
isomorphism v : (A x B)Y — AY x BY such that:

1. Under this identification, the dual map of the projection A x B — A is the inclusion
AV — (A x B)Y =AY x BY. Likewise, the dual of the projection A x B — B is the
inclusion BY — AY x BY.

2. The dual map of the inclusion A — A x B is the projection AV x BY — AV. Likewise,
the dual of the inclusion B — A x B is the projection AV x BY — BY.

We now take a look at the matrix form of the dual. Later on, we we will use the product
of at most two abelian varieties, so let us simplify the following result by only considering

two factors on each side.

13
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Proposition 1.29. Let Ay, Ay, A}, A,/ K be abelian varieties. Let ® : A; x Ay — A| X
Al be a homomorphism of abelian varieties. We take its matriz form to be (p;;);; with
homomorphisms p;; : A; — AL, Identifying (A1 x A2)Y = A x AJ via v and (A} x A)Y =
A x ALY wia V' (where V' is defined in the same way as v in Proposition 1.28), the matrix

-1

description of v o ®¥ o (V)71 is given by

vod’o (V,)_l = (901'2'\/)1'7]"

Proof. To compute the matrix components of ®¥, we consider the projections =/ : ALY x
Ay — AY and the inclusions ¢; : AY — AY x A, and then compute the compositions
mjo®oy;. But ) is dual to the inclusion ¢ : A; — A} x A, and ¢; is dual to the projection
7+ Ap x Ay = A;. So we conclude

I EY N B oY — (o AYARRY
mo® oy =1 0d or) = (mj0P0u;)" =

]

Let us now recall some results on divisors of curves, using [Sil09] as a reference. We

will then give some generalizations of these results to divisors over arbitrary varieties.

Definition 1.30. The divisor group Div(C) of a curve C is the free abelian group
generated by the points of C. A divisor D € Div(C) can be seen as a formal sum
D= Z np(P), where np € Z is zero almost everywhere.

PeC

We take a look at a particular subgroup of Div(C).

Definition 1.31. Let D € Div(C). The degree of D is defined as deg D = Z np. The
PeC
divisors of degree 0 is a subgroup of Div(C), denoted by Div’(C). If all np’s are positive,

the divisor is said to be effective.
In some cases, divisors can also be associated to functions.

Definition 1.32. Assume C' is a smooth curve, and let f € K(C)*. Then we associate to
f the divisor div(f), given by

div(f) =) ordp(f)(P),

pPeC

where ordp is the order of f at P. We say that such a divisor is principal, and we denote

the subgroup of principal divisors by Prin(C).

Quotienting the group of divisors by the subgroup of principal divisors, we obtain the

following.

14
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Definition 1.33. The divisor class group, also called Picard group, is given by
Pic(C) = Div(C) /Prin(C).

Two divisors D1, Dy are linearly equivalent if D — Do is principal, and we denote it by
Dy ~ Ds.

Since by [Sil09, Chapter II, Remark 3.7| we have deg(div(f)) = 0, Prin(C') is a subgroup
of Div’(C), and the degree-0 part of the Picard group of C' is denoted by Pic’(C).

Since we only defined divisors on curves, let us see how we can approach divisors on
surfaces, and more generally on an abelian variety. Let A be an abelian variety. We can
see a divisor on A as a finite sum ) . a;,D; where the a;’s are again integers, and the D;’s
are codimension-1 subvarieties of A. Then, the rest of the definitions and properties follow

in an analogous way as for divisors on curves.

From [GW], we see the Picard group Pic’(A) as the group of isomorphism classes of
line bundles "algebraically equivalent" to 0 on A. The points of the dual A" can then be
seen as AY(K) = Pic”(A). For an homomorphism, it means the following: take f : A — B
to be a homomorphism. Tts dual f¥ : BY — AY can be defined in terms of pullback of line
bundles: for a point in BY viewed as a line bundle £ on B, it is mapped in A to the line
bundle f*£. If f is surjective, we talk about pullback of divisors, and we can describe [V
as given by pullback of divisors. In the case of an isogeny A — A’, the homomorphism is
surjective and we know dim.A = dim A". Then, by [GW, Prop 27.213], the dual A" — AV
is an isogeny as well. This map can be described by pullback of divisors, and in the case
of effective divisors we can take the inverse image along the morphism. Finally, a divisor
class D is algebraically equivalent to 0 if and only if it is translation invariant: for every
translation isomorphism ¢ : A — A, the divisor class is invariant under pullback under ¢,

i.e. t*D is linearly equivalent to D.

Example 1.34. Let us study the dual of an elliptic curve E/K. First, note that on curves
a line bundle is algebraically equivalent to 0 if and only if it has degree 0. Here, we will
work in terms of divisors, so this is equivalent to say that its corresponding divisor class has
degree 0. On E, every point x € E defines a divisor [x] —[0] of degree 0 on the curve. From
the Riemann-Roch theorem, that means we have a bijection between E(K) and Pic(E).
By [GW, Theorem 26.98], this bijection extends to an isomorphism Ag : E — EY, and this
isomorphism E = EV explains why we usually don’t mention the dual of an elliptic curve.

For an isogeny of elliptic curves ¢ : E — E’, the dual isogeny @ is given by the composition

—1

; Ap /\/%0v V)‘E
F—FE'Y > FE' —5 F.

15
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Finally, we are interested in the maps between an abelian variety and its dual.

Definition 1.35. Let X be an abelian surface and XV its dual. A polarization is an
isogeny Ax : X — XVY. Moreover, we say it is principal if it is an isomorphism. In
terms of line bundles, referring to [GW, Section 27.52], X : A — AV is a polarization if
A is a symmetric isogeny and the line bundle (id, \)*P on A is ample, i.e. it has enough
sections to give an embedding of A into a projective space for some positive power. Here,
P denotes the Poincaré bundle on A x A" and is the canonical line bundle on the product

of an abelian variety and its dual.

Definition 1.36. [EvdGM21, Definition 11.11] Let f : A — B be an isogeny of abelian

varieties over a field K. Then,
e : ker(f) x ker(f¥) = G

is the perfect bilinear pairing given by es(x,y) = B(y)(x), where B denotes the isomorphism
between ker(fY) and the Cartier dual ker(f)P. Ifker(f) is killed by n € Zy,>1, then e; takes
values in p, € Gy,. In particular, for f = [n|a the multiplication by n map on A, we get
a pairing

en : Aln| x AY[n] = pn,
called the Weil pairing.

The notion of polarization allows us to look at some special cases of isogenies between

surfaces.

Definition 1.37. Let B be a positive integer, and let X, Y be two abelian surfaces equipped
with polarizations A\x : X — XV, A\y : Y — YV respectively. A B-isogeny of abelian
surfaces is an isogeny ® : (X, Ax) = (Y, Ay) such that

[BloAx = ®Y o \y 0 ®,

where ®V : YV — XV is the dual isogeny.

Definition 1.38. A (B, B)-isogeny is a B-isogeny of abelian surfaces such that its kernel
is isomorphic to (Z/BZ)?.

1.3 Jacobians, hyperelliptic curves and Mumford repre-

sentation of divisors

In this section, we will define the Jacobian of a curve, as we will later need to work with

maps between Jacobians of curves. In particular, we will deal with curves of genus 2, which

16
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can be proven to be hyperelliptic. We also want to define the Mumford representation of
a reduced divisor, as it will provide a more straightforward way to deal with divisors on

Jacobians.

Using the approach of [Smi05|, we start by defining the Jacobian of a curve.

Definition 1.39. Let C be a curve with a fixed base point. The Jacobian of C, noted Jc,
is a principally polarized abelian variety together with a morphism C — Jo, satisfying the
following universal property: any map from C to another abelian variety A factors uniquely

through Jo as in the diagram

The Jacobian is unique up to isomorphism, and a curve of genus greater than zero can

always be embedded in its own Jacobian.

What is interesting about the Jacobian of a curve is its group structure: for a curve C,

the Jacobian Jo is an abelian variety, when the curve itself usually isn’t one.

Another way to see it is using the Picard group again.

Theorem 1.40. Let C be a curve, with genus go > 0. Let Jo be its Jacobian, and let
a:C <= Jo an embedding. For each r > 0, we define W, := a(C) + ... + a(C) C Je, and

J

Vv
r-times

O = Wiy,—1). Then the following statements hold:
(i) Extending o linearly to a map on divisors, we have Pic’(C) = Jg.
(11) W, is a subvariety of Jo of dimension dim W, = min(r, g¢).
wi) W, = Jo. We say that C' generates Jo.
gc
(Z'U) dim JC =dJc.

Example 1.41. Let E be an elliptic curve, which we know to be of genus 1. By Theorem
1.0, we have that Jg has dimension one. Taking a rational point x € E, the embedding
oy E— Jg, P— [P — x| is an isomorphism. So Jg is isomorphic to the curve of genus

1 with a rational point, i.e. the elliptic curve E itself.

Corollary 1.42. Let vy : C — X be a morphism of curves. Then the pullback v* : X — C
and the pushforward v, : C' — X induce well-defined homomorphisms of Jacobians

W Jx = Jo and by Jo — Jx.

17



Chapter 1 — Preliminary Notions

In particular, we want to work with Jacobians of curves of genus 2, so that those
Jacobians are surfaces. By [GW, Proposition 26.121], all curves of genus 2 are hyperelliptic

curves, defined as follows.

Definition 1.43. A hyperelliptic curve C of genus g > 1 over a field K is given by the
equation

C:y’ + hiz)y = f(z),

where f,h € Klx| are such that 2g+ 1 < deg(f) < 2g+2, and deg(h) < g+ 1. In a more
classical way, we also can define a hyperelliptic curve as a curve that admits a covering
he : C — P of degree 2. A hyperelliptic curve is equipped with a hyperelliptic involution
t:C — C, gwven by (x,y) — (z,—y — h(x)).

Since we will work on Jo = Pic’(C'), we want divisors of degree 0. We need the following

type of divisor, which is always of degree 0.

Definition 1.44. A divisor D on a hyperelliptic curve C of genus g is reduced if it can

be written as

where P; # O for all 1 <i<m, m < g and P; # «(P;) for all i # j.

Proposition 1.45. [MoWDoCO" 96, Theorem 47] For every divisor D € Div®(C), there

is a unique reduced divisor D' such that D ~ D’.

Every degree 0 divisor is equivalent to a unique reduced divisor, so it also admits a unique
Mumford representation, which is a representation of divisors on hyperelliptic curves that

makes our future work easier.

Definition 1.46. Let C' a hyperelliptic curve of genus g, with affine part given by y* +
h(z)y — f(x), where h, f € K|x] and deg f = 2g + 1,degh < g. Then every non-trivial
reduced divisor D € Pic’(C)) can be represented by a unique pair of polynomials u,v € K|z]
such that:

(1) w is monic,

(i1) degv < degu < g,
(i) u|v® + vh — f.
Take D to be reduced as in Definition 1.44, and let P; = (z;,y;). Then the divisor class of
D is given by u(x) = ﬁ(m—xz) In addition, if P; occurs n; times, we have (di)J [v(z)?+

T
i=1

v(x)h(z) — f(2)]jp=e;, = 0, for 0 < j < n; — 1. By the last condition of Lemma 1.46, we

must have P, = (x;,v(z;)), with appropriate multiplicity.
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Example 1.47. Let us take a hyperelliptic curve C : y? = x® — 4a* — 1423 + 3622 + 45z =
z(z 4+ 1)(x — 3)(z + 3)(x — b) of genus 2 over the real numbers. We have some points
P=(1,8),Q = (3,0),R=(5,0) € C. Then D = [P]+[Q] — 2[0] is a reduced divisor. We
want to find its Mumford representation. First, notice that the polynomials u,v € R[z] are
such that degv < degu < 2. Then, we know that the x-coordinates of P, () must be zeroes
of u, so we have u(x) = (xr — 1)(z — 3) = 2* — 4o + 3. Finally, we have P = (1,v(1)) and
Q = (3,v(3)), sov(l) =8 and v(3) = 0. Since v must be of degree one, we conclude that
v(z) = —4x +12. So D can be written as [z* — 4x + 3, —4x + 12]. To go in the opposite
direction (i.e. starting from the Mumford representation [x* + u1x + ug, v1T + vo] to get
back the points), notice first that the factorization of x® +uyx +ug gives the x coordinates.
Then, it is easy to recover the y coordinates from the fact that vix + vy is of degree 1 and

that we must have y; = v(x;).
Let us see what changes if the degree of the hyperelliptic curve is even.

Lemma 1.48. Let C : y* = f(x) be a hyperelliptic curve of genus g over K. Then, for
every point P € Jo(K), there is a unique divisor D € Div(C) of degree d = deg(D) < g
such that:

o P =[D] —d|O] if the degree of f is odd, where O is the point at infinity of C,

e P=[D]— ‘2—1[01] — g[Og] if the degree of f is even, where O,y are the two points
at infinity of C.

Now, we will always assume that every genus 2 curve we encounter is of the form H :
y? = cgx% + ... + co with cg # 0, so that all points on its Jacobian Jy are representable as
(aq, 1) + (ag, B2) — O1 — Og with ay # g, and have a Mumford representation of the form

[2% + uyz + g, V12 + Vo).
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Chapter 2
Supersingular Isogeny Diflie-Hellman

The goal of this chapter is to introduce the Supersingular Isogeny Diffie-Hellman prob-
lem (SIDH) and provide an example of it. In Section 2.1, we will first remind what is
the Diffie-Hellmann key-exchange protocol, and explain how it works on isogeny graphs of
supersingular elliptic curves. In Section 2.2, we will see an example of it for supersingular

elliptic curves over [F,2 with p = 59.

2.1 Key-exchange protocol

Let us first recall the concept of Diffie-Hellman key exchange in general. We have two
parties, traditionally named Alice and Bob, who want to establish a secret key k. They
start by choosing a public parameter p, and they each choose a private key, that we will
denote a and b, for Alice and Bob respectively. After that, they agree on some mathematical
method that uses the public parameter and their own private key to each compute a public
key, denoted by A for Alice’s key, and B for Bob’s. Alice sends A to Bob, and Bob sends
B to Alice. They use the knowledge of their own private key to compute the private value
k (k is computed using either a and B, or b and A). Note that the mathematical method

chosen must be difficult to solve without the knowledge of one of the private keys.

Example 2.1. An example is the discrete logarithm problem. We take g to be a generator
of a cyclic group G of order n € Z~q. Alice and Bob both know g, G and n. Alice chooses
a € Z/nZ and computes A = g°, then sends it to Bob. Bob chooses b € 7 /nZ and computes
B = ¢* and sends it to Alice. Alice can then compute k = B* = ¢**, and Bob computes
k= Ab = g%, which is the secret key.

Here, the mathematical method we want to use has to do with supersingular elliptic
curves, and the difficulty of computing isogenies between them. An aspect distinguishing
SIDH from traditional Diffie-Hellman is the non-commutativity. In general, protocols
have commutative properties (in Example 2.1, we have (¢%)° = (¢°)*). But here, we

will use the compositions of isogenies with different domains and codomains, so the
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computation doesn’t work in an arbitrary order. This is why we will introduce the notion
of "auxiliary points", allowing us to work with such isogenies anyway. We will refer to the
article [FJP14], which was the first to suggest this idea, and we will focus on describing

the key-exchange protocol.

We will work with quadratic extension fields of prime fields F,,, where p is a prime of the
form p = (4¢% - f 4 1, such that {4, {p are both small primes and f is a cofactor chosen to
make p prime. Moreover, we choose p such that —1 is not a square in IF,. The extension
is formed as F, = F,2, where F,2 = F,(i) with ¢* +1 = 0. For E,/F,, using Theorem
1.19, we see Fy(F,) is of cardinality (p F 1)% = (¢4¢% - f)?. We are interested in the £4-
torsion subgroups. Indeed, Fy[¢%]| = Z /(47 x 7/¢47 by Example 1.6, hence it contains
E‘j‘_l(a + 1) cyclic subgroups of order ¢%. Each subgroup ® of order ¢% defines a different
isogeny Ey — Ey/® by Theorem 1.10. Using that reasoning, we have the same result for
the ¢%-torsion subgroup. Each isogeny corresponds to an edge from an elliptic curve to
another (or more precisely, from a j-invariant to another, as we will identify the elliptic

curves by their j-invariant) in something called an isogeny graph.

Definition 2.2. An isogeny graph is a graph whose nodes are the j-invariant of isoge-
nous curves, and which edges are isogenies between them. We assume those graphs to be

undirected, as there always exists a dual isogeny of the same degree.

The isogeny graphs are (two-sided) expander graphs. Without going into more detail,
this is a property we need to make walking along their edges more efficient, as we can see
in [FJP14].

Our system is based on the following commutative diagram, which we will explain in the
next part:
Ey 24 » By = Ey/{KA)

Ep = Eo/(Kp) —— Eap = Eo/(Ka, Kp)
A

Figure 2.1: Commutative diagram of the key-exchange protocol.

Let us fix the public parameters of SIDH. The starting curve is given by Ey/F,, and the
pairs of points {P4, @} and {Pg,Qp} are defined such that

(Pa,Qa) = Eolt4], (Ps,Qp) = Eo[l}].
On her side, Alice chooses some private ma,na € Z/(%7Z, not both divisible by ¢4. Using
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Vélu's formulas from [VéI71|, she can then compute an isogeny
pa: By — Ex = Ey/([ma]Pa+ [na]Qa)

with kernel (K 4) = ([ma|Pa+[na]@a) of order ¢4. This isogeny will be a private parameter.
Then she sends the auxiliary points ¢ 4(Pg), pa(@p) to Bob, as well as the curve F4. Since
K C Eylt4], ¢4 can be seen as a composition of £ 4-isogenies of smaller degree than deg 4.
Bob does the same, choosing some private mp,ng € Z/(%7Z, not both divisible by 5. He

computes an isogeny
vp: Eg — Eg = Eg/{[mp]Pp + [np|Qp)

with kernel (Kp) = ([mp|Pp + [np]@5), then sends the auxiliary points pp(Pa), pp(Qa)

and the curve F4 to Alice. Then, they can compute the following:
e Alice computes ¢y : Ep — FEap with kernel ([maleop(Pa) + [nales(Qa));
e Bob computes ¢'; : E4 — Epa with kernel ([mploa(Ps) + [nslea(@p))-

The curves E p and Ep, are not necessarily the same as subvarieties of P2, but they are
always isomorphic, hence we use their j-invariant as our shared secret key. In terms of
the isogeny graph, Alice starts at the vertex j(FEjp), then moves along the edges to j(F4)
thanks to the knowledge of her private isogeny 4. Finally, she uses ¢'5 to arrive to the

vertex j(E4p). Bob proceeds analogously.

To sum up:
Public parameters Primes a,b and p = (405 - f + 1
Ey/F,, where F, =2
{P4,Qa} a basis for Fy[(%]
{Pg,Qp} a basis for Ey[¢4)]
Alice Bob
Private parameters ma,na € Z/047Z (not both mp,ng € Z/%7 (not both
divisible by £4) divisible by /)
Computed secret isogeny wa: Ey — Ea, where E4 = ¢p: Ey — Ep, where Eg =
Eo/([ma]Pa + [na]Qa) Ey/(Imp]Pp + [n5lQp)
Computed and exchanged E4,0a(Pg),va(@p) Ep.oB(Pa), v5(Qa)
public data
Computed shared secret J(Eap) J(EBa)

Figure 2.2: SIDH key-exchange protocol.

The difficulty of solving SIDH is called the Supersingular Computational Diffie-Hellman
problem (or SSCDH problem). Using the same notation as in Section 2.1, it consists

in finding the j-invariant of Fy/(K4, Kp), having access to the same public data. This
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problem relies mainly on the Computational Supersingular Isogeny (CSSI) problem, where
we have F4,0a(Pg), pa(Qp), and we need to find a generator K4 for the kernel of ¢4,
i.e. we need to find the isogeny. If we knew the isogeny ¢4, we could compute its kernel
and then solve K4 = [ma]Pa + [na]Qa for (ma,na). This turns out to be an easy case of
the extended logarithm problem, since Ej is supersingular, as we can see in [Tes99]. Thus,
we could focus our efforts on an attack simply recovering an isogeny. This is easier said
than done, as we can see a compilation of all the unsuccessful attempts in [MP19], using
techniques such as interpolation, Weil restrictions and graph attacks. The attack we will
outline later in the thesis was meant for SIKE (Supersingular Isogeny Key Encapsulation),
which is a standardized version of SIDH that was submitted to the NIST (National Institute
of Standards of Technology). Contrary to SIDH which is just a key-exchange protocol,
SIKE is slightly different as it is a key encapsulation, meaning it has a long term public

key.

2.2 Explicit example of key-exchange

Let us compute an explicit example of a Diffie-Hellman key-exchange between Al-

ice and Bob. All computations are done using Sage 10.3 and can be found in Appendix A.1.

Our goal is to have explicit formulas for all maps and curves in the following diagram:
Ey —— E,
I
Ep o Eap
We use the following parameters:
e /y=2and g =3;
o f=05
e ag=2and b=1.

We have p =2%2-3-5—1 =59, We start with the supersingular curve Ey : 3?> = 2% 4+ «
over F 2, which has group structure isomorphic to (Z/(p + 1)Z)?. To see this, notice that
q = p?, where 2 is even, and that the trace of the Frobenius for Ey/F, is t = —118 = —2p.

We first want bases {P4,Qa} and {Pg, Qp} of Fy[2?] and Fy[3]respectively. We get:

Py = (58i + 23,24 + 37), Py = (47, 411).

()This is slightly different from the usual SIKE parameters, which are of the form p = 2%3* — 1, but the
theory still applies to our example.

24



Chapter 2 — Supersingular Isogeny Diffie-Hellman

As in [FJP14|, we use the distortion map ¥ (x,y) = (—x,iy) to get Q4 and Qp:

A distortion map is an endomorphism ¢ on E such that ¢(P) ¢ (P). It is known by [GR04|
that such map always exists for a supersingular elliptic curve, and that (P, ¢(P)) generates
E[r] for P a point of order 7.

We pick the following secret values:

e my=3n4=0;

e mp=2ng=2.
We compute the isogenies ¢4 : Ey — E4 and pp : Ey — Ep, determined by their kernels,
i.e. ([ma]Pa+ [na]Qa) and ([mp]Ps + [np]@p) respectively. We get:

o ([ma]Ps+ [na]Qa) = (Ra), where Ry = (581 + 23, 35i + 22). We then have that p4
is an isogeny of degree 4 to the curve F, : y? = 2® + (23i + 32)x + (10i +4). We can

compute it as a rational map explicitly:

ot + (3i 4+ 13)a® + (=144 — 23)2% + (200 — 18)x + 14i + 22
23 + (3i + 13)22 + (26i — b)z + (—3i — 13) ’
oy + (5i — 10)xty + 223y + (20 — 20)x2y + dzy + (i + 23)y
25 + (5i — 10)z + (19i — 16)23 + (—28i — 12)22 + (14i + 23)z + (7i + 3)

pal,y) = (

).

o ([mp|Pg + [np|Qp) = (Rp), where Rp = (38i,49i + 10). We then have that ¢p is
an isogeny of degree 3 to the curve Ep : y?> = 2® + 5z + 19i. We can compute it as a

rational map explicitly:

23+ (—17i)x? — 17z + 214

2?2+ (=17i)r —28
2y + (40)a?y + 23zy + (14i)y)
(23 4 (4i)x? — 252 + 24

QOB(J?,y) = (

)

Now Alice and Bob can compute the following images:

o ©A(Pg) = (3Li+13,46i + 17), 04 (Qp) = (35i + 12, 113 + 44);

o on(Pa) = (27i + 1,58 + 48), p5(Q.) = (18i + 6,9i + 49).
We can now compute ¢y, ¢’z and E4p, using the kernels ([ma]pp(Pa) + [nalpp(Q4)) and
(Implea(Pp) + [nplea(Qp)) respectively. We get:

o ([malpp(Pa) + [nalep(Qa)) = (Ka), where Ky = (27i + 1,7 + 11). We then have
that ¢/, is an isogeny of degree 4 to the curve Eap : y? = 23+ (32i + 19)z + 367, with

J(Eap).
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o ([mplpa(Pg)+[nplea(@p)) = (Kp), where Kp = (20i+50, 16i +54). We then have
that ¢'; is an isogeny of degree 3 to the curve Eap : y* = 2% + (32i + 19)z + 36:.
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Attack of SIDH

The goal of this chapter is to present the attack of SIDH exposed in [MMP*23|. We
will first outline the algorithm used to break SIDH as well as the theorem it relies on in
Section 3.1. Then, we will prove that theorem in Section 3.2, by splitting the result into

four lemmas.

3.1 The algorithm and the main theorem

The attack developed by [MMP*23] consists in solving the Supersingular Isogeny prob-
lem with Torsion (SSI-T), described as follows:

Given A, B coprime, Ey/F 2 and E5/F,2 two supersingular elliptic curves connected by a

secret isogeny w4 : By — E4 of degree A, and given the restriction of w4 to the B-torsion
points of Ey (i.e. oa(Pg),pa(@p) for (Pp,Qp) = Fy[B]), we want to recover @4.

The attack relies on the knowledge of some isogeny ¢; : £ — Ey of degree f = B — A,
where we assume without loss of generality that B > A. The idea is to construct a
(B, B)-isogeny ® : E x E4 — X, where X is an abelian surface, and to recover ¢4 from
the matrix form of ® (more precisely, we recover a generator of ker(¢4), and we can then

use Vélu's formulas to recover the isogeny).

The attack developed by [MMP*23] consists in solving the Supersingular Isogeny prob-
lem with Torsion (SSI-T'), described as follows:

Given A, B coprime, Ey/F 2 and E5/F2 two supersingular elliptic curves connected by a

secret isogeny w4 : By — E4 of degree A, and given the restriction of w4 to the B-torsion
points of Ey (i.e. oa(Pg),pa(@p) for (Pp,Qp) = Fy[B]), we want to recover @4.

The attack relies on the knowledge of some isogeny ¢; : £ — Ey of degree f = B — A,
where we assume without loss of generality that B > A. The idea is to construct a (B, B)-

isogeny @ : F x E4 — X, where X is an abelian surface, and to recover ¢4 from the matrix
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form of ® (more precisely, we recover a generator of ker(p,), and we can then use Vélu’s
formulas to recover the isogeny).We first consider g4 : £ — F the isogeny with kernel
or(ker(pa)), and g5 : F' — Ey4 the isogeny with kernel ga(ker(py)) such that the following

diagram commutes:

We then consider the isogeny of abelian surfaces defined as

b: E X FEy— EyxF,
(P, Q) = (p5(P) — 2a(Q), 9a(P) + g7(Q)).

So the isogeny —@, is the composition of

OXidA
et

E. ExEys 2 Eyx F 25y,

where the first map is the inclusion map with image {0} x E4 and the last is the natural
projection map onto the first factor. It is enough to be able to compute each step to be

able to evaluate @4, and hence recover ker(¢a).

Let us now introduce our main theorem, which will allow us to evaluate ¢4 and which
gives us a description of the kernel of ®. This theorem was first proved by Kani as Kani’s
Reducibility Criterion in [Kan97, Theorem 2.6|, and was not originally thought for cryp-

tographic purposes.

Theorem 3.1. Let f, A and B be pairwise coprime integers such that f = B — A. Let
E,E4, Ey and F be elliptic curves connected by isogenies wa,ps,ga and gy such that the

following diagram is commutative:

E—%

ISk

E()TEA

In addition, we require that deg(yy) = deg(gy) and deg(wa) = deg(ga). Then the isogeny
pr —Pa
ga Gy

with respect to the natural product polarizations on E X E, and Eq X F, and has kernel

b € Hom(E x E4, Eg x F), written as in its matriz form, is a (B, B)-isogeny

ker(®) = {([A]P, ¢(P))|P € E[B]}.
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We will prove this result in Section 3.2.

Finally, we present the algorithm used to recover ker(p,4), which costs two evaluations
of p; on B-torsion points, an inversion modulo B, and at most two evaluations of a (B, B)-

isogeny on A-torsion points.

Algorithm 1 Solving SSI-T, provided an isogeny of degree f

Input: A, B coprime integers, f = B — A, supersingular elliptic curves Ey/F,2, E4/F 2,
the existence of a degree-A isogeny ¢4 : Fy — E4 with cyclic kernel, a basis { Pg, Qp}
of Ey|B], a basis {P4,Qa} of Ey[4], auxiliary points Py = pa(Pg), Qs = ¢a(Qn),
and an isogeny @5 : £ — Ey of degree f.

Output: A generator of ker(p,).

1: Let ¢ such that ¢f =1 (mod B)

2: Let P, = [c] o p;(Pp) and Q% = [c] o p;(@p). Using Step 1 and some properties on
isogenies, we see that w4 0 f(Pp) = P and w4 0 ¢f(Qf) = Q.

33 Let & : E x Ey4 — Ey x F be the (B,B)-isogeny with kernel ker(®) =
(([A]Pg, Pg), ([A]Q%, Q). Indeed, we see that (Pp, Q%) = E[B], and ¢4 0 ¢f = ¢,
so this corresponds to the description given in Theorem 3.1.

4: Compute ®(0, Py) := (P}, x). Then P} = —pa(Py).

5. if P/ has order A then

6:  Return Pj.

7: else

8:  Compute ®(0,Q4) = (Q4,y), where Qs = —pa(Q4) and return Q.

In Chapter 4, we will explain how to compute ® when it is a (2, 2)-isogeny.

3.2 Proof of the theorem

We will now prove Theorem 3.1, using four lemmas.

Let us first take a look at the matrix form of the dual of a dimension 2 isogeny. Let

E,, By, E', E} be elliptic curves defined over K. For the abelian surface Fy x Fs, we get

)\EQ l/_l V

AN By X By ————— EY x B — (B} x Ey)Y,

an isomorphism

using v as in Proposition 1.28, and the natural polarizations Ag,, Ag,. Composing

o

A
( 7 \ and (v)™!, we also have \' : E| x Ej) — (E} x Eb)V.
E/
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Definition 3.2. Let & : £y x Ey — E| x E} be an isogeny represented by the matriz M =
P11 P12 ) , . . . =y ,
, where @;; « By — E;. The adjoint of ® is the isogeny ® : ] x By — Ey X Es,

P21 P22
represented by the matriz M = ('[/)1\1 giil )
P12 P22
We can then see that the adjoint isogeny is in fact closely related to the dual.

Lemma 3.3. We have ® = \"" o ®Y o X, where ®" : (E| x E})V — (Ey x Ey)Y is the dual
of P.

Proof. From Proposition 1.29, we know that the matrix description of v o ®¥ o (v/)7! is

Pi Py
given by il 51 . Using Example 1.34, we have
P12 P22

]

Lemma 3.4. Let B be a positive integer. An isogeny @ : Fy X By — E} x EY, is a B-isogeny
with respect to the product polarizations if and only if ® o ® = [B].

Proof. Assume ® is a B-isogeny with respect to the polarizations. By Definition 1.37, ®
is a B-isogeny if and only if [B]o A = &Y o ) o ®. Using Lemma 3.3, we have

[BloA=3"oNod < [B]=XA"'od"oNod=>0od.
Assume now ® o ® = [B]. Then by Lemma 3.3, we have
Pod=[B] «= AN 1od'oNod=[B] «& &' oNod=\o|B]

and X o [B] = [B] o A since multiplication by B commutes. Thus ® is a B-isogeny. O

Lemma 3.5. The map ® as defined in Theorem 3.1 is a B-isogeny with respect to the

product polarizations.
o _fA>, and the matrix of its adjoint is

Proof. The matrix form of ® is given by
ga 9y

o~

@QA

given by
—¥Pa 9y

> . Using Lemma 3.4, as well as the properties of isogenies and of the
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commutative diagram:

P 9a\ (er —@a\ _ [ Proest+gacga
—pa gr) \9a g5 —pAa0 s+ groga

—pjopa+gacgs
Ya0Pa+grogy
[deg(wf)] + [deg(ga)]
[deg(pa)] + [deg(gy)]

Lemma 3.6. With ® as in Theorem 3.1, we have ker(®) = {([A] P, ¢(P))|P € E|[B]}.

Proof. Let K := {([A]P,¢(P))|P € E[B]}. We want to show K = ker(®).

o K C ker(®): For any P € E[B], using the commutative diagram and the commuta-

tive properties of the multiplication by A, we have

e ker(®) C K: Take ([A]P, Q) € ker(®). Then, since ¢([A]P) — pa(Q) = 0, we have

s ([AIP) = 24(Q) and

Since P € E|[B] by definition and A, B are coprime, then we deduce that Q = ¢(P). So

we have ([A]P,Q) € K.

We then have all the tools to prove the theorem.

Proof of Theorem 5.1. The theorem follows from Lemma 3.5 and Lemma 3.6: ® is a B-

isogeny with respect to the product polarizations. The kernel is isomorphic to (Z/BZ)?
due to P being in F[B], and that P +— ([A]P,¢(P)) is injective. Hence it is a (B, B)-

isogeny.
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Chapter 4
Computing (2, 2)-isogenies

In this last chapter, we formalize the notions of quadratic splittings and Richelot iso-
genies in Section 4.1, so that we are able to describe in Section 4.2 the different types of
(B, B)-isogenies we use during the evaluation of the algorithm. Given the current state of
research, we only focus on the case B = 2% Hence we are computing chains of length «a
of (2,2)-isogenies in order to evaluate ® : £ x E4 — Ey x F. From the Matsusaka-Ran
criterion over the complex numbers, proved in [BL04, Corollary 11.8.2], we know that a
principally polarized abelian surface is either the Jacobian of a smooth curve of genus 2 or
the canonically polarized product of two elliptic curves. This also holds for algebraically
closed fields of positive characteristic, and over finite fields, we can have some rare excep-
tions where this does not hold. They are however so rare that they can be ignored, as
we can see in [HNRO7, Theorem 1.3|. So we need to be able to compute three types of

(2, 2)-isogenies:

e (2,2)-isogenies from a product of two elliptic curves to the Jacobian of a genus 2

curve, as it is required in the first step of ®;

e (2,2)-isogenies between Jacobians of genus 2 curves, as it is required in the (a — 2)-

steps between the first step and the last step of ®;

e (2,2)-isogenies between a Jacobian of a genus 2 curve and the product of two elliptic

curves, as it is required in the last step of ®.

4.1 Quadratic splittings and Richelot isogenies

Continuing with the work of [Smi05, Chapter 8|, we assume that for X a hyperelliptic

curve of genus 2 over K, with char(K) # 2, we have an affine plane model given by
6

Xy = fx(x) = H(JJ — ), where the a;’s can be in some extension K. The main
i=1

aspect we want to notice here is that the hyperelliptic cover hy : X — P! ramifies in

six points, called the Weierstrass points and given by w; = (a;,0) € X(K). Thanks
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to this factorization, we will have a way to represent (2,2)-isogenies through something
called quadratic splittings. We can find a classical exposition to the theory of quadratic
splittings and of Richelot isogenies in [CF96, Chapter 9|.

We start by describing Richelot isogenies.

Definition 4.1. Let A be a principally polarized abelian surface. Then a Richelot isogeny
o A— A/G

is an isogeny for which G = (Z/27Z)* is a mazimal 2-Weil-isotropic subgroup of A[2].
Recall that being a mazimal 2- Weil-isotropic subgroup of A[2] means that the Weil pairing
eas A2l X A[2] = pa is trivial on G, and G is not properly contained in another subgroup

on which the pairing vanishes.

Lemma 4.2. Let R be a proper, non-trivial subgroup of Jx[2]. If R is the kernel of
an isogeny of principally polarized abelian surfaces, then R is a mazimal 2- Weil-isotropic

subgroup of Jx[2].

Then, by the non-degeneracy of the Weil pairing and since Jy is a principally polarized
abelian surface, the maximal 2-Weil-isotropic subgroups of Jx[2] are isomorphic to (Z/27Z)?.
By the previous Lemma, if A is a principally polarized abelian surface and if ¢ : Jx — A
is an isogeny respecting the polarizations such that ker ¢ is a proper, non-trivial subgroup

of Jx[2], then ¢ is a (2, 2)-isogeny. Such kernels are called (2, 2)-subgroups.

Lemma 4.3. Fach non-zero element of Jx[2] may be uniquely represented by a pair of

distinct Weierstrass points of X.

Proof. Let P, ; = [(c,0)] — [(a;,0)], where (o;,0) and (a;,0) are two Weierstrass points.
P, ; is not the divisor of a function on X (by [Stol9, Section 4|, if the difference [P] — [Q]
of P,(Q, two points of a hyperelliptic curve, was a principal divisor, then the hyperelliptic
curve would be isomorphic to P!, which is a contradiction), so its image in Jx is non-
zero. We know 2P, ; = div (Ei:g;%), so 2P ; is linearly equivalent to 0 in Pic(X), and the
image of P, ; in Jx is a non-zero element of Jx[2]. By definition, P,; = —P;;, and since
2P, ; = 0, we also have [P, ;] = [P};]. So [P;;] is determined by the unordered pair {i,j}.
We can easily verify that P, ; + P, is principal if and only if {7, 5} = {k,[} (indeed, if

{i,7} = {k, 1}, we know 2P, ; is principal, and P, ; + P;; = P, ; — P, can only be principal
if P,; = Py, ie. {i,7} ={l,k}), so each pair {7, j} uniquely specifies an element of Jx[2].
Since Jx[2] & (Z/2Z)*, there are 15 non-zero elements of Jx[2], and since (J) = 15, there
are 15 distinct pairs of distinct Weierstrass points of X, and we conclude. O

Then, every rational linear factor a(x — «;) of fx represents a rational Weierstrass point,

and each rational quadratic factor a(z —a;)(x —«;) represents a rational pair of Weierstrass
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points, hence a rational element [P;;] € Jx[2]. We want to focus only on sets of quadratic

factors representing (2, 2)-subgroups, so we need the following.

Lemma 4.4. Let P,Q be distinct non-zero elements of Jx[2], represented by quadratic
factors Gp,Gq of fx. Then the 2-Weil pairing es(P, Q) of P and Q) is trivial if and only
if Gp and Gg are coprime.

The (2,2)-subgroups of Jx[2] are represented by sets of three pairwise coprime quadratic

factors of fx. This introduces the idea of quadratic splittings, which we will now formalize.

Definition 4.5. Let K[x]<y be the K -vector space of polynomials of degree at most two,

Vg5 for fg € Klales

with a Lie algebra structure given by the bracket [f, g] := e
x

We need to define two important maps:

o First, we define a determinant map
det : K[z]%, — K.

Take G = (G1,Gs, G3) € K[x]?@, where G; = ¢; 302+ giox + gi1 for 1 <i < 3. Then,
the map is given by
911 912 913
det(G) :=det | g21 22 923
931 932 933

e WWe also have the product map

II: K=, — Kl

where

H(Gla G27 G3) = G1G2G3.

In general, for each hyperelliptic polynomial fx, we have a factorization into three poly-
nomials of degree at most two (either three quadratics, or two quadratics and one linear

polynomial).
Definition 4.6. Let H = {f € Klz] : degf € {5,6}, f square-free} be the set of all
hyperelliptic polynomials of curves of genus 2 over K. The set of quadratic splittings is

S:= (I (H)/ ~,

where ~ denotes the equivalence relation defined by (Gi,Ga,G3) ~ (Ga,G3,Gp) ~
(G3,Gy,Gs) and (Gy, Gy, G3) ~ (aGy, BGe,vG3) for all o, 5,y € K* such that afy = 1.
We denote the image of G in S by [G]. For an element f € H, the set of quadratic
splittings of f is denoted by S; = 117'(f).
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We now need to define an involution.

Definition 4.7. The negation v : S — S is given by
v([(G1, Ga, Gs)]) = [(G1, Gs, G,
and v(QG) is the negative of G.

It is clear that II(v(G)) = II(G), so negation stabilizes each subset Sy C S.

Definition 4.8. Let |Sf| denote the quotient of Sy by (v). Then, if G is a quadratic
splitting of f, its image in |S¢| is denoted |G|, and it is the unsigned quadratic splitting
of f. Since a quadratic splitting can’t be its own negative, every unsigned quadratic splitting

corresponds exactly to two quadratic splittings.
We now have our main result.

Proposition 4.9. Let X : y*> = fx(x) be a curve of genus 2. Then, the rational (2,2)-

subgroups of Jx|2] are in bijection with the unsigned quadratic splittings of fx.

Proof. We know already that each (2,2)-subgroup R of Jx[2] has three non-zero elements
Py, Py, P3, each corresponding to a quadratic factor Gp, of fx. By Lemma 4.4 and by
definition of R, we have that R is 2-Weil-isotropic if and only if the Gp’s are pairwise
coprime, which is equivalent to say that Gp, Gp,Gp, = cfx for some ¢ € K*. Then,
without loss of generality we can take ¢ = 1 (or divide Gp, by ¢), and we get a uniquely
determined pair [(Gp,, Gp,, Gp,)] and [(Gp,, Gp,, Gp,)| of quadratic splitting of fx. Notice
that v([(Gp,,Gp,, Gp,)]) = [(Gp,,Gp,, Gp,)] and v([(Gp,,Gp,,Gp,)]) = [(Gp,, Gp,, Gp,)].
So we have a uniquely determined unsigned quadratic splitting |[(Gp,, Gp,, Gp,)]| and we

conclude. n

This is important because we know that (2, 2)-subgroups are the kernels of (2, 2)-isogenies.
Hence we will study (2, 2)-isogenies by studying unsigned quadratic splittings. We will see
later that we can determine if X is the Jacobian of a genus 2 curve or the product of two
elliptic curves by looking at the determinant of the quadratic splitting of its hyperelliptic

polynomial.

Definition 4.10. Let G be the quadratic splitting of some hyperelliptic polynomial fx. We
say G is singular if det(G) = 0. Otherwise, we say G is non-singular, and we denote

the set of non-singular quadratic splittings by S™.

We will first study the case of GG singular. Let us first study a particular case, where
the polynomial of the hyperelliptic curve has no terms of odd degree. In this case, we can
apply a result from [CF96, Chapter 14].
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Theorem 4.11. Let X be a curve of genus 2. We say two curves given by some equa-
tion y* = fx(X) are equivalent if they are taken into one another by a fractional linear
transformation of x and the related transformation of y. The following properties are then

equivalent:

(1) X is equivalent to a curve y* = c32° + cox* + ¢12% + ¢y with no terms of odd degree
n X.

(2) X is equivalent to a curve y* = G1(x)Go(x)G3(x), where the Gi(x) are linearly

dependent quadratics.

If one of those conditions is satisfied, the Jacobian of X is reducible and is isomorphic to

the product of two elliptic curves Ey, Ey. The equations of those curves are given by

E: y2 = 325 + 0022 4 12 + ¢ with z = 22,

and

Es : v? = cou3 + clu2 + cou + c3 with y = x_Q, V= yx_?’.

Proof. e (1) = (2): Assume X is equivalent to a curve y* = c32° + cox? + 2% + ¢p.
Then we can write it as y* = cg(x® — by) (2% — by)(2® — b3) for some by, by, b3 € K.
Then, setting G; := (2? — b;), we are in case (2) as we have three polynomials with

no linear factors.

e (2) = (1): Assume X is equivalent to a curve y* = G;(z)G2(x)G3(x), where the
G;(z) are linearly dependent quadratics. Since no two of the GG;’s have a common root,
there are two distinct singular quadratics in the splitting, we call them (z — \)? and
(r—v)2 We can then map into a form of equation (1) by substituting (z —\)/(z —v)

for z.

]

If the hyperelliptic polynomial has terms of odd degrees, we refer to the following

construction.

Construction. Let G be a singular splitting of fx. Since det(G) = 0, there is a linear
dependency between Gy,Gy and Gs. Since Gh,Gy € Kx]y, we can construct a pair of
linear polynomials x1 = (x — «) and xo = (x — B), together with ai1,aja, a1, ass € K such
that Gy = apnxt + aprs and Gy = anx? + axnri. Then G can be expressed as a linear

combination of Gy and Gs, hence in terms of v, and xo, so there exist asy,azs € K such
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that G3 = a3 22 + agx3. To do so, we write:

G, = anxf + a12$%
=an(r — Oé)2 + apa(r — 5)2
= ay1(2® — 202 + o?) + ap(z® — 282 + 3?)

= (an + a12)$2 — 2(&11@ + algﬁ)l' + a11a2 + a1252,
and similarly, we have
G2 = (agl + a22)$2 — 2(&2105 —+ aggﬁ)x + a21a2 + agzﬁz.

We can then solve the following:

(
a1+ a12 = g1.3

—2(@110 + a125) =012
a1 + a3’ = gi,1
G21 + G2 = g2 3

—2(an 0 + a928) = goo

2 2 _
[ d21 + aB° = g2

and get the values of asy, aze from it. Then, we write X as

3
X : y2 = GngGg = H(aﬂﬁ + &igl‘g).

i=1
If By and Ey are the two curves of genus 1 defined by
3 3
By’ = H(aile +ain), By’ = H(ail + aip),

i=1 i=1

then there are distinct coverings 11 : X — FEy, 19 : X — Fy of degree two given by

s =((2) ) wen=((5) )

Thanks to this construction, we can see more formally what happens when the quadratic

splitting of fx is singular.

Proposition 4.12. Let X be a curve of genus 2. If fx has a singular quadratic splitting
G = [(G1, G4, G3)], then Jx is (2,2)-isogenous to the product Ey X Ey of elliptic curves

constructed as above.
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Proof. Given the curve X and the singular splitting GG, we want to construct the curves
E., E5 and their covers ¢ : X — FEi,v : X — FE5 as discussed above. Consider Jx an
abelian surface. Taking the pullbacks, we see that ¥} (Jg, ) and ¥ (Jg,) are one-dimensional
abelian subvarieties of Jx. So Jx is not simple and is isogenous to a product of elliptic
curves.

Moreover, taking the pushforwards vy, : Jx — Jg,, ¥, : Jx — Jg,, which are homo-

morphisms, we see that the curves Jg, and Jg, are isogeny factors of Jx. We know

Gi = anr] + apri and Pi(z,y) = ((
tor is determined by a pair of Weierstrass points, the 2-torsion subgroup Jx[2] is gen-

,0)f0r1§i§3. So

€
o 3

b
T

2
) i) Then, since every quadratic fac-
X2

;2

erated by the difference of the points given by P, = <—

Qi1
Vi (P) = {(r,0), (r,0)}, where r;, 7 are the roots of G;. Then [(r;,0) — (r],0)] € Jx[2]
maps to [P;] — [P;] € Jg,[2], and this image is zero if and only if i = j. We can use the same
argument for i, and Jg,[2]. Finally, using Proposition 4.9, we conclude that the kernel
of the map ¥y, X 19, : Jx — E1 X Es is the subgroup specified by the unsigned singular

splitting |G|. Hence Jx is (2, 2)-isogenous to the product of elliptic curves Ey x Ey. [

Let us now see the case of non-singular quadratic splittings, which will be useful to work

with (2, 2)-isogenies between Jacobians of genus 2 curves. We first need a new operator.

Definition 4.13. The Richelot operator is given by
R :{G € K[z]5 : det(G) # 0} — K[z]3,
(G1, Gy, G3) = (0[G2, G3], 0[G3, G1l, 0]G1, Ga),
where § = (det(G))™!.

Notice first that the Richelot operator induces a well-defined involution R(.) : &™ —
S™ on non-singular quadratic splittings. Indeed, taking G, G, G3 € K[x]y such that
det(G1, Gy, G3) # 0 and II(G4, Go, G3) of degree 5 or 6, then II(R(G1, G2, G3)) is also of
degree 5 or 6, and R(R(G)) = G.

Definition 4.14. Let X : y* = fx(z) be a curve of genus 2. For each non-singular

quadratic splitting G of fx, we define Xg to be the curve given by
X 1y = fxo(r) = (R(G)).

Then Xg is also a curve of genus 2.

We now need to study some properties of correspondences, so that we are able to
properly describe Richelot isogenies. The main idea of correspondences is the following:

given two curves X and Y, we want to relate divisors on X XY to homomorphisms between
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the Jacobians Jy and Jy. In particular, we will want to work on correspondences X x Xg,

as we're interested in homomorphisms from Jx to Jx,.

Definition 4.15. A correspondence on X XY 1is a divisor C on X xY. We call it

prime if the divisor is also prime.

If C is a prime correspondence on X x Y, then the usual projections 7 : X xY — X
and m, : X x Y — Y restrict to non-constant morphisms of curves ¢ : ¢ — X and
¢ C — Y. So we can see correspondences on X x Y as formal sums of curves C with

morphisms to X and Y.

Definition 4.16. If C' is a prime correspondence on X X Y, then we define the degrees
of C as
d(C) := deg 7%, dy(C) := degn§.

We say C is a (a,b)-correspondence if d;(C) = a and dz(C) = b.

Then, viewing C' as a curve, we have coverings 7¢ : C — X, 7§ : C — Y, and we
can compose the pullback 7¢* and the pushforward 7$_ to obtain a homomorphism from

Div(X) to Div(Y'). Therefore, there is also an induced homomorphism from Jx to Jy.

Definition 4.17. Let C' = . n,;C; be a correspondence on X xY, with each of the C;’s

being prime. Then, the induced homomorphism of C is defined as
bo = Y mi(5",) o (n").

By convention, we take ¢ to indicate the induced homomorphism of Jacobians.

The map C' — ¢¢ gives a homomorphism from Div(X x Y') to Hom(Jx, Jy).

We can now focus on the case X x Xqg. Let (G, Gy, G3) be a representative for G a
non-singular quadratic splitting of fx in Klz]3 and let (Hy, Ho, H3) = R((G1, G, G3)).
Setting F' = Gi(u1)Hi(uz) + Go(uy)Ha(uy) for some variables wg,us, the fact that

3

Z Gi(u1)Hi(uz) + (w1 — u2)? = 0 implies
i=1
fx(ul)fXG(U,2> = Gl(u1>2H1(U2)2(U1 — ’LLQ)2 (mod F)
Then, on X x Xq, we have:
V(F) = V(F,v{v; = fx(uw) fxs(u2)),

for vy, v9 some variables.
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Definition 4.18. Let X be a curve of genus 2, and (G1,Ga,G3) a representative for G
a non-singular quadratic splitting of fx in K|x]3. Let (Hy, Ho, H3) be defined as before.

Then, a correspondence on X X Xqg 1s given by

G1(u1)Hy(uz) + G2(U1)H2(U2)7> .

C =V
(G1,G2,G3) (Ulfl}Q _ Gl(ul)Hl(u2)<u1 - u2)

We call Cq,,qy,¢5) @ Richelot correspondence.

Since C(q,,G.,a4) 7 C(G1,a5,62), We can’t associate a unique Richelot correspondence to G.
Instead, we see that in the non-singular case, all the Richelot correspondences for G are
homomorphically equivalent, i.e. all correspondences induce the same homomorphism of

Jacobians as in Definition 4.17.

Corollary 4.19. For every non-singular quadratic splitting G of fx, there is a well-defined

homomorphism pg @ Jx — Jx,, given by pg = ¢C<c1,c3,c2 We say pg is the Richelot

.
1sogeny of G.
This brings us to our main result, which describes (2,2)-isogenies between Jacobians of

genus 2 curves.

Theorem 4.20. Let X : y*> = fx(x) be a curve of genus 2. For G a non-singular quadratic
splitting of fx, then pg : Jx — Jxg is a (2,2)-isogeny and the kernel of pg is the (2,2)-
subgroup specified by |G|. Also, pc(Jx(2]) is the (2,2)-subgroup specified by |R(G)|.

Proof. Let us fix some representative (Gy, G, G3) of G in Klz]3. Let i : Xg — X[, be
the isomorphism given by i(z,y) = (z,det(G)y), where X(, is some hyperelliptic curve.
We know that p¢ is a Richelot isogeny, which is by definition a (2, 2)-isogeny, with kernel
specified by |G| from Proposition 4.9. Then the composition i, o pg is also a Richelot
isogeny, and by Definition 4.14, we see that pg(Jx[2]) is the (2,2)-subgroup specified by
IR(G)]. O

4.2 Explicit constructions of the (2,2)-isogenies

4.2.1 (2,2)-isogenies between a product of elliptic curves and a

Jacobian

First, we want to construct and evaluate a (2,2)-isogeny from a product of el-
liptic curves to a Jacobian of a curve of genus 2. We use the notations of Sec-
tion 3.1 for the elliptic curves and the points. Using [CD22|, we will first describe
how to glue the curves F and FE,4 into the Jacobian of a genus 2 curve H, via the
(2,2)-subgroup ((2° 'p;(Pa),2*'P), (2° 1 (Q4),2°7'Q)), where (P,Q) = E4[2°] and
pa(Pa) = P,pa(Qa) = Q for (Pa, Qa) = Eo[27].
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Proposition 4.21. Let E/Fj : y* = (x—aq)(x—az)(x—a3) and Eq[/Fpe 1 y? = (x—F1)(x—
Bo)(x — B3) be two elliptic curves. Let A, be the discriminant of (x — aq)(x — ag) (T — a3)
and Ag be the discriminant of (x — f1)(z — B2)(x — Ps). We also define the following:

(a3 — 042)2 (g — 041)2 (o1 — 043)2
53_/82 62_51 51_53 7
bl _ (ﬁi& - 52)2 + (52 - ﬁl)2 + (51 - 53)2
Q3 — Qo Qg — Q1 Qq — Qg

ay = (B3 — Bo) + (B — Bs) + as(B2 — Br),
by = Bi(az — ag) + Ba(ar — az) + f3(ae — 1),

a] =

)

a1
A=Ag—
ﬂa2>

by

B=A,—
06627

h(z) = — (A(az — ar) (a1 — 043)352 + B(f2 — 1) (1 — B3))
(Aaz — ag) (g — aq)z® + B(Bs — B2) (B2 — 51))
(Al — as)(az — a2)z® + B(B1 — B3)(Bs — B2)).

Then the (2,2)-isogeny with domain E x E4 and kernel (((a1,0),(81,0)), ((az2,0), (52,0)))
has as codomain the Jacobian of a genus 2 curve H given by y* = h(x). Moreover, the

degree-2 morphisms are given by

©1 - H— FE
S1 )
(ﬂf,y) = (P + 52, (Aﬁ/A?));)a
Y2 - H— EA
(:E7y) = (t1x2 + t27 (Aa/B?’)y)u

s B
1 — A a, )

i (Ozl(&3 — a2)2 i O./Q(Oél — 043)2 i Oég(OéQ — 041)2)
ai B3 — B2 B — s B2 — B 7

A (h
i
1 <51(53 — B)* n Ba(Br — B3)° L Bs(B2 — 51)2) .

by a3 — Q2 a1 — Q3 Qg — (¥

where

S9 —

12}

Then the p;’s extend to the Jacobian and combine in a (2,2)-isogeny ¥ : Jgy — E X E4
by mapping > Pl = Y @(P)).
J J
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Here, we are interested in the dual V:ExE 4 — Jug, and we want to evaluate the image
of (¢s(Py4),P) € E x E4 under U. To make things easier, take [D] € UH{(ps(Pa),P)} C

Jg and notice the following property:
2[D] = WU ([D]) = W(ps(Pa), P).

Thus it is enough to compute some [D] such as above and double it. Let D = Py + Qg —
00; — 009 be a point on Jg, with Mumford representation |12 + uyx + ug, viz + vo]. Our
goal is to express ¢;(Py + Qp) for i = 1,2 in terms of ug, uy, vy, v1. We focus on Py + Qg
as the divisor co; + 0oy maps to oo both under ¢; and ¢,. Let us start by calculating ¢s.

The line connecting s(Py) and p9(Qp) has slope

(Au/B%)v;
Ag = —— 2 —
t1uq
Set now wy = A3 + Z Bi — t1(u] — 2ug) — 2t3, so then

QOQ(PH -+ QH) = (WQ, —)\2 ((JJQ — tQ + (U[)Ul — Ul’UQ) tl)) .

U1

The map ¢, is the same as @, preceded by the transformation  : (z,y) — (1, %). Let

xT

U, U1, Vg, U7 be the Mumford coordinates of I5H + Q}; We have:

5 1 W . UUp — Ugly - u%vo — UV — UQU1 V1
U =— U1=—, V= 2 , U1 = )

Ay /A3)G ’

(Ag/A%)0y

Then, setting \; = — and w; = A + Z a; — s1(1 2 — 20p) — 285, wWe get the

=1

S1Uq
following;:

©1(Pu + Qu) = (wh -\ (wl — 59 + (tp0; — U1U0)51>) -

(%1

This gives us four equations in the unknowns wug, uy, vg, v1:

(3’3<901(PH +Qnu))

Y(o1(Pr + Qu)) = y(
(p2(Pr + Qrr)) = SC(P),

\y(SOZ(PH +Qn)) (

Xz
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Expressing [D] € Jg in the equation of H, we also have

207 — 2vviuy + Vi (uf — 2ug) =2co — urcy + (Ui — 2up)cy
+ (u? + 3uguy)es + (u] — dutug + 2ud)cy
+ (—u} + 5udug — Sugul)es

+ (ub — 6uiug + utug — 2ud)cs,

where the ¢;’s are the coefficients of h. Then, the system has 4 solutions, all defined over

F,2. We can take any of these, and double the corresponding point on Jy to get the image
of (('pf(PA)a P)

Example 4.22. Let us use the example we developed in Section 2.2. The Sage computa-
tions are included in Appendiz A.2.1. We exchange the notation and we can assume that
A =3 and B = 22, so that we have f = 1. We have Ey/F,2 gwen by y* = 2° + x =
z(xz —i)(xz + 1), and EsJFy2 given by y* = 23 4+ bx 4+ 197 = (z + 32i)(z + 414)(z + 457).
For an isogeny ¢y : E — Ey of degree 1, we can pick the isomorphism given by the dis-
tortion map p¢(x,y) = (—x,1y), so we have E/F,2 gwen by E : y* = 2 + 2. We can
now use the formulas given in Proposition 4.21 to find the codomain of a (2,2)-isogeny

V. E X Eys— Jyg, where H 1s a hyperelliptic curve. We get:
o A, =55Az =143,
e a1 = 3i,ay = 22,
e by = 531,by = 37,
o A=30i,B=15i.

So the equation of H is given by
H : y? = 29i2® + 42iz* + 281z + 444,

and the codomain of ® is given by its Jacobian Jy.

4.2.2 (2,2)-isogenies between two Jacobians

We now describe the (2, 2)-isogenies between Jacobians of genus 2 curves using Richelot
isogenies. Let H : y? = h(z) be a hyperelliptic curve, and let {[g;(z), 0], [g2(),0]) be a
(2, 2)-subgroup of its Jacobian, where g (z) = 2?+g117+g10, g2(7) = 2>+ go120+ gop. Letting

g3(x) = % = G302+ g317+ g30, We see that G = [(g1, g2, g3)] is a quadratic splitting of

g0 g1 1
h. Weset 6 =det | go9 g1 1 |. Ifitis non-singular, using the Richelot operator R, we
g30 931 gs2
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have that a quadratic splitting of Hg is [(g}, g5, 95)], where gi(z) =51 (%gk - gf%) for
(1,7,k) = (1,2,3),(2,3,1),(3,1,2). Then, the codomain of our Richelot isogeny is given by
Hg =: H :y* =1 (x) = g|(x)gh(x)g5(x). We use a different notation for coordinates since
we push a point through the (2, 2)-isogeny via the Richelot correspondence as in Definition

4.18. This correspondence is the curve X C H x H' given by

X g1(2)g)(x) + g2(2)g5(x) = yy — g1(w)g1(x)(x — x) = 0.

Using the natural projection maps w : X — H, 7' : X — H’, the isogeny is given by the
induced homomorphism

Jg — JH/, [D] — [’ﬂ'i’ﬂ'*D]
So to compute the image of some point [2% + uyx + ug, V1 +vg] € Jzr, we need to eliminate
the variables x,y from the system

)
22 + uir + ug = 0,

Y = V1T + Vg,

y* = h(z),

91(%)g1(x) + g2(2)g5(x) = 0,
vy = 91(2)g1 (%) (z — x).

With respect to the lexicographic order x < y < y < x, we expect the last two equations

of its reduced Grobner basis to be of the form
Y A /2 / / 4 1,3 ! 2 / !
Y = U3X" + U5X" + U1X + Uy, X+ UusX” + Upx” +uix +ug = 0.

Finally, [x* + ujx3 + uhx? + u)x + uf), vjx® + vhx* + v} x + v}| are the non-reduced Mumford

coordinates for the image on Jy.

Example 4.23. We don’t continue Example /.22 as we will see later in Example 4.2/ that
it has a singular quadratic splitting and is hence (2,2)-isogenous to a product of elliptic
curves. Instead, we want an example of a (2,2)-isogeny from a Jacobian of a genus 2
curve to another Jacobian of a genus 2 curve. We refer to Appendiz A.2.2 for the Sage

computations. Let us start from the hyperelliptic curve

H :y* = h(x) = 2% 4 542° + 102* + 552° + 372% + 352 + 37,
= (x4 1)(z +2)(z + 3)(x + 27)(2? + 21z + 29),
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that we define over Fsg2. Let now

g1 = 2%+ 21z + 29,
G=@+1)(z+2)=2>+3x+2,

g3 = (v +1)(x+3)=2>+4z+3,

g1 = (v +1)(x +27) = 2° 4 28z + 27,
gs = (x +2)(x +3) = 2° + 5z + 6,
g6 = (v +2)(x +27) = 2° + 292 + 54,
gr = (v +3)(x +27) = 2° + 30z + 22.

The set of unsigned quadratic splittings is

|8h| = {[(917g2vg7>]7 [(91’93’96”7 [(gla 94395)]}7

and computing the determinant of each associated matriz, we see that they are all non-

singular. So there is a (2,2)-isogeny A : Jy — Jy, where H' also defines a hyperelliptic
29 21 1

curve over Fsg2. Let us pick the splitting (g1, 92,97). The matrix 6 = | 2 3 1| has

22 30 1
determinant equal to 15. Then:

Wy (z) = 492° + 427 + 24,
Ry(z) = 232° + 567 + 39,
hy(x) = 462* + 20z + 56.

Finally, the codomain of A is given by Jy., where

H' @ y? = 402° + 342° + 232 + 302 + 462% + 39z + 24.

4.2.3 (2,2)-isogenies between a Jacobian and a product of elliptic
curves

We now want to check that the last step takes us back to a product of elliptic curves.
For this, we proceed as in Subsection 4.2.2 and do as if we are dealing with a Richelot
isogeny again. We just need to check that o = 0 for the chosen quadratic splitting, so that
it is singular.
Example 4.24. Let us now continue and finish Example /.22. We can find the Sage code
in Appendiz A.2.5. We start from

H : y? = 29i2® + 42iz* + 28ix? + 44i = 29i(z 4 3)(x + 18) (2 + 20) (z + 39) (z + 41)(z + 56).
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It is easy to identify a singular quadratic splitting given by (g1, 92, g3), where

g1 = (v +20)(z + 39) = 2* + 13,
g2 = 29i(x + 3)(x + 56) = 29ix> + 341,
g3 = (v +18)(z + 41) = 2* + 30,

as there are no linear terms to any of the polynomials. Since the hyperelliptic polynomial
has no terms of odd degree, we use the formulas given in Theorem /.11 and we set c3 =
29i, co = 42i,c1 = 28i,c9 = 441. Then we have explicit formulas for the elliptic curves E;
and Ey given by

By y? = 29ia® + 42ix% + 28ix + 444,

and
Ey :y? = 44iz® + 28ix® + 42ix + 29i.

Changing variables to get the cubic term of the elliptic curve to have a coefficient equal to

1, we have:
42i 28i 444
B2 = o3 2
N T ER CT R O T
= 23 4 9ix® + 47z + 554,
and
28i 42 29
E, 0 = o3 2
22V =T e i )

= 23 + 24ix? + 33z + 49i.

We can then check that Ey is isomorphic to Ey, as wanted. Moreover, Ey is isomorphic to
Ey.

4.3 Checking the kernel of ¢

Finally, we can check that the explicit description of the kernel of ® that we get from

Theorem 3.1 is correct. We should have
ker(®) = {([3]S, ¢(9)|S € E[2%]},
and using Sage in Appendix A.3 we find

ker(®) = (((58i + 23, 35i + 22), (18i + 6,9i + 49)), ((27i + 1,7 + 11), (i + 36, 22i + 24))).
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After working directly with those points, following the method of Subsection 4.2.1, we
assume we are in one of the exceptional cases mentioned in [CD22, Section 8.1, and we
make a change to the points we work with. Let P = (18i 4 6,9: +49) € E4, P. = (58i +
23,35i4+22) € E,Q = 2(27i+1,i+11) = (274,0) € E4, Q. = 2(1+36,22i4+24) = (1,0) € E.
We want to evaluate the image of (P, P,), (Q, Q.) under ®, where ® is the composition VoW
as follows:

ExxE% gy % By x By,

We use the construction described in Subsection 4.2.1 to compute the image of the points
(P,P.),(Q,Q.) under ¥ : E x E4 — Jy, where H : y* = 29i25 + 42iz" + 28ix? + 44i as in
Example 4.22. We get the following:

e The image of (P, P.) is the divisor [2? + 57z + 53, y] = [(z + 18)(z + 39), y].
e The image of (@, Q.) is the divisor [z* + 50, y| = [(z + 3)(z + 56), y].
e The image of (P + Q, P. + Q.) is the divisor [2? + 2z + 53,y = [(x + 20)(z + 41), y].

We notice the factors are the same as in the singular quadratic splitting of Example 4.24.
Computing ¥’ we finally map those divisors onto points of the elliptic curves E;, Fs, using
the maps ¢ : H - E1 = F = Ey,p9 - H— FEy = Ey = E (and the appropriate change of
variables from E; to F, resp. from F, to Ej), and mapping divisors [Y . Si] to >, ¢1,25;

respectively. We obtain:
o [(18,0)] +[(39,0)] is sent to v1(18,0) + ¢1(39,0) = O, g(18,0) + ¥2(39,0) = O;
e [(3,0)] + [(56,0)] is sent to ¢1(3,0) + ¢1(56,0) = O, p2(3,0) + 2(56,0) = O;
e [(20,0)] 4 [(41,0)] is sent to ¢1(20,0) + ©1(41,0) = O, p2(20,0) + p2(41,0) = O.

All the divisors of the previous step are sent to (O, 0) € E; X Es, so we conclude that the

kernel described above generates indeed ker(®) and we are done.
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[5]:

Appendix A

Sage Code

A.1 Computing the explicit example of key-exchange

#define our p
p=59

#define the ring we work with

F = GF(p)

R.<x> = PolynomialRing(F)

K.<i> = GF( p~2, modulus=x"2+1 )

#define the starting supersingular elliptic curve
EO = EllipticCurve(K, [0,0,0,1,0])
EO

Elliptic Curve defined by y"2 = x"3 + x over Finite Field in i of size
5972

#determine the torston basts for E0[2°2]

#warning: this function 2s not available before Sage 10.2
PA,QA = EO.torsion_basis(272)

PA, QA

((B8*1 + 23 : 24%i + 37 : 1), (4 + 36 : 37*i + 35 : 1))

#determine the torston basts for E0[3]
PB,QB = EO.torsion_basis(3)
PB,QB

(47 : 41%i @ 1), (12 : 41 : 1))
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[8]:

[9]:
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[11]:

[13]:

[13]:
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#redefine {4, (B using the distorsion map
def psi(P):
return (-P[0], ix*P[1])

QA = psi(PA)
QB = psi(PB)
QA,QB

(1 + 36, 37*xi + 35), (12, 18))

#define generator of kernel using our chosen secret wvalues
RA=3+E0 (PA) +4*E0(QA)
RA

(68%i + 23 : 36%xi + 22 : 1)

#check order
RA.order ()

4

#create list of points that will help us define the isogeny phid later
RA_list = [i*RA for i in range(4)]

#create the 1sogeny phid
phiA = EllipticCurvelIsogeny(EO, RA_list); phiA

Isogeny of degree 4 from Elliptic Curve defined by y"2 = x"3 + x over,,
—~Finite

Field in i of size 5972 to Elliptic Curve defined by y 2 = x"3 +,
< (23%1+32) *x +

(10%i+4) over Finite Field in i of size 5972

#give the explicit rational maps

phiA.rational_maps()

((x74 + (3%1 + 13)*x"3 + (-14%i - 23)*x"2 + (20*1i - 18)*x + (14*i + 22))/
~(x"3 +
(3*i + 13)*x72 + (26%1 - B)*x + (-3%i - 13)),
(x76xy + (b*i - 10)*x74*y + 2xx"3xy + (2*i - 20)*x"2*y + bxxxy + (i +
23)*y) /(x"5 + (b*i - 10)*x"4 + (19%i - 16)*x"3 + (-28xi - 12)*x"2 +
< (14*i +
23)*x + (7xi + 3)))

20



[15] :

[15]:
[16]:
[16]:
[17]:
[18]:

[18]:

[19]:

[19]:

[25]:

[26]:

[27] :

[27]:
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#do the same for phiB
RB = 2xEQ(PB)+2+*E0(QB)
RB

(38%i : 49%i + 10 : 1)

RB.order ()

3

RB_list = [i*RB for i in range(3)]

phiB = EllipticCurvelsogeny(EO, RB_list); phiB

Isogeny of degree 3 from Elliptic Curve defined by y"2 = x"3 + x overy
—Finite

Field in i of size 5972 to Elliptic Curve defined by y"2 = x"3 + b*xx +
—19*%i over

Finite Field in i of size 5972
phiB.rational_maps()

((x7"3 + (-17*xi)*x"2 - 17*x + (21*%1))/(x"2 + (-17*1i)*x - 28),
(x73%y + (4*1)*x"2%y + 23*x*xy + (14*i)*y)/(x"3 + (4*%1)*x"2 - 26xx +
~(2%1)))

#define functions to compute the auziliary points
def phiAcomp(x,y):
return ((x~4 + (3*i + 13)*x~3 + (-14*i - 23)*x"2 + (20%i - 18)*x +
~(14%1 + 22))/(x~3 + (3*1 + 13)*x"2 + (26*%i - B)*x + (-3%i - 13)),
(x~B*xy + (B*i - 10)*x~4*xy + 2%xx~3*%y + (2*%i - 20)*x"2*xy + bxx*xy + (i +,
-23)xy) /(x~5 + (Bxi - 10)*x~4 + (19%i - 16)*x~3 + (-28*i - 12)*x"2 +
—(14%i + 23)xx + (7*i + 3)))

def phiBcomp(x,y):
return ((x~3 + (-17*i)*x~2 - 17*x + (21*i))/(x"2 + (-17*xi)*x - 28),
(x~3%y + (4*i)*x~2%y + 23*x*xy + (14xi)*y)/(x"3 + (4*1i)*x”2 - 25%x +
~(2%1)))

phiA_PB = phiAcomp(PB[0],PB[1])
phiA_PB

(31%i + 13, 46%i + 17)
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[37]:
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phiA_QB = phiAcomp(QB[0],QB[1])
phiA_QB

(35%i + 12, 11%xi + 44)

phiB_PA = phiBcomp(PA[0],PA[1])
phiB_PA

(27%i + 1, 58%i + 48)

phiB_QA = phiBcomp(QA[0],QA[1])
phiB_QA

(18%1i + 6, 9%i + 49)

#now compute the isogenies phid'and phiB' to EAB
#first define EB

EB = EllipticCurve(K, [0,0,0,5,19%i])

EB

Elliptic Curve defined by y 2 = x"3 + b*xx + 19%i over Finite Field in i
—of size

5972

#compute kernel of phid’
KA = 3*EB(phiB_PA)+4+EB(phiB_QA)
KA

27*i + 1 : i+ 11 : 1)

KA .order ()

4

KA_list = [i*KA for i in range(4)]

phiAprime = EllipticCurvelsogeny(EB, KA_list); phiAprime

Isogeny of degree 4 from Elliptic Curve defined by y™2 = x"3 + 5%x +
—19*%i over
Finite Field in i of size 5972 to Elliptic Curve defined by y"2 = x"3 +

(32%i+19)*x + 36*i over Finite Field in i of size 5972

#now define E4
EA = EllipticCurve(K, [0,0,0,23*%i+32,10%i+4])
EA
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[38]: Elliptic Curve defined by y"2 = x"3 + (23%i+32)*x + (10*i+4) over Finite,
—Field

in 1 of size 5972

[40]: KB = 2*EA(phiA_PB)+2+EA(phiA_QB)
KB

[40]: (20*%i + 50 : 16%i + 54 : 1)

[32]: KB.order()

[32]: 3

[41]: KB_list = [i*#KB for i in range(3)]

[42] : phiBprime = EllipticCurvelsogeny(EA, KB_list); phiBprime

[42] : Isogeny of degree 3 from Elliptic Curve defined by y 2 = x73 +,
< (23%i+32)*x +
(10*i+4) over Finite Field in i of size 5972 to Elliptic Curve defined,
~by y°2 =

x"3 + (32%i+19)*x + 36%1i over Finite Field in i of size 5972

[43]: EAB = EllipticCurve(X, [0,0,0,32%i+19,36%i])
EAB

[43]: Elliptic Curve defined by y"2 = x"3 + (32%i+19)*x + 36*i over Finite
—Field in 1

of size 5972
[36]: EAB.j_invariant()

[36]: 15

A.2 Computing examples of (2,2)-isogenies

A.2.1 (2,2)-isogenies between a product of elliptic curves and a
Jacobian

[1]: #Define the working parameters and the ring used

p=59

F = GF(p)

R.<x> = PolynomialRing(F)

K.<i> = GF( p~2, modulus=x"2+1 )
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[2]:

[2]:

[3]:

[3]:

[4]:

[4] :

[5]:

[5]:

[1]:

[6]:

[6]:

[7]:

[7]:

[8]:

[9]:

[9]:
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#define EA
EA = EllipticCurve(K, [0,0,0,5,19%i])
EA

Elliptic Curve defined by y"2 = x"3 + 5%x + 19%i over Finite Field in i,
—of size

5972

#Define EO
EO = EllipticCurve(K, [0,0,0,1,0])
EO

Elliptic Curve defined by y"2 = x"3 + x over Finite Field in i of size
5972

#we factorize it to be able to determine the values we need to use for,
—~the gluing step
(x~3 + b*x + 19%i).factor()

(x + 32%i) * (x + 41%i) * (x + 45%i)

(x73 + x).factor()

x * (x72 + 1)

#we can further factor it as z*(z-1)*(z+i)

#computing the discriminants of the polynomials

(x73 + b*x + 19%i) .discriminant ()
43

(x73+x) .discriminant ()

1515)

#alphas and betas in the thesis
al = 0; a2 = -i; a3 = i; bl = -32%1i; b2 = -41%i; b3 = -4bx*i

#a_72 and b_1 in the thesis
a_1l = (a3 - a2)"2/(b3-b2) + (a2-al1l)"2/(b2-b1l) + (a1-a3)"2/(b1-b3)

a_1

3*1i
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[10]: b_1 = (b3-b2)"2/(a3-a2) + (b2-b1)"2/(a2-al) + (b1-b3)"2/(al-a3)

b_1

[10]: B3%i

[11]: a_2 = al*(b3-b2) + a2*(b1-b3) + a3*(b2-bl)
a_2

[11]: 22

[12]: b_2 = blx(a3-a2) + b2*(al-a3) + b3*(a2-al)
b_2

[12]: 37

[13]: | #same notation as in the documentation, don't confuse with B of,
- (B,B)-isogeny
A = 43%((3%1)/22)
A

[13]: 30%i

[14]: B = -4 * ((53%i)/37)

[14]: 15%i

[15]: #equation of the hyperelliptic curve
h = -(Ax(a2-al)*(al-a3)*x"2 +,
~B*(b2-b1)*(b1-b3) ) * (A* (a3-a2) * (a2-al) *x~2+B*(b3-b2) * (b2-b1) ) * (A*x(al-a3) *(a3-a2) *x":

[16]: h

[16]: 29%i*x"6 + 42%i*x"4 + 28%i*x"2 + 44xi

A.2.2 (2,2)-isogenies between two Jacobians

[1]: #Define the working parameters and the ring used
p = 59
F = GF(p)
R.<x> = PolynomialRing(F)
K.<i> = GF( p~2, modulus=x"2+1 )

[2]: | #Define a polynomial in degree 6
h = x76 + 54xx~5 + 10*x~4 + 5b5*xx"3 + 37*x72 + 3b5%x + 37
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[3]: | #Check its factorization
h.factor()

[B]: (x+1) * (x+2) *x (x+3) x (x +27) * (x2 + 21xx + 29)
[4]: (x~2 + 21xx + 29) .factor()
[4]: x72 + 21xx + 29

[6]: gl = x°2 + 21*x + 29
gl

[6]: x"2 + 21%xx + 29

[6]: g2 = (x + 1)*x(x + 2)
g2

[6]: x"2 + 3*%x + 2

[7]: g3 = (x+1)*(x+3)
g3

[7]: x"2 + 4%xx + 3

[8]: g4 = (x+1)*(x+27)
g4

[8]: x"2 + 28xx + 27

[9]: gb = (x+2)*(x+3)
g5

[9]: x"2 + Bxx + 6

[10]: g6 = (x+2)*(x+27)
g6

[10]: x"2 + 29%x + 54

[11]: g7 = (x+3)*(x+27)
g7

[11]: %72 + 30*x + 22

[12]: A = matrix(K, 3, 3, [1, 21, 29, 1, 3, 2, 1, 30, 22])
A
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[12]: [ 1 21 29]
[1 3 2]
[ 1 30 22]
[13]: A.det()
[13]: 15
[14]: B = matrix(K, 3, 3, [1, 21, 29, 1, 4, 3, 1, 29, 54])
B
[14]: [ 1 21 29]
[1 4 3]
[ 1 29 54]
[156]: B.det()
[15]: 19
[16]: C = matrix(K, 3, 3, [1, 21, 29, 1, 28, 27, 1, 5, 6])
[16]: [ 1 21 29]
[ 128 27]
[1 5 6]
[17]: C.det()
[17]: 43
[18]: | #We pick the (91, g2, g7) splitting:
dgl = 2*xx + 21
dg2 = 2*%x + 3
dg7 = 2*xx + 30
[24] : #4pply the formulas to find the splitting of the equation of the,
—hyperelliptic curve of the codomain
j1 = K(1/15)*(dg2*g7 - g2+*dg7)
j1
[24]: 49%x72 + 42%x + 24
[27]: j2 = K(1/15)*(dg7*gl - g7xdgl)
j2
[27]: 23%x"2 + B6*x + 39
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[28]: j3 = K(1/15)*(dgl*g2 - gl*dg2)
j3

[28]: 46%x"2 + 20*x + 56

[29]: #Equation of the hyperelliptic curve for the codomain
J1%32%33

[29]: 40%x"6 + 34*x"5 + 23%x"4 + 30%x"3 + 46%x"2 + 39%x + 24

A.2.3 (2,2)-isogenies between a Jacobian and a product of elliptic
curves

[1]: #Define the working parameters and the ring used
p=59
F = GF(p)
R.<x> = PolynomialRing(F)
K.<i> = GF( p~2, modulus=x"2+1 )

[2] : #define the polynomials of the splitting
gl = (x + 20)% (x + 39)

gl
[2]: x"2 + 13

[3]: g2 = 29%i*(x+3)*(x+56)
g2

[3]: 29%i*x"2 + 34x*i

[4]: g3 = (x+18)*(x+41)
g3

[4]: x°2 + 30

[5]: | #check it is indeed a singular splitting
AA = matrix(X, 3, 3, [30, 0, 1, 34%i, 0, 29xi, 13, 0, 11)
AA

[5]1: [ 30 0 1]
[34%i 0 29%i]
[ 13 0 1]

[6]: AA.det()
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[6]:

[7]:

[7]:

[8]:

[8]:

[9]:

[9]:

[10]:

[10]:
[11]:

[11]:

[116]:

[128]:

[128]:
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0

#Define EO

EO = EllipticCurve(K, [0,0,0,1,0])
EO

Elliptic Curve defined by y"2 = x"3 + x over Finite Field in i of size
~5972

#define E1 and EZ2 with the change of wvariables

El = EllipticCurve(K, [0, (42%i)/(29%i)~2, 0, (28%1i)/(29%1i)~3, (44xi)/
- (29%1)~4])

E1l

Elliptic Curve defined by y™2 = x"3 + 9%ixx"2 + 47*x + 5b5*%i over Finite
—Field in

i of size 5972

E2 = EllipticCurve(K, [0, (28%i)/(44*i)~2, 0, (42*i)/(44%i)~3, (29*i)/
—(44%xi)~4])
E2

Elliptic Curve defined by y 2 = x"3 + 24*i*x"2 + 33*x + 49*%i over Finite
~Field

in 1 of size 5972

#check isomorphism between elliptic curves

El.is_isomorphic(EO)
False
E2.is_isomorphic (EO)

True

A.3 Checking the kernel of ®

def phil(x,y):
return 2*E0(s1/x"2+s2, (43/A"3)*y/x"3)

phil(3,0)+phi1(56,0)

(0 :1:0

29
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[126]: phil(18,0)+phi1(39,0)
[126]: (0 : 1 : 0)
[127]: |phi1(20,0)+phi1(41,0)
[127]: (0 : 1 : 0)

[118]: def phi2(x,y):
return 2*EA(t1xx~2+t2, (55/B~3)*y)

[119]: phi2(3,0)+phi2(56,0)
[119]: (O = 1 : 0)
[122]: phi2(18,0)+phi2(39,0)
[122]: (0 : 1 : 0)
[123]: phi2(20,0)+phi2(41,0)

[123]: (0 : 1 : 0)
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