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Abstract

The growing adoption of microservices architecture has revolutionized the de-
velopment and deployment of distributed web services. However, ensuring
seamless and secure authentication across multiple independent microservices
remains a critical challenge. This thesis explores the design, development, and
deployment of a federated authentication mechanism for microservices, specifi-
cally tailored for the PartsCoder Middleware system at Codebeex SRL. As orga-
nizations increasingly adopt microservices architectures, ensuring seamless and
secure authentication across distributed services becomes crucial. This project
investigated various federated authentication technologies to enable secure, effi-
cient access control and user identity verification across multiple microservices
without compromising system performance.

Through this study, I developed Python-based FastAPI microservices with a
JWT (JSON Web Token)-based authentication model to achieve secure user ver-
ification across independent service endpoints. The JWT mechanism allows de-
centralized authentication across the PartsCoder application, minimizing risks
associated with single-point failures and enhancing scalability and reliability.
Key microservices for survey management in the PartsCoder Middleware were
identified, designed, and implemented, including secure data exchange proto-
cols to safeguard user information.

The deployment of these microservices leveraged Docker and Kubernetes,
enabling efficient scaling and management of containers across clusters. Ku-
bernetes facilitated robust orchestration and fault tolerance, streamlining the
integration of the new authentication framework into the existing infrastructure
at Codebeex SRL. This thesis demonstrates how the federated authentication
model enhances both security and performance in microservices-based appli-
cations, providing insights and best practices for authentication across similar
distributed systems in production environments.

Keywords: Microservices Architecture, Federated Authentication, Single
Sign-On (SSO), JSON Web Token (JWT), Kubernetes, Docker, FastAPI, Secure
Access Control.
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Introduction

In recent years, the software development landscape has been marked by a
significant shift from monolithic applications to modular, scalable microservices
architectures. This transformation is driven by the increasing need for agility,
resilience, and maintainability in applications, especially as businesses adapt to
rapid technological advancements and evolving market demands. Traditional
monolithic architectures, while effective in certain contexts, often present chal-
lenges in scaling, fault tolerance, and adaptability to new technologies. As a
response, microservices architecture where applications are decomposed into
smaller, autonomous services that can be developed, deployed, and managed
independentlyhas emerged as a leading solution for organizations aiming to
achieve greater flexibility and speed in software development cycles.

Microservices provide distinct advantages, such as the ability to scale indi-
vidual services independently, enhance fault isolation, and adopt diverse tech-
nology stacks across various parts of an application. These benefits align with
the principles of Continuous Integration and Continuous Deployment (CI/CD),
which encourage frequent releases and faster innovation. However, the adop-
tion of microservices architecture also introduces new challenges. Issues such
as complex inter-service communication, dependency management, and height-
ened resource demands necessitate efficient orchestration and management of
services. Consequently, organizations increasingly turn to Kubernetes, an open-
source container orchestration platform, to address these challenges and stream-
line the deployment and management of containerized microservices across

diverse infrastructure environments.



1.1. THESIS STRUCTURE

Originally developed by Google and now managed by the Cloud Native
Computing Foundation (CNCF), Kubernetes offers robust tools to automate de-
ployment, scaling, and operations of application containers. It provides a flexible
framework for managing distributed applications, enhancing service resilience,
and maintaining optimal resource utilization in production environments. Ku-
bernetes’ features, such as self-healing, load balancing, service discovery, and
automated scaling, make it an ideal platform for deploying microservices at

scale.

THESIS STRUCTURE

This thesis is structured as follows:

1. Chapter 1- Introduction: Provides an introduction to the study, outlining
motivation, objectives, research questions, and contributions.

2. Chapter 2 - Background: Discusses foundational concepts, including mi-
croservices architecture, Kubernetes, federated authentication, and secu-
rity mechanisms.

3. Chapter 3- Methodology: Details the implementation of the authentica-
tion mechanism, microservices architecture, and deployment strategy.

4. Chapter 4- Results: Presents the evaluation of system performance, scal-
ability, and security.

5. Chapter 5- Conclusion and Future Work: Summarizes findings, discusses
limitations, and provides directions for future work.

MOTIVATION

The adoption of microservices architecture offers substantial benefits, in-
cluding improved modularity, increased scalability, and enhanced fault toler-
ance. These advantages stem from the ability to decompose applications into
smaller, independent services that can be developed, deployed, and scaled in-
dependently. However, these benefits come with their own set of challenges,
particularly in the areas of deployment, resource allocation, interservice com-
munication, authentication, and authorization.

In a Kubernetes environment, managing these complexities requires careful

orchestration and coordination. Traditional authentication mechanisms, such as
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session-based authentication, often struggle to scale across multiple services due
to the decentralized nature of microservices. This can create issues with session
persistence and security as users interact with different services. Federated
authentication addresses this challenge by enabling Single Sign-On (SSO) across
independent microservices. This method enhances both the user experience
and security by allowing users to authenticate once and seamlessly interact with
multiple services without needing to log in repeatedly.

This study explores federated authentication techniques within a microser-
vices ecosystem and examines the impact of Kubernetes on the performance
and scalability of microservices. It focuses on how these technologies were
integrated into a real-world application developed at Codebeex SRL.

PArRTSCODER® MIDDLEWARE AT CODEBEEX SRL

Codebeex SRL specializes in developing distributed web applications and
middleware solutions for enterprise systems. During my internship at Code-
beex, I contributed to the development of PartsCoder® Middleware, a scalable
and efficient system designed to manage spare parts for vehicles.

PartsCoder® Middleware serves as an intermediary layer, integrating and
managing a wide range of vehicle spare part data, including part specifications,
pricing, and availability. The system is built on a microservices architecture,
where each service handles specific aspects of spare parts management, such
as part identification, inventory tracking, and order processing. This modular
design allows for better scalability and flexibility, enabling the system to handle
growing data volumes and transaction loads as the business expands.

The middleware consolidates data from multiple sources, providing a cen-
tralized platform for vehicle spare parts information. One of its key features is
its integration with Odoo, an open-source enterprise resource planning (ERP)
system. This integration allows PartsCoder® Middleware to publish product
information across different e-commerce platforms and ensures real-time syn-

chronization between the database and online storefronts.

Business OPERATIONS AND CUSTOMER EXPERIENCE

PartsCoder® Middleware enables businesses to streamline their operations

by providing a comprehensive view of vehicle parts inventory, customer details,
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and order status. The integration with Odoo ensures that spare parts infor-
mation is consistently updated across various e-commerce websites, reducing
the risk of errors and improving the accuracy of product listings. This helps
businesses maintain a seamless customer experience by ensuring that product
availability and pricing are up-to-date.

The middleware architecture ensures secure and efficient data flow between
all components, supporting seamless interactions with customers and business
partners. It allows businesses to handle transactions, manage inventory, and
provide customers with accurate, timely information on the availability and

specifications of spare parts.

AUTHENTICATION CHALLENGES IN PARTSCODER® MIDDLEWARE

As the PartsCoder® Middleware involves interactions across multiple mi-
croservices, it required an efficient authentication mechanism to ensure secure
interactions between these services while maintaining a seamless user expe-
rience. Given the distributed nature of the system, traditional session-based
authentication mechanisms were not suitable for ensuring scalable and secure
communication. This necessitated the implementation of federated authentica-

tion to provide a robust, unified authentication solution across all microservices.

OBJECTIVES OF THE STUDY

This study aims to explore and implement federated authentication in a
multi-microservice environment, focusing on scalable deployment using Ku-

bernetes. The key objectives are:

e Develop Python FastAPI-based microservices that support federated au-
thentication.

e Implement JWT-based authentication for secure token management across
independent services.

e Deploy microservices on Kubernetes to ensure scalability and reliability.

e Analyze federated authentication mechanisms and their impact on secu-
rity and performance.

e Evaluate the effectiveness of federated authentication by assessing its
usability, security, and scalability.
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e To evaluate the impact of Kubernetes on the scalability and performance
of microservices architectures.

Stupy Scork

The scope of this study is centered on the authentication mechanisms re-
quired for securing distributed services in a microservices-based ecosystem.
Specifically, it investigates:

Key Areas or Focus

e Microservices Architecture: Understanding its benefits, challenges, and
authentication requirements.

e Federated Authentication: Exploring techniques such as JSON Web To-
kens (JSON Web Token - A compact, URL-safe means of representing
claims to be transferred between two parties, commonly used for authen-
tication and information exchange. (JWT)), OAuth 2.0, and OpenID Con-
nect.

e Kubernetes Deployment: Implementing and managing authentication
mechanisms in a cloud-native environment.

e PartsCoder® Middleware: Analyzing authentication integration within
Codebeex’s middleware.

BACKGROUND

Microservices architecture has become a popular choice for designing com-
plex, large-scale applications due to its emphasis on loose coupling, high co-
hesion, and modularization. By allowing individual services to operate inde-
pendently, microservices enable faster development cycles, greater autonomy
for development teams, and enhanced collaboration through the use of diverse
technology stacks. This autonomy, however, comes with challenges such as
maintaining data consistency across distributed services, ensuring seamless
communication between services, and implementing consistent security poli-

cies.
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Kubernetes addresses many of these operational complexities by abstracting
infrastructure management and automating deployment, scaling, and main-
tenance tasks. Kubernetes also provides built-in mechanisms for managing
communication between services, balancing traffic loads, and monitoring the
health of applications. These capabilities make Kubernetes a powerful tool for
managing microservices, helping organizations achieve scalability, reliability,

and agility in a cloud-native environment.

MICROSERVICES IN MODERN APPLICATIONS

Microservices have gained traction in modern applications, particularly in or-
ganizations that prioritize agility, flexibility, and resilience. These microservices
are often deployed inside containers, which are lightweight, standalone, and ex-
ecutable software packages that include everything needed to run a servicesuch
as the code, runtime, libraries, and dependencies. Containers provide a consis-
tent environment across different computing environments, making them ideal
for microservice-based architectures. Architecting applications as collections of

independent, loosely coupled services provides the following benefits:

e Rapid deployment of new features and updates with minimal impact on
overall system stability.

e Faultisolation, ensuring that issues in one service do not propagate across
the entire application.

e Enhanced team productivity and collaboration by allowing teams to work
independently on distinct services using technologies suited to the needs
of each service.

Despite these advantages, managing microservices poses unique challenges,
particularly in areas such as consistent security implementation, dependency
management, and data synchronization. Addressing these issues requires ad-
vanced orchestration tools such as Kubernetes, which streamline microservice

deployment and management.

THaE RoLE OF KUBERNETES

Kubernetes simplifies the operational complexities of managing microser-
vices by offering features that automate tasks such as deployment, scaling, and

monitoring. Key Kubernetes functionalities include:
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e Automated Deployment and Scaling: Kubernetes enables dynamic scal-
ing of services based on demand, ensuring optimal resource utilization
and high availability.

e Load Balancing: Kubernetes manages the distribution of incoming traffic
to maintain optimal service performance and availability.

o Self-Healing: Kubernetes monitors container health, automatically restart-
ing failed containers and replacing unhealthy instances to ensure applica-
tion reliability.

e Service Discovery and Communication: Kubernetes supports service dis-
covery, enabling seamless communication between microservices through
dynamic endpoint management and internal DNS resolution.

CONTRIBUTIONS OF THE STUDY

This study, conducted during an internship at Codebeex SRL, directly con-
tributes to the companys ongoing efforts to improve the scalability, security and
maintainability of its PartsCoder® middleware. By implementing a microservices-
based authentication system with federated identity management, the study
addresses key challenges in distributed web service environments. The primary
contributions of this study to Codebeex are as follows.

e Secure Federated Authentication for Microservices: The study intro-
duces an authentication architecture leveraging JWT-based authentication.
This enables Single Sign-On (SSO) across microservices, simplifying user
management and improving security.

e Fine-Grained Authorization with RBAC: By implementing Role-Based
Access Control (Role-Based Access Control - A method for regulating
access to computer or network resources based on the roles of individual
users within an organization. (RBAC)), the study ensures that access to
microservices is granted based on predefined roles and permissions. This
enhances security and access control in the PartsCoder® middleware.

e Scalable and Efficient Microservices Deployment: Deploying microser-
vices on Kubernetes - An open-source platform for automating the deploy-
ment, scaling, and management of containerized applications, providing
container orchestration. (K8s) allows Codebeex to scale its services dy-
namically, ensuring optimal resource utilization and high availability. The
study provides a structured deployment strategy using Kubernetes, mak-
ing the system more resilient to failures.
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Standardized Microservices Development with FastAPI: By using FastAPI

to develop microservices, the study demonstrates an efficient, high-performance
framework for building RESTful APIs. This establishes a best-practice ap-
proach for future microservices development at Codebeex.

Centralized Service Discovery with mw-dashboard: A dedicated mi-
croservice, mw-dashboard, has been developed to list and manage all avail-
able microservices in the PartsCoder® ecosystem. This simplifies service
discovery and improves maintainability.

Containerized Deployment with Docker and Kubernetes: The study
establishes a complete DevOps pipeline for containerized microservices
deployment, ensuring seamless integration and automated scaling. Code-
beex can now efficiently manage and deploy its services across multiple
environments.

Performance and Security Evaluation: The study includes an in-depth
analysis of authentication performance, latency, and security vulnerabili-
ties. The insights gained from this evaluation provide recommendations
for further improvements in codebeex microservice security and efficiency.

METHODOLOGY OVERVIEW

To achieve the research objectives, the following methodology is followed:

1.

Microservices Development: Python-based FastAPI microservices are
developed to support independent authentication and business logic.

. Authentication Implementation: JWT-based authentication is integrated,

ensuring stateless and secure user verification.

. Federated Authentication Setup: A Single Sign-On (S5O) mechanism is

configured to allow seamless authentication across all microservices.

Deployment on Kubernetes: All services, including authentication, are
containerized using Docker and orchestrated using Kubernetes.

. Performance Evaluation: Authentication latency, system scalability, and

token security are analyzed to validate the effectiveness of the approach.

"Microservices enable developers to build scalable, flexible systems by break-
ing down complex applications into loosely coupled services, each responsi-
ble for a specific business function.” — Industry Expert
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This study aims to contribute to the domain of scalable authentication in
microservices-based environments, demonstrating how federated authentica-
tion mechanisms can enhance security, scalability, and user experience. By
leveraging Kubernetes for deployment, this work provides a practical and effi-

cient approach for managing authentication in distributed architectures.



Background

In recent years, software development has seen a rapid evolution in method-
ologies and architectures, moving towards systems that prioritize scalability,
fault tolerance, and agility. This shift is largely enabled by the adoption of mi-
croservices architecture, which allows for the decomposition of complex appli-
cations into smaller, independent services. Each service encapsulates a distinct
business capability and can be independently developed, deployed, and scaled.
This chapter provides essential background information on microservices ar-
chitecture, Kubernetes as a container orchestration tool, and an overview of
Codebeex, the organization where I conducted my internship. These elements
are foundational to understanding the scope and objectives of this study.

CopEeBEEX: COMPANY OVERVIEW

Codebeex SRL is a technology-focused company specializing in software de-
velopment, cloud solutions, and IT consulting services. The company empha-
sizes creating scalable, resilient, and high-performing applications that meet
the specific needs of its clients. With a strong emphasis on innovation, Code-
beex prioritizes adopting modern technologies and architectures, including mi-
croservices, containerization, and cloud-native solutions, to deliver reliable and
cutting-edge products [15].

10
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CORE SERVICES AND EXPERTISE

At Codebeex, the primary services span across various aspects of software
development and IT consulting, with a focus on the following:

e Custom Software Development: Codebeex designs and implements soft-
ware solutions that are tailored to client needs, leveraging the latest frame-
works and technologies to ensure performance and scalability [15].

e Cloud Solutions: The company offers comprehensive cloud consulting
and implementation services, aiding clients in transitioning to and opti-
mizing cloud-native infrastructures [15].

e Microservices Development: Codebeex has a proven track record in de-
veloping applications using microservices architecture, allowing clients to
benefit from systems that are modular, maintainable, and highly scalable
[15].

e DevOps Practices: The company integrates DevOps principles to stream-
line software delivery pipelines, incorporating CI/CD pipelines, auto-
mated testing, and monitoring to enhance reliability and accelerate de-
ployment [15].

Codebeex’s commitment to innovation, efficiency, and high standards in

software development aligns with industry best practices and supports the suc-

cessful adoption of microservices and Kubernetes.

INTERNSHIP PROJECTS AND INSIGHTS

During my internship at Codebeex, I contributed to multiple projects that
involved the development of microservices architecture and Kubernetes orches-
tration. One key project focused on building a federated authentication sys-
tem for multi-service applications. This involved configuring microservices to
communicate securely while ensuring seamless user access across services, im-
plemented using JWT-based authentication. The project emphasized security,
user experience, and modularity, allowing users to authenticate once and access
various services without repeated login requirements [1].

Working within Codebeex’s collaborative environment, I had the oppor-
tunity to gain hands-on experience with Kubernetes and Docker, from con-
tainer management to deploying microservices across distributed environments.
Working on DevOps technologies, I learned the intricacies of automated de-
ployment, service orchestration, and the critical role of Kubernetes in enhancing

application robustness and scalability.

11
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MICROSERVICES ARCHITECTURE

Microservices architecture is a modular approach to software design where

applications are constructed as a suite of small, self-contained services. Each

service addresses a specific business requirement and operates independently,

communicating with other services through lightweight mechanisms such as

HTTP or messaging protocols. This architectural style contrasts with traditional

monolithic structures, where all application components are tightly integrated,

resulting in several notable advantages:

Scalability: Individual microservices can be scaled according to their re-
source demands. For example, a high-traffic service can be scaled without
affecting other parts of the application, leading to efficient resource uti-
lization [10].

Resilience: Faults within one service are less likely to cascade and impact
other services, as each service operates independently, thereby enhancing
the fault tolerance of the entire application [7].

Agility: Since microservices are loosely coupled, development teams can
work on different services in parallel. This independence supports shorter
development cycles, quicker feature rollouts, and a streamlined continuous
deployment process [9].

MicROSERVICES IN THE CONTEXT OF CODEBEEX

At Codebeex, microservices are used to build the PartsCoder® middleware,

which consists of the following microservices:

mw-dashboard: Lists all available services in the system.

mw-auth: Handles authentication and JWT token generation.
mw-realm-info: Manages authentication tokens and Odoo server details.
mw-part-mapper: Stores and processes vehicle part data.

mw-photo-shark: Provides image guidelines for vehicle part documenta-
tion.

mw-survey: Manages survey-related functionalities.

Despite its benefits, microservices architecture brings new challenges re-

lated to service orchestration, inter-service communication, and data consistency

across distributed systems [12]. Efficient orchestration is essential to managing

service interactions, scaling, and optimizing resources, which leads to the need

for a robust platform like Kubernetes.

12
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Figure 2.1: PartsCoder® Middleware Architecture at Codebeex SRL

KUBERNETES: A CONTAINER ORCHESTRATION PLAT-

FORM

Kubernetes, an open-source platform developed by Google and maintained
by the Cloud Native Computing Foundation (CNCF), is widely adopted for
orchestrating and managing containerized applications. It provides a compre-
hensive set of features that automate the deployment, scaling, and operation of
applications in containerized environments. Its use is particularly beneficial in
managing the complexities of microservices-based architectures [4]. Through
YAML or JSON configuration files, Kubernetes allows developers to specify the
desired state of their applications, enabling reproducible and reliable deploy-
ments [13].

Core CoMPONENTS OF KUBERNETES

e Pods: The smallest deployable units that encapsulate containers.
e Nodes: Physical or virtual machines that run pods.

e Cluster: A set of nodes managed by Kubernetes.
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e Services: Abstract network endpoints that allow microservices to commu-
nicate.

e Ingress: Manages external access to services within the cluster.

e ConfigMaps and Secrets: Store configuration data and sensitive informa-
tion securely [3].

DEPLOYMENT OF MICROSERVICES ON KUBERNETES

At Codebeex, all microservices are containerized using Docker and deployed

on Kubernetes. This ensures:

e Automated Scalability: Kubernetes can dynamically scale services up or
down based on real-time demand, ensuring that application resources are
optimally utilized [4].

e Self-Healing Capabilities: Kubernetes monitors container health, auto-
matically replacing or restarting failed containers, ensuring the robustness
and resilience of applications [4].

e Service Discovery and Load Balancing: Built-in mechanisms allow ser-
vices to locate each other efficiently, facilitating seamless inter-service com-
munication [13]. Load balancing distributes traffic evenly, enhancing per-
formance and maintaining service availability.

Kubernetes abstracts away much of the infrastructure management burden,
allowing developers to focus on application functionality rather than operational
logistics. Its ability to efficiently manage resources and provide high availability

makes it an ideal choice for deploying and managing microservices [2].

FEDERATED AUTHENTICATION

DEFINITION AND IMPORTANCE

Federated authentication is an identity management approach that enables
users to authenticate once and access multiple services without requiring sepa-
rate credentials. Itis based onindustry standards such as OAuth 2.0 and OpenlD
Connect [6].
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CHAPTER 2. BACKGROUND

ADVANTAGES OF FEDERATED AUTHENTICATION

e Single Sign-On (SSO): Users log in once and gain access to all connected
services.

e Improved Security: Reduces the risk of credential reuse and phishing
attacks.

e User Convenience: Eliminates the need for multiple passwords.

AUTHENTICATION MECHANISMS IMPLEMENTED AT CODEBEEX

In the PartsCoder® middleware, federated authentication is implemented

using:

e JWT-based Authentication: Ensures stateless authentication between mi-
croservices [8].

RovLe-Basep Access ConTrOL (RBAC)

OVERVIEW

Role-Based Access Control (RBAC) is a security model that restricts access to

resources based on predefined roles assigned to users [5].

Key ComroNENTS OF RBAC

e Users: Individuals or entities requesting access to a system.
e Roles: Defined sets of permissions (e.g., admin, user, manager).
e Permissions: Allowed actions (e.g., read, write, delete).

e Policies: Rules that enforce access control.
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2.5. ROLE-BASED ACCESS CONTROL (RBAC)

RBAC IMPLEMENTATION IN PARTSCODER®

RBAC is used in Codebeexs authentication system to manage access control
across microservices. The mw-auth microservice enforces RBAC policies using
JWT claims to ensure users have the necessary permissions.

This background chapter establishes the foundational concepts necessary for
understanding the study’s focus on microservices architecture and Kubernetes.
The microservices approach enables scalable and resilient software applications,
while Kubernetes simplifies the orchestration and management of these dis-
tributed services. Codebeex, as an organization dedicated to modern software
practices, provided a practical setting for applying these technologies, offering
insights into real-world challenges and solutions.

The following chapters will further explore the specifics of deploying mi-
croservices on Kubernetes, with an emphasis on optimization techniques, best

practices, and lessons learned from my experiences at Codebeex.
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Methodology

This chapter elaborates on the methodology employed during my internship
at Codebeex SRL, focusing on the design and implementation of a microser-
vices architecture integrated with federated authentication technologies. The
approach was grounded in agile software development principles and combined
theoretical frameworks with practical applications. The process involved sev-
eral steps, including system design, development, integration, and deployment
using various technologies such as Python, FastAPI, JWT-based authentication,
Kubernetes, and Docker. This chapter outlines the methodology followed to
achieve the goals set for this study. The focus was on creating secure, scalable,
and efficient solutions to handle user authentication across multiple services
within a distributed environment, specifically the PartsCoder® Middleware at
Codebeex SRL.

SyTEM DESIGN

The PartsCoder® survey application follows a microservices architecture,
where individual services are responsible for specific functionalities. The system
architecture is designed to include multiple independent services interacting
with each other through well-defined APIs and streamline the authentication
process. A detailed design approach is adopted to ensure scalability, flexibility,
and efficient communication between services.

The study was designed with the goal of improving secure access manage-
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3.2. SYSTEM ARCHITECTURE

ment in a multi-microservice architecture, leveraging federated authentication
to simplify and streamline the authentication process. The study was structured
into multiple phases, each focusing on a specific aspect of the project:

e Problem Analysis: Identifying the need for federated authentication in

multi-microservice environments to ensure secure and seamless user au-
thentication across different services.

e System Design and Architecture: Architecting a microservices-based
middleware platform for PartsCoder®’s application, incorporating JWT-
based authentication and various inter-service communications.

e Developmentand Implementation: Developing microservices using Python
and FastAPI, implementing JWT authentication, and containerizing the
services using Docker.

e Deployment and Testing: Deploying the services to a Kubernetes cluster,
ensuring scalability, security, and proper communication among services.

e Evaluation: Assessing the security, scalability, and efficiency of the de-
ployed system, including a performance analysis of service interactions.

SYSTEM ARCHITECTURE

The microservices architecture followed a loosely coupled approach, where
each service handled a specific task and communicated with others via APIs.
The middleware was designed to serve the PartsCoder® survey application by
providing a set of RESTful APIs.

Each microservice is designed to be self-contained and independently de-
ployable, ensuring flexibility and scalability. This approach is essential in an
environment where numerous small services handle specific functions, allow-
ing for easier maintenance and scalability [11]. The system is designed using
a Python-based framework, FastAPI, to ensure high performance and asyn-

chronous operations, which are crucial for the microservices environment [14].

FEDERATED AUTHENTICATION

Federated authentication was implemented to enable a user to authenticate
once and access multiple services within the ecosystem.JSON Web Token (JWT)
is a compact, URL-safe token format used for securely transmitting information

between parties as a JSON object. It is digitally signed, ensuring integrity
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CHAPTER 3. METHODOLOGY

and authenticity. JWT was used for secure, stateless authentication, allowing

different microservices to validate user tokens without having to store session

data centrally.

ARCHITECTURE DIAGRAM

The overall architecture of the middleware is represented below:

Service Name | Functionality

mw-dashboard | Lists all available services and their specifications.

mw-auth Handles user authentication and issues JWT tokens.

mw-realm-info | Stores user-specific token and Odoo server details.

mw-part-mapper | Manages vehicle part information.

mw-photo-shark | Provides photo guidelines for parts and vehicles.

mw-survey Manages surveys, allowing users to create and edit them.

Table 3.1: Microservices Overview

TECHNOLOGY STACK

Component Technology Used
Programming Language | Python
Framework FastAPI
Authentication JWT (for secure authentication)
Containerization Docker
Orchestration Kubernetes
Database PostgreSQL

Table 3.2: Key System Components

IMPLEMENTATION PROCESS

The implementation phase consisted of several key steps, as detailed below:

MIiCROSERVICES DEVELOPMENT

The development process was structured into iterative cycles, where each

cycle involved the completion of specific functionalities followed by review and
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3.3. IMPLEMENTATION PROCESS

feedback. Thisiterative process facilitated continuous improvement and allowed

for adjustments based on real-time feedback, ensuring alignment with user

expectations. Each iteration generally followed these steps:

AGILE METHODOLOGY PRACTICES

The following Agile practices were adopted throughout the project:

1.

Sprint Planning: Involved defining the goals and deliverables for the
sprint, selecting user stories from the backlog, and assigning tasks to team
members.

Daily Stand-ups: Short meetings were held daily to discuss progress,
roadblocks, and plans for the day. This promoted transparency and team
collaboration.

. Sprint Review: At the end of each sprint, the completed work was demon-

strated to stakeholders for feedback. This ensured that the team was
aligned with project goals and could adjust as necessary.

Retrospective: The team discussed what went well, what could be im-
proved, and actionable items for the next sprint to enhance efficiency and
communication.

Microservices were developed using Python with the FastAPI framework.

FastAPI was chosen for its efficiency in creating high-performance APIs and

its support for asynchronous programming, which is essential for efficiently

managing multiple requests. The following microservices were implemented:

mw_auth: This service is responsible for user authentication and token
generation. It verifies user credentials and issues JSON Web Tokens (JWT)
for subsequent requests.

mw_dashboard: This service provides an overview of available services
and their status, acting as a central point for service management and
monitoring.

mw_realm_info: It manages and stores user-specific token information
and associated user details, ensuring secure and easy access to the appli-
cation.

mw_part_mapper: This service contains comprehensive details related
to vehicle parts, allowing users to access and manage this information
efficiently.

mw_photo_shark: This microservice offers guidelines and specifications
for vehicle photographs, facilitating a structured approach to managing
Image assets.

mw_survey: It manages the creation, editing, and distribution of surveys,
providing users with tools to collect and analyze feedback effectively.
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Start

Sprint Planning

Daily Stand-ups

Sprint Review

Retrospective

End

Figure 3.1: Agile Methodology Practices Flow

The development of each microservice followed the principles of single re-
sponsibility and loose coupling, ensuring that each service could be developed,
deployed, and scaled independently. This modular design also facilitates easier
debugging and maintenance.

JWT AUTHENTICATION

Each microservice, upon receiving a request, verifies the JWT token sent by
the client. If the token is valid, the service processes the request; otherwise, it
responds with an HTTP 401 Unauthorized status.

from fastapi import Depends, HTTPException, status
from fastapi.security import OAuth2PasswordBearer
3 from jwt import JWTError, decode

5 oauth2_scheme = OAuth2PasswordBearer (tokenUrl="token")

def verify_token(token: str = Depends(oauth2_scheme)):
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3.4. CONTAINERIZATION WITH DOCKER

8 try:

9 payload = decode(token, SECRET_KEY, algorithms=[ALGORITHM])
10 return payload

11 except JWTError:

12 raise HTTPException(

13 status_code=status.HTTP_401_UNAUTHORIZED,
14 detail="Invalid token",

15 )

Code 3.1: JWT Token Verification

The token is sent by the client in the Authorization header, and each mi-
croservice verifies the token before allowing any action. This ensures the in-

tegrity of the authentication process.

CONTAINERIZATION WITH DOCKER

Each microservice was containerized using Docker, which provides the flex-
ibility to deploy and manage services in isolated environments. The Docker

configuration for the mw-auth microservice is outlined below:

1 FROM python:3.9-slim

2

3 WORKDIR /app

4

5 COPY requirements.txt /app/

6

7 RUN pip install -r requirements.txt
)

9 COPY . /app/

10

11 CMD ["uvicorn", "main:app", "--host", "0.0.0.0", "--port", "8000"]

Code 3.2: Dockerfile for mw-auth Service

This configuration builds a Docker image for the mw-auth service, installing
the necessary dependencies and running the FastAPI application using uvicorn
as the ASGI server.
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DerLOYMENT USsING KUBERNETES

The deployed microservices were orchestrated with Kubernetes, which pro-

vides scalability, load balancing, and automated deployment management.

KUBERNETES SETUP

The Kubernetes setup consisted of several components:

e Pods: Each microservice was deployed as an individual pod.

e Services: A service was defined for each microservice to expose its end-
points and enable communication between them.

e Ingress: A Kubernetes ingress resource was set up to manage external
access to the services.

1 apiVersion: vl

> kind: Service

3 metadata:

4 name: mw-auth-service
5 sSpec:

6 selector:

7 app: mw-auth

8 ports:
9 - protocol: TCP
10 port: 80

11 targetPort: 8000

Code 3.3: Kubernetes Service for mw-auth

This configuration ensures that the mw-auth service can be accessed internally

by other services via a Kubernetes service.

AUTO-SCALING

The Kubernetes cluster was configured to automatically scale the pods based
onresource utilization. This ensured that the system could handle varying loads
effectively.

1 apiVersion: autoscaling/v2
kind: HorizontalPodAutoscaler

N

3 metadata:

4 name: mw-auth-hpa
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5 spec:
6 scaleTargetRef:

7 apiVersion: apps/vl
8 kind: Deployment

9 name: mw-auth

10 minReplicas: 1

11 maxReplicas: 10

12 metrics:

13 - type: Resource

14 resource:

15 name: cpu

16 target:

17 type: Utilization

18 averageUtilization: 50

Code 3.4: Kubernetes Horizontal Pod Autoscaler for mw-auth

The next chapter discusses the results of the system’s deployment, including

performance metrics and security evaluations.

CONTAINERIZATION AND DEPLOYMENT WITH KUBERNETES

To facilitate deployment and scaling, all microservices were containerized
using Docker. The use of Docker allows for consistent environments across
development, testing, and production stages. The containerization process in-

volved the following steps:

1. Creating Docker Images: Each microservice was packaged into a Docker
image with all necessary dependencies defined in a Dockerfile. This file
specifies how the image should be built, including the base image, the
installation of libraries, and the command to run the service.

2. Kubernetes Configuration: Deployment configurations were created us-
ing YAML files, specifying resource requirements, replica counts, and
service definitions. This includes defining Deployments to manage the
desired state of applications and Services for enabling communication
between pods.

3. Service Discovery: Kubernetes facilitates service discovery, allowing mi-
croservices to communicate with each other seamlessly through internal
DNS. Each service can be accessed by its name, eliminating the need for
hard-coded IP addresses.

4. Load Balancing: Kubernetes provides built-in load balancing capabilities,
ensuring trafficis evenly distributed across service instances. This prevents
any single instance from becoming a bottleneck, improving the overall
performance of the application.

24



CHAPTER 3. METHODOLOGY

5. Persistent Storage: For services that require persistent data storage, such
as the mw_realm_info service, Kubernetes volumes were used to ensure
data persistence beyond the lifecycle of individual pods.

The following YAML snippet provides an example of a Kubernetes deploy-

ment configuration for the mw_auth microservice:

1 apiVersion: apps/vl
2> kind: Deployment

3 metadata:

4 name: mw-auth

5 spec:

6 replicas: 3

7 selector:

8 matchLabels:

9 app: mw-auth

10 template:

11 metadata:

12 labels:

13 app: mw-auth
14 spec:

15 containers:

16 - name: mw-auth

17 image: codebeex/mw-auth:latest

18 ports:

19 - containerPort: 80

20 env:

21 - name: SECRET_KEY

2 value: "mysecretkey"

Code 3.5: Kubernetes Deployment Example

TESTING STRATEGY

Testing was an integral part of the development process, ensuring that each
microservice functioned correctly and met performance expectations. The test-
ing strategy included:

1. Unit Testing: Individual components of each microservice were tested
to verify their functionality using testing frameworks. Unit tests focused on
specific functions and methods to ensure they produced expected results.

2. Integration Testing Integration tests were conducted to evaluate the in-

teraction between different microservices. These tests confirmed that services
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could communicate correctly and that data was shared seamlessly across the
architecture.

3. End-to-End Testing: End-to-end tests simulated real user scenarios to
validate the entire application flow, from user authentication to data retrieval
across multiple services.

4. Load Testing: Load testing was performed to assess the system’s perfor-
mance under various traffic conditions.

The comprehensive testing strategy ensured that the final deployment was
robust, efficient, and capable of handling real-world usage scenarios.

MONITORING AND LOGGING

To ensure the continuous performance, reliability, and stability of the mi-
croservices architecture, a comprehensive monitoring and logging system was
put in place. This system allowed for proactive identification of issues, efficient
troubleshooting, and the ability to track the system’s health and operational
metrics in real-time. The implementation of effective monitoring and logging
mechanisms was crucial for the success of the project, as it enabled the team to
maintain high service availability and performance standards. The following

strategies were implemented:

CENTRALIZED LOGGING

One of the key strategies for effective monitoring was the implementation of
centralized logging. All microservices were configured to forward their logs to
a centralized logging platform, enabling the development and operations teams
to access and analyze logs from a single location, regardless of the number of

microservices running or the complexity of the system.

PERFORMANCE MONITORING

Another critical aspect of ensuring the reliability and efficiency of the de-
ployed system was real-time performance monitoring. Tool such as Kubernetes
Dashboard were integrated into the environment to provide a comprehensive
view of the operational health of each microservice and the underlying infras-

tructure.

26



CHAPTER 3. METHODOLOGY

e Kubernetes Dashboard:Since the system was deployed on a Kubernetes

cluster, the Kubernetes Dashboard was also used to monitor the health
of the individual pods, deployments, and nodes within the cluster. It

provided a high-level overview of the systems state, allowing the team
to quickly identify any issues with containerized services, such as pod
crashes, failed deployments, or resource exhaustion.

— Response Time: The average time taken to process requests, which
allowed for the identification of any latency issues that could affect
user experience.

— Error Rates: The frequency of errors encountered across the system,
such as 4xx or 5xx HTTP errors. Monitoring error rates allowed for the
immediate detection of problems, including authentication failures
or service crashes.

— Resource Utilization: The consumption of CPU, memory, and disk
space by each microservice, which helped ensure that no service
was overburdened or starved of resources. High resource utilization
could indicate potential scaling issues or inefficient code.

— Service Uptime: Real-time monitoring of the availability of the ser-
vices, ensuring that any service downtime or unresponsiveness was
immediately flagged.

By continuously tracking these metrics, the team could assess the overall
health of the microservices architecture and identify performance bottle-
necks, ensuring that the system met the expected performance standards.

With Kubernetes Dashboard, the team had full visibility into both the
application layer (microservices) and the infrastructure layer (Kubernetes
cluster), facilitating a more holistic approach to performance monitoring.

BENEFITS OF MONITORING AND LOGGING

The implementation of robust monitoring and logging mechanisms played

a crucial role in ensuring the efficiency, reliability, and maintainability of the

microservices-based system. These strategies provided valuable insights into

system performance, resource utilization, and potential failure points, enabling

the development and operations teams to proactively address issues before they

could negatively impact the end users. The key benefits of these monitoring and
logging mechanisms are outlined below:

e Proactive Issue Detection: One of the primary advantages of real-time

monitoring and logging was the ability to detect performance degrada-

tion, failures, or bottlenecks before they escalated into critical incidents.

By continuously collecting and analyzing system metrics such as CPU us-
age, memory consumption, request latency, and error rates, the system was
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able to identify anomalies early. Automated alerts ensured that the devel-
opment and operations teams were notified of unusual behavior, allowing
them to take preventive measures before the issue affected system avail-
ability. This proactive approach significantly reduced system downtime
and improved the overall user experience.

o Faster Troubleshooting and Debugging: Centralized logging provided
a structured and efficient way to collect logs from all microservices in a
single repository, making it easier to track and analyze system events. In-
stead of manually searching for logs across multiple servers or containers,
developers could use tools like Elasticsearch and Kibana to query logs,
filter results, and visualize patterns. This streamlined debugging process
enabled faster identification of the root causes of errors, reducing the mean
time to resolution (MTTR). Furthermore, structured log data, including re-
quest traces, timestamps, and error codes, helped in reproducing issues
accurately and applying targeted fixes.

e Optimized Resource Management: Continuous performance monitor-
ing allowed for dynamic resource allocation based on real-time system
demands. By tracking CPU and memory utilization of each microser-
vice, the system could detect underutilized resources, preventing over-
provisioning and reducing unnecessary operational costs. Conversely, if
a microservice exhibited high resource consumption, alerts could trig-
ger autoscaling mechanisms to allocate additional resources dynamically,
ensuring smooth system operation during traffic spikes. This level of re-
source optimization led to improved cost efficiency and enhanced system
scalability.

e Improved System Reliability and Availability: The combination of real-
time monitoring, alerting, and centralized logging ensured that system re-
liability was maintained at a high standard. Monitoring tools like Grafana
and Kubernetes Dashboard provided a comprehensive overview of the
systems health, enabling teams to identify trends and predict potential
failures. Additionally, automated alerting mechanisms ensured that ser-
vice disruptions were promptly addressed, minimizing their impact on
users. With these monitoring strategies in place, the system was able to
recover quickly
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Results

This chapter presents the results obtained from the implementation of
microservices and federated authentication technologies during the in-
ternship at Codebeex SRL. The outcomes are organized into several sec-
tions, highlighting the performance of the microservices architecture, the
effectiveness of the federated authentication system, user feedback, and
key performance metrics. The chapter also includes tables and figures to
visually represent the findings.

MICROSERVICES PERFORMANCE

The microservices architecture was designed to enhance scalability, main-
tainability, and overall performance. Each microservice was developed
and deployed independently, allowing for efficient resource utilization
and load management. The following subsections detail the performance
metrics collected during testing.

RespoNse TIME ANALYSIS

The response time of each microservice was measured under varying load

conditions. The tests simulated different numbers of concurrent users
accessing the services to evaluate how the architecture scaled. The results

are summarized in Table 4.1.

The data indicates that all microservices maintained acceptable response
times even under high load, with the mw_auth service exhibiting the
highest latency due to the additional overhead associated with user au-
thentication and token generation.
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Microservice 1 User (ms) | 10 Users (ms) | 100 Users (ms)
mw_auth 120 150 300
mw_dashboard 80 90 180
mw_realm_info 95 120 250
mw_part_mapper | 70 75 160
mw_photo_shark | 85 100 220
mw_survey 110 135 280

Table 4.1: Response time analysis of microservices under different load condi-
tions

ERROR RATE ANALYSIS

In addition to response times, the error rates of the microservices were
analyzed during the load testing phase. The results are presented in Table

4.2.
Microservice 1 User | 10 Users | 100 Users
mw_auth 0% 0% 2%
mw_dashboard 0% 0% 1%
mw_realm_info 0% 1% 3%
mw_part_mapper | 0% 0% 1%
mw_photo_shark | 0% 0% 2%
mw_survey 0% 1% 4%

Table 4.2: Error rates observed during load testing

The *mw_auth** service demonstrated an increase in error rates under
heavy load, primarily due to the strain on the authentication process,

while other services maintained a low error rate.

FEDERATED AUTHENTICATION EFFECTIVENESS

The effectiveness of the federated authentication system was assessed
through user testing and feedback. The authentication flow was designed
to streamline user experience while ensuring security. Key findings in-
clude:

UsEer ExPERIENCE FEEDBACK

A survey was conducted among users to evaluate their experience with the
authentication process. The survey included questions about ease of use,
perceived security, and overall satisfaction. The results are summarized in
Figure 4.1.
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Figure 4.1: User feedback on federated authentication experience

The feedback indicated that 85% of users found the authentication pro-
cess straightforward, and 90% felt secure using the system. This high

level of satisfaction reflects the effectiveness of the JWT-based authenti-
cation mechanism and the overall design of the federated authentication
workflow.

AUTHENTICATION LATENCY

The latency introduced by the authentication process was measured to en-
sure that it did not negatively impact the user experience. The average time
taken for users to log in and receive their JWT token was approximately
150 ms, as shown in Table 4.3.

User Count | Average Login Time (ms) | Token Generation Time (ms)
1 120 30
10 140 30
100 160 35

Table 4.3: Authentication latency during user login

The results indicate that the authentication latency remains consistent
even with an increasing number of concurrent users, ensuring that the
user experience is not adversely affected.

KeY PERFORMANCE METRICS

In addition to response times and error rates, several key performance
metrics were tracked to evaluate the overall health of the microservices
architecture. These metrics included CPU and memory usage.

The CPU and memory usage data demonstrate that all microservices oper-
ated within acceptable limits, with peak usage occurring during periods of
high load. The microservices architecture effectively managed resources,
highlighting the efficiency of the implemented design.

SUMMARY OF RESULTS

The results of the implemented microservices and federated authenti-
cation technologies showcase their effectiveness in achieving the desired
goals of scalability, performance, and user satisfaction. The comprehensive
analysis of response times, error rates, user feedback, and system metrics
reflects a robust and efficient system capable of handling the demands of
the application environment.
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Conclusion

This chapter concludes the study conducted during the internship at
Codebeex SRL, focusing on federated authentication technologies within a
multi-microservice architecture. It synthesizes the findings, emphasizing
the significance of microservices architecture, JWT-based authentication,
and containerization technologies in building scalable and secure middle-
ware systems. Additionally, the chapter outlines the contributions of this
study to addressing existing gaps in federated authentication solutions.

Key FINDINGS

The study successfully developed a comprehensive Middleware system,
integrating eight specialized microservices tailored to meet distinct func-
tional requirements. These include:

mw-dashboard: A centralized interface for accessing all available
services.

mw-auth: Facilitates secure user authentication and token issuance.

mw-realm-info: Manages user-specific tokens and service configura-
tions.

mw-part-mapper and mw-photo-shark: Handle domain-specific re-
quirements, such as vehicle part management and photo guidelines.

The adoption of JSON Web Tokens (JWT) ensured secure, stateless commu-
nication between microservices. This approach minimized performance
overhead and eliminated the need for centralized session storage, aligning
with the scalability requirements of the microservices model.
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TECHNOLOGICAL CONTRIBUTIONS

The implementation of Kubernetes and Docker played a pivotal role in
deploying and managing the containerized microservices. Kubernetes
features such as automated scaling, self-healing, and service discovery
streamlined the operational workflow and enhanced system reliability.
The use of Python FastAPI for microservice development demonstrated
its efficiency in creating lightweight, high-performance REST APIs, further
strengthening the Middleware’s architecture.

ADDRESSING GaPs IN EXISTING SOLUTIONS

This study addressed several challenges associated with federated authen-
tication in multi-microservice environments:

— Token Lifecycle Management: By leveraging JWT, the system en-
abled efficient token issuance and validation across services.

— Inter-Service Security: Secure inter-service communication was en-
sured through token-based authentication, preventing unauthorized
access.

— System Scalability: The modular design and containerization sup-
ported seamless scaling of individual services.

Despite these advancements, the study recognizes the ongoing need for
further refinement in areas such as advanced authentication protocols and
dynamic load balancing to improve system robustness and efficiency.

FuTture DIRECTIONS

The results of this study pave the way for future exploration in federated

autlflesirltication and microservices architecture. Potential areas of focus
include:

— Integration of advanced protocols such as OAuth 2.0 and OpenlD
Connect to enhance interoperability.

— Adoption of distributed tracing tools to monitor and optimize inter-
service communication.

— Implementation of dynamic resource allocation mechanisms to fur-
ther enhance scalability.
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5.5. SIGNIFICANCE AND IMPACT

SIGNIFICANCE AND IMPACT

From an academic perspective, this study bridges theoretical concepts
and practical implementation, providing a scalable framework that can be
adapted to similar use cases. For Codebeex SRL, the Middleware system
underscores the companys commitment to innovation, modularity, and
security, strengthening its position as a leader in developing cutting-edge
software solutions.

In conclusion, the findings of this study contribute meaningfully to the

field of federated authentication in multi-microservice environments. The
proposed solutions and methodologies address critical challenges while

laying the groundwork for future advancements, ensuring the Middleware
remains aligned with evolving industry standards and requirements.
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