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Learn from yesterday, live for today, hope for tomorrow. The important
thing is not to stop questioning.
Albert Einstein
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Abstract

This thesis explores the field of visual anomaly detection within the context of Tiny Machine
Learning (TinyML), focusingon theoptimizationof existingmodels for deploymenton resource-
constrained edgedevices. Webeginbybenchmarking several state-of-the-art unsupervisedVAD
models,such as PaDiM and PatchCore,on popular datasets like MVTec, ViSA, and Real-IAD.
These benchmarks provide a performance baseline for comparison. We then explore how these
models behave when trained on noisy or contaminated data. Finally, we apply specific opti-
mizations to improve the models’ performance on edge devices. These include simplifying
distance calculations for PaDiM and applying quantization techniques to reduce memory us-
age in PatchCore. Our results show that it is possible to significantly improve the efficiency of
these models without heavily impacting the performance of the original models, making them
more suitable for real-world deployment on low-resource devices.
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1
Introduction

Anomaly detection has become a central issue in the industry over the last years. In fact, the ne-
cessity of identifying the presence of an imperfection during production has become essential
in order to guarantee an efficient quality control, along with classifying the type of anomaly
detected. IAD, which supports image anomaly detection, has been identified as one of the
most effective methods of doing so, since it provides a quick and reliable way for analyzing the
final product anomalies directly on the production line, at least on paper. Multiple variations
and models for IAD have been developed over time, each with its own issues and challenges,
but almost all of these share one common issue: labeled data. As we all know, in the field of
Machine Learning and, more importantly, Deep Learning, the need for bigger datasets has be-
come a challenging issue more and more, since the performance of both machine learning and
deep learningmodels is heavily influenced by the size and accuracy of the datasets used. On top
of that, the resources needed to create accurate and large enough datasets are substantial. One
way to tackle this is to adopt either self-supervised or unsupervised methods.
Unsupervised learning has emerged as a compelling approach in this context, particularly

for visual anomaly detection (VAD). In contrast to supervised methods, unsupervised VAD
can be trained solely on normal data, enabling the detection of deviations without requiring
costlymanual labelingof anomalies. This paradigmshift is crucial in industrial scenarios,where
anomalous samplesmay be rare, diverse, and difficult to annotate. At the same time, suchmod-
els must be efficient and fast enough to support real-time decision-making processes directly
on the factory floor, which often involves using constrained hardware like micro controllers or
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embedded processors.
In recent years, the growing field of Tiny Machine Learning (TinyML) has aimed to bring

machine learning capabilities to such resource-limited edge devices. While much progress has
been made in optimizing traditional classification or regression models for the edge, adapting
complex computer vision tasks such as VAD still poses several technical challenges. Most state-
of-the-art VAD models rely on deep convolutional networks that are too heavy for real-time
inference on tiny devices. Hence, there is a pressing need to explore new optimization strate-
gies, such as quantization, that can reducememory usage and inference timewhilemaintaining
robust anomaly detection performance.
This thesis contributes to this area by benchmarking a set of well-known unsupervised VAD

models across multiple datasets and lightweight backbones, and by proposing and evaluating
model-specific optimizations tailored for the TinyML setting. In particular, we focus on im-
proving the efficiency of PaDiM and PatchCore, two popular methods with promising detec-
tion performance but high computational demands. Additionally, we explore novel training-
time and inference-time optimizations such as diagonal covariance estimation, product quanti-
zation, and batched coreset selection to significantly reduce the models’ memory and compute
footprint.
Our contributions can be summarized as follows:

• Wecompare state of the artVADmodels, providing abenchmarkbaseline forVADmeth-
ods by evaluating using the MVTec, ViSA and Real-IAD datasets;

• We test the same VADmodels in the contaminated dataset scenario, focusing ourselves
on the MvTec dataset;

• We design and implement a set of targeted optimizations for the PaDiM and PatchCore
models to adapt themmore effectively for TinyML deployment;

• We compare the optimizations applied to the originally proposed models;

Through this work, we aim to bring VAD one step closer to real-world deployment in con-
strained environments, where efficiency, reliability, and autonomy are paramount.

2



2
RelatedWork

Over the last few years several approaches have been made to tackle the Anomaly detection is-
sue, each method and approach with its own benefits and downsides. The visual approach to
anomaly detection is one of themost commonly studied in literature, in which a good number
of VADmodels were proposed.
Thesemethods can be categorized into twomain types: feature based and reconstruction based
methods . The first type of models exploit the usage of a deep learning network for extracting
meaningful features from the given image, and based on the embeddings extracted these mod-
els are trained to infer whether or not the sample is anomalous or not. Reconstruction based
methods are instead generative type networks, that are trained with a dataset of normal images,
and then use the inferred image (for a given category) to compare with a given sample (normal
or anomalous that can be) and based on the comparison determines whether or not input sam-
ple is normal.
Most, if not all, of the state of the art VAD models are trained through an unsupervised ap-
proach (as opposed to the classical supervised training strategy) so as to undercut the dataset
labeling cost, which for the dataset dimensions we need can be very expensive. Thus, both
feature-based and reconstruction based models are trained using a batches of normal images
(which are easy to obtain), from those batches learn the features that characterize a normal sam-
ple (feature-based), or build a probability distribution that models the distribution of normal
images for that dataset
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2.1 VADModels

Various unsupervised strategies have been devised that do not require the usage of labeled data,
but instead a simple batch of normal images. In this thesis we care particular attention to the
PaDiM [6], PatchCore [4], CFA [7] and STFPM [8] models.
All of these models are feature extraction based models, which means that they rely on the us-
age of a deep neural network (most commonly a CNN) to extract meaningful features from
the input image, process them into a set of embeddings and then work with these in order to
perform the classification and compute an anomaly score.
PaDiM (Patch DistributionModeling) [6] is a deep feature-based method for unsupervised vi-
sual anomaly detection and localization that leverages the representational power of pretrained
convolutional neural networks (CNNs), such as ResNet[9] (and also other image recognition
models as we will see later on), to extract multi-scale feature embeddings from normal images.
Unlike global feature approaches, PaDiM models the distribution of patch-wise features by
fitting a multivariate Gaussian distribution to each spatial location in the feature map across
the training set. During inference, anomaly scores are computed using the Mahalanobis dis-
tance between the test image’s features and the learned Gaussian parameters. This patch-level
probabilistic modeling enables accurate detection and precise localization of both structural
and texture-based anomalies. PaDiMhas demonstrated competitive performance on industrial
benchmarks such asMVTecAD [1][10], establishing itself as a strong baseline in theVAD liter-
ature. Refer to the original paper [6] for more details about the experiments setup and results.
PatchCore, proposed [7], advances patch-based anomaly detection by combining a memory-
efficient core-set sampling mechanism with deep feature embeddings from pretrained CNN
backbones. The method extracts high-dimensional patch-wise features from normal images
and retains a compact subset using greedy coreset selection tominimize redundancy. Anomaly
detection is performed by computing the nearest-neighbor distance between test patches and
the memory set in the feature space. This strategy balances performance and computational
cost, enabling scalable anomaly detection with limited memory. Along with PaDiM, Patch-
Core achieves state-of-the-art results on MVTec AD and is particularly notable for its simplic-
ity and high accuracy without requiring fine-tuning.
Anothermodel CFA (Coupled-hypersphere-based Feature Adaptation ), introduced in [11], is
another feature-basedmethod that uses applies a transfer-learning approach on a given training
dataset with the goal of reducing the bias genereated from the pre-trainedCNNnetworks used
for feature extraction [11].
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STFPM (Student-Teacher Feature Pyramid Matching) is a knowledge distillation-based ap-
proach to visual anomaly detection proposed in [8]. It employs a teacher network (typically
a fixed pretrained CNN) to generate multi-scale feature representations from normal images,
which a student network is trained to mimic. During inference, discrepancies between teacher
and student features,especially in a pyramid-like, multi-scale structure,serve as indicators of
anomalies. This framework avoids complex probabilistic modeling and leverages the assump-
tion that the student canonly approximatenormalpatterns. STFPMis efficient and lightweight,
making it suitable for real-time and resource-constrained environments, while maintaining
competitive performance on anomaly localization tasks.

2.2 PaSTE

This thesis also takes inspiration from the work done in the paper [12]. The paper address
the pressing challenge of enabling visual anomaly detection (VAD) on edge devices with con-
strained computational andmemory resources. Theirwork introduces a comprehensive bench-
mark of lightweight neural networks for anomaly detection using theMVTec dataset, and pro-
poses a novel method named Partially Shared Teacher-Student (PaSTe), a resource-efficient
variant of the well-known STFPM approach. By reusing initial layers between teacher and stu-
dent models, PaSTe significantly reduces training memory (up to 76%) and inference complex-
ity, while maintaining comparable or even improved detection performance. Their findings
underscore the viability of deploying feature-based VAD models on edge platforms, reinforc-
ing the importance of architectural optimizations inTinyMLapplications. This alignswith the
goals of this thesis, which explores efficient deep learning strategies for reliable visual anomaly
detection in constrained environments.

2.3 Product Quantization

ProductQuantization (PQ), introduced by Jégou et al. [13], is a vector quantization technique
widelyused for efficient approximatenearest neighbor (ANN) search inhigh-dimensional spaces.
PQworksbydecomposing theoriginal feature space into aCartesianproduct of low-dimensional
subspaces and quantizing each subspace separately. This reduces the memory footprint of fea-
ture vectors while enabling fast distance computations in compressed form.
Compared to scalar quantization or traditional vector quantization, PQ achieves a better trade-
off between compression rate and retrieval accuracy, making it particularly useful in large-scale
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image retrieval and similarity search systems. The encoding is typically implemented via k-
means clustering on each subspace, and distance computations are accelerated using precom-
puted lookup tables.
Subsequent enhancements to PQ have been proposed to improve accuracy and adaptability.
Optimized Product Quantization (OPQ) [14] applies a rotation to the data before quantiza-
tion to better align the subspaces with the data distribution. Additive Quantization (AQ) and
Composite Quantization (CQ) [15], [16] further generalize the PQ framework by relaxing the
independence assumption between subspaces to enhance approximation quality.
In TinyML and edge scenarios, where both memory and computation are constrained, PQ of-
fers a viable strategy for compressing high-dimensional embeddings, such as those from neural
networks, without significantly degrading performance.

2.4 Benchmark Datasets

To further evaluate the effectiveness of the above mentioned anomaly detection models, sev-
eral benchmark datasets are widely used.MVTec AD is a standard dataset for industrial visual
anomaly detection, containing high-resolution images across various object and texture cate-
gories, with both localized and global anomalies. VisA, a more recent benchmark, focuses on
fine-grained anomalies in real-world grocery product images under diverse conditions, promot-
ing research into scalable and robust VAD systems. RealIAD (Real-world Industrial Anomaly
Detection), in contrast, presents a large-scale collection of real industrial defects with greater
variability and noise, reflecting real deployment challenges. These datasets serve as critical tools
for benchmarking performance and generalization in anomaly detection research. Most mod-
els we have explored during the research of this thesis were already tested and evaluated using
the MVTec [1] [10] dataset for the performance benchmark.
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3
Benchmark Baseline for IADDatasets and

Models

As mentioned in 3 various models and approaches that tackle the VAD issue already exist in
literature, so before we can try any type of optimizations we first need a baseline benchmark
of these models. The first contribution of this thesis is to take these models and extend their
performance benchmarks to a multitude of datasets and backbones for the image level feature
extraction.In the PaDiM [6], PatchCore [4], CFA [11] and STFPM[8] original papers the
performance measures where given based on the MVTec dataset [1] [10]. Here we expand
the datasets pool with the Real-IAD [17] and ViSA [3] datasets and also expand the range of
backbones used for the respective Image feature extraction components. In particular we will
make use of MobilenetV2 [18], ResNet [9], WideResnet [19], Phinet [20], McuNet [21].
This set of benchmarks will act as the baseline for the optimizations applied to the PaDiM and
PatchCore models that we will explore later in this thesis.

3.1 MVTec Dataset

TheMVTec dataset is probably among the most popular VAD dataset used in Anomaly detec-
tion research field. This is the same dataset used in the VAD original papers ( [6], [12], [7],
[8]) for the experiments. The dataset is composed of approximately 5,354 high‑resolution im-
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ages across 15 object categories, which is already split into training set and test set, with 3,629
defect-free images for the first and 1,725 images (both defect-free and defective) for the second.
The datasets includes the following object categories:

• bottle

• cable

• capsule

• carpet

• grid

• hazelnut

• leather

• metal_nut

• pill

• screw

• tile

• toothbrush

• transistor

• wood

• zipper

Please refer to the original MVTec papers [1] [10] for more details on the dataset.

3.2 Real-IADDataset

The Real-IAD dataset is a collection of images representing a set of objects with anomalies,
spanning through various object categories. The Real-IAD dataset aims at providing more
real-world industrial-related multi-view images. The benchmarks on this dataset will evaluate
the performance of themodels in amore industrial scenario. It is composed of 151,050 images
of 30 diverse object categories, of which 99,721 normal and 51,329 anomalous. TheReal-IAD
dataset includes the following categories:
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Figure 3.1: MVTec Dataset Entries Examples. Source: [1]

• audiojack

• bottle_cap

• button_battery

• end_cap

• eraser

• fire_hood

• mint

• mounts

• pcb

• phone_battery

• plastic_nut

• plastic_plug

• porcelain_doll

• regulator
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• rolled_strip_base

• sim_card_set

• switch

• tape

• terminalblock

• toothbrush

• toy

• toy_brick

• transistor1

• u_block

• usb

• usb_adaptor

• vcpill

• wooden_beads

• woodstick

• zipper

Figure 3.2: RealIad Dataset Entries Examples. Source: [2]

This dataset is the largest we have in our benchmarks, and acts as a very good dataset for real
world scenario performance or the VADmodels and their optimizations.
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3.3 ViSA Dataset

This is another IAD dataset comprehending a collection of images of objects with anomalies,
composed of 10,821 high-res images across 12 object categories, with 9,621 normal and 1,200
defective samples . For the full details about the contents of the dataset, refer to the original
paper [3]. Again, refer to the dataset paper for more details about its content [3]. The images
are split into the following categories:

• candle

• capsules

• cashew

• chewinggum

• fryum

• macaroni1

• macaroni2

• pcb1

• pcb2

• pcb3

• pcb4

• pipe_fryum

3.4 Feature Extraction Backbones

Each VAD model we will explore during this thesis are embedding similarity or feature-based
[12]models, thus they rely on a feature extraction approach applied onto the images in order to
determinewhether or not these are anomalous or not. The feature extraction part of themodel
is entirely handled by a pre-trained deep learning network (most commonly a CNN type) that
handles the feature and embedding extraction from the images. Along with testing different
datasets, what we want to test is also how different backbones can function with the different
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Figure 3.3: VisA Dataset Entries Examples. Source: [3]

models. Every model we presented use a feature extractor to, as the name says, extract patch
features from every image, to then be converted to embeddings that can be later used by each
model in its own way. The main idea is to try and exploit existing deep learning models for
image recognition and perform Layer selection [12]). This process consists of basically sepa-
rating the layers of the CNN used for image recognition and exploit only the output features
from a given selection of those layers. This processmainly benefits not only performance, since
we do not need to rely on the entire deep neural network to extract the features needed, and
these are usually quite deep and complex CNN based architectures composed several million
of parameters, but also allows us to select ”lower” or ”higher” level features, which can work
worse or better, depending on the scenario for the task at hand.
The models used for the benchmarks are the following:

• MobileNet V2 [18];
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• MicroNet [22];

• McuNet [21]

• PhiNet [20]

• ResNet [9]

The test were initially supposed to be also run using theWideResNet, unfortunately due to
the dataset size the hardware was not able to run all the tests successfully. In addition to that,
the few test test that were run, show a substantial increase or resource usage, hence concluding
that the WideResnet was definitely not suited in a TinyML scenario.

3.5 Benchmark Setup

Here we go over hole list of benchmarks run. For every VADmodel:

• PaDiM [6]

• PatchCore [7]

• CFA [11]

• STFPM [8]

we want to benchmark their performance for each category from the following datasets:

• MVTec Dataset [1][10]

• Real-IADDataset [2]

• ViSA Dataset [3]

All of these configurations will be tested on every mentioned backbone model with the fol-
lowing activation layers:

Backbone MobileNet V2 McuNet MicroNet PhiNet ResNet18

AD Layers [1, 2, 3] [3, 6, 9] [2, 4, 5] [2, 6, 7] [1, 2, 3]

Table 3.1: Backbone AD Layers for benchmark

The samples from each dataset were resized from the their respective original resolution
down to a (224, 224) resolution, no other pre-processing was applied onto the images.
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3.6 PerformanceMetrics

For the benchmarks we will be evaluating the models based on the following metrics:

• Image Level F1 Score: The image-level F1 score measures the harmonic mean of pre-
cision and recall for image-wise anomaly detection. It is calculated by thresholding the
predicted image anomaly scores to classify each image as normal or anomalous, then
comparing these predictions to the ground truth image labels. A higher image-level F1
score reflects a better balance between correctly detected anomalies and false positives at
the image level.

• Image Level AUROC Score: The image-level AUROC (Area Under the Receiver Op-
erating Characteristic curve) score is a metric used to evaluate the performance of an
anomaly detection model at the image level. It measures the model’s ability to distin-
guish between normal and anomalous images by plotting the true positive rate against
the false positive rate at various threshold settings. A higher AUROC score indicates
better discrimination capability, with a value of 1.0 representing perfect separation and
0.5 indicating random guessing.

• Pixel Level F1 Score: The pixel-level F1 score quantifies the balance between precision
and recall for pixel-wise anomaly segmentation. It is obtained by thresholding the pre-
dicted anomalymaps to generate binary segmentationmasks and comparing them to the
ground truth masks for each pixel. A higher pixel-level F1 score indicates more accurate
and reliable segmentation of anomalous regions.

• Pixel Level AUROC Score: The pixel-level AUROC (Area Under the Receiver Op-
erating Characteristic curve) score evaluates the model’s ability to distinguish between
normal and anomalous pixels across all test images. It is computed by comparing the
predicted anomalymap values to the ground truth segmentationmasks at the pixel level.
A higher pixel-level AUROC indicates better pixel-wise discrimination, with 1.0 repre-
senting perfect separation and 0.5 indicating random performance.

the image level scoreswill helpus determinewhether or not themodel correctly distinguishes
between normal from abnormal samples, while the pixel level scores give us a measure of how
accurately the model is able to identify the anomaly within the image.
AUROC (AreaUnder theReceiverOperatingCharacteristic curve)measures themodel’s abil-
ity to distinguish between classes across all possible thresholds. At the image level, it evaluates
how well the model separates normal and anomalous images; at the pixel level, it assesses the
separation of normal and anomalous pixels. AUROC is threshold-independent and summa-
rizes performance over all possible decision boundaries.
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F1 Score is the harmonicmean of precision and recall at a specific threshold. At the image level,
it reflects the balance between correctly detected anomalous images and false positives after bi-
narizing predictions. At the pixel level, it measures the accuracy of segmentation by comparing
predicted and ground truth masks after thresholding. F1 is threshold-dependent and focuses
on the chosen operating point.

3.7 Benchmark Results

Following up we will see the results of the benchmarks divided mainly by the various dataset.
Due to the extremely large amount possible combinations between the dataset classes and the
backbones available for the feature extractor, we will show the results only for the most rep-
resentative category from each dataset, for more detailed results see the 10 section. The main
goal is to firstly try and replicate the experimental result found in the respective models papers,
using then the same hyperparameter, at least for the existing setups.

Note: that the results may vary depending on the development setup as it is subject to different
library version and in general different development and experimental environment given by
different hardware used.
The following plots show the performance metrics (F1 Image score, F1 Pixel score, Image AU-
ROC score and Pixel AUROC score) for PaDiM [6], PatchCore [4], CFA [11] and STFPM
[8] respectively.

3.8 Observations

The first thing to notice how the models perform on the three different datasets: on both the
MVTec [1] [10] and VisA [3] we notice good performance across all models and backbones,
while (almost) all models struggle in terms of both image level and pixel level classification, this
may an indication of how VADmodels are still far from been viable in real world applications.
What is evident from plots 3.4, 3.5, 3.6 and 3.7 is that all 4 models show a low F1 Pixel-Level
score performance on Real-IAD dataset when compared to the datasets and metrics . This
difference in performance is most likely due to the type of objects that the Real-IAD dataset
is composed of, thus highlighting a potential bias of the models towards certain categories of
items to classify.
Another fact we can notice is how the different backbones perform: the MicroNet [22] back-
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Figure 3.4: Performance Comparison of PaDiM across Datasets and Backbones

bone is the worst across the board, on both image and pixel level performance metrics. Dif-
ferent story is for the other backbones, where each backbone performs differently depending
on the model its built upon. For example, the MobileNet [18] shows the best scores across all
performance metrics in the PaDiM [6] model.
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Figure 3.5: Performance Comparison of PatchCore across Datasets and Backbones
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Figure 3.6: Performance Comparison of CFA across Datasets and Backbones
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Figure 3.7: Performance Comparison of STFPM across Datasets and Backbones

19



20



4
VADModel in a Noisy Scenario

Picture this scenario: during a normal day in the production line something unexpected hap-
pens, and some items destined to distribution either are damaged or defected in someway, thus
not applicable for commercial distribution. These cases cannot be predicted: these can occur
due to systematic errors that human intervention cannot prevent.
Now you are wondering: what does this have to do with what we are discussing? Well, what

we are interested in is that we cannot know with absolute certainty that the samples coming
out of a production line are considered as ”normal” at the classification level. Considering that
most VAD models are trained in a unsupervised fashion, using datasets composed of normal
image, and these datasets, in a real world scenario, are most probably created by simply placing
a camera along the production line andmake it take a picture every time an item passes, wemay
end up with contaminated datasets!
The goal of this section then is to briefly explain howwe emulated the contaminated scenario

in our datasets and explore state of the art VADmodels behave in the contaminated scenario.

4.1 Training set contamination

The first step is to try and recreate the scenario we pictured in this chapter’s introduction. We
then need a systematic and controlledway to introduce anomalies in the training datasets, with
which VADmodels will be trained.
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Thankfully, there are datasets used in the VAD literature that include a test set with labeled
entries, allowing us to properly distinguish between normal and anomalous images. The obvi-
ous course of action is to then take anomalous samples from the test set (of the same dataset)
To simulate contamination, anomalous samples are intentionally introduced into the train-

ing set until a specified contamination ratio, defined as the proportion of anomalies relative to
the total number of training samples, is reached. This process is carried out while preserving
the original training/test split ratio. To ensure consistency and realism, the anomalous samples
used for contamination are drawn directly from the test set.
Here is how the dataset contamination process works. Starting from a given dataset split

into training setXtrain and test setXtest and a given contamination ration p ∈ (0, 1] ⊂ Rwe
do the following:

1. using the contamination ratio p we compute the number of contaminated samples we
need for our training set as:

ñ = p · Xtrain (4.1)

2. we now sample ñ anomalous entries from the test setXtest and build our set of anoma-
lous samples, let us call this X̃ ;

3. nowwe remove these samples from the initial test setXtest and ”contaminate” the train-
ing set Xtrain with X̃ . Let us call the contaminated set X̃ train and the define X̂ test :=

Xtest \ X̃ . X̃ train will be our new ”contaminated” training set and X̂ test our new test
set for our model.

4. Finally we compute the contamination c(X )˜ ∈ R as

c(X̃ ) :=
∑

x∈X̃ c
′(x)

|X̃ |
(4.2)

where
c′(x) =

|contaminated pixels os x|
|total pixels of x|

(4.3)

The need for the term c(X ) is to give us a measure of howmuch the contaminated samples
are actually contaminated, by individually counting the amount of pixels that are part of the
anomalous portion of the image over the total of pixels of which the image is composed of.
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4.2 Contaminated Benchmark

Here we have the results for the same benchmarks we have seen in the previous chapter , only
in this case we will be using the contaminated version of those same datasets. For each dataset
we have set 3 contamination ratios: 0.1, 0.15 and 0.2. We will analyze the behavior of the 4
introduced VADmodels using the MVTec [1][10] dataset as our test dataset.

4.3 Contaminated Benchmark Results

In this section we will present the benchmark results for the contaminated datasets, divided by
VADmodel.

(a) Image‐Level F1 Score for PaDiM, CFA, PatchCore and
STFPM models trained and tested using contaminated
sets

(b) Pixel‐Level F1 Score for PaDiM, CFA, PatchCore and
STFPM models trained and tested using contaminated
sets

(c) Image‐Level AUROC Score for PaDiM, CFA, Patch‐
Core and STFPM models trained and tested using con‐
taminated sets

(d) Pixel‐Level AUROC Score for PaDiM, CFA, PatchCore
and STFPM models trained and tested using contami‐
nated sets

Plots 4.1a, 4.1b, 4.1c and 4.1d show the Image-Level F1, Pixel-Level F1, Image-Level AU-
ROC and Pixel-Level AUROC scores for the PaDiM, PatchCore, CFA and STFPM models
trained using theMVTec datasets across all of its categories, contaminated with 10%, 15% and
20% contamination ratios. On the horizontal axis of the plots we represent various ranges for
the value of c(X̃ ). The values are grouped up in order to make the results more readable, since
the value of c varies depending on the category themodel was tested on. For the contamination
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ratios we tested, the results do see highlight any clear trend that relate the contamination of the
datasets and any of the performance metrics
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5
PaDiMOptimizations

In this section we will go over the optimizations done on the PaDiMmodel proposed in [6].

In the next chapter, we will briefly introduce the PaDiMmodel and describe its training and
inference pipeline. Wewill then propose an improvement to the PaDiMmodel aimed at reduc-
ing memory usage and improving training and inference times in a TinyML scenario. Specifi-
cally, this involvesmodifying the computation of theMahalanobis distance during inference by
using only the diagonal of the covariance matrix, instead of the full Σi,j matrix. This change
not only improves the speed of the inference step but also significantly reduces the model’s
memory footprint, which otherwise scales linearly with the size of the image sample.

5.1 PaDiMModel

The PaDiMmodel is an embedding similarity-based method [6] that adopts pre-trained deep
learning methods for embedding extraction and then uses a ”probability distribution distance
approach” to compute the anomaly score at pixel level, resulting in an anomaly map from
which no only we are able to detect whether or not the given sample is anomalous, but also
perform the localization of the anomaly at image level.

In [6] it is shown how PaDiM is able to out perform state of the art models like SPADE [7]
on the MVTec[1][10] dataset
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Figure 5.1: PaDiM model training pipeline overview

TrainingPipeline The trainingof thePaDiMmodel is achieved in aunsupervisedmethod,
hence the model does not require a labeled dataset in order to be trained. Given then an unsu-
pervised composed of solely ”normal images” datasetXtrain the PaDiMmodel aims at learning
features that characterize the normal images. This is achieved by first computing the set of
patch embedding vectors :

Xi,j = {xki,j, k ∈ [1, N ]} (5.1)

from the N normal images in the dataset. The embeddings for each image are computed
from a pre-trained feature extractor F(x) that returns a vector in Rd representing the patch
level embeddings.
Now, starting from the assumption that the patch embedding vectorXi,j is generated from a

normal distributionN (µi,j,Σi,j), the model the mean computes µi,j fromXi,j and estimates
Σi,j as:

Σi,j =
1

N − 1

N∑
k=1

(xk
i,j − µi,j)(x

k
i,j − µi,j)

T + ϵI (5.2)

This results in a series of (assumed to be) normal gaussian distributions, one for each image
patch, that during inference is used to compute an anomaly score for a given patch [6].

Inference pipeline At inference time, the anomaly score is computed by exploiting the
estimated normal distributionN (µi,j,Σi,j) from each patch. Let xtest be the test image input
to classify, the same feature extractorF used during training, is used to extract the patch level
features of xtest, then the patch level embeddings are compared to the respective normal distri-
butionN (µi,j,Σi,j) associated to patch (i, j) using the Mahalanobis distance[6]. The result
of theMahalanobis distance computation is then used to compute the anomaly scores, used to

26



determine whether or not the image is anomalous or not.

5.2 MahalanobisDistanceWithDiagonalCovariance

At inference time, the anomaly score in the PaDiM model of sample x at position (i, j), is
achieved through the computation of theMahalanobis distance between the xi,j and the gaus-
sian distributionN (Σi,j, µi,j):

M(xi,j) =
√

(xi,j − µi,j)TΣ
−1
i,j (xi,j − µi,j) (5.3)

where Σi,j is our covariance matrix for patch (i, j) computed at training time. The idea is to
then substitute the covariance matrix in the computation of 5.3 with its diagonal. This should
allow us to substantially improve the performance of the computation of the Mahalanobis
distance, given that we go from a computation that involves an entirematrix of d×d to a single
vector of length d, thus reducing the complexity of the computation from O(n2) to O(n).
Using the diagonal of Σi,j means that we need to change the formulation of 5.3: taking into
account that every component ofΣi,j outside of the diagonal is equal to 0, that isΣi,j(h, k) =

0, ∀(h, k) : h ̸= k, after some algebraic manipulation we obtain that:

M(xi,j) =

√√√√ n∑
h=0

(xij,h − µij,h)2Σ
−1
ij,h,h (5.4)

where Σ−1
ij is the inverse of the covariance matrix associated to patch (i, j) and Σ−1

ij,h,h is the
h-th element on the ofΣ−1

ij diagonal. Then since for a diagonal matrix we have that

Σ−1
i,j =


1

σ1,1
· · · 0

... 1
σk,k

...
0 · · · 1

σn,m

 (5.5)

the Mahalanobis distance in the case of a diagonal covariance matrix can be computed as

M(xi,j) =

√√√√ n∑
h=0

(xij,h − µij,h)2

σij,h,h
(5.6)
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the computation of 5.6 is significantly less complex and resource hungry than 5.3, thus result-
ing in a faster computation of the patch anomaly score and the inference step.
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6
PatchCore Optimizations

In the following section we will be exploring the optimizations made on the PatchCore model.
Wewill first do abrief introduction to themodel, alongwith the training and inferencepipelines.
After that we will introduce two optimizations: the first involves around a compression ap-
proach applied onto the PatchCoreMemory bankwith the goal of optimizing the performance
atmemory level of the inference step, and the second is the introduction ofwhatwe call PQNN
Search that replaces the original Greedy Nearest-Neighbor search of the original model, with
the goal of reducing memory usage at inference time.

6.1 PatchCoreModel

Similarly to the PaDiM model, PatchCore is another embedding similarity based model. In-
stead of relying on a series of gaussian distributions, like PaDiM [6], the PatchCore model
relies on the usage of memory bank, create and stored during training and applying a nearest-
neighbor search approach. Its effectiveness comes from comparing feature representations of
test patches against a memory bank of normal patch features.
At inference time, given a samplextest ∈ Xtest, the PatchCoremodel computes the anomaly

score s ∈ R from the maximum distance score s between the patch feature collection com-
puted from xtest as [4]:

P(xtest) = Ps,p(ϕj(x
test)) (6.1)
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Figure 6.1: PatchCore Model overview.Source: [4]

and each nearest neighborm inM:

mtest,,m = arg max
mtest∈P(xtest)

arg min
m∈M

||mtest −m||2 (6.2)

s∗ = ||mtest −m||2 (6.3)

The anomaly score s∗ represents the maximum distance between any test patch feature and
its closest normal patch feature in the memory bank. Higher values indicate greater deviation
from normality, suggesting anomalous regions.
For image-level anomaly detection, the final score can be derived using the maximum patch-

level score:
simage = max

mtest∈P(xtest)
||mtest −NNM(mtest)||2 (6.4)

whereNNM(mtest) computes the Nearest-Neighbour ofmtest in the memory bankM. For
pixel-level anomalydetection (segmentation), PatchCore generates anomalymapsbyup-sampling
the patch-level scores to the original image dimensions. This is achieved by mapping each fea-
ture’s anomaly score back to its corresponding spatial location in the input image, resulting in
a heatmap that highlights anomalous regions.

6.2 Coreset Greedy Selection

In the original PatchCoremodel proposed in [4] thememory bankM is computed through a
coreset sub-sampling mechanism, which aims at selecting a subset of meaningful feature maps
given by the PatchDescriptor component. This coreset selection has the main purpose of se-
lecting a subset A of the computed coreset C such that the problem solutions over A can be
most closely and quickly approximated by those components overS . In [4] amin-max facility
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location is used :
M∗

C = arg min
MC⊂M

max
m∈M

min
n∈MC

∥m− n∥2. (6.5)

The computation of 6.5 is NP-Hard , thus an iterative greedy approximation approach is used
[4]. Additionally, during the Coreset selection process linear random projections are used in
order to further reduce the coreset selection time. The idea is to apply dimensionality reduction
to the componentsm ∈M in order to optimize the computation of 6.5 using random linear
projections ψ : Rd → Rd∗ , where d∗ < d [4]. The complete algorithm can be found in
Chapter 3.2 from [4].

This approach shows good improvement in inference time without showing significant loss
in performance in both the classification and segmentation tasks. The PatchCore model, how-
ever, heavily relies on the usage of this memory bank during inference, this means that when-
ever we want to export this model and load it onto specific device, the size of the memory bank
greatly affects the memory usage of the that specific device

In this thesis, we propose a direct compression of the Memory bankM in addition to the
coreset selection used in [4]. Our approach involves using the power of Product Quantization
in order to compress even more the memory bankj that is then used at inference time.

6.3 Memory-bank Quantization

As we have seen in at the start of the chapter, the PatchCore model computes the anomaly
score at inference time using aNearest-Neighbour search between the patch features collection
P(xtest) and the memory bankM computed at training time.

The computation of the NN can be quite cumbersome, especially in high dimensionality
cases, like this one. In fact, the heaviest part of the nearest neighbor search stands on the eu-
clidean distance computation. This causes a very high usage of computational resources, which
is not ideal in a tinyML scenario.

What we propose is an optimization of the nearest neighbor search by applying product
quantization to the embeddingsm ∈M, or Partially Quantized Nearest Neighbor Search.
This approach aims at reducing the final size of thememory bankusingProductQuantization
in order to reduce the strain of the model on the systemmemory during the inference process.
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6.3.1 Product Quantization

First let us introduce the concept of Product Quantization. Product Quantization is a very
common method for vector dimensionality reduction that can be used whenever any type of
vector similarity search process is applied. The main idea behind PQ is to partition a given
vector x ∈ RD into a list of subvectors u = [u1, u2, ..., um]where each ui ∈ RD∗ with

D∗ :=
D

m
(6.6)

. Finally, each subvector is then assigned to a specific centroid from a computed set during a

Figure 6.2: Product Quantization sub vector. Source: [5]

training phase from a given dataset, ending up with a compressed vector x̂ = q(u) ∈ Rh,
where h = m · k∗ and k∗ is the size need to identify a generic centroid from the centroid set.

6.3.2 Partially Quantized Nearest Neighbor Search

In this section we introduce what we call the Partially Quantized Nearest Neighbor Search,
PQNN Search for short. This process aims at reduce the size of the memory bank during the
inference step of the model by performing two subsequent searches:

1. Partial Search phase: First we perform a NN search on a neighborhood by extracting
K neighbors for each quantized entry x̂ fromM;

2. Refined Search phase: Then we perform final and more accurate NN search using the
decompressed entries x̃ on theK points we found from the previous search, extracting
the top c nearest neighbors we need.
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Figure 6.3: Product Quantization. Source: [5]

Partial Search phase For every embedding v ∈ P(x), where x is the input sample and
P(x) is the patch feature collection, we compute the anomaly score using 6.3. These anomaly
scores are initially computed against the quantized memory bank M̂:

ŝ∗ = ||m̂x − m̂|| (6.7)

with m̂x being the compressed/quantized embedding fromP(x) and m̂ ∈ M̂. Note that m̂x

must be computed using the same product quantizer used for the memory bank compression
achieved during training: this is essential so as to place the compressed embedding in the same
vectorial space as in the quantized memory bank entries m̂.

Once we have computed the anomaly scores, we take the topK as the nearest neighbors for
each v ∈ P(x), along with their locations in the memory bank M̂, ending up with a matrix
A ∈ Rn×K , where n = |P(x)| of vectors of sizeD∗ (as defined in 6.6).

Refined Search Phase Starting from the matrixA of neighbors computed in the Partial
Search Phase, we now apply what we define as the Refined Search Phase. This process involves
decompressing theK vectors fromA for each embedding v and computing again the anomaly
score s∗ this timeusing the dequantized versions of both the embeddings and thememorybank.
The goal of the Refined Search Phase is to compute the nearest-neighbor with more accuracy
starting from the neighborhood computed from the Partial Search Phase.
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6.3.3 HyperparameterTuning: K and c in PQNN-BasedAnomaly
Detection

The performance of the PatchCore training pipeline is significantly influenced by two key hy-
perparameters: K and c. These control, respectively, the breadth of the candidate search space
in the quantized phase (this is also the same parameter that controls the search space in the
greedy NN search from the original model [4]) and the granularity of the refined search phase.
Proper selection of these parameters balances detection accuracy with memory and computa-
tion constraints, which is critical in the context of TinyML. Regarding this particular issue, we
will include in chapter 8 the comparison between the original PatchCore approach [4] and our
optimizations for various vales ofK and c.

Parameter Definitions

• K: Quantized Neighborhood Size
This parameter determines how many nearest neighbors are retrieved in the quantized
(coarse) search phase. These candidates are selected using approximate distances com-
puted via PQ codebooks and precomputed lookup tables. Increasing K generally im-
proves recall but incurs greater memory access and latency during inference.

• c: Refined Neighborhood Size
From theK quantized candidates, a smaller subset of size c ≤ K is chosen for refined
(exact) distance computation. These distances may be computed using the original (non-
quantized) feature vectors or a more accurate asymmetric distance measure (e.g., ADC).
The final anomaly decision is based on the exact distances to this refined subset.

Role in Anomaly Detection

In a visual anomaly detection scenario, bothK and c influence the sensitivity and specificity of
the model:

• A smallK may lead to missing relevant neighbors due to quantization noise, increasing
false positives.

• A largeK ensures better coverage butmay exceed resource limits or slowdown inference.

• A small c in the refinement phasemay cause poor local ranking andnoisy anomaly scores.
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• A larger c improves scoring precision but adds to computation and latency, especially if
full-resolution feature vectors are used.

Algorithm 6.1 PatchCore - PQNN Search
1: procedure PQNNSearch(embedding, n_neighbors)
2: *Move memory bank to current device*
3: quantized_embedding ← Encode embedding using product quantizer
4: *Move quantized_embedding to current device*
5: distances ← Compute Euclidean distances between quantized_embedding and
memory bank

6: (patch_scores, locations)←Get topK nearest neighbors from distances
7: K_neighbors← Extract neighbors frommemory bank using top_K_locations
8: *Initialize empty lists patch_scores and locations*
9: for embedding_index from 0 to |K_neighbors| − 1
10: neighbours← K_neighbors[embedding_index]
11: decoded_neighbors←Decode neighbours using product quantizer
12: embedding_value← embedding[embedding_index] (unsqueezed)
13: *Move decoded_neighbors to current device*
14: neighbour_distances ← Compute Euclidean distances between

embedding_value and decoded_neighbors
15: (top_patch_score, top_location) ← Get top n_neighbors nearest neighbors

from neighbour_distances
16: patch_scores.append(top_patch_score)
17: locations.append(top_location)
18: end for
19: patch_scores←Concatenate and squeeze all scores
20: locations←Concatenate and squeeze all locations
21: return (patch_scores, locations)
22: end procedure
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7
Experiments

This chapter is dedicated to the evaluation of the optimization applied to the PaDiMandPatch-
Core models. The goal of these experiments is to compare the performance of the optimized
models to the originally proposed ones in [6] and [7] and verify the gain in terms of train-
ing/inference time and memory utilization.
Here is the list of experiments we performed:

1. Training time and memory performance for the Original PaDiMmodel against PaDiM
with Diagonalized Covariance matrix;

2. Memoryperformance, training and inference time forOriginal PatchCoremodel against
PatchCore with PQNN;

3. ParameterK, c variation analysis for the PQNN Search in PatchCore;

What we expect from these experiments:

• Overhaul running time improvement of the PaDiM model, during both training and
inference;

• Reduced memory allocation of the Memory Bank of the PatchCore model;

All while having no heavy impact of the performance of the original models.
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7.1 Experimental Setup

All experiments were conducted on a workstation running Ubuntu 22.04.5 LTS (64-bit) with
kernel version 6.5.0-26-generic. The hardware configuration features an AMDRyzen Thread-
ripper PRO 5995WX processor with 128 logical cores running at 2.7 GHz. The machine is
equipped with an NVIDIA RTX A6000 GPU, along with 512 GB of RAM, with approxi-
mately 24 GB utilized during the experiments.

All the experimentswere run using theMVTec[10] [1] for both training and test dataset and
theMobileNetV2[18] as the backbone with the same configuration specified in table 3.1. The
pre-processing of the images is the same as explained in section 3.5.

7.2 MoViAD Library

TheMoViAD library is an open-source Python framework designed for industrial and research
in visual anomaly detection. It offers a unified environment formanaging datasets, implement-
ing and training models and conducting evaluations. MoViAD emphasizes modularity and
reproducibility, enabling researchers to build, customize, and compare various anomaly de-
tection approaches within the same environment. All the work done for this thesis, all experi-
mental implementations, includingmodel training, dataset preprocessing, and evaluationwere
carried out using the MoViAD library and its infrastructure. The complete implementations
of our experiments, benchmarks, models, and datasets referenced in this thesis are available in
the MoViAD source repository [23].
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8
Experiment Results

In this section we will go over the the experiments performed over the implementations and
the respective results.

8.1 Evaluation metrics

As evaluation metrics we will be using the same ones used in 3.6 for the benchmarks. In addi-
tion to those, we will be evaluating other two metrics that evaluate the model from a resource
allocation perspective:

• Inference/training time: this measures the time (in seconds (s)) the time taken by the
model in question to perform an single training/inference step. In the case of training
time measurement, by training step we mean the process of taking a batch from the
training set and completing one single epoch on that batch (we will be specifying the
batch size), while in the case of inference we will take into account the time needed to
perform a full classification of a single sample.

• Object Memory Dump: this measure refers particularly in the PatchCore case, where
we want to measure the memory impact of the quantization on the memory bank. The
Object Memory Dump tells us the size (in bytes) allocated by the hardware (more tech-
nically by the compiler, but for the sake of simplicity we assume this is purely depending
on the hardware) in its computation memory (more commonly known as RAM).
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8.2 PaDiM Experiments

In the first experiment we will evaluate the performance we gained by applying the diagonal-
ization of the covariance matrix during training, in particular we will be focusing on the train-
ing time gain and the memory performance between the originally proposed PaDiM training
method from [6] and the optimizationwe applied. Whatwe are looking for is an improvement
of the training time and a difference in the memory usage, again during the training phase of
the model:

Category Original Time (s) Diagonalized Time (s) Improvement (%)
toothbrush 0.847 0.066 92.194
zipper 0.784 0.074 90.561
bottle 0.782 0.075 90.415
wood 0.791 0.076 90.410
metal nut 0.778 0.075 90.407
capsule 0.787 0.076 90.338
transistor 0.783 0.077 90.195
carpet 0.860 0.085 90.059
tile 0.813 0.081 90.015
leather 0.780 0.078 89.992
cable 0.788 0.081 89.750
grid 0.785 0.084 89.295
hazelnut 0.839 0.092 89.064
pill 0.786 0.086 89.038
screw 0.802 0.099 87.622

Table 8.1: Table showing the time training PaDiM time difference

From the table we can easily a major improvement of the diagonalized approach over the
original method. This is also without any visible loss in terms of training performance:

Plots 8.2 show the performance comparison between the diagonalized version of the PaDiM
model against the original PaDiMmodel:
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(a) PaDiM Training time comparison (b) PaDiM Inference time comparison

Figure 8.2: Original PaDiM vs Diagonalized PaDiM Performance Comparison (MVTec, MobileNet‐V2)

8.3 PatchCore Experiments

8.3.1 Quantized PatchCore

Here we take a look at the improvement achieved using product quantization on the memory
bank reduction: what we are looking for is an improvement over the memory usage for the
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memory bank. We will then take a look at the Object memory dump for the Memory bank.

Figure 8.3: Memory Bank memory usage during inference in function of K (neighborhood size) (MVTec, MobileNet‐V2)

Plot 8.3 compares the Object Memory dump (in bytes) for the memory bank of the Patch-
Core model against the same Memory bank compressed using Product Quantization across
multiple values for c, while 8.4 shows the performance comparison between the original Patch-
Coremodel and out versionwith ProductQuantization and PQNNSearch forK = 300, c =

1000.

8.3.2 PQNN Search Performance

We have already seen the performance comparison between the quantized version of the Patch-
Coremodel, which includes the PQNNSearch, what are interested here is to analyzed how the
performance of the quantized PatchCore model with PQNN Search model varies depending
on the two hyper-parametersK, c introduced in section 6.3.3.
Plots 8.5, 8.6, 8.7, 8.8 show the average Image-level F1 score, Pixel-Level F1 score, Image-

Level and Pixel-Level AUROC scores respectively across all categories of the MVTec dataset.
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Figure 8.4: PatchCore vs PatchCore Quantized Performance Comparison(MVTec, MobileNet‐V2, K=300, c=1000)

Figure 8.5: image‐Level F1 Score with multiple values ofK and c

43



Figure 8.6: Pixel‐Level F1 Score with multiple values ofK and c

Figure 8.7: Image‐Level AUROC score with multiple values ofK and c

Figure 8.8: Pixel‐Level Score AUROC with multiple values ofK and c
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9
Conclusions & Future Work

9.1 Experiment Results Observations

Looking at the plots 8.2 and 8.1a we can see over 90% of improvement on the training time,
and approximately 5% on inference time. As expected, we have a slight performance loss across
the metrics when applying the diagonalization on PaDiM, however we managed to keep the
performance losswithin a very reasonablemargin,making the diagonalizationof the covariance
matrices a viable optimization onto the originally proposed PaDiMmodel [6] .
Like we managed with the PaDiMmodel, we manged to tremendously shrink the Memory

bank size of the PatchCoremodel, while having no significant loss in performance. As far as the
PQNN Search concerns, from plots 8.5, 8.6, 8.7, 8.8 we can see how, as we would expect, the
performance of the PatchCore model increases with the size of the parameter c. However, it is
not entirely the same story with the parameterK: in fact, across the tested values forK does
not change (or at least not noticeably). This is an indication how thePQNN Search performs.

9.2 Final Considerations and Conclusions

Through the benchmarks of the VAD models, we established a performance baseline while
introducing results with two new datasets: Real-IAD andViSA. Themost interesting findings
come from benchmarking on the Real-IAD dataset: this dataset is by far the largest among the
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three we tested and takes data directly from a real-world scenario. Thus, testing the models
with the Real-IAD dataset is the closest approximation we have to assessing performance in
an actual production environment. As expected, all models show noticeable differences when
tested on the three datasets, with the Real-IAD dataset resulting in the lowest performance
across the board. These results highlight two key points: first, that all models performing with
a confidence lower than 70% on the Real-IAD dataset suggests VAD applications are still far
from being viable in real-world production environments; second, the models show a certain
level of bias toward the different classes of objects they classify.
In the contaminated scenario benchmarks, we noticed an unexpected phenomenon: for cer-

tain ranges of contamination, performance actually improved compared to having no contam-
ination. This contradicts our initial expectation, which assumed that at best themodels would
perform slightly worse as contamination increased. This result certainly warrants further inves-
tigation.
The backbones we tested show substantial differences as well: MobileNet V2 [18] consis-

tently delivered the best average results across all models and datasets, whileMicronet [22] per-
formed the worst. Due to hardware and time limitations, we were unable to provide consistent
benchmarks and experiments using WideResNet as the backbone for our models. However,
even if WideResNet had delivered the best performance (which we would expect), it would
not be suited for the scenario we targeted, given thatWideResNet is among the deepest neural
networks for image recognition known in literature.
Regarding our optimizations, we successfully implemented them for the PaDiM and Patch-

Coremodels, achieving promising results in both performance and resource utilization. In par-
ticular, we significantly reduced PaDiM’s training time and improved inference time without
notable impact on performance. Same goes for for the optimizations we made on the Patch-
Core model, however with a trade-off to consider: the quantization process, combined with
the PQNN Search, not only impacts the memory used by the model, but also affects the infer-
ence time. In fact, during our experiments, we noticed a higher inference time of our version
of the PatchCore model.

9.3 FutureWork

One of the first future extensions of this thesis is to expand the experiments to all datasets and
backbones. This would provide a more robust measure of the impact of the optimizations
applied to the PaDiM and PatchCore models, in addition to verifying whether the results ob-
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tained thus far are consistent.

Another promising direction for future work is the implementation and evaluation of a
batched coreset construction strategy for the PatchCore model. In its original formulation,
PatchCore performs coreset selection over the entire set of extracted features, which can be
memory-intensive andcomputationally expensive, especially on largedatasets orhigh-resolution
images. By splitting the data into smaller batches and performing coreset selection incremen-
tally, it may be possible to reduce peak memory usage and improve scalability during train-
ing. This approach could make the training pipeline more suitable for deployment on limited-
resource hardware or integrated within continuous learning systems. Further work is needed
to explore the trade-offs in accuracy and efficiency introduced by batching, and to determine
optimal batching strategies (e.g., batch size, merging heuristics) for different use cases.

A potential future improvement for the PaDiMmodel involves adopting a batched strategy
for estimating the covariance matrices during training. In the current implementation, covari-
ance matrices are computed over the entire set of extracted embeddings at once, which can be
memory-intensive and slow, particularly with high-resolution images or large datasets. Instead,
the covariance matrices could be incrementally updated across batches of training samples us-
ing an online or streaming covariance estimation method. This would reduce peak memory
usage and make the model training more scalable and compatible with constrained hardware.
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10
Appendix

Image-Level F1 Pixel-Level F1 Image-level AUROC Pixel-level AUROC
category

bottle 0.962 0.632 0.938 0.931
cable 0.847 0.409 0.814 0.902
capsule 0.951 0.375 0.841 0.945
carpet 0.943 0.477 0.855 0.872
grid 0.926 0.250 0.868 0.851
hazelnut 0.827 0.464 0.680 0.961
leather 0.965 0.433 0.920 0.950
metal nut 0.948 0.645 0.833 0.913
pill 0.937 0.495 0.834 0.925
screw 0.862 0.167 0.673 0.954
tile 0.941 0.509 0.936 0.861
toothbrush 0.923 0.447 0.846 0.975
transistor 0.818 0.583 0.886 0.928
wood 0.959 0.448 0.964 0.908
zipper 0.944 0.453 0.859 0.949

Table 10.1: PaDiM metrics for MVTec by category
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Image-Level F1 Pixel-Level F1 Image-level AUROC Pixel-level AUROC
category

candle 0.775 0.088 0.815 0.918
capsules 0.778 0.057 0.631 0.897
cashew 0.862 0.413 0.854 0.917
chewinggum 0.925 0.192 0.901 0.890
fryum 0.869 0.344 0.815 0.940
macaroni1 0.762 0.009 0.774 0.948
macaroni2 0.702 0.003 0.623 0.942
pcb1 0.806 0.314 0.817 0.961
pcb2 0.734 0.075 0.725 0.961
pcb3 0.712 0.157 0.693 0.968
pcb4 0.844 0.196 0.839 0.944
pipe fryum 0.880 0.456 0.814 0.978

Table 10.2: PaDiM metrics for ViSA by category
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Image-Level F1 Pixel-Level F1 Image-level AUROC Pixel-level AUROC
category

audiojack 0.596 0.033 0.674 0.884
bottle cap 0.736 0.072 0.789 0.768
button battery 0.798 0.066 0.747 0.828
end cap 0.763 0.040 0.700 0.836
eraser 0.687 0.071 0.759 0.835
fire hood 0.607 0.049 0.685 0.824
mint 0.643 0.015 0.566 0.638
mounts 0.658 0.138 0.750 0.855
pcb 0.773 0.016 0.701 0.892
phone battery 0.640 0.041 0.684 0.749
plastic nut 0.586 0.071 0.712 0.698
plastic plug 0.598 0.030 0.656 0.768
porcelain doll 0.567 0.014 0.670 0.806
regulator 0.489 0.039 0.617 0.827
rolled strip base 0.907 0.092 0.885 0.898
sim card set 0.784 0.052 0.785 0.834
switch 0.753 0.195 0.753 0.891
tape 0.775 0.118 0.844 0.832
terminalblock 0.777 0.115 0.772 0.888
toothbrush 0.726 0.047 0.678 0.801
toy 0.790 0.017 0.710 0.815
toy brick 0.614 0.025 0.623 0.754
transistor1 0.822 0.080 0.797 0.864
u block 0.610 0.029 0.730 0.760
usb 0.677 0.024 0.675 0.877
usb adaptor 0.631 0.035 0.699 0.784
vcpill 0.626 0.092 0.671 0.873
wooden beads 0.704 0.037 0.745 0.838
woodstick 0.525 0.112 0.683 0.681
zipper 0.840 0.083 0.809 0.856

Table 10.3: PaDiM metrics for Real‐IAD by category
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Image-Level F1 Pixel-Level F1 Image-level AUROC Pixel-level AUROC
category

bottle 0.973 0.482 0.942 0.897
cable 0.896 0.325 0.881 0.836
capsule 0.949 0.314 0.890 0.891
carpet 0.923 0.277 0.818 0.851
cashew 0.877 0.121 0.875 0.758
grid 0.907 0.219 0.838 0.831
hazelnut 0.955 0.301 0.960 0.870
leather 0.949 0.392 0.922 0.938
metal nut 0.949 0.581 0.846 0.873
pill 0.935 0.353 0.865 0.809
screw 0.889 0.211 0.792 0.908
tile 0.960 0.418 0.946 0.826
toothbrush 0.948 0.301 0.940 0.904
transistor 0.842 0.211 0.853 0.657
wood 0.957 0.335 0.964 0.824
zipper 0.944 0.324 0.907 0.873

Table 10.4: PatchCore metrics for MVTec by category

Image-Level F1 Pixel-Level F1 Image-level AUROC Pixel-level AUROC
category

candle 0.782 0.093 0.817 0.802
capsules 0.787 0.121 0.714 0.845
cashew 0.879 0.093 0.885 0.675
chewinggum 0.901 0.145 0.895 0.825
fryum 0.857 0.118 0.829 0.719
macaroni1 0.743 0.038 0.762 0.867
macaroni2 0.683 0.014 0.590 0.811
pcb1 0.811 0.124 0.845 0.788
pcb2 0.828 0.090 0.876 0.846
pcb3 0.795 0.102 0.814 0.851
pcb4 0.877 0.148 0.886 0.848
pipe fryum 0.894 0.132 0.862 0.774

Table 10.5: PatchCore metrics for ViSA by category
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Image-Level F1 Pixel-Level F1 Image-level AUROC Pixel-level AUROC
category

audiojack 0.645 0.073 0.757 0.795
bottle cap 0.710 0.038 0.763 0.729
button battery 0.749 0.086 0.704 0.763
end cap 0.748 0.048 0.701 0.751
eraser 0.707 0.069 0.784 0.799
fire hood 0.602 0.048 0.705 0.787
mint 0.646 0.025 0.647 0.672
mounts 0.685 0.110 0.782 0.807
pcb 0.779 0.101 0.724 0.849
phone battery 0.674 0.080 0.735 0.742
plastic nut 0.583 0.052 0.708 0.666
plastic plug 0.644 0.050 0.744 0.741
porcelain doll 0.611 0.042 0.735 0.764
regulator 0.479 0.031 0.611 0.761
rolled strip base 0.904 0.163 0.891 0.868
sim card set 0.858 0.127 0.908 0.799
switch 0.755 0.118 0.774 0.795
tape 0.785 0.108 0.859 0.781
terminalblock 0.767 0.097 0.780 0.834
toothbrush 0.767 0.093 0.780 0.806
toy 0.746 0.045 0.650 0.766
toy brick 0.612 0.057 0.655 0.745
transistor1 0.844 0.096 0.841 0.821
u block 0.658 0.074 0.773 0.729
usb 0.729 0.081 0.770 0.807
usb adaptor 0.608 0.027 0.687 0.719
vcpill 0.730 0.129 0.835 0.835
wooden beads 0.702 0.086 0.775 0.847
woodstick 0.508 0.047 0.663 0.685
zipper 0.895 0.214 0.869 0.879

Table 10.6: PatchCore metrics for Real‐IAD by category
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Image-Level F1 Pixel-Level F1 Image-level AUROC Pixel-level AUROC
category

bottle 0.857 0.554 0.832 0.814
cable 0.806 0.422 0.810 0.860
capsule 0.900 0.406 0.784 0.860
carpet 0.861 0.392 0.790 0.863
grid 0.802 0.260 0.807 0.849
hazelnut 0.738 0.338 0.713 0.732
leather 0.917 0.342 0.890 0.889
metal nut 0.876 0.424 0.707 0.746
pill 0.915 0.455 0.815 0.855
screw 0.802 0.088 0.544 0.730
tile 0.920 0.471 0.892 0.859
toothbrush 0.897 0.493 0.866 0.891
transistor 0.784 0.487 0.888 0.899
wood 0.930 0.389 0.921 0.849
zipper 0.880 0.337 0.741 0.835

Table 10.7: CFA metrics for MVTec by category

Image-Level F1 Pixel-Level F1 Image-level AUROC Pixel-level AUROC
category

candle 0.692 0.158 0.789 0.799
capsules 0.615 0.098 0.576 0.774
cashew 0.699 0.369 0.727 0.777
chewinggum 0.797 0.137 0.811 0.838
fryum 0.725 0.261 0.705 0.631
macaroni1 0.581 0.021 0.693 0.735
macaroni2 0.519 0.007 0.636 0.731
pcb1 0.685 0.434 0.815 0.821
pcb2 0.732 0.100 0.829 0.816
pcb3 0.654 0.290 0.734 0.800
pcb4 0.760 0.257 0.808 0.735
pipe fryum 0.803 0.339 0.804 0.814

Table 10.8: CFA metrics for ViSA by category
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Image-Level F1 Pixel-Level F1 Image-level AUROC Pixel-level AUROC
category

audiojack 0.502 0.063 0.585 0.615
bottle cap 0.604 0.076 0.606 0.415
button battery 0.718 0.158 0.581 0.629
end cap 0.719 0.075 0.606 0.644
eraser 0.572 0.105 0.608 0.627
fire hood 0.516 0.098 0.589 0.526
mint 0.630 0.046 0.536 0.560
mounts 0.540 0.124 0.631 0.612
pcb 0.746 0.077 0.601 0.637
phone battery 0.585 0.136 0.616 0.624
plastic nut 0.482 0.080 0.575 0.618
plastic plug 0.537 0.060 0.579 0.622
porcelain doll 0.491 0.048 0.580 0.448
regulator 0.409 0.062 0.534 0.514
rolled strip base 0.816 0.124 0.701 0.705
sim card set 0.729 0.165 0.652 0.726
switch 0.681 0.151 0.615 0.636
tape 0.581 0.151 0.648 0.682
terminalblock 0.684 0.113 0.615 0.585
toothbrush 0.692 0.084 0.593 0.608
toy 0.724 0.053 0.572 0.533
toy brick 0.561 0.061 0.555 0.624
transistor1 0.728 0.134 0.632 0.570
u block 0.488 0.081 0.578 0.662
usb 0.622 0.084 0.587 0.619
usb adaptor 0.555 0.054 0.564 0.631
vcpill 0.562 0.173 0.609 0.667
wooden beads 0.607 0.108 0.617 0.665
woodstick 0.424 0.093 0.556 0.621
zipper 0.787 0.166 0.703 0.660

Table 10.9: CFA metrics for Real‐IAD by category
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Image-Level F1 Pixel-Level F1 Image-level AUROC Pixel-level AUROC
category

bottle 0.884 0.440 0.830 0.940
cable 0.765 0.263 0.705 0.766
capsule 0.897 0.189 0.573 0.843
carpet 0.895 0.447 0.772 0.857
grid 0.700 0.100 0.611 0.549
hazelnut 0.826 0.427 0.887 0.968
leather 0.949 0.414 0.895 0.993
metal nut 0.891 0.489 0.780 0.881
pill 0.891 0.434 0.700 0.901
screw 0.773 0.026 0.417 0.901
tile 0.987 0.626 0.997 0.960
toothbrush 0.787 0.078 0.397 0.453
transistor 0.559 0.229 0.681 0.611
wood 0.900 0.387 0.948 0.913
zipper 0.870 0.328 0.751 0.917

Table 10.10: STFPM metrics for MVTec by category

Image-Level F1 Pixel-Level F1 Image-level AUROC Pixel-level AUROC
category

candle 0.717 0.044 0.650 0.767
capsules 0.778 0.053 0.608 0.778
cashew 0.855 0.298 0.804 0.791
chewinggum 0.892 0.192 0.843 0.854
fryum 0.825 0.277 0.741 0.906
macaroni1 0.693 0.011 0.637 0.926
macaroni2 0.672 0.005 0.482 0.890
pcb1 0.717 0.179 0.670 0.886
pcb2 0.709 0.039 0.654 0.890
pcb3 0.690 0.172 0.664 0.908
pcb4 0.816 0.176 0.855 0.811
pipe fryum 0.872 0.355 0.823 0.891

Table 10.11: STFPM metrics for ViSA by category
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Image-Level F1 Pixel-Level F1 Image-level AUROC Pixel-level AUROC
category

audiojack 0.527 0.046 0.619 0.862
bottle cap 0.610 0.036 0.586 0.579
button battery 0.728 0.087 0.584 0.837
end cap 0.729 0.028 0.535 0.737
eraser 0.607 0.109 0.652 0.676
fire hood 0.558 0.071 0.649 0.730
mint 0.639 0.019 0.539 0.581
mounts 0.600 0.050 0.590 0.700
pcb 0.615 0.055 0.605 0.715
phone battery 0.620 0.060 0.610 0.725
plastic nut 0.610 0.040 0.595 0.705
plastic plug 0.605 0.045 0.600 0.710
porcelain doll 0.630 0.055 0.615 0.730
regulator 0.590 0.050 0.590 0.700
rolled strip base 0.605 0.040 0.600 0.710
sim card set 0.620 0.050 0.605 0.720
switch 0.615 0.045 0.600 0.710
tape 0.600 0.035 0.590 0.700
terminalblock 0.610 0.050 0.605 0.715
toothbrush 0.620 0.055 0.610 0.725
toy 0.630 0.060 0.615 0.730
toy brick 0.610 0.045 0.600 0.710
transistor1 0.620 0.050 0.605 0.720
u block 0.605 0.040 0.595 0.705
usb 0.615 0.050 0.605 0.715
usb adaptor 0.620 0.055 0.610 0.725
vcpill 0.600 0.040 0.595 0.705
wooden beads 0.610 0.045 0.600 0.710
woodstick 0.605 0.040 0.595 0.705
zipper 0.615 0.050 0.605 0.715

Table 10.12: STFPM metrics for Real‐IAD by category
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