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Abstract

This thesis examines the basic principles of photovoltaic modules and solar pan-
els and explains the working logic of the machines used in solar panel produc-
tion lines. Solar panel production is a complex process that involves the syn-
chronized operation of machines with many different tasks and technologies.
The main purpose of this study is to develop a “supervisor” system that can
monitor and control the entire production line from a central point. The system
aims to monitor the current status of the machines, analyze messages and pro-
vide rapid feedback to events in the production line via a graphical user interface
(GUI). The software system developedwithin the scope of the thesis is designed
in a modular and scalable structure with modern software technologies. The
system uses the MQTT protocol, which stands out with its lightweight struc-
ture suitable for industrial applications in the communication layer. Messages
received from MQTT are listened to, parsed and recorded in the SQL Server
database by a .NET background service (Supervisor.MQTT). On the user inter-
face side, a web-based front-end developed with React and Redux technologies
has been designed. This interface receives data via RESTful APIs; while listening
to real-time messages from the server via SignalR. There are many features on
the interface such as listing machines, unread message alerts, detailed content
display with modal windows and user-specific session management. The back-
end has been developed with ASP.NET Core and has a multi-layered structure
including controller, service, repository and entity layers. The system can suc-
cessfully monitor the current status of the machines and messages in the pro-
duction process with its current state. However, in the future, it is aimed to
develop the system to be able to communicate not only one-way but also two-
way. In this way, users will be able to control the machines directly using the
MQTT protocol via the interface. This thesis reveals how a powerful and appli-
cable solution can be developed that will contribute to the digital transformation
of real-world production systems by combining modern web technologies and
industrial communication protocols.
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1
Introduction

1.1 PHOTOVOLTAIC SYSTEMS

Photovoltaic systems[1, 2] are renewable energy technologies that convert sun-
light directly into energy through the photovoltaic effect. The base of these sys-
tems is solar cells, typically made from semiconductor materials such as silicon.
Sunlight hitting the surface of the cells causes electrical charges to be released,
and these free charges create an electrical potential within the cell. Energy is
generated as long as sun rays hit the surface of the solar cell.

While photovoltaic systems are often praised for their low operational costs
and sustainability, it is important to note that they are not entirely cost-free. Reg-
ular maintenance of the solar panels, periodic cleaning to preserve efficiency,
and the replacement of system components such as inverters contribute to the
overall life-cycle cost. Nevertheless, compared to conventional energy sources,
photovoltaic systems remain a highly cost-effective and environmentally friendly
solution for long-term energy generation.[3]

To summarize the main advantages of photovoltaic systems;

• There is no need for a battery or a source to produce energy which con-
tributes to a green environment.

• The absence of a battery also reduces operational costs.

• Easy to install.
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1.2. SOLAR PANEL PRODUCTION LINES

• Can be used long term with maintenance.

• Can be installed into new or existing buildings.

There are also some disadvantages for photovoltaic systems. These disadvan-
tages can be listed as follows:

• Requires high installation cost.

• Photovoltaic systems use sunlight as fuel and sun light is not always avail-
able which means limited energy production.

• Economical deficiency for energy storage.

• While steadily improving, the efficiency of solar panels is still low.[4]

Photovoltaic systemshave an important place among sustainable energy sources
due to their low environmental impact, reliability and lowmaintenance require-
ments. Not requiring any use of fossil fuels during energy production offers a
significant advantage that reduces the carbon footprint.[5] These systems, which
arewidely preferred in industrial, commercial and individual use areas, are con-
stantly developing in order to increase energy efficiency and promote renewable
energy sources. The integration of photovoltaic technology with energy storage
systems and smart grids are considered important steps to increase the sustain-
ability of future energy infrastructure.[6]

1.2 SOLAR PANEL PRODUCTION LINES

Solar panels are devices that convert sunlight directly into electrical energy.
They consist of photovoltaic cells and are used in renewable energy production.
Solar panels generate electricity by being mounted on the roofs of buildings, in
open areas, or in solar power plants. These panels, which take sunlight and con-
vert it into electricity, can either provide energy to the grid or store it in batteries.
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CHAPTER 1. INTRODUCTION

The cells used in panels are usually silicon-based and there are two main
types: monocrystalline and polycrystalline. Monocrystalline cells have higher
efficiency, while polycrystalline cells are more cost-effective. Solar panels do not
store energy directly; the energy they produce can be stored in batteries. Battery
capacity varies according to the size of the system and the need. To give an ex-
ample, a 1 kW system can produce an average of 4-5 kWh of energy per day, but
this depends on the amount of sunlight and the efficiency of the panel. [7]

Solar panel production lines are automated systems that start from the pro-
duction of photovoltaic cells, to the processing of these cells into modules, test-
ing, and packaging. In production lines, cells are combined with glass and pro-
tective materials to create durable panels. These production lines can consist of
many machines. Each of these machines has a different task. These production
lines are classified according to the energy level they produce and store.[8]

1.2.1 WORKING PRINCIPLES OF A PRODUCTION LINE

There are many steps in a production line for producing a photovoltaic mod-
ule outlined in the following. [9]

PREPARATION

As a first step, the rawmaterial thatwill be used in the assembly process is pre-
pared. Additionally the glass that will be used in production must be cleaned.
After cleaning, the glass-cutting machines cuts the rolls of back sheet material
according to programmed production.

STRINGING

The solar cells are arranged in a device known as a solar stringer, which sol-
ders a coated copper wire known as ribbon to the cell’s bus bar to connect the
cells in a series. The string, which is the fundamental component that forms the
electrical series in the photovoltaic module, is created by this careful operation.
The soldering quality is the most crucial parameter to examine. Some stringer
machines are capable of managing mono and polycrystalline cells in an optimal
manner, resulting in a soldering outcome that is dependable, consistent, and of
superior quality.
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POSITIONING AND BUSSING SOLDERING

After the glass has been prepped with the initial layer of encapsulant mate-
rial, the strings of solar cells produced by the stringer machine are placed either
automatically or manually. The equipment known as lay-up, which carries out
this task in the photovoltaic module production line, may also carry out quality
controls on the finished product, ensuring the soldering quality is accurate, the
cells are intact, and that there are no breaks.

Once all of the strings that make up the module are positioned on the glass,
you may solder the bus ribbon, which is thicker than the ribbon that connects
the strings, to create an electrical circuit.

PRE-LAMINATION

The second layer of encapsulating material is applied when the electrical link
between each string of cells is complete, and this is followed by an insulating foil
known as the back-sheet. The terminal ribbon that will be linked to the junction
box in a subsequent phase is brought out by the operator. Since it is still possible
to fix potential problems, it is crucial to conduct some electrical tests at this stage
of the production process, including an electroluminescence test, to ensure that
the module is free of short circuits and damaged solar cells.

LAMINATION

The polymerization of the encapsulating material during the lamination pro-
cess causes the multi-layer sandwich that has been assembled up to this point to
become a single unit. Themachinery used in this phase are laminators that were
created specifically for the solar industry. These devices operate for a predeter-
mined amount of time at a predetermined temperature under extreme vacuum.
The encapsulating substance that is being utilized determines the temperature
and time settings. One essential component in ensuring the product’s longevity
and quality is air extraction. Laminates are the photovoltaic modules that come
out of the laminator. In order to facilitate a speedy procedure without waiting
times, cooling systems are frequently placed after the laminator in production
lines with high throughput.
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CHAPTER 1. INTRODUCTION

FRAMING

The encapsulant and back sheet excess that is left around the glass after lam-
ination is cut off to begin the framing phase, which consists of a number of tiny
processes. Tape is applied directly to the laminate, or silicone is poured straight
into the aluminum frame’s channel to affix the frame around the photovoltaic
module.

APPLICATON AND LAST TESTS

The last construction stage consists of connecting the junction box. The pro-
cess is attaching the junction box to the rear sheet of the module using an appro-
priate silicone or glue, and forming the electrical connection between the box’s
wires and the bus ribbon that was created before lamination. The solar module
is protected while in operation by by-pass diodes inside the box. After this is
finished, the module is cleaned.

The photovoltaic module is tested and controlled when the construction pro-
cess is finished. This is one of the most important stages since it provides a mar-
ketable value for the product and enables you tomeasure the electrical output of
the module. An LED sun simulator is used to measure which can mimic certain
light conditions and determine the module’s peak power based on established
standards.

1.3 PROGRAMMABLE LOGIC CONTROLLER (PLC)

PLC (Programmable Logic Controller), an automation device, is used to con-
trol machines or to monitor the production sections of factories. A feature that
distinguishes Programmable Logic Controller from normal computers is that it
has many Input/Output (I/O) inputs. Its biggest advantages include being re-
sistant to electrical noise, temperature differences, and mechanical impacts. [10]

Each brand has its own Programmable Logic Controllers that it designs and
manufactures, each with its own operating system. This controller system scans
the input information very quickly and produces the appropriate output infor-
mation in real time. All Programmable Logic Controllers play the role of pro-
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Figure 1.1: Omron CP1E PLC (Image from OMRON)

ducing more and higher quality products in a certain period of time, with sig-
nificantly lower error rates compared to traditional systems.

Data transmission is carried out by PLCs installed on specific machines on the
solar panel production line. In order to create a central monitoring and con-
trol system (the purpose of this thesis), PLCs with MQTT functionality transmit
these machine-generated values via specified topics to a central MQTT broker.
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2
State of the Art

In this section, the problem will be explained to the reader.

2.1 DEFINITION OF THE PROBLEM

Themachines in solar panel production lines currently operate independently
and cannot be monitored and controlled by a central system. This situation neg-
atively affects the efficiency and error management of the production process.
It is currently not possible to obtain information about the data collected from
the machines and their status, or to control them remotely.[11] See figure 2.1.

Problems can be listed as;

• Lack of Tracking the Machines:

Not all the machines have an operator checking on them but the ones that
have can be monitored only locally; there is no central monitoring system that
can give user an idea of all the machines’ status.

• Lack of Control over Machines:

Currently, none of themachines can be controlled froma central system. This
makes it impossible to intervene remotely in case of a situation.

• Lack of Communication Between Machines:

There is no communication on the network between machines, they all op-
erate locally. This can make it challenging for machines to be informed about
each other.

7
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• Data Loss:

There is no centralized storage for data coming from machines. This may
negatively affect the ability to obtain required data for reporting purposes.

• Exception Handling:

In the event of an emergency (or an error) there is no mechanism that can
intervene with the error immediately from one point. Again, these processes
are currently handled locally.

MACHINE MACHINEMACHINE

OPERATOR OPERATOROPERATOR

...

Figure 2.1: Example of a production line

To handle these problems a central monitoring and control system (it will
be referred to as the Supervisor) will be implemented. A web application was
deemed appropriate to solve this problem. The technologies chosen to imple-
ment this software are: .NET technology for the backend and React library for
the front-end. As a messaging protocol, MQTT (Message Queuing Telemetry
Transport). To better understand what should be done, these terms will be ex-
plained in the next sections. [12]

2.2 MESSAGE QUEUING TELEMETRY TRANSPORT - MQTT

The importance of data communication has increased due to the rapid spread
of the Internet of Things (IoT) and other distributed systems. Systems such as
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networks and devices with low bandwidth, latency, and poor security require a
lightweight and reliable communication protocol.[13] Tomeet such a demand, a
communication protocol called MQTT (Message Queuing Telemetry Transport)
was created. The basic structure of MQTT provides security and delivery assur-
ance during data exchange, while at the same time minimizing network band-
width and device resource usage. Due to this basic structure, MQTT is increas-
ingly gaining importance in theM2M (Machine toMachine) and IoT (Internet of
Things) sectors.[12]

The first version of the protocol was published by Andy Stanford-Clark (IBM)
and Arlen Nipper (then Eurotech, Inc.) in 1999. It was initially used in oil pipe
monitoring in SCADA industrial control systems. The purpose of the installa-
tion at that time was to create a protocol that was efficient and used less energy
in terms of bandwidth of the devices connected via satellite connection at that
time.

2.2.1 ARCHITECTURE OF MQTT PROTOCOL

CLIENT

CLIENT

MQTT
BROKER

CLIENT

CLIENT

CLIENT

Publish

Pub
lish

Sub
scri

be

Sub
scr

ibe

Pub
lish

Subscribe

Publish

Publish

Figure 2.2: MQTT Architectural Design

While being a lightweight and simple protocol, MQTT requires a model that
corresponds publisher and subscriber. Publishers produce data and send them
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while subscribers subscribe to a specific topic and listen to that topic constantly.
For this purpose, there are two components ofMQTT protocol; anMQTT Broker
to receive messages and send them to corresponding clients and clients who
send or receive messages. In some situations clients can be both subscribers and
publishers.

2.2.2 IMPORTANT TERMS FOR MQTT

MQTT BROKER

The broker receives the messages sent by the client and directs them to the
clients to whom they are intended to be delivered. The important point here
is that there is no direct communication between the clients, communication
occurs through a broker, it can be thought of as a kind of message pool. It is the
control point that manages the communication between the clients. It also has
roles in determining the clients and ensuring security. These roles can be listed
as follows:

• Authorizing and authenticating MQTT clients

• Passing messages to other systems for further analysis

• Handling missed messages and client sessions

MQTT CLIENT

Clients are devices, applications, or systems that communicate with a broker
using an MQTT protocol. Clients can have two different roles; one of them is
publisher and the other is subscriber. Clients in the publisher role are responsi-
ble for sendingmessages. These clients always send their messages via a specific
topic (channel name). If the client is in the listening status, that is, receivingmes-
sages, they are called subscribers. These clients subscribe to specific topics and
can only see messages from those topics. All clients generally consist of applica-
tions and devices such as power-saving or low-power IoT devices, sensors, and
microcontrollers. The purpose of all these applications and systems is to provide
reliable and fast data transmission through the broker. [14]
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Clients are not only responsible for sending messages. While sending mes-
sages, they also manage the accuracy of the messages sent and the frequency of
sending messages.[15]

TOPICS

The words we call topics are keywords that help organize and direct mes-
sages. A publisher always sends messages to certain topics, and subscribers
subscribe to and listen to these topics. Since topics are organized in a hierarchi-
cal structure, the broker can deliver messages to the right subscribers. For ex-
ample, topics such as home/livingroom/light and home/kitchen/temperature
can be included in a smart home system. Thanks to this structure, messages can
be managed between devices in a certain order and ease.[16]

Another important feature of topics is that they can make broad subscrip-
tions using wildcards. For example, a subscription like home/+/temperature
can capture messages from temperature sensors coming from all rooms. In ad-
dition, thanks to MQTT’s decoupling feature, clients do not have to know each
other’s network addresses. This ensures that all communication takes place only
through topics. This structure of MQTT becomes an effective messaging proto-
col in environments with many clients, such as IoT applications. Thanks to top-
ics, each client can send and receive messages to the topics they are interested
in, and this process is controlled by a central broker.

QUALITY OF SERVICE

MQTT’s Quality of Service feature is themechanism that determines the relia-
bility and frequency of sendingmessages. MQTT offers 3 different QoS (Quality
of Service) levels. Each level has a different status for the secure transmission
of the message. A level is determined at the level required by the system and
implementation is performed with this level.

1. QoS 0 (At Most Once): This level allows the message to be sent at most once.
It does not ensure that the subscriber receives the message or not. At the same
time, it does not guarantee whether the message will reach the subscriber safely.
This level is ideal for situations where message loss is not critical and network
traffic is desired to be kept to a minimum.

11



2.2. MESSAGE QUEUING TELEMETRY TRANSPORT - MQTT

2. QoS 1 (At Least Once): This level guarantees that the message will reach
the subscriber at least once. This means that if the subscriber does not receive
the message, the same message will be sent multiple times. In practice, the pub-
lisher sends the message to the broker and waits for an acknowledgment. If this
acknowledgment does not arrive, the publisher resends the message. This QoS
level is usually used in cases where it is important that the message is definitely
delivered to the subscriber. However, this situation may cause network traffic.
During implementation, it should be checked whether it is suitable for systems
where the message can be repeated.[17]

3. QoS 2 (Exactly Once): At this level, it is guaranteed that the message will
be delivered to the subscriber only once. In order to do this, a four-stage hand-
shake is performed. Thanks to this handshake, the highest level of security is
provided and this situation increases the network load. Due to these features,
this QoS level is used in critical IoT systems. Examples of these systems include
medical devices and the transmission of financial data.[18]

LAST WILL AND TESTAMENT

Last will and testament is a feature that automatically sends a message when
a client or server is disconnected. In practice, a warning message is sent system-
wide when a client’s connection to a broker is lost. This message usually indi-
cates that the client or broker has unexpectedly shut down or disconnected.

When a client connects to the broker, it defines the ’Last Will and Testament’
message and this message is stored in the broker. If the client leaves without
properly terminating the connection, the broker sends this message to a previ-
ously set topic. For example, a network break or sudden shutdown can be shown
as examples of the client not terminating its connection properly. Thanks to this
feature, client states are monitored and reliability is increased in critical IoT ap-
plications. [19]

RETAINED MESSAGE

Normally, when a subscriber subscribe to a topic, receivesmessages published
to the topic since the time of subscription. However, thanks to the retained mes-
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sage, the broker stores the last message sent by the publisher and sends this
message to the subscriber who is a new subscriber to the topic. In short, re-
tained message is a feature in the MQTT protocol that allows subscribers to re-
ceive messages immediately after subscribing to a topic.

When a retained message is sent to a topic, the broker stores this message
until a new message arrives to the same topic. Thus, this retained message can
be forwarded to every new subscriber.[20]

2.3 .NET FRAMEWORK

A framework is a collection of structures and libraries created to support the
software development process to be easier, faster, and in a certain order. It is
used to make it easier for a software developer to write code on certain plat-
forms (IDE) for a certain job. Frameworks are usually implemented for a certain
programming language and make the code written in that programming lan-
guage more secure and easier to maintain. The choice of which framework to
use is based on the features of the project and the developer’s wishes.[21]

The .NET Framework was first published by Microsoft in 2002 as a software
development platform. This framework, developed to codeWindows-based ap-
plications, is divided into two as CommonLanguage Runtime (CLR) and Frame-
work Class Library (FCL). Common Language Runtime is a virtual machine that
allows applications to run, as well as providing services such as memory man-
agement, security and error management. Framework Class Library contains
detailed class structures used in areas such as data management, web develop-
ment, cryptography and user interface.

The latest version of .Net Framework, .Net Framework 4.8.1, was released by
Microsoft in 2022. The updates that followed, starting with .NET Core and then
.NET 5, enabled the platform to gain a more modern and flexible structure.
Thanks to this flexibility, these new .NET versions can also run on operating
systems other than Windows, such as Linux and macOS. With the subsequent
.NET versions .NET6, .NET7 and finally .NET8, this different platform support
was further developed, providing advanced support for performance optimiza-
tions and cloud-based applications.
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2.4 REACT LIBRARY

React is an open source Javascript library developed by Facebook in 2011. This
structure, which we can call React or React.js, is a development library created
to develop user interfaces and is used quite frequently in the field of web devel-
opment. In addition to helping to create single-page web applications or mobile
applications, it is also suitable for complex applications when used with other
libraries.[22]

2.4.1 EASY USE OF REACT: ADVANTAGES AND LIMITATIONS

COMPONENT-BASED STRUCTURE

Figure 2.3: React Component Logic

React allows us to implement dynamic web applications much faster and eas-
ier than vanilla Javascript. Javascript needsmore complex and large code blocks;
on the other hand, React makes these blocks much more efficient, which it owes
to its component-based structure. React’s component-based structure allows
you to take an application as a separate component down to its smallest part
and code it that way. For example, everything on a web page can be a compo-
nent; nav-bars, headings, each paragraph, all card structures and more. These
component structures can be reused when necessary, thus creating a clean and
orderly structure without code repetition. In vanilla Javascript, it is necessary to
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write much more code and establish complex structure relationships to provide
the same functionality.

IMPROVED PERFORMANCE AND VIRTUAL DOM

Code written with React renders fast because this library uses a technology
called Virtual DOM behind the scenes that increases performance. In normal
web pages, when there is any change on the client or server side, the entire page
needs to be reloaded in order for the change to be reflected on the page. This sit-
uation causes the re-retrieval of information that has not been updated, since it
will re-sents all requests, including those made when the page was first opened,
and therefore the user loses time and the web page slows down to a certain ex-
tent. However, this situation is optimized with Virtual DOM because this struc-
ture compares the previous and next states of all components and allows only
the components that have changed to be updated in the Actual DOM. This tech-
nology prevents all components from being re-rendered, increasing the speed
and performance of the application, especially in complex applications.

UNIDIRECTIONAL DATA FLOW

React follows a one-way data flow model. This means that data flows in a
single direction from the parent component to child component. Applications
developedwith React.js usually have parent components and child components.
The parent component passes data to the child component with a react mecha-
nism called props, and the child component only uses this data, does not return
it. This unidirectional flow makes it easier to track data and simplifies the de-
bugging process throughout the application. If a problem occurs, it is easier
to find the source of the error by tracking how the data flows through which
components. This is a very important advantage in complex and large projects,
because multidirectional data flow (such as in the MVC model) can often create
more errors and complexity.

SMALL LEARNING CURVE AND SPECIALIZED TOOLS FOR DEBUGGING

React.js is an easy-to-learn library because it is mostly based on HTML and
Javascript. It has a special syntax that allows user to use HTML and Javascript
together called JSX. The basic structure and component logic of React.js are quite
simple to understand for beginners. It may take a little longer to understand the
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more complex features of React.js (such as state management, lifecycle methods,
hooks, React-Redux), but the overall learning curve is lower than many other
frameworks. In addition, the learning process is supported by React’s large com-
munity and resources.[23]

React offers special tools for the debugging process. React Developer Tools
is a browser extension that was developed by Facebook and can be added to
Google Chrome. With this tool, developers can easily examine React compo-
nents through the browser, get detailed information about the states and props
of each component. This featuremakes it much easier to trackwhich component
processes which data, especially in complex applications, and find the source of
errors. With this tool, developers can manage their applications more efficiently
and save time in the debugging process.[23]

LIMITATIONS

• React.js is not a framework instead, it is a library.

• Some configurations are required to integrate with the traditional MVC
framework.

• Slow development pace.

• React.js is easy to learn compared to Angular.js. However, when enriched
with Redux, it becomes difficult to learn React.

• It does not use any dependency injection concept.

2.4.2 REACT - REDUX

Figure 2.4: React-Redux Visual Representation (Image from Medium)
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Redux is a state management library for Javascript applications. State in the
Redux is the properties and information that each component the application
currently has. The change of these properties and information is the definition
of the concept of state. Ifwe consider it fromReact, as the number of components
in the application increases, it becomes very difficult to control each component
and the states it contains. This situation causes uncontrolled data flow. This
situation is generally called state management problems and Redux was devel-
oped as a solution to this problem by Dan Abramov, one of the creators of the
React.js library.[24]

There are certain structures in Redux that perform state management, one of
them is the store structure.

Store: This is the structure that Redux creates to keep all states in the ap-
plication in a single and central place. Because of this structure, all states are
controlled in a single place and it becomes much easier to manage. Store allows
all components in the application to access the desired state without ”parent” -
”child” control, it allows to subscribe and listen to this state. Therefore, when
there is an update in the state, the components that are subscribed (listening) to
this state are rendered.[24]

Another Redux structure established for state management is actions.

Action: These are structures that describe any event that occurs in the appli-
cation. They are simple Javascript objects with a type field. They are structures
that carry data between the application and the store. The data they carry is
called payload. When calling an action, it is mandatory to pass the type param-
eter. Because the application finds the action to be processed according to the
type parameter passed and passes the payload there. All parameters except the
type parameter are optional.[24]

The last structure we will define to complete state management is reducers.

Reducer: This structure is passed as pure functions in Redux. What it does
is handling state logic. It takes an initial state and action type as parameters. Ac-
cording to these parameters, it updates the relevant state and returns the new
state. Since it is now an updated state, all components listening to this state are
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rendered.[24]

Figure 2.5: Redux State Management Visual Representation (Image from
Medium)

2.5 SIGNALR

SignalR is a real-time web application library that runs on ASP.NET technol-
ogy. SignalR provides two-way and continuous communication between the
server and the client. It is frequently used in applications that require real-time
data (chat applications, live notification systems, instant data updates, etc.). Sig-
nalR allows the creation of long-term connections between the client and the
server and communicates with different methods such as WebSockets, Server-
Sent Events (SSE) and Long Polling. Which communication protocol to use is
determined automatically based on browser and server capabilities.

FEATURES OF SIGNALR

Real Time Communication: SignalR provides a continuous connection be-
tween the server and the client, so it can send instant data updates to the client.
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Figure 2.6: SignalR Communication of Client and Server

Auto Protocol Selection: SignalR usesWebSockets if there are browsers that
support WebSockets. If this is not supported, it provides the connection using
alternative methods.

Bidirectional Communication: With SignalR, the server can send data to the
client, and the client can send data to the server, making it ideal for dynamic and
interactive applications.

Group Communication: SignalR can organize clients into groups and send
data to specific groups, which is useful for bulk notifications.

2.5.1 HUBS

SignalR provides communication between the client and server using a high-
level pipeline called a hub. Hubs enable the client and server to call each other’s
methods. SignalR automatically routes this communication between client and
server, and data can be sent and received with strongly typed parameters. This
makes model binding possible.
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SignalR offers two built-in hub protocols: a JSON-based text protocol and a
MessagePack-based binary protocol. MessagePack createsmessageswith smaller
size compared to JSON. However, for MessagePack support, older browsers
must have an XHR level of 2.

Hubs send messages by calling scripts on the client side. The message con-
tains the name of the called method and its parameters. Method parameters are
serialized according to the selected protocol and deserialization is performed by
finding this method on the client side. Afterwards, deserialized data is passed
to the appropriate method and executed.

2.5.2 .NET AND SIGNALR

SignalR is a library that works with the .NET framework. Therefore, it offers
an ideal solution for real-time communication in .NET applications. It does this
by establishing bidirectional data exchange between the server and the client.
The structures used in this communication are the structures called Hubs men-
tioned in the section above. The fact that hubs allow servers and clients to rec-
ognize each other’s methods ensures that data exchange is established without
interruption.

Again, the protocol supported by SignalR, which provides seamless integra-
tion with .NET, is WebSockets, but it also works with alternative protocols such
as Long Polling or Server Sent Events for older browsers. In order to increase
performance in this bidirectional communication, it uses structures such as JSON
or MessagePack mentioned above.

2.5.3 REACT - REDUX AND SIGNALR

SignalR and React.js are compatible with each other to control real-time data
exchange. While SignalR provides instant data transfer from server to client,
React updates its state with the received data and due to the updated state, all
components in the application that listen to this state are updated instantly. This
takes the application to a more advanced level in terms of speed, performance.

Redux, which acts as state management, is fully compatible with SignalR,
which provides instant updates. By storing the real-time data received by Sig-

20



CHAPTER 2. STATE OF THE ART

nalR in Redux’s store and updating the necessary components, a balanced and
uninterrupted data exchange takes place in every corner of the application. In
theory, in an application, messages received with SignalR are dispatched with
Redux actions and stored in the store, and this updated data is passed to all
relevant React components that subscribe to the store. Using these three tech-
nologies together provides a powerful solution, especially for applications that
require instant updates (such as chat, live data streams, notifications). Since the
problem we will solve requires instant data display from machines, these tech-
nologies were deemed appropriate.[25]
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3
Implementation

3.1 PROJECT SETUP

3.1.1 N-TIER ARCHITECTURE

In software projects, different architectural patterns are used to increase the
functionality and modularity of the application. These patterns are selected ac-
cording to the size of the project, its requirements and long-term maintenance
needs. Examples of these are; Monolithic Architecture, N-Tier Architecture,
Micro-serviceArchitecture, Event-DrivenArchitecture, Server-lessArchitecture.
Each of these has its own advantages and disadvantages. To briefly define:

• Monolithic Architecture: A type of architecture where all components of
the application are located in a single code base.

• N-Tier Architecture: The application is divided into layers with different
functionalities. Each layer has a specific responsibility and communicates
with other layers through interfaces.

• Micro-service Architecture: The application consists of small services that
work independently of each other and perform a specific function.

• Event-Driven Architecture: The application consists of independent com-
ponents that communicate through events. For example, events occurring
in a system trigger other components.

• Server-less Architecture: The application is developed with the functions
offered by cloud service providers without dealing with server configura-
tion.
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Figure 3.1: Supervisor Solution Projects

Since the Supervisor project is a large-scale and long-term software develop-
ment project, a layered architecture was preferred. This preference was made
for the reasons explained below:

1. Modularity: Each layer in the Supervisor project is designed for a specific
functionality, these layers are:

Presentation layer (React): Interaction with the user occurs in this layer. The
user makes a request with a button or similar tool. While the request is trans-
mitted to the Business Logic Layer, it transmits information and warnings from
the lower layers to the user (Supervisor.client and Supervisor.Server).

Business Logic Layer: It is used to perform additional checks outside the
database. Depending on the control result, either the request is transmitted to
the Data Access Layer (Supervisor.service and Supervisor.MQTT) or warnings
are transmitted to the user regarding the request result.

DataAccess Layer: It is the layer that performs the operations by transmitting
the requests from the Business Logic Layer to the database or databases it is
connected to and transmits the result back to the Business layer. All database
connection and operation commands (CRUD) are written and developed in this
layer (Supervisor.data and Supervisor.dto).

This modular structure allows each layer to be developed and tested inde-
pendently.

2. Maintenance: The N-Tier Architecture makes it easy to add new features
to the project or update existing features. For example: If a new user inter-
face needs to be added or updated, only Supervisor.client is modified. If a new
database needs to be added, this only requires work on Supervisor.data. Such a
structure makes the project more flexible and manageable in the long run.

3. Real-time Communication and Technological Integration: This project
brings together different technologies such as React, SignalR, and MQTT. The
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layered architecture makes it easy for these technologies to work together: Sig-
nalR is used for real-time communication and provides the connection between
React and the server. MQTT provides the processing and management of mes-
sages from devices. This structure allows the technologies to be optimized in-
dependently of each other.

Figure 3.2: N-Tier Architecture

Now we will examine the Supervisor implementation project by project.

3.1.2 DATA ACCESS LAYER

This layer corresponds to Supervisor.Data project in our system and man-
ages database operations using entity framework core.

ENTITY FRAMEWORK CORE

Entity Framework Core is an ORM (Object Relational Mapping) tool devel-
oped by Microsoft and can be used with .NET Framework and .NET Core.

Why Entity Framework?

- There are two opposing approaches calledDatabaseFirst or CodeFirst, these
approaches provide automatic creation of the data layer. If the DatabaseFirst ap-
proach is used, the entities (class structures) of the tables created in the database
are created in the code, but in the CodeFirst structure which is the opposite of
DatabaseFirst, the entities with defined class structures provide the creation of
table structures in the database.
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- Entity Framework makes performance improvements when creating and
running queries, so database operations are faster.

- Entity Framework supports different database platforms, so you can work
on different databases using the same code.

Entity Framework performsmapping operations through its own special ob-
jects, some of these objects are defined below;

DbContext: It is the most important object of Entity Framework, it manages
all objects related to the database.

DbSet: It represents the equivalent of a table in the database and is used to
perform CRUD operations.

Entity: It is the objects corresponding to the tables in the database.
Mapping: It defines the relationship between Entity and database tables.
Command: It is used to manipulate the data in the database.
Query: It is used to query the data in the database.

Now first we add necessary entity framework core packages using NuGet or
.NetCommandTool; dotnet add package Microsoft.EntityFrameworkCore af-
ter this command we can use ef-core in our project and we start by adding the
entities to the project followed by dbContext. After all entities and their corre-
sponding DbSets are defined on the context, repositories are written.

Repository: Since software applications usually have structures that perform
database operations intensively, this structure, which allows us to perform these
operations in a more practical way at once within the framework of the reusabil-
ity principle, instead of writing the necessary database operations over and over
again at each point of the relevant application, is called a repository. In our case
an interface with generic functions has been implemented as base repository.
Since Supervisor project has a lot of entities with different parameters, a generic
class has been used to prevent code-rewriting.

Generic Classes (<T>): Generics are classes and methods that have place-
holders (type parameters or parameterized types) for one or more types. This
lets programmer to design classes that take in a generic type and determine the
actual type at run time. A generic class encapsulate operations that are not spe-
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cific to a particular data type.

With this, all the repositories that derive from this base repository will have
generic methods and and will use these methods with respect to their own data
types.

For eachmachine that is an entity, there are twomessage types; STS and RCP,
in other words a recipe message and a status message.

While STS message has a lot of parameters including machine type and sta-
tus, this message is considered as a heartbeat message. MQTT Broker recevies
this message almost every second to let user know tho status of the machines,
if the machine is on or off or in another state, could be in an error state. On the
other hand RCPmessages contains Recipe of a solar panel that is currently being
processed.

Recipes:
A recipe in solar panel production line is contains general information of the

glass and panel to be created. In MQTT Broker recipe data is sent as a JSON
array:

1 {
2 "RECIPE": [
3 {
4 "Recipe Name": "FoilLenght: 0 mm; PunchingPos: 0 mm;

ReleasePos: 0 mm;"
5 }
6 ]
7 }

Code 3.1: Recipe JSON example

Overall for all machines; STS and if exist RCP entities have been created as
well as DbSets in context and Repositories that derives from a base repository,
which also derives from main interface IRepository.

Similarly Supervisor.Dto has entities that correspond to real entities created
in the database and user defined entities that have no actual table reference.
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DATA TRANSFER OBJECTS

The reason for using DTO (Data Transfer Object) in software development is
data transfer. For example, when a client application needs to receive data from
a server or send data to a server, DTOs help to carry out the data transfer process
effectively and regularly.

DTO objects are indispensable for our API-based developments.

Exposing entity classes to the outside world through APIs is a security vul-
nerability also using entity classes in the controller and service layer may cause
some errors.

Some fields in the entity class; these (log-like fields such as createdAt, creat-
edBy, updatedBy) may concern the internal model or database of the applica-
tion, so unnecessary fields should not be sent to the client side unnecessarily.

Database objects (entities) are not passed to the business logic layer, DTOs
are used instead. This reduces the tight dependency between layers and allows
easier management of changes.

This structure, as complete, creates Data Access Layer.

3.1.3 BUSINESS LOGIC LAYER

In Supervisor project, Business Logic Layer consist from2projects; Supervisor.MQTT
and Supervisor.Service. These 2 projects will be handled separately.

Supervisor.MQTT

Supervisor.MQTT is an important component in the Business Logic Layer of
the Supervisor project and functions as a module that provides communication
between devices using the MQTT protocol and works as a background worker
in the project. This module listens to messages frommachines in the production
line that sends messages to MQTT Broker, processes them, and routes them to
other parts of the system. It also optimizes the routing and processing of mes-
sages by supporting an event-driven structure called event-bus. To create the
routing mechanism, event-bus structure uses its handlers.
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BACKGROUND WORKERS

BackgroundWorker is used to perform long-running or resource-intensive op-
erations (for example, data retrieval, complex calculations, or large file opera-
tions) without occupying the main thread (UI). This allows the application to
remain responsive to user interactions and provide a smooth user experience.

In the Supervisor project, a continuous data saving to a database is performed
by connecting to the MQTT broker, in this case, the MQTT implementation is
defined in a background worker to prevent the database and the system from
locking in a possible situation.

EVENT-BUS

Event-bus is a communication mechanism that directs events from one com-
ponent to another in software systems. It supports the principle of loose cou-
pling, allowing a component to send messages without establishing a direct de-
pendency on another component. Event Bus allows events to be processed by
one or more ”handlers”.

Event-bus, used in the Supervisor.MQTT project, associates incoming mes-
sages with a specific ”topic” and directs them to the ”handler” function defined
for this topic. It is used to organize messaging within the system.

Figure 3.3: Event-bus structure. Image from Microsoft Learn

Event-Bus Interface

Event-bus interface has two methods called Subscribe and PublishAsync:

• Subscribe Method: Subscribes a handler function/class to the event-bus
for a specific topic.
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– A ConcurrentDictionary named _handlers is used. This dictionary
stores a handler function for each topic.

– If a handler for the same topic already exists, an exception is thrown.
– Lastly a method tries to add the given topic and handler to the dic-

tionary. If the topic has already been added, an exception is thrown.

• PublishMethod: Publishes amessage for a specific topic and runs the han-
dler that subscribes to that topic.

– The given topic is searched in the _handlers dictionary.
– If a handler is found, the message parameter is passed to this handler

and the handler is run asynchronously.
– If there is no handler for the relevant topic, an exception is thrown.
– Another method tries to find a handler for the given topic. If the

handler is found, the handler is called and the message parameter
is passed.

– If the handler does not exist, an exception is thrown.

After event-bus implementation, events are connected to handlers, but before
that, handlers must be defined.

HANDLERS

The event-bus structure used in the Supervisor.MQTT project enables the for-
warding and processing of messages in the system using handlers which are
structures that contain a specific business logic, parse incoming messages and,
if necessary, integrate with other services and save them to the database or per-
form other operations.

A MachineHandler receives incomingmessages (for example,messages in JSON
format from MQTT), processes them, routes them to appropriate services and
saves them in the database. The purpose of this class is to parse and processmes-
sages appropriately in order to fulfill a certain business logic. Every MachineHandler
has two methods:

• _stsService: A service responsible for processing STS (Status) messages
and saving them to the database. This service is used to save or update
machine status information using necessary repositories that explained in
the Data Access Layer of this thesis.
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• _rcpService: A service responsible for processing RCP (Recipe) messages
and saving them to the database necessary repositories that explained in
the Data Access Layer of this thesis. This processes and saves recipe data.

Both services are injected into the handler class with the Dependency Injec-
tion (DI) method.

After constructor and necessary injections, two methods have been imple-
mented; HandleSTSMessage and HandleRCPMessage

• HandleSTSMessage: Processes an incoming STS (Status) message

– Using JSONConvert.DeserializeObject(), the message is converted
from JSON format to a machine entity.

– If the message cannot be deserialized, no action is taken.
– Then relevant method adds the STS object to the database or up-

dates the existing record if there is already a record with the same
MachineId.

– A conditional check is used to determine which record to update.

• HandleRCPMessage: Processes an incoming RCP (Recipe) message.

– Using JSONConvert.DeserializeObject(), the message is converted
from JSON format to a machiine entity.

– If the message cannot be deserialized, no action is taken.
– Then relevant method adds the RCP object to the database.

More methods can be added here as the handler needs before sending mes-
sages to the related services; for example if a parsing operation is needed, JSON
message that came from event-bus must be parsed before sending it to the ser-
vice.

These handlers are implemented for all relevant RCP and STS message enti-
ties.

MQTTHANDLER

In the MqttHandler section, the bridge between MQTT and event-bus is es-
tablished.

1 public class MqttHandler : IMqttHandler
2 {
3 private readonly IEventBus _eventBus;
4

31



3.1. PROJECT SETUP

5 public MqttHandler(IEventBus eventBus)
6 {
7 _eventBus = eventBus;
8 }
9

10 public async void HandleIncomingMessage(string topic , string
payload)

11 {
12 if (!string.IsNullOrEmpty(payload))
13 {
14 await _eventBus.PublishAsync(topic , payload);
15 }
16 }
17 }

Code 3.2: MqttHandler class implementation

• The MqttHandler class has an IEventBus dependency to route messages
over the event-bus.

• An instance of IEventBus is injected into the class using Dependency In-
jection.

• The HandleIncomingMessage method receives an incoming MQTT mes-
sage, checks its content, and sends it to the event-bus. If the payload is not
valid, no action is taken. If the message is valid, the PublishAsync method
is called to forward the message to the event-bus.

• The _eventBus routes the message to the appropriate handlers.
The IMqttHandler and its implementation, the MqttHandler, provide an ef-

fective structure for processing incoming MQTT messages. This class checks
the messages and forwards them to the appropriate handlers using Event Bus.
The structure has been made as asynchronous and modular to provide great
advantages in terms of performance and extensibility. In the Supervisor project
that requires real-time data processing this structure makes it easier to manage
message traffic.

The last part of this mechanism has been implemented in the Program.cs file;
where all the declarations and bindings have been made.

PROGRAM.CS

Program.cs establishes a relationship between event-bus and handler struc-
tures, ensuring that messages coming to specific topics are processed by the cor-
rect handlers. This process enables the system to be structured in a modular
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manner for processing messages. In this section, all repositories and services
should be defined before moving on to the binding section. After the services
are defined with their life-cycles, the binding section can be implemented.

MQTTWORKERSERVICE

This background service has two elements; the constructor where all param-
eters have been defined and injected, and an ExecuteAsync method where the
message from the Broker has been received and processed.

The MqttWorkerServicederives from BackgroundWorker class and implements
a constructor that receives some parameters but for this casemost important one
is IMqttHandler that is explained before.

The constructor, creates client and options to secure a connection with the
broker. To reach that goal necessary broker and port informations have been
fetched from appsettings.JSON file. When this is implemented, the client now
is ready to connect to broker and subscribe to topics. This section is handled
with ExecuteAsync method.

TheExecuteAsync method runs continuously when the service is started, con-
nects to the MQTT broker, subscribes to specific topics, and listens for incoming
messages and makes them ready to process.

The method uses a CancellationToken to ensure continuous operation. This
token allows the service to exit this loop when it is wanted to be stopped. The
loop works with a conditional statement. Thus, the operations continue as long
as the service is open.

First, the MQTT client is checked. If it is not connected to the broker, the
a connect method is called to establish the connection. During this connection,
settings such as the broker address and connection port are applied usingMQTT
client options. If the connection is successful, the service determines the topics
it should subscribe to and subscribes with a subscribe method. This topic infor-
mation is taken from the configuration in the appsettings.JSON file. The code
ensures that the MQTT broker connection and topic subscriptions are config-
ured properly.
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If an error occurs during the connection or subscription, this error is caught
in the catch block. This ensures that the system does not crash and retry in the
event of a connection failure. The error message is logged as well. The code uses
Task.Delay to add a 1-second delay between connection attempts. This prevents
the system from increasing its resource consumption by trying to connect too
often.

Finally, an event is defined for the MQTT client to listen for incoming mes-
sages. This event is triggered when a message arrives from the MQTT broker.
The message content (payload) is decoded in UTF-8 format and read as a string.
The message is then processed by another method. This method retrieves the
topic and content of the message and directs it to the relevant processing logic.
Thus, each incoming message is handled by an appropriate handler. When the
message is sent to the appropriate handlers for data insertion, it is also sent to
the client side using HttpClient.

HttpClient has the information of message controller. On the message con-
troller there is an end-point that will receive thismessage. When received, it will
broadcast this message to the all channels using SignalR.

As a conclusion, this structure ensures that the system remains connected to
theMQTT broker at all times. If the connection is lost, reconnection attempts are
made and the service continues to operate. Message listening is initiated imme-
diately upon connection to the broker and incoming messages are processed
appropriately. After that it will ensure message has been broadcasted to listen-
ing channels. This system provides an infrastructure optimized for real-time
messaging needs.

3.1.4 PRESENTATION LAYER

PresentationLayer consists of 2 projects; Supervisor.Server and Supervisor.client.
These two projects together creates the presentation layer and act as a bridge be-
tween the user interface and the business logic layer. Supervisor.Client is a front-
end application developed using React and React-Redux on the other hand Su-
pervisor.Server is a back-end application that works as a Web API that handles
user requests from front-end and sends them to relevant services. Communica-
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tion between these two projects is provided by HTTP requests (REST API) and
SignalR technology.

SUPERVISOR.SERVER

Supervisor.Server is a back-end application that works as aWebAPI and com-
municateswith the React-based front-end (Supervisor.Client). This project of-
fers extensive functionality by providing real-time data communication via both
REST API and SignalR. The project includes many important features, from ses-
sion management to machine and message operations.

AUTHENTICATION

Project starts with a login page for this purpose a login interface in the front-
end and an authentication controller in the back-end has been implemented.
This controller defines a Login API endpoint and performs the user login pro-
cess. This endpoint, specified with [HttpPost("login")], receives and vali-
dates the login information from the user.

The username and password information from the client side is compared
with the username and password that present in the appsettings.JSON file. If
the username and password matches, the user can successfully login. The user-
name information of the logged in user is recorded in the session using session
mechanism. Then, an object containing the session information is created and
returned to the client with a 200 OK status.

If the username and password does not match, a response is returned to the
client side with a 401 Unauthorized status code and a message ”Invalid user-
name or password”. This structure provides a basic validation mechanism for
both managing user sessions and ensuring the security of the API.

Similarly, on log-out request, session info is cleared thus results with routing
user to login page.

MACHINE AND MESSAGE CONTROLLERS

MachineController is a controller that manages operations related to ma-
chines in the Supervisor.Server API. This controller provides basic operations
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such as listing, viewingdetails, creating, updating anddeletingmachines. It also
provides more comprehensive information by querying the number of unread
messages associated with machines.

One of themost basic functions of MachineController is to list all machines in
the system. A method that retrieves the available machines from the database
and returns to the client. If an error occurs during the operation, a 500 Inter-
nal Server Error response is returned along with the error message. Similarly,
another method retrieves the details of a specific machine. If the requested ma-
chine is not found, a 404 Not Found response is returned to the client.

MessageController is a controller that provides message management in the
Supervisor.Server API and communicates with both clients and other compo-
nents via the SignalR hub. This controller allows receiving messages associated
with machines, querying unread messages, and updating message statuses. In
addition, it broadcasts messages to clients in real time using SignalR.

One of the main functions of this controller is to return all messages belong-
ing to a specific machine in response to requests from clients. Thanks to this
function, users on the client side can easily access the message history associ-
ated with a specific machine. In addition, another endpoint that returns only
unread messages allows users to quickly see which messages have not yet been
processed. This is especially useful in managing operational message processes.

Another important function is tomarkmessages as ”read”. Users canmark all
messages collectively or a single message as read. During these operations, the
statuses of the relevant messages in the database are updated and synchroniza-
tion with clients is ensured. This allows centralized management of message
statuses and allows users to regularly monitor message traffic.

Finally, the controller uses SignalR to broadcast an incoming message to all
clients. This broadcasting process enables real-time communication between
clients. For example, when a new status message arrives for a machine, this
message is transmitted to all connected clients via SignalR. In this way, user is
instantly informed and coordination is achieved throughout the system.
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MessageController offers a comprehensive solution formessagemanagement.
Functions such as receiving messages, querying their unread status, and for-
warding them in real time are the basic features of the controller that increase
user experience and system efficiency. At the same time, real-time communi-
cation provided by SignalR strengthens the dynamic structure of the system,
allowing users to access up-to-date information at all times. All these functions
create a powerful and extensible structure thanks to the tight integration of the
controller with the service layer.

SUPERVISOR.CLIENT

Supervisor.Client is a web application that creates the user interface of the
Supervisor system and is developed with the React library. In the App.jsx file,
which is the basic entry point of the project, page orientations (routing), gen-
eral style components, user login screen and different pages separated accord-
ing to user roles are defined. React’s functional component structure and the
react-router-dom library are used to direct users to specific URLs. For exam-
ple, the Login component corresponding to the ”/” path is the interface that
performs user authentication. In addition, the ”/admin” route represents the
AdminDashboard component, which is the admin panel, ”/mainpage” represents
the screen of production line operators, and ”/admin/machinelist” represents
the component that provides the list of machines.

The react-toastify library has been integrated for notifications that can be used
globally within the application. ToastContainer is configured to be usable on
all screens of the application and provides instant notifications to the user about
system events (for example, when a new message arrives, when the machine
status changes, etc.). In addition to this, a modern and user-friendly interface is
provided with style and component libraries such as Bootstrap.js, Bootstrap.css
and Slick Carousel which both used to display data. And all these components
are centrally organized in App.jsx.

One of the important technical details is the management of the SignalR con-
nection within the application. Using the useEffect hook, the SignalRService
component is executed once when the application is first loaded and a real-time
WebSocket connection is established with the server. Because of this structure,
messages sent by the server side can be listened to instantly on the client side.
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The SignalR connection is managed in accordance with the component lifecycle;
that is, the connection is terminated when the user leaves the page.

After the connection is successful, an event called ReceiveMessage is defined
to listen tomessages from the server-side. When this event is triggered, themes-
sage reaches the client and a notification is displayed to the user on the applica-
tion. The incoming message is displayed in the upper right corner of the screen
for ten seconds via the toast.info() function. This structure is a very effective
method to instantly inform the user when an event occurs in the system and to
include them in the process. In addition, thanks to the customizability of these
notifications, it is possible to present critical messages in the system in a more
visually appealing way.

A function called stopConnection has also been defined for the system to
work reliably. This function is called when the user leaves the system or the
application closes and terminates the active SignalR connection. This not only
terminates the connection, but also makes the connection object null and ready
to be restarted. With this method, connection management is carried out in a
controlled manner, resource usage is optimized and the client is prevented from
creating multiple connections.

Login and Logout Processes:

In the Supervisor application, user login processes are designed by combining
React components and Redux state management. The Login.jsx component,
which is the entry point of the application, receives the username and pass-
word information from the user and sends this information to the loginUser
action defined via Redux. The user form is managed with React state using
the controlled input structure. When the form is submitted via (handleSubmit),
the dispatch(loginUser(...)) call is triggered. With this process, an asyn-
chronous login process is started on Redux and the user interface is updated
according to the status of the login process.

When the login process is started, the state in the auth reducer is updated and
the loading flag is set to true. This allows the user to be shown a “loading” an-
imation. If the login is successful, the user information (username, sessionId)
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returned from the server is saved to the Redux store and simultaneously writ-
ten to localStorage. In this way, the user session becomes permanent in the
browser. As soon as it is understood that the login process is successful via Re-
dux, the useEffect hook is activated and the user is automatically directed to
the /mainpage route. This process is handled with the navigate() function and
the user is directly directed to the home page and taken into the application.

If an error occurs during the log-in process, the LOGIN_FAIL action is triggered,
and the error message is written to the loginError in the reducer. This situa-
tion is also checked within the same useEffect hook and a visual error message
is displayed to the user using the react-toastify library. Thus, both successful
and unsuccessful session attempts are directly notified to the user. This struc-
ture plays an important role as the basic feedbackmechanism that manages user
interaction.

The authReducer defined on the Redux side is a state manager that manages
all login and logout operations. Situations such as LOGIN_REQUEST, LOGIN_SUCCESS,
LOGIN_FAIL are processed through this reducer. When the login is successful,
the userInfo on the system is updated and the system recognizes the user’s
identity. For logout a function is implemented and this function sends a request
to the server to end the user session and clear the localStorage. Then the Re-
dux state is reset to its initialState. This completely logs the user out of the
application and redirects them to the form screen for the next login.

As a conclusion the login and logout processes in the Supervisor application
are designedwith the combination of React components and Redux’s state man-
agement structure. This structure dynamically shapes the user interface accord-
ing to the login state and provides secure session management by working syn-
chronously with the server side. Users’ logins to the system are made sustain-
able by storing and reusing session information in localStorage. This approach
is structured in line with the standard session management techniques used in
modern front-end applications.

Main Page
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After completing the login process in the Supervisor application, the user is
directed to the MainPage component, which is the main screen of the system.
This screen is the most basic monitoring interface that the application offers to
the user. Due to the nature of the application, the status of the machines in the
system and the messages belonging to these machines are displayed through
this main component. In the React architecture, the MainPage works as a con-
tainer component that organizes the high-level structure of the application. The
interface structure starts with a fixed Navbar at the top; This bar usually con-
tains basic information such as the application logo, username or session trans-
actions. A NavigationMenu component located just below the Navbar is a hor-
izontal menu that allows switching between modules in the application. This
structure greets the user with a simple interface, avoids unnecessary complex-
ity and directs the focus of attention to the main functions.

The rest of the page contains an area that dynamically displays content ac-
cording to the user’s selection. This content is determined by the mainComponent
variable controlled via the Redux store. For example, if themachine information
is loaded into the relevant Redux state, the MachineCarousel component is dis-
played in this section. This component is the section where all machines are
presented in a horizontally scrollable structure as visual cards. Each card con-
tains basic information about the relevant machine and the number of unread
messages. In this way, the user can quickly evaluate the status of the machines
in the production line.

As a result, the main page component forms the basic view of the Supervi-
sor application and acts as the central control panel of the system. The user can
easily monitor the current status of the machines in the system, the number of
unread messages and their details through this screen. This structure allows
the application to operate as a simple but functional surveillance system. The
Redux infrastructure running in the background ensures the reusability of the
components and the achievement of a consistent data flow throughout the ap-
plication.
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Figure 3.4: Main Page of the Application

In the Supervisor application, one of the basic components used to visually
present the status of themachines in the production line to the user is the MachineCard
component. This component is rendered individually for each machine in the
MachineCarousel, a horizontally scrolling structure on the MainPage screen. Each
card serves as a unit that summarizes the basic information about amachine and
provides the user with fast and intuitive information about the current status of
the relevant machine. The MachineCard includes the name of the machine, the
number of unread messages belonging to that machine, and sometimes status
indicators. Unreadmessage information is usually presented as a distinct badge,
drawing the user’s attention to newly arrived or unprocessed data. In this way,
monitoring the machines in the system is supported not only numerically but
also with a visual focus.

When the user hovers over this card, the card comes to the fore with a visual
growth animation (hover effect), which is an important interface detail that in-
creases user interaction.[26] Thanks to the clickability of the card, the user can
open a modal window to view detailed messages belonging to the relevant ma-
chine. This modal allows the user to instantly read messages belonging to the
machine, mark them as read, and interact with the system. MachineCard is the
first point of contact that initiates this interaction and offers both an informa-
tive and interactive structure in terms of user experience. At the same time, the
machinesData object coming from Redux is used as the basis for the creation of
these cards, so the interface remains constantly synchronized with the current
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information coming from the back-end. As a result, MachineCard is not only a vi-
sual representation in the Supervisor system, but also an interactive component
that initiates a two-way flow of information between the user and the system.
Thanks to its simple but effective structure, it is easier for users to manage, mon-
itor, and intervene in machine traffic in the system.

Figure 3.5: Machine Card component

In the Supervisor application, the status of each machine is presented to the
user through the specially designed MachineCard component. This card, as seen
above, contains rich content in both visual and functional terms. The high-
resolution machine image in the center of the card makes it easier for the user
to recognize the physical production line in a digital environment. The icons
placed in the lower right corner just above the image symbolically represent the
current status of the machine. For example, the green power icon clearly indi-
cates to the user that the machine is active and running. Such status indicators
increase the traceability of the system in real time.
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Two buttons at the bottom of the card allow the user to access more detailed
information about themachine. When the ”DETAILS” button is clicked, amodal
windowcontaining technical and structural information about themachine opens.
This modal will show user details such as the model, status, and unread mes-
sages of themachine. On the other hand, the ”SEEMESSAGES” button triggers a
separatemodal showing the received systemmessages from thatmachine. Here,
unread messages are particularly emphasized. As seen in the image, there is a
red notification badge in the upper right corner of the envelope icon, indicating
that there is a newmessage for the relevant machine. This structure informs the
user about the current developments in the system and facilitates rapid action.

The MachineCard component is not only a visual representation in the Super-
visor interface, but also a data-driven control center. Through this card, the user
can see the current status of the machine and easily access detailed information
or system messages specific to that machine. This structure increases the inter-
active power of the system bymaking themonitoring of the production line both
accessible and user-friendly.[10]

The MachineCard in the Supervisor application, offers the user two actions:
”DETAILS” and ”SEE MESSAGES”. Both actions are designed to provide the
user with more detailed information through a modal window. These modals
are structured as React components and open without disrupting the current
state of the page at the moment of clicking, providing the user with a fast and
seamless experience.

The first modal opens when the ”DETAILS” button is clicked. This modal
summarizes the physical and operational status of the relevant machine in a
simple way. For example, the name of the machine, its current operating status
(e.g. ”running”), and the number of unread messages are presented to the user
through this window. These details are usually displayed in a read-only format,
without any input from the user. In this way, the user gets a quick overview of
the machine and does not encounter a large amount of data on the UI.
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Figure 3.6: Machine Details modal

The second modal opens when the ”SEE MESSAGES” button is clicked and
contains a detailed list of messages related to the machine. These messages; It
contains fields such as message ID, machine ID, content (Content), read status
(IsRead) and message creation time (CreatedAt). Data is dynamically filled in
from the server and presented to the user in a tabular format. If desired, the user
can select messages individually or collectively and mark them as read with the
”MARK AS READ” button. In this way, the user not only monitors the produc-
tion line, but also interacts with the history of the system. Displaying unread
messages prevents missing critical production notifications.[26]

Figure 3.7: Machine Messages Modal

In addition, this entire structure can be updated in real time with new mes-
sages coming from the backend via SignalR; in other words, the user can see
new messages without refreshing the page. This transforms the system from a
monitoring panel to an active and responsive monitoring solution.
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In the Supervisor application, the management of machine data is performed
via the Redux structure on the client side. When the user interface is opened or a
certain action is performed, the system sends a GET request to the /Machine API
endpoint on the serverwith an asynchronousRedux action called getAllMachines.
The response received as a result of this request is transferred to the Redux store,
which provides state management for the application. The properties of each
machine in the response are dynamically parsed, and from these, the header
information (e.g. column names) used by components such as tables in the in-
terface are also derived. Then, this data is successfully processed into the Redux
store as a structured object.

The process of writing data to the store is handled in the reducer layer. If
the data coming from the server represents more than one machine, the reducer
writes this data directly to the store. However, if the aim is to update only a
single machine, only the record with the matching id value in the machine list
is updated thanks to the map function in the reducer, while the others are kept
as they are. This structure ensures that the application works in synchrony with
the user interface and allows the updated data to be effective only in the rele-
vant area. With Redux, the user can view changes in data without refreshing
the page. This approach provides high efficiency and stability in real-time pro-
duction monitoring applications.

Figure 3.8: Messages can be marked as read

As a conclusion, these two modal components are complementary modules
that deepen the user interaction initiated with MachineCard and allow more in-
formation exchangewith the system. It both facilitates access to information and
actively includes the user in the decision-making processes of the system.
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4
Execution and Results

4.1 RUNNING THE SUPERVISOR IN LOCAL ENVIRONMENT

This section explains in detail how the developed software is run and how it is
installed in the test environment. The Supervisor project is a client-server based
system with a multi-layered architecture. It consists of a React-based user in-
terface (front-end), a .NET-basedWeb API (back-end), an MQTT listener service
running in the background, and database layers. Certain stepsmust be followed
to ensure that this structure is properly implemented in a local development en-
vironment.

4.1.1 SYSTEM REQUIREMENTS

In order for the project to run smoothly in a local environment, the following
software must be installed on the system:

• Visual Studio 2022 or later (required workload: .NET desktop & ASP.NET
development)

• .NET 8.0 SDK
• Node.js (v18 and later, for React)

• npm or yarn (for package management)

• Microsoft SQL Server (Express or Developer version is sufficient)

• SQL Server Management Studio (SSMS) (for database monitoring and ta-
ble creating)
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• MQTT Broker (tests have been done with MQTT Explorer)

• Postman or Swagger (for API testing, in this testing swagger have been
used)

4.1.2 DATABASE AND ENTITY FRAMEWORK CONFIGURATION

In the Supervisor project, data access is performed via Entity Framework
Core. The SupervisorDbContext.cs class defined in the Supervisor.Data project
is the structure that manages all DbSets and database connections. The database
connection address is defined in the appsettings.JSONfile in the Supervisor.Server
project under the ”ConnectionStrings” section:

1 //..
2 "ConnectionStrings": {
3 "connectionString": "Data Source=(localdb)\\MSSQLLocalDB;Initial

Catalog=Supervisor;Integrated Security=SSPI;"
4 }

Code 4.1: Connection string

Then tables are created via MSSQL:

1 USE [Supervisor]
2 GO
3

4 SET ANSI_NULLS ON
5 GO
6

7 SET QUOTED_IDENTIFIER ON
8 GO
9

10 CREATE TABLE [dbo].[Machines](
11 [Id] [bigint] IDENTITY(1,1) NOT NULL,
12 [Name] [nvarchar](max) NULL,
13 [Status] [nvarchar](max) NULL
14 ) ON [PRIMARY] TEXTIMAGE_ON [PRIMARY]
15 GO

Code 4.2: Machine Table

1 CREATE TABLE [dbo].[Messages](
2 [Id] [bigint] IDENTITY(1,1) NOT NULL,
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3 [MachineId] [bigint] NULL,
4 [Content] [nvarchar](max) NULL,
5 [IsRead] [bit] NULL,
6 [CreatedAt] [datetime2](7) NOT NULL
7 ) ON [PRIMARY] TEXTIMAGE_ON [PRIMARY]
8 GO

Code 4.3: Message Table

4.1.3 STARTING THE BACKEND (.NET WEB API) SERVICES

In the server side of the Supervisor application, all services are started, de-
pendencies are loaded, middleware layers are defined, and the application com-
municates with the outside world is done in the Program.cs file. This file is the
starting point of the application’s lifecycle and is the unit where configurations
are defined centrally.

When the application is started, the components that need to be added to the
service collection are first defined. In this context, controller services that enable
the processing of HTTP requests are added, and the SignalR infrastructure used
for real-time communication is added. In addition, Swagger/OpenAPI support
is provided, allowing to test API endpoints interactively.

The database connection is configured and the application connects to SQL
Server via the connectionString parameter defined in the appsettings.JSON file.
In this context, all data operations are performed with the Entity Framework
Core ORM layer.

The repository and service classes defined as a requirement of the layered
architecture in the application have been added to the container with the De-
pendency Injection principle. For example, the IMachineRepository interface is
directed to the MachineRepository class when the application runs. Similarly,
services such as IMachineService and IMessageService have been injected into
theDI container in away that corresponds to their own interfaces. This structure
makes the dependencies of the application controllable and testable.

The session management of the application is also structured here. User-
specific sessions are defined and the duration of these sessions is set to 60 min-
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utes. In addition session data can be stored in memory using specific session
functions.

In terms of security, CORS (Cross-Origin Resource Sharing) settings are de-
fined comprehensively. With the AllowAnyHeader, AllowAnyMethod and Al-
lowCredentials options, client applications from different origins (e.g. React
frontend) can access theAPI. Allowing such flexible settings during the develop-
ment phase ensures that test processes are carried outmore efficiently, especially
in the localhost environment. Allowing any header, method and credentials
while defining the CORS policy is dangerous in real-life applications. Allow-
ing any credential and headers in the CORS policy has been shown to create a
CORS vulnerability that allows sensitive data to be stolen. Misconfigurations
are known to allow attackers to perform denial-of-service (DoS) and steal data.
In supervisor this policy only used in local development and for testing pur-
poses.[27]

Finally, thanks to the MapFallbackToFile("/index.html") function, since the
front-end side is SPA (Single Page Application), unknown routes are automati-
cally directed to the index.html file. This is an important configuration for the
correct rendering of the React application.

Because of this structure, the Supervisor server becomes a central platform
that manages the database, messaging infrastructure, service layers and client
communication. The Program.cs file is not only for configuration purposes, but
also a strategic component that carries the backbone of the application architec-
ture.

4.1.4 RUNNING FRONT-END (REACT) APPLICATION

The client side is developed with React under the supervisor.client folder.
This application provides the user interface and connects to the back-end with
a REST API. The following steps should be followed to launch the application:

1 cd supervisor.client
2 npm install
3 npm run dev

Code 4.4: Running client-side
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The following configurations must be correct in the .env file within the React
application:

1 // These addresses can change according to environment.
2 VITE_API_URL=https://localhost:5001/api
3 VITE_SIGNALR_HUB_URL=https://localhost:5001/messageHub

Code 4.5: .env file configuration

With this information, the front-end application connects to the correct back-
end and SignalR hub addresses. When the SignalR connection is successful, the
user can see new messages instantly on the screen. User interactions are man-
aged with the help of libraries such as Redux, axios and toastify.

When all layers are run locally, the Supervisor application allows the user to
monitor machines, track messages, view historical records and communicate in
real time. The local test environment allows the system to be tested safely and
synchronously throughout the development process. This structure also forms
the basis for moving the system to the server environment (IIS installation) in
the later stages.

4.2 PUBLISHING SUPERVISOR APPLICATION VIA IIS

After the Supervisor project is developed locally, the application needs to
be hosted on a web server so that it can reach a wider range of users. For this
purpose, Microsoft’s official web server, Internet Information Services (IIS), was
used. In this section, how the .NET-based web API project Supervisor.Server is
installed and configured on IIS is explained step by step.

4.2.1 DEPLOYMENT PROCESS OF APIS

Before the installation on IIS, the ASP.NET Core project must be published
as executables and content. This process can be done via Visual Studio:

• The Supervisor.Server project is selected in Visual Studio.

• Right-click and select the ”Publish” option.

• A new publish profile is created as Folder Profile.
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• The path C:/inetpub/Supervisor.Server is selected as the target folder.

• The Release build profile (build configuration) is selected.

• The publishing process is completed.

As a result of this process, the compiled .dll, web.config, appsettings.JSON
and other necessary files are found in the relevant folder. This process must be
done for all APIs.

4.2.2 DEPLOYMENT OF SUPERVISOR.CLIENT (REACT APPLICATION)

Supervisor.Client is a single page web application (SPA) developed with Re-
act. This application, which runs with the npm run dev command in the local
development environment, must first be converted into static files in order to be
transferred to the production environment.

The React project is compiled from the terminal with the following com-
mands:

1 cd supervisor.client
2 npm install
3 npm run build

Code 4.6: .env file configuration

After this command, a folder named dist or build is created. This folder
contains all the HTML, JS and CSS files of the application. These files are static
and can be hosted on any server. The contents of the dist or build folder that is
created are copied to the Supervisor.Server/wwwroot folder.
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4.3 EXECUTION

Figure 4.1: Configuring startup projects

Only necessary projects; Supervisor.MQTT, Supervisor.Server and Supervisor.client
have been configured as ’Start’. This makes it easy for executing Supervisor ap-
plication and consumes less memory.

Now, just clicking start and the application will be running.

Figure 4.2: MQTT connection established

Supervisor.MQTT is up and running; waiting for messages from MQTT bro-
ker.
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Figure 4.3: Client side running

Supervisor.React is successfully running.

Figure 4.4: Server side executed

Lastly, Supervisor.Server is successfully executed and ready to give re-
sponses to client side.

MQTT EXPLORER

MQTT Explorer is a powerful tool that allows you to follow messages be-
tween clients communicating using the MQTT protocol through a visual inter-
face. Thanks to this application, the behavior of both publishers and subscribers
can be observed, and message content can be analyzed in detail.
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Figure 4.5: Messages tracked from MQTT Explorer

As seen in the figure above, different machines in the system (such as AU-
TOBUSSING, CURING, ECO-CUT and ECO-FRAME) sendmessages viaMQTT
with specific topics. Each message is transmitted in the form of a JSON object
and includes fields such as machine ID, message content, read status and cre-
ation date.

Since the MQTT Explorer tool listens to such messages directly and displays
them in a structured manner, it provides great convenience in checking the sys-
tem’s communication accuracy, data structure and up-to-dateness. In this way,
software development and system testing processes can be carried out faster,
more reliably and more visually.

SWAGGERS

In the Supervisor application, the Swagger interface has been activated and
all endpoints (e.g. api/Machine, api/Message, api/Authentication) have been
visually listed. Through this interface, information such as the request type
(GET, POST, PUT, DELETE) of each API method, the URL from which it will be
accessed, the parameters it should receive, and the type of response it returns
can be examined in detail. During the development process, this structure has
been used to test whether the services are working correctly, and the data for-
mats expected from the clients have been easily verified. See example below:

Figure 4.6: Swagger testing endpoint
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Figure 4.7: Swagger endpoint response

On the client side web page is opened and SignalR is connected, listening
server side for any messages.

Figure 4.8: SignalR connection can be seen from developer tools(F12)

Messages coming from machines are captured with Supervisor.MQTT in the
background of the system and then processed. These messages are both saved
in the database and instantly transmitted to all connected clients via SignalR
technology. On the client side, application listens for the SignalR connection
and presents the incoming messages to the user as a visual notification. With
this, the data flow in the system is completed in real time from end to end.

Figure 4.9: Supervisor.MQTT catching messages
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Figure 4.10: Instant message on the application

With this logic, the application continues to insertmessages into the database
and shows them to the user.

Figure 4.11: Received messages of the machine

PERFORMANCE EVALUATION

To assess the system’s performance under different message count, a con-
trolled stress test was conducted using Python scripts to send MQTT messages
to the Supervisor.MQTT backend. Four different message volumes—100, 200,
500, and 1000 messages—were tested. For each case, the total time taken to send
all messages from the client side (Python script) and the time taken by the server
to receive and process those messages were recorded. Below are the results of
this tests.
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Figure 4.12: Server throughput graph

Figure 4.13: Measured Performance Metrics During Stress Test

In order to better understand the system’s behavior under increasing load,
a more in-depth analysis was carried out by comparing three key metrics: the
total message sending time from the client (Python script), the total message
processing time on the server (Supervisor.MQTT), and the effective throughput
measured as the number of messages received per second by the server. These
results are visualized in Figure 4.12 and summarized numerically in Figure 4.13.

From the chart and table, it can be observed that as the number ofmessages in-
creased both the Python sending time and the server processing time increased
in near-linear trend as visualized in Figure 4.14 below. However, the sending
time was consistently higher than the server’s receiving time. For instance, in
the 1000-message test, Python completed sending in 19.77 seconds, whereas the
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server received and processed the same messages in 18.22 seconds. This behav-
ior was consistent across all test volumes.

Figure 4.14: Message duration graph

This difference is expected because: In python script paho.mqtt have been
usedwhichperforms synchronous publish() operations sequentially and includes
a slight delay (sleep(0.01)) between messages to avoid flooding the broker.

In contrast, the server (Supervisor.MQTT) is set up to handle messages asyn-
chronously and in parallel, using efficient background processing (via Back-
groundService) and a lightweight deserialization pipeline. Under production-
grade conditions sending time and receiving timewould converge, and the through-
put would become more stable.

Another result from this experiment is the gradual decrease in throughput
as the message volume increases. The system was able to handle 100 messages
at a throughput of 127.6 msg/sec, but this number decreased to 54.9 msg/sec
for 1000 messages. This is typical and reflects the expected behavior of a single-
channel message publishing strategy.
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5.1 CONCLUSION

Within the scope of this thesis, the design and implementation of a modu-
lar, real-time monitoring and communication system for solar panel produc-
tion lines has been carried out. The system was developed specifically targeting
Ecoprogetti’s production environment; MQTT protocol was used for message
transfer and SignalR for real-time notifications. Using a multi-layered architec-
ture that combines technologies such as ASP.NET Core, React and SQL Server,
data coming from themachines was processed, stored and presented to the user
in a fast and reliable manner.

One of the most important outputs of this project is the implementation of a
service architecture that listens to and manages messages coming via MQTT in
the background. Incomingmessages are parsed and saved to the database using
specific handlers, then transmitted to the client side instantly using SignalR. The
front end of the application was developed with React and Redux technologies
and offers an intuitive interface where users can monitor the current status of
the machines, access messages and interact with the system.

In general, the developed software system has managed to provide a robust,
expandable and user-friendly solution for the effective monitoring andmanage-
ment of production line machines. The system; by combining machine-level
data flowwith human-centricmonitoring processes, it has increased operational
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visibility and rapid response capacity.

5.2 FUTURE WORKS

Although the current systemprovides a solid and functional foundation, there
are many areas for future development. First, the MQTT configuration is cur-
rently limited to static topics and fixed credentials. Enhancing this structure
with a dynamic subscription model and secure identity management (e.g. via
Azure Key Vault or environment variables) will be beneficial in terms of security
and flexibility.[28]

Another area of development is adding an analysis and reporting module to
the system. By storing and analyzing past messages; data such asmachine avail-
ability, error rates, downtimes can be visualized and the system can provide ba-
sic predictive maintenance suggestions. Such visualizations will make it easier
for production managers to make data-driven decisions.[29]

All MQTT messages are currently processed in the system in the same way.
However, different workflows may be required depending on the message type.
Therefore, creating a message routing structure where incoming messages are
classified according to their type or topic hierarchy and directed with special
business logic will increase the extensibility of the system.[30]

In addition, in the current version of the system, the communication structure
is only one-way; messages from machines are forwarded to the central server.
However, in the future, it is planned to make the system suitable for two-way
communication. In this direction, operators can be provided with the ability
to send certain commands (such as “stop the machine”, “reset the alarm”, “up-
date recipe”) directly to the machines via the Supervisor interface via theMQTT
protocol. Such a structure enables not only monitoring but also remote control
features and transforms the system into a full-fledged SCADA-like platform.

On the client side, more features can be added to the admin panel. Features
such as user role management, logging, and exporting past messages can be
integrated into this section. In addition, a mobile application developed with
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React Native for the accessibility of the system from mobile devices can bring
the real-time monitoring experience to the field.

Finally, in order to increase the sustainability of the system, it is of great im-
portance to establish a comprehensive test infrastructure by writing unit tests,
integration tests, and system-level tests.
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