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Abstract

English version

This study has been conceived as an exercise to identify a minimal architecture suitable for
meeting the requirements and creates a service that can be used by the various stakeholders of
the digital product passport (manufacturers, consumers, authorities).

It has been conducted in parallel with a companion work [ 1] which was aimed at a finer
analysis of the regulation, the identification of requirements ad the analysis of existing imple-

mentations.

Italian version

Questo studio € stato concepito come un esercizio per individuare un’architettura minima idonea
a soddisfare i requisiti e creare un servizio che possa essere utilizzato dai vari soggetti interessati
al passaporto digitale dei prodotti (produttori, consumatori, autorita).

Esso ¢ stato condotto in parallelo con un lavoro complementare [|1]] che mira ad un’analisi pit
approfondita del regolamento, all’identificazione dei requisiti e all’analisi delle implementazioni

esistenti.
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Chapter 1

Introduction

1.1 Digital Product Passport Project

1.1.1 Whatis DPP

In the context of growing European initiatives to promote sustainability and the circular
economy, the concept of Digital Product Passport (DPP) emerges as a fundamental tool to
speed up growth and change in the economy.

The intended scope of the DPP is information related to sustainability, circularity, value

retention for use, remanufacturing and recycling.

The European Commission (EC) defines a ‘product passport’ as ’a product-specific data
set, which can be electronically accessed through a data carrier to electronically register, pro-
cess and share product-related information amongst supply chain businesses, authorities and

consumers”[2]]

From an IT viewpoint, the DPP can be defined as an infrastructure characterised by the

following key points:

* Unique Identifier for the product
* DPP document to physically save the product-related information

* Data carrier: a digital Connector as a QR Code to physically link product to its DPP

document

* IT architecture to exchanging data



The DPP document keeps track of all product-related information such as: origin, composi-
tion (including various components), repair possibilities and disposal or recycling methods
at the end of the life.

1.1.2 Benefits

Digitally-enabled solutions such as DPP are central to the transformation to a more sustainable
economy and the EU’s competitive sustainability.[3]]
It is expected that DPPs will play a crucial part in facilitating innovative approaches

supporting the exchange of information on the sustainability parameters of products.

The main reasons for introducing DPP revolve around the exchange of information
and the transparency of data. The information shared by these documents can enable the

upscaling of circular economy strategies.

They also create awareness in customers about what they are buying. Indeed circular
economy markets need a deeper transparency on the products to guarantee functionality and
safety of the product. Digital Product Passport would address the lack of information within

the current linear economy by defining new protocols and technologies.

The introduction of a DPP would deliver a range of benefits such as:

* Access for consumers to information that helps them make sustainable choices.

* Increase transparency, traceability and consistency of data in each part of the value chain
* Enabling resource optimisation as well as energy efficiency strategies.

* DPP could inform manufacturers about the nature and qualities of secondary materials.

For a more detailed list of benefits of DPP refer to: ”Analysis of requirements and possible

implementation models for the European digital product passport” [1].



1.2 EU Regulations

The following section is only a reference to the numerous laws and regulations that the European
Union has issued in this regard, for a complete list refer to: “Analysis of requirements and
possible implementation models for the European digital product passport” 1.

Digital Product Passport is not only a need expressed by the market and companies, it is also
part of a larger project started by EU that has as its main purpose the reduction of environmental
impact.

The project is therefore subject to a number of European laws and proposed regulations.

First of all, in 2021 the EC publish its Digital Europe Programme to request at least three
DPP prototypes. Its main objective is to prepare the development of DPP in the key value chains
of batteries and/or electronics.

After this first initiative, in March 2022, the EC published a package of new proposals in-
cluding the ESPR - Ecodesign for Sustainable Product Regulation (previously called the
Sustainable Products Initiative or SPI). This proposal aims to reduce waste and ensure that all
the products that are made or sold in Europe follow a climate neutral, resource-efficient and
circular economy. The ESPR extends this scope to all products, reducing their life cycle envi-
ronmental impacts.

In addition, other voluntary initiatives have been launched with the same aim: improving the
exchange of product information. For all of these, the DPP could ensure the data exchange

requested.

Standardization

The introduction of a new system in the European economy needs new standards to adopt to
ensure the complete cooperation between involved actors.
The European Commission has discussed a draft proposal for standardization [4] to request

and regulate the creation of new standards for mobile phones and smartphones.






Chapter 2
Work methodologies

The scope of this chapter is to introduce the process and the tools used to design, develop and
test the prototype of Digital Product Passport system.

Y. P ©
mggdc ©) 4 APnctE

-l DIGITAL PRESERVATION
. @ docker: , ,
Figure 2.1: Figure 2.3: Figure 2.4:
Node.Js Figure 2.2: Docker SafeLTA Apache

2.1 Design

The various documents and proposals issued by the European Union were used to design the
architecture of the system. Then, based on the requirements listed in the following chapter,
it was decided which functions to implement and how. The design and representation of the

system has been greatly aided by tools such as PlantUML [5]

2.2 Data Storage

Two data storage tools were needed for this prototype:
» Database to register the DPP documents and their URL
* Long Term Archiving Service to save the DPP documents

In the first case, MongoDB was chosen for its simplicity of configuration and use. Mon-
goDB [6] is a non-relational document database that provides support for JSON-like storage.
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An instance of Mongo DB was hosted in a virtualized environment using Docker Container [/7].

For the latter, it was decided to rely on the SafeL TA service [8]] offered by Infocert. SafeLTA
enables long-term archiving of documents, ensuring a higher level of trust, being operated in

conformance to the eIDAS 2 regulation[9]].

23 API

As explained in the following chapters, two services were developed for this prototype, both
built with Node.js [[10] and hosted on two containers using Docker as for the database. Node.js
with the Express package [|11] is a cross-platform JavaScript runtime environment that enable
the development of servers for API services. Visual Studio Code was the default IDE used to

write every file in the project. GitHub managed the code versioning.

24 Ul

As a prototype, the user interface was developed in the simplest possible way: website based on
HTML and Javascript for front-end code. Then the website was hosted on Apache HTTP server

[12]] on a container using Docker.



Chapter 3
Project requirements

The following chapter is focused on the requirements of the prototype. The requirements listed
are only those concerning the technical part of the DPP project and especially those concerned
the prototype described in the following chapters. All the requirements more related to the

legislative and economic aspect have been deliberately omitted.

Again, always refer to the thesis [[1]] for a more detailed list of requirements

3.1 Functional requirements

Functional requirements are intended to be most significant in this project as it requires a series

of technical choices for the introduction of new standards.

3.1.1 Product Journey

mmm) Compliance yes, but not only... A
Passport o
&

_____________________________

P
\l
Operator
. Processed Subcomponent Component Market Repair
Raw Materials . Remanufacture
Materials Production Production placement Recycle

“Responsible Economic Operator”

Figure 3.1: Example of product journey



The manufacture of a product is not a single process that given the raw materials produces
the item. It is a chain of processes and states that contribute to the realization of the final product
(take figure [3.1] as an example). Every process produce also its own information, for example
the type of raw materials or parts needed to assemble the product. All of this information must
be saved on DPP and then all the actors involved in the supply chain should be able to add their
data.

3.1.2 User journey

A

o [OfE40] e Even if offline,
4 a DPP reader Links to DPP

—_ G B app ean show
I'm in a sho L
P I'm interested I scan the DPP SR 2
in a product data carrier
As I'm online, | decide
to fateh the Public DPP
u ‘Welcome to the OPP Hosting Website
I'm satisfied and decide to | eonsult the Public DPP
buy the product data on my phone

Figure 3.2: Example of user journey

One of the key points of the DPP is the exchange of data within the value chain but operations
necessary to share this information must be as simple as possible. Consumers must be able to
easily access DPP’s documents in order to make better decisions about what they buy. Therefore
the search of the document should be simple and secure, allowing the end user to search for any
product that he is interested in.

3.1.3 Unique identifiers

As expressed in the section’s introduction, the implementation of DPP architecture requires the
deployment of new standards to be as flexible as possible. One of these standards is the product
identifier, it has to be globally recognised and unique. It has to guarantee that every single

document will be specific to the item. Currently on the global market there are numerous types



of identifiers used (GTIN, ISBN, DID, etc.) and it is impossible to change all of them to follow

a single standard.

3.1.4 DPP Document

The DPP Document is the physical document that will be saved and registered. In other words,
it is the file stored in the DPP architecture and containing all the product-related information.
This file has to follow standards but at the same time it should be flexible enough to be
adapted to the increasing variety of products that will be involved in this project, starting from
batteries and textile sectors.
The file has to be also machine-readable to be processed automatically but at the same time
easily writeable by the user.

At the time of writing, official standards have not yet been released.

3.1.5 Data Carrier

The term “data carrier” refers to the link between a product and its digital document. As ex-
plained for the unique identifier, the DPP infrastructure has to guarantee that every document
is strictly associated to the product and at the same time the user has to search that document
easily.

For these reasons on every item there will be a representation of the ID as watermark or QR
Code that can be scanned by the user to access the document related to the product.

This link has to remain accessible throughout the product lifecycle.

3.2 Non-functional requirements

Non-functional requirements define qualities of the system, or constraints on how the system
should operate.
For the DPP project, The system qualities define the level of security and reliability that it

must have to ensure always a correct functioning.

3.2.1 Accomodability

Accomodability defines how the system should be defined to fit for as many sectors as possible.
DPP in simple terms is a document containing all information of a product. In the global econ-
omy there are hundreds of sectors with many types of products. The product passport should
adapt for every type of product starting from batteries, textile and electronic sectors, the firsts

that will be involved in this project.



3.2.2 Scalability

The system services should be accessible for every EU Consumer, and moreover the system
should be capable of keep track of every document released by companies for their products.
For these reasons the entire architecture should be designed to manage all documents that will
be released by manufacturers.

Therefore, a centralized architecture cannot be used to achieve this requirement

3.2.3 Data reliability and integrity

As already stated on several occasions, the main aim of the project is to enable exchanging of
data between manufacturers and consumers. These data must be saved always ensuring their
integrity and reliability. As explained for the user journey, customers should be able in every
moment to search for a document about a product they are interested in and then they must be
able to verify the authenticity of the data provided.

To obtain data integrity, solutions such as digital signature, time stamp or even blockchain
can be implemented but the choice of these methods must be considered on the problems they

entail.
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Chapter 4
Design and Implementation

This chapter is entirely concerned with the prototype developed for the project. All the choices
made during development were based on the requirements described in the previous chapter and

on the many proposals published by the European Commission.

4.1 System’s architecture

The system’s architecture is not only composed of document management services but also
components such as data carrier and DPP document which have been designed specifically for

the project in order to ensure that all required requirements are met.

4.1.1 Architectural design

The Digital Product Passport must be able to handle the increasing number of requests and
documents to save as described in the Section 3.2.2. For this reason the system’s architecture is
composed of several layers that divide the different services in the system.

As shown in the Figure there are three different layers to increase scalability and secu-
rity. In this way each component can be replaced with any other service that exposes the same
interfaces. Therefore the DPPaaS can be implemented by many actors involved in the system

and this will help to create a decentralized and distributed architecture.

* Presentation Layer: this layer contains the user interface of both customers and compa-
nies. In the prototype there is only one website that offers both features but it is intended

to be only representative of what could be developed.

+ Application Layer: DPP System is based on two major services: Federated Central

Service and DPP as a Service.

11



Presentation Layer\

‘ WebApp ‘ ‘ CompanyApp ‘

AR SN

Application Faﬁem\

SO W
‘ FederateCentraISewice ‘ DPPaas ‘

jm
Data Iﬁiay#r\ / /
Y

. . . "2
‘ DocumentDB ‘ ‘ SafelLTA ‘

Figure 4.1: Component Diagram of the DPP architecture

The first one is intended to be hosted directly by a central authority (e.g, the European
Commission), most likely on a distributed system. The main role of this service is to

manage all the request for searching and registering DPP documents.

Differently, DPPaaS is intended to be instantiated and operated many times possibly by
many each single companies which has the obligation to offer a DPP (or by third party

providers offering DPP-as-a-service to these companies ).

Data Layer: it represents the foundamental part of the entire system. The Digital Product
Passport is based on data to be saved and exchanged. There are two type of data to manage:
the URLs of the DPPs and the documents themselves. For this reason there must be two
distincted data storages: DocumentDB to save the URLs and all information related to
DPPs and SafeLLTA to save the files of the product passports.

Note: This diagram refers to Inforcert’s SafeLTA service used for the prototype but can

be replaced by any other service that offers the same long-term archiving function.

12



4.1.2 Sequence diagrams

The followings diagrams represent the different procedures to access to the system to perform

all the documents related operations.

Document Retreive Process

DPPs documents are designed to contains all product-related information, but only a piece of
these information may be public. For this reason it is necessary to distinguish between two
different processes in order to obtain DPP documents. The main difference between the two
processes is the authentication request for the private document.

As shown in figures [4.2]and [4.3] the user have to interfact with both services of application
layers.
First, the customer who wants to check a Product Passport must search for it using the QR Code
placed on the item or directly with its identifier. In this first part of the process, the user interacts
with Federated Central Service which returns the URLSs to the found document.

Then the user can download the DPP using the URL to access the DPPaaS that actually has
the document.

In this way the central service hosted by EC has to manage only the request for searching

the document and not the request to download which is more resource expensive.

Public Document Retreive Process

| User‘ | Company ‘ Federated Central Service | | DPPaas ‘

| 1 search DPP URI N

2 return link to DPPaa$ for Public Document |

3 ask for!public DPP document

¥

4 return:document :

| User‘ | Company ‘ Federated Central_Service | | DPPaas ‘

Figure 4.2: Sequence Diagram of Public Document Retreive Process
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Private Document Retreive Process

‘ User‘ | Company ‘ Federated Central Service | | DPPaa5s ‘

| 1 search DPP URI o

2 return link to DPPaa$ for Private Document |

3 ask for private DPP document

Y

_ 4 ask for Authentication !

-

5 auth enFic ate i

ke
=

6 returnidocument I

‘ User‘ | Company ‘ Federated Central Service | | DPPaas ‘

Figure 4.3: Sequence Diagram of Private Document Retreive Process

Document Archive Process

Figure 4.4 represents the process to archive and register a new Product Passport. Again, the
process requires interaction with both services as for the previous process. In this case company
has to first upload the document to the DPPaaS to obtain the URLs and then register it to the

Federated Central Service. For both the request there must be an initial authentication step.

Document Archive Process

‘ Uger‘ | Company ‘ ‘ Federated Central Service ‘ | DPPaas |
: : 1 login : >
E E{ 2 confirm login E
! ! 3 save document ! >
: |_ 4 return URI to DPP !
! ! 5 authenticate ! !
| I > |
[ '€ 6 confirm authentication [
: | 7 create document :
I f )" I
E E{ 8 return confirm . E
‘ Uger‘ | Company ‘ ‘ Federated Central Service ‘ | DPPaas |

Figure 4.4: Sequence Diagram of Document Archive Process
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Document Update Process

As shown in Figure the process for updating a document is quite similar to the process
of registering a new one. The main differences are the upload that does not replace the old

document and the registration that add the new URL without removing the old one.

Document Update Process

| User | ‘ Company | Federated Central Service | ‘ DPPaas |

:llogin : |

T
o

2 confirm login

3

save document

¥

4 return URI to DPP

A

5 authenticate

.
F i
i

]
L 6 confirm authentication |

&3

1
i 7 create new documet version -

-

1
i 8 return confirm
1, T
1 |

| User | ‘ Company | Federated Central Service | ‘ DPPaas |

Figure 4.5: Sequence Diagram of Document Update Process

4.1.3 Data links - QR Code

Data link has a foundamental role in this project. Users without rapid access to DPPs would not
consider the system as a useful tool. Data link as expressed in the requisites has to provide a
unique association between the product and its passport and it has also to be placed directly on
the product itself. QR-Code could store a set of offline data like URLSs, product and company
identifiers and also a hashcode to ensure the integrity of the data.

For the project the QR contains only the unique identifier defined by the following URN

schema:
ddp:<identifier type >:<document version>:<identifier value >

It contains also the URLSs to public and private parts of the document and finally the SHA-256
hash computed on the previous elements.

The following is an example of data that would be saved on a QR-Code.

15



As there are still many competing proposals on the content, but no final standard, this has to

be considered an well-informed but arbitrary choice .

16



dpp:gtin:1.0:12345678901234

http://localhost :5051/dpp/public/12345678901234

http://localhost :5051/dpp/restricted/12345678901234
1be6d6ead36ce69becf25a786¢ce039568dfd3a7365£f9b1300£3066203aa725d8

Listing 4.1: Example of data saved in a QR-Code

Figure 4.6: Example of QR-Code data link

4.1.4 DPP Document

The DPP document is another key element of the DPP system. The document must contains all
the information on the product such us its details, packaging and other information related to
enviromental factors.

There is no regulation yet, nor any standard on the file format so for this prototype the format
choosen is JSON-LD [[15] as suggested from GS1 ProPare Solution [16].

JSON-LD formats meets all the requisites explained in the Section and it also offer an
easy scalability and standardization as requested. This format offers the possibility to specify
one or more reference vocabularies for all properties and values reported in the file. The basic
vocabulary is that provided by GS1[17] but an additional vocabulary was needed to add more
information to the product.

The file used contains first the object type (Product, Wearable Product ...) and then the
product identifier. For this prototype only the GTIN was used as identifier but any type of
identifier can be used. After these first main properties there are all product information starting
from the company name, the product name and then following with many other properties from
gs1:product page[/18]].

The main benefit of JSON-LD format is that the structure is defined by the vocabulary spec-
ified in the beginning of the file itself. To change the type of the product described in the file

17



just change the @type property with the value needed.
The following page contains an example [4.2| of a DPP document with json-1d format.

{
"Qcontext": {
"gsl": "https://gsl.org/voc/",
"xsd": "http://www.w3.org/2001/XMLSchema#",
"Qvocab": "https://gsl.org/voc/"
T,
"@type": "gsl:Product",
"gsl:gtin": "112233445566",
"gsl:brandName": "StyleWear",
"gsl:brandOwner": "Fashion Corp.",
"gsl:productName": "Blue Jeans",
"gsl:productDescription": "Slim Fit Blue Jeans",
"gsl:productType": "clothing",
"gsl:image": {
"gsl:referencedFileURL": "https://via.placeholder.com
/512x512 .png?text=Blue+Jeans",
"gsl:filePixelWidth": "512",
"gsl:filePixelHeight": "512"
T,
"gsl:countryOfAssembly": "Bangladesh",
"gsl:packagingMarkedLabelAccreditation": "OEKO-TEX Standard
100",
"gsl:grossWeight": {
"gsl:unitCode": "GRM",
"gsl:value": "600"
+s
"gsl:grossVolume": {
"gsl:unitCode": "MTQ",
"gsl:value": "0.3"
+s
"gsl:variantDescription": "Dark Wash",
"gsl:referencedFile": "https://www.example.com/blue-jeans"
}

Listing 4.2: Example of data saved in a DPP document

18




4.2 Document archiving service

As introduced in section 4.1.1]at the base of the system there is a data layer that is supposed to
manage all the documents and to support save / retrieve operations. Basically, this could be any
private or commercial service offering long-term storage facilities for arbitrary documents. We
however believe that Long Term Archiving services as regulated by eIDAS[9] would be the best
option, given that they offer higher levels of trust and security. For the purpose of our prototype,
we chose one such service, namely SafeLTA which is a commercial LTA service offered in the
market by InfoCert.

This prototype used SafeLTA service by Infocert. SafeLTA allows you to upload documents
of any format with a number of attributes that describe it in details. It was therefore particularly

suitable for the development of this prototype.

4.3 Document management service

The Document management service is represented on the diagram[d.TJas DPPaaS. It is one of two
services of the Application Layer and it has to manage the upload and download of documents
by interacting with end users who want to check documents and with companies that want to
create new DPPs. It is an additional layer that allows the separation between the service at the
base (SafeLTA) which physically owns the files and does not know what is a DPP and the user
interface that is specific to this type of file.

The DPP Service developed in this project ensure the access to the two parts of DPP: public
part which is freely accessible and the private part which need an authentication step before
proceeding. This type of management could be offered only by a service that knows what is a
DPP document and how it is structured. SafeLTA cannot distingh between public and private

part of the document because it sees only the entire file without knowing what is inside.

4.3.1 Structure

The DPP Service developed offers two categories of methods:
» /users/... with methods to register and login users
» /dpp/ . .. with methods to manage documents

Figures from[d.7|to[4.9show in details the interactions between User/Company, DPP Service
and SafeLTA.
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User DPP _Service SafelTA

| <ip of DPP server>/dpp/public/<doc identifier>_ |

request for login |

L.
>

| return authorization token

<

request for document: <doc identifier=.json

| return document
d

return public part of the document

-
-

User DPP_Service SafelLTA

Figure 4.7: Public Document Retrieve Process

User DPP_Service SafelTA

| <ip of DPP server=/users/login 1

T
>

return authorization token

-
<

<ip of DPP server>/dpp/restricted/<doc identifier>
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Figure 4.8: Private Document Retrieve Process
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Figure 4.9: Document Upload Process
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4.3.2 Interfaces

The following is a list of methods exposed by API of DPP Service. For full documentation see:
(19]

Login: POST <server_ip>:5051/users/login
Returns a JWT Token to access API methods.

Pass user credentials as a JSON object:

"email": [user emaill,

"psw": [password]

Document Upload: POST <server_ip>:5051/dpp/
Upload DPP passed in body as a JSON object “document”
Returns the URLSs to public and restricted part of the document.
Be sure to login first to get the JWT token.

Pass the token in the Authorization Bearer header

HEADERS Authorization: Bearer {{jwtToken}}

{
"document": [dpp document in JSON-LD format]

Public Document Download: GET <server_ip>:5051/dpp/public/{GTIN}
Return the public part of DPP document indentified by GTIN.
Pass the GTIN directly in the URL

Private Document Download: GET <server_ip>:5051/dpp/restricted/{GTIN}
Return the restricted part of DPP document indentified by GTIN.

Be sure to login first to get the JWT token.

Pass the token in the Authorization Bearer header.

HEADERS Authorization: Bearer {{jwtToken}}
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4.4 Federated Central Service

The Federated Central Service (FC Service in the prototype) is the other service of Application
Layer. It will likely be hosted by a central authority (e.g., European Commission)

and it has to manage the registration of all DPPs that would be created by companies. Users,
who wish to search for a product document, could use this service to perform an easy search
using the QR Code on the product or directly its unique identifier.

The FC Service keeps track of every DPP document published with its URLs and its versions.
It’s a service hosted by a single actor but it can (and most likely will ) be deployed on a distributed
system with many servers to ensure reliability even with high numbers of request.

In this prototype the FC Service implements the minimum features to show how it works so
it uses a simple MongoDB instance to save DPPs information. It save a list of URLs for each

document to keep track of every version of the documents in case of update and changes.

4.4.1 Structure

The structure of FC Service is quite similar to DPP Service. There are two categories of methods:
* /users/... with methods to register and login users
e /dpp/. .. with methods to manage documents

Also in this service there are some methods that need an authentication step before proceeding.
The following figures (4.10| to [4.11)) show the sequence of steps to search and register a

document.

User FC_Service ‘ MongoDB

| <ip FC Server>/dpp/<document identifier=_ |

>
request for DPP:<document identifier=_ |
_ return search results | ‘
. return DPP URLs
=<
—_— — —
‘ User ‘ ‘ FC_Service ‘ | MongoDB ‘

Figure 4.10: Document Search Process
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Company FC Service MongoDB

| <ip FC Server=/users/login }:

i{ return authorization token |

=<ip FC Server=/dpp/

o

request for save DFF}

: confirm H
, s

confirm

Company FC Service | MongoDB

Figure 4.11: Document Registration Process

4.4.2 Interfaces

The following is a list of methods exposed by API of FC Service. For full documentation see:

[19]

Login: POST <server_ip>:5052/users/login
Returns a JWT Token to access API methods.

Pass user credentials as a JSON object:

"email": [user emaill,

"psw": [password]

User Registration: POST <server_ip>:5052/users/register
Register a new user in the system.

Pass user credentials as a JSON object:

{
"email": [user emaill,

"psw": [password]
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Document Registration: POST <server_ip>:5052/dpp
Register a new DPP document by passing its GTIN as ID and public and private URL.
Params needs to be passed as a JSON object ’dpp” with ”id”, ”public_link” and "private link”

properties.
HEADERS Authorization: Bearer {{jwtToken}}
{
"dpp": {
"id": [id of the document (GTIN of the product)],
"public_link": [URL to public part of the document
1,
"private_link": [URL to restricted part of the
document]
}
}

Document Update: POST <server_ip>:5052/dpp/update

Update a DPP document by passing its GTIN as ID and the new public/private URL to add to
the document.

Params needs to be passed as a JSON object “dpp” with id”, ”public_link” and “’private link”

properties.
HEADERS Authorization: Bearer {{jwtToken}}
{
"dpp": {
"id": [id of the document (GTIN of the product)],
"public_link": [URL to public part of the document
1,
"private_link": [URL to restricted part of the
document]
}
}

Document Search: GET <server_ip>:5052/dpp/{GTIN}
Get URLs to documents of the searched product.
GTIN of the product need to be passed in the URL.
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4.5 User Interface - Web App

As anticipated in the system architecture, the Presentation Layer contains all the applications that
enable users to interact with the DPP System. The final implementation of this project should
has two types of Application: one dedicated to end users with only search/view features and

one for companies to allow them to integrate DPP in their production chain.

The end user application should be developed and distributed by only one certified actor, or
directly the EC, to ensure the integrity of data to prevent counterfeiting.
The company app instead could be developed by companies themselves to better integrate with
their systems.
In this prototype there is only a single web application that provide both search/view and upload

features.

4.5.1 Home page

The home page of the app present the search bar to perform a quick search for a document. After
entering the product ID a list of URLs will appear. Each URL is a link to public/private part of
a particular version of the DPP document. Figure[d.12]shows an example of a search performed
for a product with ID: 712345678901234. Only GTIN was used as unique document identifier to
test the system, the final implementation will use the URN standard to be defined.

Digital Product
Passport

Home About New Document

12345678901234) w

DPP: http://dpp_service:5051/dpp/public/12345678901234

Figure 4.12: Home page with a search example
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4.5.2 Product page

The product page shown in Figure[4.13]is an example of what could be stored in a DPP document.
The page contains every information saved on the document. Its main feature it’s to show data
in more user-readable format. This page is not only a transcription of the json-1d file, it has to
adapt to many types of product that will be introduces in the system. For this reason the json-1d

files must follow a standard vocabulary as the gs1:voc|/17] used in this prototype.

4.5.3 Upload Page

The upload page implemented in this app is only for test purposes. In the real system there
would be apps developed directly for each company that allow the integration of DPP System

into the management systems of the companies.
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Breeze2000
FooBrand
Foo Co.
Mandatory Info:
GTIN:
12345678901234
House Appliance Italy
3 KGM 1TMTQ

Description: Table Fan
Certifications: some certifications. ..
Variant Description: White

Other Info: Link

Figure 4.13: Product page with an example product
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Upload JSON File

Choose File m

"@context" {
"gs1"™ "hitps:/igs1.org/ivoc,
"xsd" "http/Awwew w3 org/ 2001 XMLSCchemas:",
"@vocab™ "hitpsigs1.org/ivoc”

},
"@type" "gs1:WearableProduct”,
"g=s1:gtin" "112233445566",
"gs1:brandName"™ "StyleWear",
"gs1:brandCwner': "Fashion Corp.",
"gs1:productName": "Blue Jeans",
"gs1:productDescription”: "Slim Fit Blue Jeans",
"gs1:productType" "clothing",
"gs1image" {
"gs1 referencedFilelJRL": "hitps://via_ placeholder com/312x512. png?
text=Blue+Jeans",
"gs1 filePixelWidth™ "512",
"gs1 filePixelHeight": "312"

}:
"gs1:countryOfAssembly™ "Bangladesh”,
"gs1:packagingiMarkedLabelAccreditation™. "OEKO-TEX Standard 100",
"gs1:gross\Weight™: {

"gs1unitCode™ "GRM",

"gs1value™ "600"

"gs1 ‘grossWolume": {
"gs1:unitCode": "MTQ",
"gs1:value™ "0.3"

}:
"gs1:variantDescription™: "Dark Wash",
"gs1:referencedFile™ "hittps:/fwww.example.com/products/blue-jeans”,
"gs1:seasonMName”: "ALL SEASONS",
"as1:size™ {
"gs1:sizeDimension"; {
"gs1unitCode": "CMT",
"gs1value" "32"

b
"gs1:sizeGroup": "MENS",

"gs1:sizeSystem” "US",
"gs1:sizeType"™ "WAIST"

"ne 1 -tevtilehMaterial™nntent™ "Cntton Q8% Snandey: 29"

Figure 4.14: Upload page with an example document
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Chapter 5
Improvements

The DPP implementation presented in previous chapters is a prototype for demonstration pur-
poses only. By definition a prototype omits a number of technical and functional aspects not
necessary for the operation of the system, also due to time limits and costs some non-functional
requirements have been intentionally neglected. The following sections describe these limita-

tions and propose solutions for future project implementation.

5.1 Limits of the prototype and steps for industrialization

This prototype has three main limits related to the standard adopted, the time available for
development and the technologies used. This section also aims to introduce the necessary im-

provements in order to implement the complete system.

5.1.1 DPP Document

The DPP Document as explained in section needs a standard to unify the way in which
information is represented on files. At the time of publication of the following document there
are no official standards to follow in this regard. The solution proposed in the prototype uses the
JSON-LD format proposed by GS1. It is a good starting point, but there is still need of a standard
vocabulary to describe all product-related information. GS1 vocabulary cannot describe all type

of products and additional information that could be required.

5.1.2 API security

DPP documents are the main pillar of the system. They contains important information about
products. Some of this information is confidential and access must be authorized. In addition,

the creation and registration of documents must also be limited to only those who are verified

29



and authorised. DPP System needs many access layers to ensure data protection and privacy.
The prototype implemented a minimum security level for demonstration purposes through Json
Web Token for API access and single-factor authentication for user login. More sophisticated
access control measures should be added. The final implementation of the system requires au-

thentication and authorization methods for all operations other than public document view.

5.1.3 User journey

End users must be able to easily access to DPP documents. The QR code placed on products
can help by scanning it via a dedicated app. Features of the prototype web app are limited by the
technologies used for implementation and development. Currently, there is no scanning options

and searching for a document requires its unique identifier.

5.1.4 Document Identifier

The prototype uses a URN-like identifier. It is only a draft used in the system testing. The
final standard must be decided and approved by the European Commission. In any case, the
proposed solution could be plausible as it allows for integration of the various product identifi-
cation systems currently on the market and also distinguishes between different versions of the

same document

5.1.5 Federated Central Service

FC Service has a main role in the system, as explained in section [4.4| it should be hosted by
single actor but it should be deployed on a distributed system. The final implementation should
be distributed and scalable.

5.2 Additional improvements

The previous improvements are necessary to get a fully working implementation of DPP project.
The following suggestions are improvements that could be added to improve the system and

make it easier and safer to use.

5.2.1 Document Archiving service

Currently, the prototype is based on SafeL TA service offered by InfoCert. SafeL TA is a long-
term archiving service that offer data reliability and integrity. The service is perfectly suited to

this role and meets the project requirements. However, there are other valid alternatives that
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deserve to be considered when choosing the service to use for saving documents. Blockchain
is a system that guarantees maximum security and data integrity. The downside of blockchain
is that it’s more complex and expensive to implement, and performance also worsens as the
number of transactions to handle increases.

In a system like this where it is crucial to keep track of all the data uploaded and any changes,
blockchain could be a viable alternative. The costs of a possible implementation, certainly higher

than an LTA service, must also be taken into account.

5.2.2 User experience

The prototype uses a simple web app to provide an easily accessible user interface. Alterna-
tively, a mobile application could be developed so anyone could install it on its smartphone.
A mobile application would provide more immediate access to the service and additional func-
tions, not available in the web interface, could be implemented. The EC would also benefit from
a dedicated application with monitoring functions, central administration and system report fea-

tures.
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Chapter 6

Final Thoughts

The scope of this document was to evaluate the requirements required by the European Com-
mission for the Digital Product Passport project and on the basis of these develop a complete
functional prototype.

This chapter is dedicated to personal considerations and reasoning about the DPP project

and the prototype implemented.

From the analyses carried out, it is possible to easily implement the requirements of the
regulation. Most of these requirements does not need any particular system to be implemented.
There are already a number of services on the market that can be used to realize the final system.
Some services like SafeLTA already meet high level of data security and reliability following
public regulations like eIDAS 2. As shown in the Chapter 4 most of the services implemented
uses common tools to be implemented. The whole system is also a commonly used three-level
structure so its design does not require any special care. However, as it is composed of several
services, it is important to distinguish the various roles and assign tasks to the different actors
involved in the project. The Federated Central Service should be hosted by a central authority
like European Commission but DPP Service could be hosted by the company which produce
DPP documents or by an external actor which offer DPP as a service. In both cases the DPP
service must be accessible for a minimum period defined by the EC. The same assessment must
be made for data layer services.

In addition, we always have to keep in mind the possible growth of the project when choosing
the services to support the implementation. Companies will have to comply with ESPR regu-
lations so they will have to create the DPP documents for their products and this could cause a
system overload if not managed correctly. It is therefore necessary to think from the beginning
of an adequate architecture, certainly distributed but above all with a good scalability.

The final considerations relate to the standards to be defined. Since we have to connect

different services hosted by different actors, it is important to define standards to make the
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system as cohesive and coherent as possible. The project in general does not present major
criticalities, many choices made are based on the requirements expressed in the various papers
released by EC so there is no doubt about the implementation. There are just some urgencies

regarding the standards to be defined and used for the final implementation of the project.
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