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Abstract

The widespread adoption of IPv6 has seen significant traction, with nearly half of the world’s
networks transitioning to this protocol, a trend that continues to grow each year. However, this
transition presents a number of challenges that require ongoing analysis and study. One impor-
tant feature of IPv6 is its Extension headers, which have the potential to affect the behavior of
routers and end systems. Past research has highlighted the vulnerabilities associated with Exten-
sion headers, including their exploitation for malicious purposes or unfair advantage. While
efforts have been made to address some of these issues, many persist, and there are likely undis-
covered vulnerabilities yet to be uncovered. This thesis addresses these challenges, beginning
with an examination of Fragmentation headers, which have been identified as a source of prob-
lems such as overlapping fragments that can be used to create operating system fingerprints.
The analysis then moves to atomic fragments, highlighting the harmful implications of their
use, particularly in firewall evasion scenarios. In addition, a newly discovered bug, the ICMPv6
zero bug, is introduced, which allows sending an ICMPv6 echo request packet with ID=0 and
receiving a response from a firewall-protected system that should block such packets. Finally,
the thesis presents a specialized differential fuzzer designed for remote testing of IPv6 imple-
mentations on different operating platforms. This tool evaluates how different operating sys-
tems handle IPv6 packet manipulation of the header, identifying any difference between their
reply that may be caused by non-compliance with one or more RFC standards. To the best of
our knowledge, this is the first time differential fuzzing has been applied to network protocols,
especially IPv6 and IPv6 extension headers.
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Introduction

The Internet Protocol version 6, or IPv6, is a fundamental component of the development of
digital communication. IPv6 overcomes the limitations of IPv4 with its larger address space
and enhanced features, providing a scalable and long-lasting response to the escalating needs
of the modern, networked world. Due to the shortage of IPv4 addresses and the constantly
growing network landscape, IPv6 usage is increasing over time [4]. Even though this change is
necessary, it also presents new difficulties that should be carefully considered, especially in the
area of security.

One important aspect of IPv6 lies in its Extension Headers, positioned between the header
and the upper-layer protocol header. These Extension headers provide additional information,
influencing the behavior of routers and endpoints. Each Extension Header serves a specific
function, and adherence to specific rules and norms is crucial in their packet creation. The
Internet Engineering Task Force (IETF), as outlined in RFC 7045 [5], oversees the standards
and specifications of Extension Headers.

Another important aspect of IPv6 is fragmentation, which allows communication between
networks that have different Maximum Transmission Units (MTUs). The MTU represents
the maximum size of a data unit that can be transmitted over a network connection. Without
fragmentation, a packet that encounters a network with a lower MTU is dropped, compro-
mising the correct function of communication. However, while fragmentation is essential for
transmitting packets between different MTUs, on the other hand, it involves greater process-

ing power and a greater amount of resources, which can add overhead to the network causing



greater latency and potential packet loss. For this reason, routers do not have to perform frag-
mentation and reassembly operations, but the task is delegated to the endpoints. This shift
reduces processing overhead in routers, but it introduces new challenges and considerations,
such as the management of overlapping fragments, which are fragmentation packets with over-
lapping offsets. Although they do not appear in regular communication, such overlapping
fragments are made possible by how the fragment offset is specified, and they may be exploited
by malicious actors.

As a part of our research, our goal is to identify how different operating systems handle pack-
ets, study their behavior in accordance with IETF guidelines, and analyze the methods used to
reassemble the complete packet. We will also focus on a specific type of fragmented packet,
known as atomic fragments. By conducting this analysis, we hope to gain a comprehensive
understanding of IPv6 packet fragmentation.

In light of all these problems surrounding IPv6, and the discovery of new ones during the
research, as in the case of “ICMPv6 zero”, we recognized the importance of thoroughly exam-
ining and understanding the potential vulnerabilities of this protocol in different operating
systems. To achieve this, we created a differential fuzzer, a tool that enables us to systematically
test multiple operating systems and analyze their responses to a variety of packets that manip-
ulate Extension Headers and other parameters. In this way, we were able to quickly identify
the various differences in packet management between the different systems, and we marked a
possible starting point for future work aimed at fortifying IPv6 network security.

We make the following contributions in this paper:

* We performed tests on a large number of operating systems using a model that sends
various combinations of overlapping fragments to determine if they are compliant with
the RFC 5722 standard. We then compiled a list of compliant operating systems, and
also investigated the use of time exceed packets to improve fingerprinting;

* We tested several firewall-protected operating systems to validate atomic fragment vul-
nerabilities, providing a list of vulnerable operating systems.

* We discovered a new bug in some operating systems, which we named ICMPv6 Zero.
We provided a list of vulnerable operating systems and an in-depth analysis of this bug
and its security implications;

* We developed a differential fuzzer tool capable of remotely testing the response of var-
ious operating systems to a diverse range of packets with manipulated headers. This
tool enables us to analyze how different operating systems handle packet manipulation
comprehensively and to identify any mismatch that might lead to fingerprinting or, in
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some cases, even vulnerabilities when different operating systems are present in the same
network segment.

I.I THESIS STRUCTURE

Starting with Section 2, we will look in detail at several aspects of IPv6 that are useful for getting
a complete picture of the thesis. We will examine fragmentation in detail, analyzing “overlap-
ping fragments” and “atomic fragments”, and then move on to describe what the “differential
fuzzing” technique is. We conclude with an illustration of the tools and languages used during
the project.

The 3 section will follow, where we will delve into the tests that were performed. We will start
with the tests on the “Overlapping Fragments”, followed by the tests on the “Atomic Fragment”.
We will continue with tests on the “ICMPv6 zero” bug, and finally give a detailed discussion
on the operation of the “differential fuzzer”.

In the 4 section, we will present the results obtained and examine them in detail, discussing
their implications and addressing the limitations found.

The thesis will end with the S section, where we will provide a general overview and a discus-

sion of possible future developments that may arise from the topics covered in the thesis.

1.2 RELATED WORKS

Over the past decade, many comprehensive survey papers on IPv6 security have been published,
covering a wide range of topics. This document focuses on the upper layer of IPv6 and explores
its security implications.

Fragmentation issues are not new; they have been exploited for various attacks, including
Denial-of-Service (DoS) [6], IDS/firewall evasion [1], and operating system fingerprinting [2].
As a result, various IPv6 specifications have been revised to address some IP fragmentation is-
sues, with notable RFCs such as 3128 [7], 5722 [8], 6946 [9], and 8200 [10] providing specific
fixes. In addition, RFC 9099 [11] emphasizes the proper handling of Extension headers to pre-
vent stateless filtering from being bypassed. However, as highlighted in RFC 8900 [12], the
problem persists. A particular vulnerability that our work will address is that of overlapping

fragments, which has been exploited in the past to perform several attacks [13] [7] [8]. Early

3



studies by Atlansis [2] and by Shankar and Paxson [1] were among the first to create a com-
prehensive model to address this problem. Their research included various combinations of
overlapping fragments to evaluate different reassembly strategies used by different operating
systems and how overlapping fragments could be exploited for evasion attacks. However, their
approaches are considered outdated for modern operating systems. In 2023, Di Paolo et al. [3]
proposed a new model for testing IPv6 fragment handling, which we adopted and extended in
our experiments.

Atomic fragments, introduced in RFC 2460 [14], are generated in response to IPv6 packets
sent to an IPv4 destination. These packets have been leveraged for fragmentation-based attacks,
as highlighted in studies such as [15] and [16]. While solutions have been proposed to mitigate
these problems, such as processing packets in isolation [9] or eliminating the need to create
them [17], atomic fragments are still exploited today. In this paper, we will show how they can
be used to bypass firewalls in certain operating systems.

In 2012, Atlantis conducted a detailed study on IPv6 Extension Headers to investigate whether
their abuse could lead to significant security impacts [18]. The study revealed vulnerabilities in
certain operating systems that were not predicted by the corresponding RFCs. However, it is
important to note that the study’s results may no longer be considered valid due to the amount
of time that has passed since then and the updates that the systems have undergone. More re-
cent studies have been conducted on the same topic of Extension headers. For instance, in 2020,
anetwork steganography technique was proposed to hide secret data within IPv6 packets with
zero or more (up to four) Extension headers [19] and carry it from one end to other ends over
anetwork. In 2021, a defendable security model was proposed against IPv6 Extension headers
denial-of-service attack [20]. All these studies highlight the importance of developing a difter-
ential fuzzer to investigate all the issues related to this subject.

Regarding IPv6 fuzzers, there is only a limited amount of research on IPv6 fuzzers. Previ-
ous work includes a fuzzing framework proposed in 2010 [21] that uses a machine learning
approach based on reinforcement learning, and some fuzz attacks implemented in 2013 to test
DNS node vulnerabilities in IPv6 [22]. A recent study by Ilja van Sprundel focused on creating
a fuzzer for the TCP/IP stack [23].

It’s important to acknowledge the progress made with AFLNET [24], which is a significant
achievement in the field of protocol fuzzing. AFLNET is uniquely capable of fuzzing proto-
col implementations without the need for explicit protocol specifications or message grammar.
By utilizing a mutational approach and state feedback, AFLNET can guide the fuzzing process,

which increases code coverage and explores different states within the protocol implementation.
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However, AFLNET"s focus is primarily on protocol-level fuzzing and does not specifically tar-
get IPv6 implementations or address the nuances of IPv6 protocol handling.

In contrast, our fuzzer takes a specialized approach by concentrating on IPv6 protocol im-
plementations. While AFLNET may be applied to a wide range of protocols, our fuzzer is
tailored specifically for testing IPv6 implementations across various operating systems. This
tool focuses on sending a variety of IPv6 packets with modified headers, including Extension
headers, to assess compliance with RFC standards and uncover potential vulnerabilities unique
to IPv6.

Unlike traditional fuzzers that typically target individual functions or components within
an application, our differential fuzzer operates remotely, allowing us to conduct comprehen-
sive tests across entire network stacks. This approach provides us with valuable insights into
how operating systems respond to anomalous packets and how they handle complex network
scenarios. The remote nature of our fuzzer introduces additional complexities, such as manag-
ing system and network states, rotating IP addresses, and handling network protocol behaviors.
However, these challenges are essential for ensuring that our tests accurately reflect real-world

network conditions and interactions.






Background

In this chapter, we will explain the key elements of IPv6 to help understand the work presented
in this thesis. We will describe the structure of IPv6 and how fragmentation works. In addition,
we will discuss overlapping fragments, describing the work of Shankar & Paxson and Atlantis.
We will also define atomic fragments. Finally, we will introduce the concept of differential

fuzzer and give a brief overview of the tools we use.

2.1 IPve

Internet Protocol version 6, IPv6, is the latest version of the Internet Protocol created by the
IETF to address the long-anticipated problem of IPv4 address exhaustion. Every endpoint
on the Internet requires an IP address to make a point-to-point connection, and since 2011
there have been many more devices connected to the Internet than there are IP addresses avail-
able [25] [26]. Although technologies such as NAT [27] have provided temporary relief from
this problem, the transition to IPv6 is becoming increasingly necessary to meet the growing

demands of networked devices and to ensure the continued expansion of digital connectivity.

2.1.1 IPve6 STRUCTURE

A packet is a basic unit of data transmitted over an IP network. It encapsulates both the data

to be transmitted and the control information needed for routing and delivery. Each packet
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consists of two main components: the header and the payload. The header contains essential
control information required for routing and delivery, including source and destination ad-
dresses, packet sequencing, error checking, and other metadata. The payload carries the actual
data to be transmitted, such as a segment of a file, a Web page, or other information intended

for communication between networked devices.

E Version (4B) Traffic class (8B) Flow label (20B)

H Payload length (16B) Next header (8B) Hop limit (8B)

' Source address
! (128B)
Fixed .
Header

Destination address
(128B)

Extension header #1

Extension header #n

Figure 2.1: The IPvé6 packet header is divided into two parts. The first part is a fixed header consisting of Version (4 bytes),
Traffic class (8 bytes), Flow label (20 bytes), Payload length (16 bytes), Next header (8 bytes), and Hop limit (8 bytes). The
second part is made up of all the Extension headers.

The header of an IPv6 packet [Figure 2.1] is divided into two parts: a mandatory fixed header
and optional Extension headers. The fixed header is located at the beginning of each IPv6
packet and is 40 bytes in size. This design provides greater efficiency and clarity, making packet
management on the network much easier. The fixed header contains 8 data fields that help
with efficient routing, Quality of Service (QoS) management, and security. One of the most
important data fields for our work is the Next header. Itis used to indicate the type of transport
layer protocol used in the payload and also indicates which Extension header, if any, was used.

An important feature of IPv6 is the support for Extension headers. They were introduced
to provide backward-compatible and optional support for additional features and advanced
options in the IPv6 packet. This allows the IPv6 design to be extensible and adaptable to future

needs. The following is a list of the Extension headers that we will use throughout this article:



* Hop-by-Hop Options Header (0): Contains options to be examined by each router
along the path;

* Routing Header (43): Used to specify particular paths for packets to follow through
the network;

* Fragment Header (44): Used for packet fragmentation;

* Destination Options Header (60): Similar to the Hop-by-Hop Options header, but
contains options that should only be examined by the destination node.

2.1.2 PaTH MAaxiMUM TRANSMISSION UNIT

—I Packet size: 1500B A—
B & S |
—> >
A—— 4 Packet too Bi —— 4
—— 0BG ~ /
A— MTU: 13008 A—
R1 R2
PC 1 PC 2
_I Packet size: 1300B Packet size: 1300B A——
L > R T D ]
—>
A—” Packet too Big Packet too Big A—”
] — — [ —
y 4 MTU: 800B MTU: 800B A
R1 R2
PC 1 PC2

Retransmission #1

Packet size: Packet size: Packet size:

A
800B 8008 800B - I
g

|

b
I

.
|

I
b

R1 R2
PC1 PC 2

Retransmission #2

Figure 2.2: Path MTU Discovery starts by setting the initial PMTU to the first hop's MTU (1500 byte). If packets are
dropped due to size, a “Packet Too Big” message is returned. PMTU is reduced based on the MTU of the restricting hop, as
reported in the message. The process ends when the estimated PMTU is less than or equal to the actual PMTU (800-byte).

An Internet path is the route that connects a source node to a destination node. This path
contains routers connected via different links, possibly of different technologies, such as fiber

optic, wireless, and copper cables. A packet that goes from a source to a destination traverses
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these links one after the other; each router sends the packet to the next hop in the path, accord-
ing to its forwarding rules. Routers may forward a packet to a path that uses a difterent technol-
ogy; if so, depending on the underlying technology, the MTU, Maximum Transfer Unit, may
change. The MTU limits the amount of bytes a link can carry in a single unit of transmission.
IPv6 requires that each link support an MTU of 1280 octets or greater [10], known as the IPv6
minimum link MTUs. For any given path, the path MTU (PMTU) is equal to the smallest of
its link MTUs.

IPv6 nodes typically implement path MTU Discovery to discover and use paths with PM-
TUs greater than the IPv6 minimum link MTU. However, a minimal IPv6 implementation
may choose not to implement PMTU discovery. In this case, nodes must use the IPv6 mini-
mum link MTU as the maximum packet size. This often results in using smaller packets than
necessary, wasting network resources, because most paths have a PMTU greater than the IPv6
minimum link MTU.

Path MTU Discovery (PMTUD) execution [28] starts with the source node generating an
initial packet with maximum sizes equal to the MTU of the link towards the first hop in the
path. If the packet sent along this path is too large to be forwarded to the next hop by any of the
routers in the path, the router that is unable to forward the packet will drop it and return an
ICMPv6 “Packet Too Big” message. Upon receiving such a message, the source node reduces
its assumed PMTU for the path based on the MTU of the constricting hop as reported in the
“Packet Too Big” message [Figure 2.2]. The path MTU Discovery process ends when the source
node’s estimated PMTU is less than or equal to the actual PMTU.

2.1.3 FRAGMENTATION

IPv6 fragmentation occurs at the source device when the size of a packet exceeds the path MTU.
To allow the transmission, the source node splits the packet into fragments and sends each
fragment as a separate packet. The receiver then reassembles the fragments into the original
packet [10].

The original packet [Figure 2.3] consists of three parts:

* The Per-Fragment headers must include the IPv6 header and all relevant Extension
headers that need to be processed by nodes during transit to the destination (including
Routing and Hop-by-Hop header);

* The Extension & Upper-Layer headers refer to all other headers that are not included
in the Per-Fragment headers section of the packet;
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Per-Fragment
Headers

Extension & Upper-Layer
Headers

Fragmentable

Part I

Figure 2.3: The original packet consists of three parts: Per-Fragment headers, Extension & Upper-Layer headers, and
the Fragmentable Part. By the standard, only the last part of the original packet can be fragmented, while headers and

extensions cannot.

* The Fragmentable Part consists of the rest of the packet after the Upper-Layer header
or after any header that contains a Next header value of No Next header.

Next Header
(8 bit)

Reserved Fragment Offset
(8 bit) (13 bit)

Reserved
(2 bit)

M
(1 bit)

Identification Number
(32 bit)

Figure 2.4: Representation of the Fragmentation header consisting of Next header, Fragment Offset, More Fragment flag

(M), and the Identification Number.

To ensure that the fragments are reassembled correctly, each fragment contains additional

information that allows the receiving device to reconstruct the original packet. For example,

when a packet needs to be fragmented, an IPv6 Fragmentation Header is added that contains

important details for the fragmentation process, such as:

* Next header value: Identifies the type of header following the Fragmentation header;

* Reserved (8 bit): Reserved field initialized to 0 for transmission and ignored on recep-

tion;

* Fragment Offset: indicates the position of the fragment relative to the beginning of the
fragmentable part of the original packet;

* Reserved (2 bit): Reserved field initialized to 0 for transmission and ignored on recep-

tion;

* More Fragments flag: a field that tells us if there are more fragments after this one. It
takes the value 0 if the fragment is the last one, and 1 if there are more fragments;
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Figure 2.5: Fragmentation process where the original packet is split into different packets. All the packets are divided into
the Per-Fragment Headers, the Fragment Header, and the Fragment, only the first packet contains all the extension &
Upper-Layer headers.

* Identification number: the identification value created by the source node.

When the fragmentation occurs, the fragmentable part of a packet is divided into fragments
with a length that fits the path MTU. The first fragment packet contains the Per-Fragment
header with the payload length equal to the length of this fragment and the Next header field
of the last header equal to 44. It also contains a Fragment header with the fragment offset equal
to 0 and the M flag equal to 1, followed by all extension and Upper-Layer headers, and at the
end, the first fragment of the fragmentable part. The subsequent fragments are similar to the
first one, except for the Fragment header, which offset indicates the position of the fragment,
and the M flag is equal to 1 for all fragments except for the rightmost fragment, which will
be equal to 0. There are no extension and Upper-Layer headers, and each of them contains a
fragment [Figure 2.5].

When reassembling a fragmented packet, all fragment packets with the same source address,
destination address, and fragmentidentification are combined to reassemble the original packet.

The Per-Fragment headers of the reassembled packet consist of all the headers up to, but not
including, the Fragment header of the first fragment packet. The Next header field of the last
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header is the Next header field of the first fragment’s Fragment header. The payload length of
the reassembled packet is calculated from the length of the headers and the length and offset of
the last fragment.

The fragmentable portion of the reassembled packet consists of the fragments following the
Fragment headers in each of the fragment packets. The length of each fragment is calculated
by subtracting the length of the headers between the IPv6 header and the fragment itself from
the payload length of the packet. The relative position of each fragment in the fragmentable
part is determined by its fragment offset value. The Fragment header is not present in the final
reassembled packet.

If a fragment is an entire datagram (i.e., both the Fragment Offset field and the M flag are
zero), it requires no further reassembly and should be processed as a fully reassembled packet.
Any other fragments that match this packet (i.e., have the same IPv6 Source Address, IPv6
Destination Address, and Fragment Identification) should be processed independently.

IPv6 fragmentation, while critical for some applications including DNS [29], OSPFv2 [30],
OSPFv3 [31], packet-in-packet encapsulation, is usually considered fragile and therefore dis-
couraged [12] [10].

2.1.4 OVERLAPPING FRAGMENTS

Overlapping fragments represent a situation where two fragments of a fragmented IPv6 packet
overlap. More technically, this occurs when the offset field of a fragment does not start immedi-
ately after the end of the previous fragment, but overlaps with it. It’s important to note that in
a properly fragmented IPv6 packet, overlapping fragments should not occur. Their presence
typically indicates packet construction errors or potentially malicious behavior.

The RFC 5722 states that, in the presence of overlapping fragments in a packet, reassem-
bly of that packet must be abandoned, and all fragments received for that packet must be
silently discarded. Nevertheless, each operating system has a personal fragment reassembly pol-
icy, which may cause them to behave differently when faced with anomalies such as overlapping

fragments.

SHANKAR & PAXSON MODEL

There are several ways to evaluate IP fragmentation reassembly techniques. One such tech-
nique is the Shankar and Paxson model [1], which includes six unique combinations of frag-

ments that overlap and overwrite each other with different offsets and lengths [Figure 2.6].
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Figure 2.6: Shankar and Paxson model: each block in the sequence represents a fragment. The payload of each fragment
is a sequence of bytes that encode a character. There is an 8-byte gap between the first block (orange) and the second
block (blue). The fourth fragment (green) partially overlaps the first and second fragments, while the fifth fragment (red)
completely overlaps the third fragment (purple) [1]

These combinations can be divided into the following groups:

* At least one fragment completely overlapped by a subsequent fragment with identical

offset and length;

¢ Atleast one fragment partially overlapped by a subsequent fragment with a greater offset
than the original;

¢ Atleast one fragment partially overlapped by a subsequent fragment with a smaller offset
than the original.

The original paper thatintroduced this model also identified five fragment reassembly meth-
ods:

1. BSD: It prioritizes an original fragment, except when the subsequent segment begins
before the original segment;

2. BSD-right: It prioritizes the succeeding segment except when the original segment ends
after the succeeding segment or starts before the original segment and ends at the same
time, or ends after the original segment;

3. Linux: Gives priority to the succeeding segment, except when the original segment be-
gins before the succeeding segment or the original segment begins at the same time as
and ends after the succeeding segment;
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4. First: It favors the original fragment;

5. Last: It favors the following fragment.

However, this model is now obsolete because modern operating systems either reassemble

the entire fragment or discard it entirely, as shown later in Section 3.2.

ATLANTIS MODEL

0 8 16 24 32 40 48 56’I

v

Figure 2.7: Atlantis model: each block in the sequence represents a fragment. The payload of each fragment is a sequence
of bytes that encode a character. The first fragment is always 24 bytes long, consisting of an 8-byte ICMPvé Echo Request
and a 16-byte payload. The second fragment has a length of 56 bytes and completely overlaps with the first and third
fragments. Finally, the third fragment is always 24 bytes long and has an offset of 24 [2].

Atlasis introduced another method that involves running multiple tests with only three frag-
ments [2]. The overlapping fragment’s offset, size, and M flag (which stands for “more frag-

ment” flag) are varied in each test [Figure 2.7]. Here’s how the model is defined:

* The firstfragmenthas an offset of zero, a constant length, and carries the ICMPv6 header
and part of the payload. The M flag is always set to 1;

* The third (last) fragment has a constant length, carries part of the payload, and the M
flag is always set to 0. Each offset is equal to the size of the first fragment;

* The second fragment has a variable length and offset. For each test, the M flag is set to
either O or 1.
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This model has been successful in examining the reassembly methods of various operating
systems. However, for the same reason as the Shankar and Paxson model, it is now obsolete.

In the model that we will use in our tests, which we will discuss in more detail in the 3.2
section, the fragments will have different arrival times on each test, but the same offset and con-
tent, so that we have a combination where packet reassembly can be done using or discarding

entire fragments.

ATTACKS THAT EXPLOIT OVERLAPPING FRAGMENTS

IPv6 fragmentation-based attacks take advantage of the IP fragmentation and reassembly pol-
icy by manipulating fragment parameters such as offsets, sizes, and payloads. These attacks
aim to evade security controls, prevent servers from functioning as intended, or abuse servers’
resources. Most IPv6 fragmentation-based attacks are adaptations of the earlier IPv4 fragmen-
tation attacks. A classification of IPv6 fragmentation-based attacks is based on overlapping
fragments.

The overlapping attack exploits the vulnerability of two fragments overlapping to bypass
a firewall’s secure policy [12]. Suppose we have a packet that is split into two fragments. The
first fragment, which conforms to the local security policy, consists of an IP header, a Transport
layer header, and some payload, and can pass through a stateless firewall. The second fragment,
which overlaps the first fragment, also bypasses the firewall. When the packet is reassembled,
the transport-layer header from the first fragment is overwritten by data from the second frag-
ment, creating a packet that doesn’t comply with the local security policy.

In the event of an attack, a stateless firewall cannot defend itself. Therefore, the responsibility
falls to the destination nodes, which can handle the situation through their reassembly policies.
If the destination nodes successfully detect overlapping fragments according to RFC 5722, they
should discard them immediately.

Additionally, fragment reassembly is a stateful process within an otherwise stateless protocol.
This means that it requires the storage of state information during processing. This can be
exploited in resource exhaustion attacks, where an attacker sends a series of fragmented packets,
each with a missing fragment, making the reassembly process impossible. This attack can cause
resource exhaustion on the target node, potentially denying reassembly services to other flows.
To make it easier for an attacker to forge malicious IP fragments, some implementations set the
Identification field to a predictable value. A potential solution to this problem is to flush the
fragment reassembly buffers. However, this approach may also cause legitimate packets to be

dropped.
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2.1.5 AToMIC FRAGMENT

Fragmentation Header

IPv6 Base
Header Next Header = 58 | Reserved =0 |Fragment Offset = 0|Reserved =0] M =0 ICMPv6
(nh=44)

Figure 2.8: Representation of an atomic fragment, where the IPv6 Base Header Next header points to the Fragmentation
header (nh=44) whose More Fragment flag (M) is zero.

In IPv6, the specification allows packets to contain a Fragment header without actually frag-
menting the packetinto multiple pieces. These packets, called “atomic fragments”, are typically
generated by hosts that have received an ICMPv6 “Packet Too Big” error message indicating a
next-hop MTU less than 1280 bytes [17]. Specifically, an atomic fragment is an IPv6 packet
with a Fragmentation header where the fragment offset is 0 and the “more fragment” bit is also
0 [Figure 2.8].

As reported in RFC 8021 [17] and RFC 6946 [9], the generation of IPv6 atomic fragments
is considered harmful due to the security implications and interoperability issues associated
with them. An attacker can manipulate ICMPv6 “Packet Too Big” error messages to trick
hosts into using atomic fragments. Subsequently, these fragments may be processed by some
implementations as normal “fragmented traffic”, leading to potential vulnerabilities such as
fragmentation-based attacks [32]. To address these issues, recent updates to RFC 2460[14]
and RFC 5722[8] have been proposed. These updates ensure that IPv6 atomic fragments are

processed independently of other fragments, eliminating the identified attack vector.

2.2 DIFFERENTIAL FUZZING

A tuzzer is a tool used in computer and software security to find and exploit security flaws or
bugs in software applications. It does this by testing them with various inputs and examining
their responses for vulnerabilities or unexpected behavior. In the case of network protocols
such as IPv6, a fuzzer can help identify how systems respond to different packet structures and

configurations.
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Figure 2.9: lllustration of a Differential Fuzzer in action. The fuzzer sends the same input to different operating systems,
which should ideally provide the same response. Any discrepancies in the responses are analyzed and reported.

The primary goal of a fuzzer is to detect any weaknesses or vulnerabilities in a system by
providing a variety of inputs and observing the responses. By generating a wide range of test
cases, a fuzzer can uncover security problems, implementation errors, or unexpected behavior

that may not be apparent under normal operating conditions.

Differential fuzzing is an advanced testing technique that compares the responses of multiple
systems or implementations to the same set of input variations. This approach helps to identify

differences in the behavior of different software or devices when exposed to similar stimuli.

In the context of IPv6 testing, a differential fuzzer is particularly useful. It allows researchers
to examine how different operating systems handle the same set of packets, especially those

with complex structures such as Extension headers and atomic fragments.

However, this tool can also provide adversaries valuable insights into the atypical behavior of
different systems, enabling techniques such as fingerprint attacks. These attacks use the differ-
ences in system behavior to distinguish between various software implementations or versions.
Through the analysis of a target system’s responses to carefully crafted inputs, an attacker can
obtain valuable information about the system’s underlying architecture, configuration, or even

the presence of specific vulnerabilities.

It is important to note that any discrepancies in system behavior can also serve as a launch
pad for other types of attacks. Variations in reassembly policies across difterent systems can lead

to divergent reassembly of packet payloads by intrusion detection systems (IDS), potentially
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bypassing their detection mechanisms and facilitating malicious activities.

2.3

TooLs

During the research, several tools were used to facilitate data development, management, and

analysis. The main tools used in the project are listed below:

2.4

Oracle VM VirtualBox: open source virtualization software that allows virtual ma-
chines to run on different operating systems;

Vagrant: open source software that supports and simplifies the management of repeat-
able virtual machine environments. It uses Virtual Box as the underlying provider for
the virtualization process;

Graphical Network Simulator-3 (GNS3): open source software that allows users to
simulate complex networks by integrating real network devices and running them in a
virtual environment. It is commonly used for network engineering and training pur-
poses.

Proxmox Virtual Environment: an open-source virtualization platform based on De-
bian that integrates container-based virtualization (LXC) and hardware-based virtualiza-
tion (KVM) technologies;

tcpdump: a command-line packet analyzer that captures and displays network traffic.
It is compatible with most Unix-like operating systems;

Wireshark: a network protocol analyzer that allows analysis of network packets as they
are captured and has an easy-to-use graphical interface with advanced sorting and filter-
ing capabilities. It can also be used to examine tcpdump-generated files.

LLANGUAGES AND LLIBRARIES

Python was used for all programs created, with Scapy serving as the primary library:

Python: an object-oriented, high-level, general-purpose, and interpreted programming
language that served as the primary language for script development and results analysis;

Scapy: a powerful interactive packet manipulation library written in Python, specifi-
cally designed for creating, sending, and receiving network packets of a wide range of
protocols.
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Methodology

In this section, we’ll give a detailed explanation of how we conducted our tests. This includes

their goals and development process. We will then present the results in the 4 section.

3.1 EXPERIMENTAL SETUP

[!I

/ ——
A/ A/
Attacker Victim
2001:db8::20 2001:db8::10

Figure 3.1: Network diagram of our initial setup, with one operating system acting as the attacker connected to another
operating system acting as the victim. The diagram displays both systems connected to the same broadcast network

All of our experiments were conducted with a Linux-based machine acting as the attacker,
while a variety of operating systems were used as the victims. The attacker’s operating system
did not affect the test results because we manually created packets using Scapy, bypassing the
kernel code responsible for fragmentation and reassembly policies on the attacker’s machine.
Therefore, we had complete control over the flags and contents of individual fragments, mak-

ing the attacker’s operating system irrelevant to the experimental process. To ensure the relia-
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bility and accuracy of the tests, we repeated each experiment multiple times. The list of victim

operating systems is given in the table 4.2.

Operating System Kernel Version Vagrant box version
GNU/Linux Arch 6.7.9-arch1-1 20240315.221711
GNU/Linux Debian 12 6.1.0-18-amd64 20240319
GNU/Linux Ubuntu 23.04 | 5.15.0-91-generic 4.3.12

NetBSD 9.3 (GENERIC) 4.3.12

OpenBSD 6.9 GENERIC.MP#473 4.2.16

FreeBSD 13.1-RELEASE 4.2.16

FreeBSD 13.2-RELEASE 4.3.12

FreeBSD 14.0-RELEASE 4.3.12

MikroTik 6.49.13 (stable) 6.49.13

MikroTik 7.14.1 (stable) 7.14.1

Windows 10 10.0.19045 N/A Build 19045 | 20240201.01
Windows 11 10.0.22621.1702 2202.0.2305
MacOS Darwin 19.0.0 Physical Hardware
MacOS Darwin 21.6.0 Physical Hardware
Android (MIUI) 4.14.180-perf-g5d6£377 Physical Device
iOS 17.2.1 Physical Device
Cisco IOS router 15.2(4)M7 GNS3 Simulation

Table 3.1: Operating systems under testing along with their respective Kernel versions. Most operating systems were
tested using Vagrant virtual machines, while MacOS Darwin versions 19.0.0 and 21.6.0 were tested on physical hardware.
Android (POCO Huawei variant) and iOS were tested on physical devices. Cisco I0S 15 Router was tested using GNS3
simulation.

During our testing process, we encountered some challenges that required us to adapt our
infrastructure. While we initially started testing with Vagrant, we soon discovered that certain
virtual machines had compatibility issues and required specific configurations. To address this,
we decided to explore other options and used GNS3 and Proxmox Virtual Environment for
certain tests.

After careful evaluation, we found Proxmox Virtual Environment to be highly efficient and
convenient for accessing and configuring virtual machines. As a result, we decided to move
completely to Proxmox. However, during our testing process, we noticed discrepancies be-
tween the tests performed on Proxmox and Vagrant. Upon investigation, we found that Prox-
mox had some limitations that interfered with our testing. To ensure accurate results, we had
to revert to Vagrant and GNS3.

To eliminate any potential side effects caused by other network elements during the experi-
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ments, we set up a direct LAN connection between the attacker and the victim. This configu-
ration applies to all operating systems except Google Android (MIUI variant) and Apple iOS,
for which we used two physical devices.

For more information on the limitations we encountered during testing, refer to the 4.5

section.
S
— > ’4_”
[ =] [ —
A— A
Attacker Router - Victim Destination Device
2001:db8::2 2001:db8::10 2001:db8:1::20

2001:db8:1::10

Figure 3.2: Network diagram of our second setup, with one operating system acting as the attacker, connected to another
operating system acting as a router. The router is also a victim of the tests and is used to access a third machine. The
diagram displays all three systems connected to the same broadcast network.

Additionally, we performed the same tests in a slightly different setup, where the victim is
acting as a router, and the final destination for packets is a third machine behind the victim.
This experiment aimed to determine if there are variations in the way that various operating

systems handle packets when functioning as intermediate devices.

3.2 OVERLAPPING FRAGMENTS

This test aims to provide the same information as the one offered by Shankar & Paxson, and
Atlasis works. However, instead of relying on their work, we have chosen to use the approach
proposed by Di Paolo et al. [3], expanding the range of operating systems tested. The reason
for this decision is that the policy for discarding fragments has changed, making the work of
Shankar, Paxson, and Atlasis obsolete.

This new model is based on the Shankar and Paxson model, in which all fragment offsets
are reduced by one (8 bytes). This means that there will be some combinations where packet
reassembly is done by using or discarding whole fragments, according to the reassembly policies
of new operating systems.

The tests performed are divided into three types, each with 10 different permutations:

1. Single ICMPv6 packet fragmented using multiple permutations of fragments;
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Figure 3.3: Example of a possible permutation of the new model. Each block in the sequence represents a fragment, the
payload of each fragment is a sequence of bytes that encode a character. This permutation shows how the first fragment
(orange) is the last to arrive.

2. Single ICMPv6 packet fragmented using multiple permutations, but fragments are sent
multiple times;

3. Multiple ICMPv6 packets fragmented with multiple permutations.

It was decided to use the ICMPv6 protocol, and specifically the echo request type, for these
tests. This protocol was chosen because it is the simplest one that allows us to receive a response.
In addition, by assigning a unique payload to each fragment, we can use the response received
to quickly identify which reassembly policies were used.

In the first test, a fragmented packet is sent to the victim for each permutation. The second
test is the same, but all frames are sent four more times to simulate network retransmission or
malicious action. In the third test, five different ICMPv6 packets are sent for each permutation.
In the second test, all fragments have the same ID, while in the third test, the fragments are
grouped by difterent IDs.

Once all the fragments of the transmission have reached their destination, the victim must
reassemble them and verify that the checksum is correct. In IPv6, the header does not contain
a checksum [10], and it is the responsibility of upper-layer protocols such as ICMPvé6, UDP,
and TCP to verify the integrity of the transmission. When a checksum is required, such as for
ICMPv6, the first fragment contains the checksum of the entire packet within the Upper-Layer
header. However, overlapping fragments can create a situation where the final checksum of
the packet is incorrect because hosts may have different reassembly policies. This may cause the
victim to discard the packet and not respond to our ICMPv6 ping tests, which could invalidate

any results obtained so far.
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To prevent this, the payload is constructed to generate the same checksum for each combina-
tion. This was achieved by taking advantage of the commutative property of the checksum [33],

i.e. that the checksum contains the sum of 2-byte pairs of the entire IPv6 packet [Table 3.2].

Table 3.2: Payload definition proposed by Di Paolo et al. [3]: This payload exploits the checksum’s commutative property
to avoid re-assembly errors. The “odd” version is also used in tests with one packet, whereas both “odd” and “even” are
used in tests with multiple packets.

Shankar and Paxson Odd/single packet ~ Even

A 11223344 44113322
B 11332244 44331122
C 22113344 44332211
D 22331144 11224433
E 33112244 11334422
F 33221144 22114433

3.3 ATOMIC FRAGMENTS

The test involves sending a single atomic fragment with different payloads to a firewall-protected
operating system. For this test, the atomic packet contains three IPv6 Fragmentation headers,
which is a clear violation of the IPv6 specifications mentioned in RFC 9099 [11]. According
to the specifications, an illegal repetition of headers, such as multiple Fragment headers must
be dropped. The purpose of this test is to observe the response of an operating system when it
encounters this particular type of fragment.

The firewall rules can be summarized as follows
* Block all ICMPv6 echo requests from the attacker;
* Pass every ICMPv6 neighbor solicitation;
* DPass every ICMPv6 neighbor advertise;
* Enable scrub and antispoof if possible.
Packet scrubbing is the process of normalizing packets to eliminate any ambiguity in their in-
terpretation by the packet’s ultimate destination. This is achieved through the use of the scrub

directive, which also reassembles fragmented packets, protects certain operating systems from

certain types of attacks, and drops TCP packets with invalid flag combinations. Although it is
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Frame 7: 96 bytes on wire (768 bits), 96 bytes captured (768 bits) on interface ens18, id @
Ethernet II, Src: 32:30:bd:66:99:da (32:30:bd:66:99:da), Dst: @a:12:45:41:23:6f (@a:12:45:41:23:8T)
“ Internet Protocol Version 6, Src: 28@81:db8::2, Dst: 2801:db8::8
211@ .... = Version: 6
. BBBE BERE .... ..., ... cee. e = Traffic Class: @x@@ (DSCP: 5@, ECN: Not-ECT)
. BE6E 000D QOGO G008 0BEB = Flow Label: 8x00800
Payload Length: 42
Next Header: Fragment Header for IPve (44)
Hop Limit: 64
Source Address: 2881:db8::2
Destination Address: 28@1:db3::8
¥ Fragment Header for IPv6
Next header: Fragment Header for IPvé (44)
Reserved occtet: @x@e
@000 PRBG @200 B... = Offset: B (@ bytes)
vess wsss sa.. .BB. = Reserved bits: 8
cees saes aae. ...B = More Fragments: No
Identification: exeeeecese
¥ Fragment Header for IPv6
Next header: Fragment Header for IPvé (44)
Reserved occtet: @x@e
@000 PRBG @@PD B... = Offset: B (@ bytes)
.88. = Reserved bits: @
cess saas s ..8 = More Fragments: No
Identification: exeeeeaeee
¥ Fragment Header for IPv6
Next header: ICMPvE (58)
Reserved octet: @xee
PEGE BRBG BEBE B... = Offset: B (@ bytes)
.88. = Reserved bits: @
,,,,,,,,,,,,,,, @ = More Fragments: No
Identification: exeeeeasse
¥ Internet Control Message Protocol vé
Type: Echo (ping) request (128)
Code: @
Checksum: @xfdse [correct]
[Checksum Status: Good]
Identifier: @xedfe
Sequence: @
[Mo response seen]
Data (1@ bytes)

Figure 3.4: Example of an atomic fragment with three Fragment Headers. Each Fragment header, by definition, has an
offset of 0 and an M flag equal to O, indicating that there are no more fragments.

highly recommended to scrub all packets, there are some special situations where this should
not be done. One such situation is when NFS is passed through PF on an interface. Some plat-
forms send and expect strange packets, such as fragmented packets with the “do not fragment”
bit set, which are correctly rejected by scrubbing. Another reason to avoid scrubbing is that
some multiplayer games experience connection problems when passing through PF with scrub
enabled [34]. With this set of rules, we expected that all ICMPvV6 traffic coming from the At-
tacker is blocked, in particular, Fragmented traffic should not pose a threat thanks to the scrub

rule.

We tested the vulnerability several times using both Vagrant and Proxmox to make sure it

was not caused by a virtual machine. However, during the first set of experiments, we discov-
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ered another vulnerability that was corrupting the data. We called this vulnerability ICMPv6
zero” and it is explained in the next section. Because of this vulnerability, the second set of
experiments was performed by sending multiple atomic fragments for each victim to evaluate

the extent of its impact on the results.

3.4 ICMPve zERO

ICMPv6 zero is a vulnerability that was discovered while testing the transmission of atomic
fragments to a single operating system protected by a firewall. It was observed that after a cer-
tain number of packets had been dropped, the operating system began to accept and respond

to the packets. As a result, various tests were performed to determine the cause of this behavior.

Mo, Time Source Destination Protocol  Info

- 1 0.000000 2001:db8::2 28@1:db8::1 ICMPve Echo (ping) request id=@xbl25, seq=1, hop limit=64 (no response found!)
2 1.8208675 2001:db8::2 2001:db8::1 ICMPv6 Echo (ping) request id=8xb125, seq=2, hop limit=64 (no response found!)
3 2.844555 2@@1:db8::2 2@@1:dbB::1 ICMPve Echo (ping) request id=8xbl25, seq=3, hop limit=64 (no response found!)
4 6.616467 2001:db8::2 ffe2::1:ff.. ICMPve MNeighbor Sclicitation for 2001:db8::1 from @88:88:27:67:3f:al
5 6.619475 2881:db8::1 2@01:db8::2 ICMPvE Neighbor Advertisement 28@1:db8::1 (sol, ovr) is at 88:80:27:6a:e8:78
6 6.620868 2001:db8::2 2001:db8::1 ICMPv6 Echo (ping) request id=8x@@08, seq=0, hop limit=64 (reply in 7)
7 6.621561 28@1:db8::1 2@@1:db8::2 ICMPve Echo (ping) reply id=8x@eee, seq=8, hop limit=64 (request in 6)
8 7.892487 2001:db8::2 ff@2::1:ff.. ICMPv6 Neighbor Solicitation for 28@1:db8::1 from @8:80:27:67:3T:al
9 7.893215 20@1:db8::1 28@1:db8::2 ICMPvE Neighbor Advertisement 2881:db8::1 (sol, ovr) is at 88:80:27:6a3:e8:78
1@ 7.894649 2001:db8::2 2801:db8::1 ICMPvE Eche (ping) request id=8x@8@@, seq=8, hop limit=64 (reply in 11)
11 7.895332 2081:db8::1 28@1:db8::2 ICMPve Echo (ping) reply id=8w@88@, seq=8, hop limit=64 (request in 18)
12 9.185672 2001:db8::2 ff@2::1:ff.. ICMPve Neighbor Solicitation for 2@@1:db8::1 from 88:80:27:67:3f:al
13 9.186164 2081:db8::1 28081:db8::2 ICMPve Neighbor Advertisement 28@1:db8::1 (sol, ovr) is at 88:80:27:6a3:28:73
14 9.187002 2001:db8::2 2801:db8::1 ICMPvE Eche (ping) request id=0x@8@@, seq=8, hop limit=64 (reply in 15)
15 9.188289 2881:db8::1 2881:db8::2 ICMPve Echo (ping) reply id=8x8888, seq=8, hop limit=64 (request in 14)

Figure 3.5: Example of how different ICMPvé packets behave on a Windows 10 system that has a firewall blocking
ICMPv6 Echo Requests. The red line shows normal pings without any reply, while the blue line represents a Scapy Echo
Request with all of its corresponding replies.

From Figure 3.5, we can see that the initial packets generated by the ”ping” terminal com-
mand are blocked by the firewall rules present in the victim’s Windows 10. The firewall rules
allow the neighbor and advertisement packets to pass but block the echo requests. On the other
hand, the echo requests made with Scapy are able to bypass the firewall. As we continued test-
ing, we ruled out that the error was caused by a specific IP range or any other value of the packet,
including sequence or payload. Therefore, we concluded that this vulnerability was caused by
the ID, which Scapy sets to zero by default.

For this reason, we decided to run a series of tests using ICMPv6 with zero ID against a
number of operating systems that are protected by firewalls and observe whether the packets

were received or not. The firewall rules are the same as in the previous test:

* Block all ICMPv6 echo requests from the attacker;
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Frame 6: 62 bytes on wire (496 bits), 62 bytes captured (496 bits)

Frame 1: 118 bytes on wire (944 bits), 118 bytes captured (944 bits)
Ethernet II, Src: PcsCompu_67:3f:al (98:00:27:67:3f:al), Dst: PcsCompu_6a:e@:78 (98:00:27:6a:20:78)

Ethernet II, Src: PcsCompu_67:3T:al (98:00:27:67:3f:al), Dst: PcsCompu_6a:e@:78 (98:00:27:6a:20:78)
¥ Internet Protocol Version 6, Src: 2081:db8::2, Dst: 2081:dbs::1 ¥ Internet Protocol Version 6, Src: 2081:db8::2, Dst: 2081:dbs::1
@119 .... - Version: 6 e11e .... - Version: &
0000 0000 - . ... = Traffic Class: @x80 (DSCP: €S8, ECN: Not-ECT) 0000 0000 .... .. . = Traffic Class: @x8 (DSCP: €SB, ECN: Not-ECT)
.. 1800 6011 9190 0918 @111 - Flow Label: @x83427 .. @800 6060 00O DORR 800 - Flow Label: %0000
Payload Length: 62 Payload Length: &
Next Header: ICMPv6 (58) Next Header: ICMPV6 (58)
Hop Limit: 64 Hop Limit: 64
Source Address: 2001:db8::2 Source Address: 2001:db8::2
Destination Address: 20@1:dbs::1
¥ Internet Control Message Protocol vé
Type: Echo (ping) request (128)
Code:
Checksum: @x2448 [correct]
[Checksum Status: Good]
Tdentifier: @xaoe
Sequence: 1 Sequence: ©
v [No response seen] [Response In: 7]
[Expert Info (Warning/Sequence): No response seen to ICMPV6 request in frame 1]
~ Data (56 bytes)
Data: 3bdcef f 112131415161718191alblcld1e1f2021
[Length: 56]

Destination Address: 2081:db8::1
V¥ Internet Control Message Protocol vé

Type: Echo (ping) request (128)

Code: @

Checksum: exidds [correct]

[checksum Status: Good]

Identifier: @xb125

(a) Normal ping (b) ICMPv6 default Echo Request packet made by Scapy

Figure 3.6: Difference between a normal ping and an ICMPvé6 packet made by Scapy. The normal ping with random Identi-
fier, 1 as sequence number, and a 56-byte payload. The default ICMPvé Echo Request packet has no payload, a sequence
number of O, and an ID number of 0. Both packets are sent to the same system protected by a firewall that blocks Echo

Requests. As reported, the normal ping fails to receive any response.

* DPass every ICMPv6 neighbor solicitation;

* DPass every ICMPv6 neighbor advertise.

3.5 DIFFERENTIAL FUZZER

Noticing the large number of problems related to IPv6, we decided to define a methodology
based on differential fuzzing to allow us to explore the differences between multiple operating
systems. For this reason, we developed a differential fuzzer to help us with this operation.

The fuzzer was developed in Python using the Scapy library to handle all operations related
to modifying, sending, and managing IPv6 packets. Currently, Scapy supports a limited num-
ber of Extension headers, only 4 of them can be used: Hop-by-Hop Options header, Routing
header, Fragment header, and Destination Options header.

The fuzzer generates several IPv6 packets, mainly focused on modeled ICMPve6, with difter-

ent types of Extension headers and payloads. These include:

¢ IPv6 packets with no Extension header or Next header, kept as small as possible;

* ICMPv6 packets with all possible combinations of Extension headers up to the maxi-
mum allowed by the MTU;
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Frame 1285: 1894 bytes on wire (8752 bits), 1894 bytes captured (8752 bits)
Ethernet II, Src: 32:38:bd:66:99:da (32:38:bd:66:99:da), Dst: ©a:12:45:41:23:8f (Pa:12:45:41:23:6f)
% Internet Protocol Version 6, Src: 2081:db8::2, Dst: 2861:db8::86
8118 .... = Version: 6
. BBEE BREE .... .... .... L... vew. = Traffic Class: @x@@ (DSCP: €S8, ECN: Not-ECT)
. BoBE GBOD GOED DEBE BBRE = Flow Label: GxBooee
Payload Length: le4@
Next Header: Routing Header for IPvE (43)
Hop Limit: 64
Source Address: 28@l:dbd::2
Destination Address: 2@@1:db8::8@
Routing Header for IPvE (Source Route)
Routing Header for IPvE (Source Route)
Fragment Header for IPve
Fragment Header for IPve
v Internet Control Message Protocol ve
Type: Echo (ping) request (128)
Code: @
Checksum: @xdbb3 [correct]
[Checksum Status: Good]
Identifier: ox442d
Sequence: @
[Response In: 1286]
Data (1888 bytes)

Figure 3.7: Example of a fuzzer-generated packet with fixed source address, two Routing headers, two Fragment headers,
random ID, and sequence number equal to zero

* DPackets with different or fixed source IP;

ICMP IDs that are either different or fixed;
* Sequence numbers that are either fixed or zero;

* DPackets with different payload sizes ranging from 0, 64, 128, and 1000 up to the maxi-
mum size of the MTU.

The fuzzer uses specific commands to send different types of IPv6 packets to a specific oper-
ating system, and thanks to tcpdump, the tool records the possible responses it gets in a .pcap
file. To avoid manually analyzing all packets with Wireshark, we developed a program that ana-
lyzes multiple .pcap files from multiple operating systems and highlights the difterences found.

Packet analysis is performed as follows:

* Packets in each file are filtered by removing unnecessary ones like Neighbor Solicitation,
Neighbor Advertisement, or DNS packets if the source address is random;

* DPackets from different files are grouped by operating system;

* ICMPv6 echo request packets are grouped by id (zero or random), sequence number
(fixed or zero), source (fixed or random), type of Extension header present, and payload
size;
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Grouped Requests (ID, Source, Extension Headers, Payload Size): ('ID_0008°', 'Source_fixed', (43,), 'Payload_1320")

NextPacket 22 from MACOS: Ether / IPv6 / IPv6ExtHdrFragment / ICMPv6 Echo Request (id: @x0 seq: @x@)
NextPacket 34 from Windowsll: Ether / IPv6 / ICMPv6 Echo Reply (id: 0x@ seq: €x@)
NextPacket 22 from debian: Ether / IPv6 / IPvEExtHdrFragment / ICMPv6 Echo Request (id: @x@ seq: ©x@)

Figure 3.8: Visual representation of the differences found between MacOS, Windows 11, and Linux Debian. The first line
provides a description of the packet sent, which includes the ID number (0), the fixed source, the Routing Header (43), and
the length of the Payload (1320 bytes). The following lines show the next meaningful packet in the .pcap file after the one
that was sent. Each line shows the position on the .pcap file, the operating system used, and a summary of the packet.

* The response to each echo request, if any, is extracted;
* A comparison is made of the responses of all packet groups for each operating system;

* Differences between operating systems, if any, are printed with their location in the .pcap

file.

We have designed this differential fuzzer with a modular and flexible architecture to allow
easy extension and adaptation to specific testing needs. The core of the fuzzer is a central mod-
ule dedicated to generating and sending ICMPv6 packets, which is supported by numerous
support modules that facilitate packet sending and customization.

These support modules include those dedicated to the calculations required to determine
critical packet parameters, such as the maximum payload length and the maximum number of
Extension headers allowed. These modules ensure that the generated packets are within Scapy’s
limits.

In addition, we have implemented modules that allow detailed packet customization. For
example, specific content can be added to the payload of packets, or custom IPv6 addresses
can be inserted to mask the origin of the broadcasts. These modules provide a high degree of
flexibility to adapt the generated packets to the specific needs of the current tests.

It is important to note that when customizing IPv6 addresses, they must first be assigned
to an interface before they can be used. This involves sending a Neighbor Solicitation message
containing the tentative address as the target, in order to verify that the address is not already
in use on the network [35]. To avoid conflicts and ensure accurate testing, we have included a
2-second delay before sending the packet each time we assign an IPv6 address to an interface.

The modular architecture of the differential fuzzer makes it much easier to expand and inte-
grate new features. We can easily add new modules to support new types of tests or to enhance

packet customization capabilities. In addition, this modular structure allows us to keep the
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fuzzer up-to-date and adaptable to future developments of the IPv6 protocol and network se-

curity testing techniques.
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Results

In this chapter, we will explore the results of our testing, discuss the practical implications of
these findings, highlight their impact on network performance and security, and explain the
limitations we faced. The goal is to provide a detailed picture of the information collected,

contributing to a deeper understanding of the various issues addressed in our experiments.

4.1 OVERLAPPING FRAGMENTS

Several tests were performed by expanding the number of operating systems [3] and confirming
that the majority of operating systems are not RFC 5722-compliant [Table 4.1].

The columns “Type 17, “Type 2” and “Type 3” represent the types of tests performed, each
characterized by a specific set of packet permutations with overlapping fragments; their de-
scription can be read in the 3.2 section. The presence of a “v” indicates that at least one of the
permutations of that type received a successtul response, while the presence of an “X” indicates
that no response was received for any of the permutations.

There is considerable variation in the results between the operating systems tested. For ex-
ample, systems such as Linux (Arch, Debian, and Ubuntu), Windows 10, Windows 11, and
macOS (Darwin and Sonoma) are shown to be vulnerable for every type of test, while Mikrotik
and OpenBSD are partially vulnerable. Only some operating systems, such as NetBSD, iOS,
and Cisco IOS 15 routers, demonstrate compliance with the standards dictated by RFC 5722.
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Operating System Type 1 | Type 2 | Type 3
GNU/Linux Arch v’ v’ v’
GNU/Linux Debian 12 v’ v v’
GNU/Linux Ubuntu 23.04 v v v’
NetBSD X X X
OpenBSD X v’ X
FreeBSD 13.1 X v’ X
FreeBSD 13.2 X v’ X
FreeBSD 14 X v’ X
Mikrotik 6 X v’ X
Mikrotik 7 v’ v’ v’
Windows 10 v’ v’ v’
Windows 11 v’ v’ v’
macOS Darwin v’ v’ v’
macOS Darwin v’ v’ v’
Android (MIUI) v’ v v
i0S X X X
X X X

Cisco IOS 15 router

Table 4.1: The table shows the RFC 5722 conformance status of various Operating Systems. The “X” symbol indicates
compliance, while the “v"” symbol indicates non-compliance. Each column Type represents a different variation of the
model that was tested.

The result of these tests not only highlights the different systems that do not comply with
RFC 5722 but also provides an analysis of how these systems perform the packet reassembly
operation. This, in turn, provides several opportunities for a hypothetical attacker to launch
targeted attacks against these systems. By recognizing how an operating system reassembles
packets, itis possible to profile that system, or alternatively, it is possible to use this vulnerability
to transmit malicious packets, bypassing IDS/IPS that do not reassemble the packet before

examining it.

4.1.1 FINGERPRINT

Fingerprinting with overlapping fragments involves sending a series of permutations like those
proposed in our model, each uniquely designed to probe the operating system’s particularities.
Once sent, these packets are monitored to observe the responses of the operating systems, in
particular the presence or absence of Echo Replies and the contents of their payloads. By care-

tully analyzing the responses obtained from different permutations of packets with overlapping
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Figure 4.1: Example of how MacOS assembles policy handles a set of overlapping fragments. Each block in the sequence

A\

represents a fragment. The payload of each fragment is a sequence of bytes that encode a character. MacOS follows a
policy where it accepts and assembles the first received fragments and discards all subsequent fragments that overlap with
those already processed (green and red fragments are discarded).

fragments and comparing them to known patterns of operating system behavior, meaningful
conclusions can be drawn about the target operating system. Variations in response patterns,
such as the presence or absence of certain types of echo replies or differences in response pay-
loads, can provide valuable clues to the target operating system.

For example, let us consider the analysis conducted on a Windows 10 system and a Mikrotik
6. We notice that with the first model, which involves the sending of a permutation of over-
lapping fragments, the two systems produce different results for the same permutation [Fig-
ure 4.2]. The assembly policy of Windows 10 receives a collection of fragments and discards
any subsequent fragments that overlap with those already processed. As a result, it successfully
constructs a valid packet and responds appropriately, indicating a deviation from RFC 5722
standards. In contrast, Mikrotik 6 discards all overlapping fragments and fails to construct a
packet to respond. However, using the second model and sending the same permutation mul-
tiple times, we observed that while Windows 10 behaves consistently, Mikrotik responds after
receiving some fragments from the second set of the same permutation. This suggests that
Mikrotik 6 uses the new fragments from the second set to compose a new packet, incorporat-
ing fragments from both the first and second sets [Figure 4.3. These discrepancies in results

provide us with valuable insights into the nature and behavior of the operating systems being
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M Windows_10_typel-Zpcap - O X

File Modifica Visualizza Vai Cattura Analizza  Statistiche  Telefonia  Wireless  Strumenti Aiuto

No. Source Destination Protocol  Info
6: 2001:db8: :10 2001:db8: ICMPve Echo (ping) request id=@x@e@@, seq=8, hop limit=64 (reply in 12)
7 2081:dbs: ;18 2001:dba: IPv6  IPvG fragment (off=32 more=y ident=@xPE@BGSELL nxt=58)
8 2081:db8::10 2881:db3: IPv6 IPve fragment (off=48 more=y ident=8x8088068b1l nxt=58)
9 2881:db8::168 2881:db3: IPv6 IPv6 fragment (off=8 more=y ident=8x888868bl nxt=58)
18 2681:db&::18 2881:dbs: IPv6 IPv6 fragment (off=48 more=y ident=0x888868bl nxt=58)
IPvE IPvE fragment (off=72 more=n ident=0x@@8063bl nxt=53)

[

11 2@@1:dbs::1@ 2881:db3:
12 2@@1:db8::1 2@81:db8::1@8 ICMPve Echo (ping) reply id=8x@@@@, seq=8, hop limit=128 (request in 6)

M Mikrotik_6_typel-2.pcap - O X
File Modifica Visualizza Vai Cattura Analizza  Statistiche  Telefonia  Wireless  Strumenti  Ajute
No. Source Destination Protocol  Info
3 20@1:db8::2 2001:db8::1 ICMPvE Echo (ping) request id=8x@8e@, seq=0, hop limit=64 (no response found!)
4 28@1:dbg::2 2881:db8::1  IPvE IPvE fragment (off=32 more=y ident=8xeeee288T nxt=58)
5 2081:db8::2 2@81:db8::1  IPvE IPvE fragment (off=48 more=y ident=8xeeee288T nxt=58)
6 208l:db8::2 2881:db8::1 IPvE IPvE fragment (off=8 more=y ident=8x@808288T nxt=58)
7 2081:db8::2 2801:db8::1 IPvE IPvE fragment (off=48 more=y ident=8xB888288T7 nxt=58)
g 2081l:db8::2 2801:db8::1 IPve IPvE fragment (off=72 more=n ident=8x22082088T7 nxt=58)

Figure 4.2: Different responses from Windows 10 and Mikrotik 6 obtained with the first model. Windows 10's assembly
policy discards any subsequent fragments that overlap with those already processed and assembles a packet, allowing the
system to respond to it. However, in Mikrotik 6, overlapping fragments are discarded without any reply.

analyzed.

However, it is important to note that fingerprinting does not always provide a clear distinc-
tion between different versions of the same operating system. For example, we may not be
able to distinguish between an address associated with Windows 10 and one associated with
Windows 11 if they both follow the same packet reassembly policy.

After several tests, it was discovered that certain operating systems always generate a Time
Exceeded packet with Code 1 in response to certain sequences of overlapping fragments [Fig-
ure 4.4. This type of packet is used to indicate a fragment reassembly timeout [33] [36]. Al-
though using this method alone may not be completely accurate, when combined with the
previous results regarding overlapping fragments, it can provide more clarity about the target

device.

4.1.2 EXTRA ATTACKS

In a potential attack scenario, an attacker could perform a Denial of Service (DoS) attack by
predicting the ”id” field and spoofing the source address to send a spoofed fragment to the
target host receiver before it can reassemble all the fragments received from the victim, causing

packet rejection. However, this attack is highly situational and difficult to execute and therefore
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Mo.  Source Destination Protocol  Info No.  Source Destnaton Protocel  Info

3 2001:db3::16 2001:db3::1  ICHPUE Echo (ping) request id=0x8080, seq=8, hop limit=64 (reply in 9) 3 2001:db8::2 11 ICMPu Echo (ping) request id=0x@008, seq=@, hop limit=64 (no response fo

4 2001:db8::10 2001:dbs::1 IPv6  IPv6 fragment (off=32 moresy ident=gx@@eesc7c nxt=58) 4 2001:db8::2 1 IPv6  IPve fragment (off=32 more=y ident=0x@008478 nxt=58)

5 2001:dbs::10 2001:dbs::1 IPve  IPu6 fragment (off=48 more=y ident=exe@eeSC7C nxt=58) 5 2001:dbs::2 1 IPve  IPus frogment (off=45 morcey ident=ox8084f78 nxt=55)

6 2001:dbB::10 2001:db8::1 IPv6  IPv6 fragment (off=8 more=y ident=0x8@885c7c nxt=58) & 2001:dbB::2 ;i1 IPvE  IPv6 fragment (off=8 more=y ident=8x0BGG478 nxt=S8

7 2001:db8::10 2001:db8::1 IPv6  IPv6 fragment (off-48 more-y ident-0x8@@@5c7c nxt=58) 7 2001; 2 i1 IPVE  IPv6 fragment (off=48 more-y ident-0x88084f78 nxt-58)

5 2001:db8::1@ 2001:db8::1 IPv6  IPvE fragment (0ff=72 more=n ident=0xBAEASCTC nxt=58) 8 2001+ 2 {1 IPVE  TPv6 fragment (off=72 more-n ident-0x88064778 nxt-58)

9 2001:dbB::1 2001:db8::10 ICMPVE (Echo (ping) reply 1d=6x0008, seq=e, hop 1imit=128 (request in 3) 13 2001:db8::2 11 ICMPUB Echo (ping) request id=0x@800, seq=@, hop limit=64 (reply in 15

12 2001:db5::10 2001:dbs::1  ICMPV6 Echo (ping) request id=8xo06@, seq=8, hop limit=e4 (reply in 19) 14 2001:db8::2 1 IPW6  IPve fragment (off=32 more=y ident=0x@@ep4f7s nxt=55)

13 2001:dbB::18 2001:dbB::1  IPv6  IPv6 fragment (off=32 mo ident=0x80005c7c nxt=58) (15 2001:dbs: i1 iz ICWPv6 Echo (ping) reply id-9x00@8, seq=e, hop limit=255 (request in 13)

14 2001:db8::1@ 2001:db8::1 IPv6  IPvE fragment (off=48 more=y ident=@xPe@eSc7c nxt=58) TE 2001:db8::2 ;i1 IPv6  IPv6 fragment (off=48 more=y ident=0x20@04F78 nxt=58

15 2001:db8::18 2001:db8::1 IPv6  IPuG fragment (off=8 more-y ident-0x@@@@5c7c nxt=58) 17 2001:db8::2 ©11 IPvE  TPE fragment (off=8 more-y ident-0x00084978 nxt-58)

17 2001:db8::10 2001:db8::1 IPv6  IPu6 fragment (off=48 more=y ident=0x@@88ScTc nxt=58) 18 2081:dbs::2 8::1 IPus  IPv6 fragment (off=48 more=y ident=0x88804778 nxt=ss

18 2601:db8::10 2001:db8::1 IPv6  IPvE fragment (off=72 more=n ident=x@e@eSc7c nxt=58) 19 2001:db8::2 20@1:dbs::1 IPw6  IPv6 fragment (off=72 more=n ident=0xEE84T78 nxt=58

19 2001:dbs::1 2001:db8::16 ICMPV6 Echo (ping) reply id=exeee, seq=e, hop limit=128 (request in 12) | 5
z ©5 00 27 16 b 52 66 80 27 fa d5 9b 86 dd 68 08 ' R-

00 80 00 50 33 ff 20 01 @d b @0 00 @0 00 60 0B
0@ 80 0@ 80 0@ 81 20 61 6d bs 60 00 60 00 60 08

52 54 00 cb fe Ba 52 54 0@ 92 d5 67 86 dd 6@ 8 AT
00 00 00 60 3a 80 20 61 0d b3 00 00 00 00 00

2020 @0 @0 @0 B9 @0 B1 20 1 @d b3 00 00 00 00 - - - @030 00 20 62 81 00
@030 o040

0840 @o50

@050 ee60

0060 ea70

@070 eese

080 @a00

@090

Figure 4.3: Different responses from Windows 10 (left) and Mikrotik 6 (right) obtained with the second model. Windows
10’s assembly policy for each set of the same permutation discards any subsequent fragments that overlap with those
already processed and assembles a packet, allowing the system to reply to it. Mikrotik 6 discards all the overlapping frag-
ments and waits for the second set of the same permutation to create a new packet incorporating fragments from both the
first and second sets and reply to it.

M pacson-5b-0.pcap - m] b4
File Modifica Visualizze Vaj Catture Analizza Statistiche Telefonja  Wireless Strumenti  Ajuto

ams® REe=2=EFIL5E =EaaaH

W [ Applica un fiitro di visuaizzazione __<Ciri-/> B -]+

Mo,  Time Destination Frotocol  Length Info
1 0.000000 ::200:27F: feB6:edob ICHPVE 70 Router Solicitation from @8:00:27:86:ed:9b
2 8.338507 112 86 Neighbor Solicitation for 20@1:db8::1 from @8:88:27:86:ed:9b
3 0.338910 221 86 Neighbor Advertisement 2081:db8::1 (sol, ovr) is at 08:60:27:04:44:df
4 8.339952 2 94 Echo (ping) request id=0x8080, seg=8, hop limit=64 (no response found!)
5 @.342185 2 78 IPv6 fragment (off=32 more=y ident=@xP@GASE82 nxt=58)
6 9.344466 2 86 IPv6 fragment (off=48 more-y ident=exe@@eses2 nxt=58)
7 @.346913 2 94 IPv6 fragment more=y ident=0xB0BB5682 nxt=58)
7 1 w6 142 Time ed ( t bly time exceed
9 ©.349845 2001:db8::2 2001:db8: ;1 86 IPv6 fragment (off=48 more=y ident=@x08085682 nxt=58)
16 6.351267 2601:db8: :2 2601:db8: : 1 86 IPv6 fragment (off=72 more=n ident=@xP@GASE82 nxt=58)

Figure 4.4: Example of a FreeBSD 13 system responding with a Time Exceed packet.

poses a limited real-world threat. Another possible attack, known as the Modification Attack,
involves the attacker sending one or more fragments and ensuring that when these fragments
are reassembled with legitimate ones, the resulting packet is correct and the final payload is as
desired. To be successful, the attacker must calculate the correct checksum to avoid packet

rejection due to a checksum mismatch.
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4.2 ATomic FRAGMENTS

Operating System Atomic Fragment
GNU/Linux Arch
GNU/Linux Debian 12
GNU/Linux Ubuntu 23.04
NetBSD

OpenBSD

FreeBSD 13.1

FreeBSD 13.2

FreeBSD 14

MikroTik 6

MikroTik 7

Microsoft Windows 10
Microsoft Windows 11

S I RN R S IS

Table 4.2: Atomic Fragment vulnerability in different operating systems. The “v"” indicates that the system is vulnerable,
while an “X” indicates that it is not.

Table 4.2 shows whether or not the Atomic Fragment vulnerability is present in different
operating systems. The “v"” symbol indicates that the operating system is vulnerable, while

the “X” symbol means it’s not vulnerable.

According to the table, the vulnerability that allows atomic fragments to bypass firewalls was
identified only in the case of FreeBSD 13.1 and FreeBSD 13.2. However, this finding does not
rule out the possibility of the same vulnerability being present under different conditions or

with other untested operating systems.

In FreeBSD 13.1, the scrubbing process rebuilds these types of atomic fragments into the
original packet. However, the system fails to apply any rules meant for layers four and higher,
such as the one that should block ICMPv6 packets. As a result, the fragment matches other
rules in the firewall configuration and passes through without being blocked. Additionally, the
scrubbing process fixes the packet, allowing any operating system behind the firewall to accept
it. This issue was reported to FreeBSD developers, who addressed it in FreeBSD version 13.2
and FreeBSD version 14. However, from our tests, it’s evident that while the problem was

resolved in FreeBSD 14, it persists in version 13.2.
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4.3 ICMPve zERO

Operating systems ICMPv6 zero | ICMPv6 zero + Router
Linux 5.x (Debian 11) X X
Linux 6.x (Debian 12) X X
Windows 10 v’ n/a
Windows 11 v’ n/a
NetBSD v X
OpenBSD X X
FreeBSD 13 v’ X
FreeBSD 14 v’ X
macOS Sonoma X n/a
Mikrotik 7 X X
Mikrotik 6 LTS X X
Cisco IOS 15 router X n/a

Table 4.3: Presence of the ICMPv6 Zero vulnerability in different operating systems. The “v”” symbol indicates that the
system is vulnerable, while “X” indicates that it is not. “n/a” means tests were not conducted due to the inability to run
these operating systems as routers. The first column shows the results of tests made with a direct connection between the
attacker and the victim, while the second column shows the results of tests where the victim was used as a router.

The table 4.3 provides information on whether the ICMPv6 Zero vulnerability is present in
various operating systems. The “v”” symbol indicates that the operating system is vulnerable,
while the “X” symbol indicates that it is not. The label “n/a” indicates that tests were not per-
formed because these operating systems cannot be run as routers [section 4.5].

The table indicates that various operating systems, such as NetBSD and FreeBSD, are prone
to the ICMPv6 Zero vulnerability. Additionally, it is worth noting that even widely used sys-
tems like Windows 10 and Windows 11 have this problem. The table also suggests that if the
system is used as a router, this issue appears to be resolved. However, further research is neces-
sary to determine if there are any factors that may influence these results.

This vulnerability may appear differently under different circumstances. However, in all
cases, if there has been no prior communication between the attacker and the victim, it will
be necessary to send between 3 and 10 packets in rapid succession, with no pauses longer than

1-2 minutes in between, before expecting to receive an Echo Reply 4.5. Once the victim starts
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M icmpvé_zero.peapng - O X

File Modifica Visualizza Vai Cattura Analizza Statistiche  Telefonja  Wireless  Strumenti  Aiuto

M Source Destination Protocol  Info

2001:db3::1 ffe2::1:ffea:20 ICMPw6 Neighbor Solicitation for 2001:db8::20 from @3:00:27:78:fe:eb
2 9.882910861 2001:db3::20 2001:db8::1 ICMPw6 Neighbor Advertisement 2@@1:db3::2@ (sol, ovr) is at @8:0@:27:ba:96:8a
3 @.827732989 2081:db3::1 2001:db8::20 ICMPw6 Echo (ping) request id-@x@@ea, seq=8, hop limit=64 (no response found!)
4 3.151488189 28@1:db8::1 ffe2::1:ffee:2e ICMPw6 Neighbor Solicitation for 20@1:db8::28 from @8:88:27:78:fe:eb
5 3.154372483 2001:db3::28 20801:db8::1 ICMPv6 Neighbor Advertisement 208@1:db8::28 (sol, ovr) is at 88:88:27:ba:96:8a
6 3.198877486 2001:dbB3::1 2001:dbB8::20 ICMPw6 Echo (ping) request id=@x@@@@, seq=8, hop limit=64 (no response found!)
7 5.170809142 2001:dbB8::1 ffez2::1:ffee:20 ICMPve Neighbor Solicitation for 20@1:db8::20 from 08:8@:27:78:fe:eb
8 5.171921451 2001:db3::20 2001:dbB8::1 ICMPv6 Neighbor Advertisement 2001:db8::20 (sol, ovr) is at ©8:8@:27:ba:96:8a
9 5.194773848 2001:db3::1 2081: 33 ICMPv6 Echo (ping) request id=0x@@88, seq=8, hop limit=64 (no response found!)
1@ 5.286488350 2001:db3::20 2081: 37 ICMPv6 Neighbor Solicitation for 28@1:db8::1 from ©8:88:27:ba:96:8a
11 5.286428673 2001:db3::1 ICMPw6 Neighbor Advertisement 28@1:db8::1 (sol)
12 7.483114681 2001:db3::1 ICMPw6 Neighbor Solicitation for 2001:db8::20 from 88:00:27:78:fe:eb
13 7.484859564 2001:db3::20 ICMPw6 Neighbor Advertisement 20@1:db3::20 (sol, ovr) is at @8:00:27:ba:96:8a
14 7.419484352 2001:db3::1 ICMPw6 Echo (ping) request id-exeeee, seq=2, hop limit=64 (reply in 15)
15 7.42353@981 26@81:db3::20 ICMPw6E Echo (ping) reply id-exeeee, seq=@, hop limit=64 (request in 14)
16 9.187594276 2001 :db3::1 ICMPwe Neighbor Solicitation for 28@1:db8::28 from @8:88:27:78:fe:eb
17 9.188572392 2001:db3::28 ICMPwe Neighbor Advertisement 2081:db8::28 (sol, ovr) is at @8:8@:27:ba:96:8a
18 9.221678390 2001:dbB8::1 ICMPve Echo (ping) request id=0x@@@@, seq=0, hop limit=64 (reply in 19)
19 9.225239019 2001:db3::20 2001:dbB8::1 ICMPv6 Echo (ping) reply id=@x@@@@, seq=0, hop limit=64 (request in 18)
2@ 12.467967120 2001:db3::1 ffe2::1:ffee:20 ICMPv6 Neighbor Solicitation for 20@1:db8::20 from 08:00:27:78:fe:eb
21 12.468832325 2001:db3::20 20@81:dbB::1 ICMPv6 Neighbor Advertisement 28@1:db3::28 (sol, ovr) is at ©8:8@:27:ba:96:8a
22 12.586741165 2081:db3::1 2001:db8::20 ICMPv6 Echo (ping) request id=0x@888, seq=8, hop limit=64 (reply in 23)
23 12.518298832 2001:dbg::20 2001:db8::1 ICMPw6 Echo (ping) reply id-8x@@@8, seq=@, hop limit=64 (request in 22)

Figure 4.5: Representation of how ICMPvé Zero bug manifests itself in a victim operating system without prior communi-
cation with the attacker. At the fourth Echo Request packet, the system begins to respond with an Echo Reply.

responding, it will continue to do so without having to retransmit a certain number of initial
echo request packets, at least for a certain amount of time. This duration varies depending on
the operating system used. In some cases, it may take several minutes, in others until the operat-
ing system shuts down. Suppose there has been previous communication between the attacker
and the victim. In that case, certain operating systems may provide an immediate response if
the firewall is reenabled and blocks the Echo Request packets.

Many operating systems use firewalls that block ICMPv6 Echo Request packets, allowing
only neighbor solicitation and advertising to communicate their presence on the Internet. This
means that some devices are hidden and cannot be contacted, making them difficult to locate
and identify. However, the ICMPv6 Zero exploit can be used to find and identify such devices.
Once identified, these devices may be vulnerable to targeted attacks or system intrusions. It is
not clear whether this exploit can be used to cause harm, but it is a potential security risk that

requires further investigation and evaluation.

4.4 DIFFERENTIAL FUZZER

The fuzzer tests were initially conducted while the firewall was active to ensure that the out-
comes matched those of the atomic fragments and ICMPv6 Zero bug tests. After that, the
tests were repeated with the firewall disabled to observe and analyze any discrepancies in the

response of various operating systems under normal conditions.
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The fuzzer tests were performed using each combination described in section 3.5, but lim-
ited to a maximum of four Extension headers per packet. This approach allowed us to test all
four Extension headers together atleast once. We decided not to exceed this maximum number
of Extension headers because we did not believe it would provide any additional information,
and because it would take too long for the program to test a single operating system. In the
future, we plan to parallelize these operations to verify all possible combinations with the max-

imum number of Extension headers within an acceptable timeframe.

Grouped Reguests (ID, Source, Extension Headers, Payload Size): ('ID B8@08', "Seq_0088', 'Source_fixed®, (8,), 'Payload_8')

NextPacket 6 from Windows1@: Ether / IPw6 / ICMPv6 Echo Reply (id: 8x8 seq: Bx8)
NextPacket 8 from OpenBSD: Ether / IPv6 [/ IPvbExtHdrHopByHop / ICMPv6 Echo Request (id: ©xB seq: 8x8)
NextPacket 4 from Debian: Ether / IPv6 [ IPv6ExtHdrHopByHop / ICMPv6 Echo Request (id: @x@ seq: @x@8)

Figure 4.6: Example of the ICMPvé Zero bug found in Windows 10 with firewall enabled. OpenBSD and Debian firewalls
block the ICMPvé6 Echo Request packet coming from the attacker while Windows 10 replies to them.

Thanks to the program developed to analyze .pcap files, we were able to confirm that the
fuzzer could replicate all other tests except those related to overlapping fragments, which were
not included in the original program, covering atomic fragments and the ICMPv6 Zero bug.

As shown in figure 4.6, the program detected a discrepancy between the results of Debian,
OpenBSD, and Windows 10. The figure shows that when sending an echo request packet with
a fixed ID, a constant source address, a hop-by-hop header (the third variable), and a null pay-
load, Debian and OpenBSD do not respond, and the subsequent packet is another echo request
packet. However, in the case of Windows 10, there is an immediate response that highlights
the ICMPv6 zero bug explained earlier.

In Table 1 [Table 4.4], we provide a list of selected packets that are helpful in understand-
ing how our fuzzer works. Each packet in the list is an ICMPv6 Echo Request that comes
with its own ID number, a Sequence number, and a Source address that is either random or
fixed (usually 2001:db8::10). Additionally, we mention the type of Extension header that each
packet uses (0 = Hop-by-Hop, 43 = Routing Header, 44 = Fragment Header, 60 = Destination
Options), and the size of the payload in bytes.

In Table 2 (Table 4.5), we use these packets to compare the responses of difterent operating
systems. The label “Reply” indicates that we received an ICMPv6 Echo Reply, “Fragm” indi-
cates that the operating system fragmented the packet into two fragments to send an echo reply,
“Error” indicates either a Parameter Problem, an erroneous error field, or an unrecognized Next

header type encountered, and “NoReply” indicates no response was received.
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Packet | ID | Seq | Source | Extension Headers | Payload
Packet1 | 0 0 Fixed (0,) Max
Packet2 | 0 0 Fixed (43,) 0
Packet3 | 0 0 Fixed (0,0) 0
Packet4 | 0 0 Fixed (43,43) 0
Packet5 | 0 0 Fixed (0,0,44) 0
Packet6 | 0 0 Fixed (0,0,44) 64
Packet7 | 0 | O | Fixed (0,0,44) 128
Packet8 | 0 0 Fixed (0,0,44) 1000
Packet9 | 0 0 Fixed (0,0,44) Max

Table 4.4: A selected list of ICMPvé Echo Request packets with their own ID number, Sequence number, Source Address
(always Fixed), their Extension headers (0 = Hop-by-Hop, 43 = Routing Header, 44 = Fragment Header, 60 = Destination
Options), and the size of their payload in byte (Max = maximum packet size allowed by the MTU).

Packet | Mikrotik7 | Windows10 | FreeBSD14 | NetBSD | OpenBSD | Debian
Packet 1 Reply Reply Reply Fragm Fragm Reply
Packet 2 Reply NoReply Reply Reply Error Reply
Packet 3 Error NoReply Error Error Error Error
Packet 4 Reply NoReply Reply NoReply Error Reply
Packet 5 Error NoReply Error Error Error Error
Packet 6 | NoReply NoReply Error Error Error NoReply
Packet 7 Error NoReply Error Error Error Error
Packet 8 | NoReply NoReply Error Error Error NoReply
Packet 9 Error NoReply Error Error Error Error

Table 4.5: Comparison of different operating systems’ behavior in response to specific packets. “Reply” indicates that an
echo reply was received, “Fragm” indicates that the operating system fragmented the packet to send an echo reply, “Error”
indicates a Parameter Problem, and “NoReply” indicates no response was received.
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Grouped Requests (ID, Source, Extension Headers, Payload Size): ('ID_@00@', 'Seq_e8000', 'Source_fixed', (0,), 'Payload_14208')

**************************************************

NextPacket 18 from Mikrotik7: Ether / IPv6 / ICMPv6 Echo Reply (id: 0x8 seq: 0x@)

MNextPacket 16 from Windows1®: Ether / IPvé / ICMPv6 Echo Reply (id: ©x0 seq: 0x0)

NextPacket 17 from FreeBSD14: Ether / IPv6 / ICMPv6 Echo Reply (id: 0x8 seq: 0x@)

NextPacket 17 from NetBSD: Ether [/ IPv6 / IPv6ExtHdrFragment / ICMPv6 Echo Reply (id: 0x0 seq: 0x0)
NextPacket 17 from OpenBSD: Ether / IPv6 / IPv6ExtHdrFragment / ICMPv6 Echo Reply (id: 8x0 seq: 0x0)
NextPacket 16 from Debilan: Ether / IPv6 / ICMPv6 Echo Reply (id: 8x0 seq: ©x0)

Figure 4.7: Response of different operating systems to Packet 1 (ID = 0, Seq = 0, Fixed Source Address, Extension Header
= (43,) and payload size = 0): in this scenario, Windows 10 doesn't reply, and OpenBSD fragment the packet into two
fragments.

Starting with Packet 1 [Figure 4.7], we observed that when NetBSD and OpenBSD receive
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packets with large payloads, they fragment the packet into two fragments to respond with an
Echo Reply. This fragmentation occurs for every packet over 1300 bytes, except those that
cannot be replied to. Asaresult, it can be concluded that these systems are incapable of replying

with packets that are too big, even if the MTU allows it.

B T

Grouped Requests (ID, Source, Extension Headers, Payload Size): ('ID_0000', 'Seq_0800', 'Source_fixed', (43,), 'Payload_8')
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NextPacket 20 from Mikrotik7: Ether / IPv6 / ICMPv6 Echo Reply (id: 0x0 seq: 0x8)

NextPacket 18 from Windows1®: Ether / IPv6 / IPv6ExtHdrRouting / ICMPv6 Echo Request (id: 0x8 seq: @x0)

NextPacket 19 from FreeBSD14: Ether [/ IPv6 / ICMPv6 Echo Reply (id: 0x0 seq: 0x8)

NextPacket 20 from NetBSD: Ether / IPv6 / ICMPv6 Echo Reply (id: 0x@8 seq: 0x0)

NextPacket 20 from OpenBSD: Ether / IPv6 / ICMPv6ParamProblem / IPerror6 / IPv6ExtHdrRouting / ICMPv6 Echo Request (id: @x@ seq: 8x0)
NextPacket 18 from Debian: Ether / IPv6 / ICMPv6 Echo Reply (id: 0x@8 seq: 0x0)

Figure 4.8: Response of different operating systems to Packet 2 (ID = 0, Seq = 0, Fixed Source Address, Extension Header
= (43,) and payload size = 0): in this scenario, Windows 10 doesn't reply while OpenBSD sends a Parameter Problem
(erroneous header field encountered) packet.

Packet 2 is an Echo Request with a Routing Header type 0 (RHO) [Figure 4.8]. When we
sent this packet we noticed that Windows 10 did not reply, and OpenBSD sent a Parameter
Problem (erroneous header field encountered) packet, while all other systems replied. The
Routing Header is a feature in IPv6 that allows the source to specify one or more intermediate
nodes to be visited on the way to a packet’s destination.

As described in RFC 5095 [37], a single RHO may contain multiple intermediate node ad-
dresses and the same address may be included multiple times in the same packet. This feature
enables the creation of a packet that alternates between two RHO-processing hosts or routers
several times. This technique can be used by an attacker to send a stream of packets that can
be amplified along the path between two remote routers. This can cause congestion along ar-
bitrary remote paths and act as a denial-of-service mechanism. Due to this reason, this type
of packet (Routing Header type 0) is deprecated and should be dropped by the firewall. We
believe that this is why Windows 10 did not reply, and OpenBSD sent an error message.

Grouped Requests (ID, Source, Extension Headers, Payload Size): ('ID_00@@°, 'Seq 0008', "Source_fixed®, (@, @), 'Payload @')

NextPacket 51 from Mikrotik7: Ether / IPv6 / ICMPv6ParamProblem / IPerroré / IPv6ExtHdrHopByHop / IPw6ExtHdrHopByHop / ICMPv6 Echo Request (id: @x@ seq: 0x@)
NextPacket 44 from Windows1®: Ether / IPv6 / IPv6ExtHdrHopByHop / IPv6ExtHdrHopByHop / ICMPv6 Echo Request (id: @x@ seq: @x@)

NextPacket 5@ from FreeBSD14: Ether / IPv6 / ICMPv6ParamProblem / IPerroré / IPv6ExtHdrHopByHop / IPw6ExtHdrHopByHop / ICMPvé Echo Request (id: @x@ seq: 0x@)
NextPacket 54 from NetBSD: Ether / IPu6 / ICMPv6ParamProblem / IPerror6é / IPv6ExtHdrHopByHop / IPv6ExtHdrHopByHop / ICMPu6 Echo Request (id: Bx8 seq: 8x8)
NextPacket 53 from OpenBSD: Ether / IPv6 / ICMPv6ParamProblem / IPerroré / IPv6ExtHdrHopByHop / IPv6ExtHdrHopByHop / ICMPv6 Echo Request (id: @x@ seq: @x@)
NextPacket 49 from Debian: Ether / IPu6 / ICMPv6ParamProblem / IPerroré / IPv6ExtHdrHopByHop / IPv6ExtHdrHopByHop / ICMPu6 Echo Request (id: Bx® seq: 8x8)

Figure 4.9: Response of different operating systems to Packet 3 (ID = 0, Seq = 0, Fixed Source Address, Extension Header
=(0,0) and payload size = 0): in this scenario, all operating systems except for Windows 10 respond with an error message,
while Windows 10 remains silent.

In the third line, Packet 3, we sent an Echo Request with two Hop-by-Hop Headers [Fig-

ure 4.9]. However, we observed that operating systems such as Windows 10 do not comply
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with RFC 8883 [38]. According to this RFC, if a malformed packet with the same Extension
headers (such as hop-by-hop) is repeated, the response should result in a Parameter Problem

error. In our case, Windows 10 did not send back an error message despite not replying.

Grouped Requests (ID, Source, Extension Headers, Payload Size): ('ID_8800', 'Seq_0000', 'Source_fixed', (43, 43), 'Payload _0')

NextPacket 92 from Mikrotik7: Ether / IPv6 / ICMPv6 Echo Reply (id: ©x0 seq: @x0)

NextPacket 78 from Windows1®: Ether / IPv6 / IPv6ExtHdrRouting / IPv6ExtHdrRouting / ICMPv6 Echo Request (id: ©x0 seq: 0x08)

NextPacket 93 from FreeBSD14: Ether / IPv6é / ICMPv6 Echo Reply (id: ©x0 seq: @x@)

NextPacket 98 from NetBSD: Ether / IPv6 / IPv6ExtHdrRouting / IPv6ExtHdrRouting / ICMPv6 Echo Request (id: 8x0 seq: 0x0)

NextPacket 98 from OpenBSD: Ether / IPv6 / ICMPv6ParamProblem / IPerror6é / IPv6ExtHdrRouting / IPv6ExtHdrRouting / ICMPv6 Echo Request (id: 8x0 seq: 0x0)
NextPacket 90 from Debian: Ether / IPv6 / ICMPv6 Echo Reply (id: ox@ seq: 8x0)

Figure 4.10: Response of different operating systems to Packet 4 (ID = 0, Seq = 0, Fixed Source Address, Extension Header
= (43,43) and payload size = 0): in this scenario, Windows 10 and NetBSD don’t reply while OpenBSD sends a Parameter
Problem (erroneous header field encountered) packet.

Packet 4 is an echo request containing two routing headers of type 0. However, it is difficult
to understand the behavior of some operating systems after we sent this packet. Windows 10
did not respond, while OpenBSD returned an error message. Unlike the situation with Packet
2, we can see that NetBSD doesn’t respond either, indicating that there is something that trig-

gers this behavior.

Grouped Requests (ID, Source, Extension Headers, Payload Size): ('ID_0@0@', 'Seq 80", 'Source fixed', (8, @, 44), 'Payload 0')

NextPacket 177 from Mikrotik7: Ether / IPv6 / ICMPv6ParamProblem / IPerror6 / IPv6ExtHdrHopByHop / IPv6ExtHdrHopByHop / IPv6ExtHdrFragment / ICMPv6 Echo Request (id: @x@ seq: 0x@)
NextPacket 135 from Windows1@: Ether / IPu6 / IPu6ExtHdrHopByHop / IPuEExtHdrHopByHop / IPv6ExtHdrFragment / ICMPv6 Echo Request (id: Bx® seq: 0x8)

NextPacket 175 from FreeBSD14: Ether / IPv6 / ICMPv6ParamProblem / IPerror6 / IPv6ExtHdrHopByHop / IPv6ExtHdrHopByHop / IPv6ExtHdrFragment / ICHPv6 Echo Request (id: @x@ seq: 0x@)
NextPacket 175 from NetBSD: Ether / IPv6 / ICMPvEParamProblem / IPerrorb / IPv6ExtHdrHopByHop / IPv6ExtHdrHopByHop / IPv6ExtHdrFragment / ICMPv6 Echo Request (id: 0x@ seq: 8x@)
NextPacket 183 from OpenBSD: Ether / IPv6 / ICMPv6ParamProblem / IPerroré / IPv6ExtHdrHopByHop / IPuEExtHdrHopByHop / IPv6ExtHdrFragment / ICMPw6 Echo Request (id: @x@ seq: @x@)
NextPacket 176 from Debian: Ether / IPv6 / ICMPvEParamProblem / IPerrorb / IPv6ExtHdrHopByHop / IPv6ExtHdrHopByHop / IPv6ExtHdrFragment / ICMPv6 Echo Request (id: @x@ seq: 8x@)

I

rouped Requests (ID, Source, Extension Headers, Payload Size): ('ID_80@@', 'Seq 80@8', 'Source fixed', (8, @, 44), 'Payload 64')

MextPacket 181 from Mikrotik7: Ether / IPv6 / IPv6ExtHdrHopByHop / IPv6ExtHdrHopByHop / IPuGExtHdrFragment / ICMPv6 Echo Request (id: @x@ seq: @x@)

NextPacket 136 from Windows18: Ether / IPv6 / IPv6ExtHdrHopByHop / IPv6ExtHdrHopByHop / IPv6ExtHdrFragment / ICMP6 Echo Request (id: @x8 seq: 0x8)

NextPacket 179 from FreeBSD14: Ether / IPv6 / ICMPv6ParamProblem / IPerror6 / IPv6ExtHdrHopByHop / IPv6ExtHdrHopByHop / IPv6ExtHdrFragment / ICMPV6 Echo Request (1d: @x@ seq: 0x@)
NextPacket 177 from NetBSD: Ether / IPv6 / ICMPvEParamProblem / IPerror6 / IPv6ExtHdrHopByHop / IPvBExtHdrHopByHop / IPv6ExtHdrFragment / ICMP6 Echo Request (id: @x@ seq: 8x@)
NextPacket 185 from OpenBSD: Ether / IPv6 / ICMPv6ParamProblem / IPerror6 / IPv6ExtHdrHopByHop / IPv6ExtHdrHopByHop / IPVGExtHdrFragment / ICMPv6 Echo Request (id: @xe seq: @x@)
NextPacket 180 from Debian: Ether / IPv6 / IPv6ExtHdrHopByHop / IPGExtHdrHopByHop / IPv6ExtHdrFragment / ICMPv6 Echo Request (id: @xB seq: 8x8)

Figure 4.11: Response of different operating systems to Packet 5 & 6 (ID = 0, Seq = O, Fixed Source Address, Extension
Header = (0,0,44) and payload size = 0, 64): in these scenarios, we can notice how in response to Packet 5 only Windows
10 doesn't reply with an error message, while in response to Packet 6 in addition to Windows 10 also Mikrotik 7 and
Debian don't reply with any error messages.

Packets S, 6, 7, 8, and 9 are similar packets that contain the same Extension headers, two
Hop-by-Hop Headers, and one Fragment Header [Figure 4.11]. The only difference between
these packets is the payload size. Similar to Packet 3, when we sent Packet 5, 7, and 9 with
payload sizes of 0, 128, and max, respectively, we noticed that all operating systems except for
Windows 10 responded with an error message, while Windows 10 didn’t reply. On the other
hand, when we sent Packet 6 and 8 with payload sizes of 64 and 1000, respectively, not only
Windows 10 but also Mikrotik 7 and Debian didn’t respond with any packet.
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These are just some of the differences that we found by comparing the responses of various
operating systems. Similar behaviors were noted in response to other packages. Many of these
behaviors require further investigation to understand why they occur and to determine if they
can be exploited for some type of malicious purpose.

A special note should be made in the case of OpenBSD, which during our testing we found

to be protected by a default firewall with the following rules:

* block return all

* pass all flags S/SA

* block return in on ! 100 proto tcp from any to any port 6000:6010
* block return out log proto tcp all user = 55

* block return out log proto udp all user = 55

No. Source Destination Protocol  Info —
10 20@1:db8::1 2001:db8::2 ICMPv6 Echo (ping) request id=@x@e@@@, seq=@, hop limit=64 (no response found!)
11 2@@1:db8::1 2001:db8::2 ICMPv6 Echo (ping) request id=@x@e@@@, seq=@, hop limit=64 (no response found!)
12 20@1:db8::1 2001:db8::2 ICMPv6 Echo (ping) request id=@x@e@@@, seq=@, hop limit=64 (no response found!)
13 28@1:db8::1 20@1:db8::2 ICMPve Echo (ping) request id=@x@@e@, seq=@, hop limit=64 (no response found!)
14 2001:db8::1 2001:db8::2 ICMPv6 Echo (ping) request id=@x@e@@@, seq=@, hop limit=64 (no response found!)
15 28@1:db8::1 2001:db8::2 ICMPv6 Echo (ping) request id=@x@e@@@, seq=@, hop limit=64 (no response found!)
16 28@1:db8::1 20081:db3::2 ICMPwe Echo (ping) request id=@w@@e@, seq=8, hop limit=64 (no response found!)
17 20@1:db8::1 2001:db8::2 ICMPv6 Echo (ping) request id=@x@e@@@, seq=@, hop limit=64 (no response found!)
18 20@1:db3::1 2001:db8::2 ICMPv6 Echo (ping) request id=@x@eee, seq=8, hop limit=64 (reply in 13)
19 2601:db8::2 2001:db8::1 ICMPve Echo (ping) reply id=0x@88@, seq=0, hop limit=64 (request in 18)
20 2001:db8::1 2001:db8::2 ICMPv6 Echo (ping) request id=@x@eee, seq=8, hop limit=64 (reply in 21)
21 20@1:db8::2 2001:db8::1 ICMPv6 Echo (ping) reply id-8x@@ee, seq=0, hop limit=64 (request in 28)

£ >

Frame 18: 7@ bytes on wire (56@ bits), 7@ bytes captured (568 bits)
Ethernet II, Src: RealtekU_1b:78:69 (52:54:88:1b:78:69), Dst: Realtekl _ad:2a:ee (52:54:88:a4:2a:ee)
Internet Protocol Version 6, Src: 2001:db8::1, Dst: 20801:db8::2
¥ Fragment Header for IPve
Next header: ICMPvE (58)
Reserved octet: @x@e
PBEE BEER GOER @... = Offset: @ (B bytes)
............ .8@. = Reserved bits: @
............... @ = More Fragments: No
Identification: @xeeeeoees
Internet Control Message Protocol vé

Figure 4.12: OpenBSD responds to ICMPvé6 Echo Request packets with a single fragment header, even when the firewall
should block all packets.

These rules should block all incoming and outgoing packets, with the exception of some
TCP and UDP traffic. However, as you depicted in Figure 4.12, if you send an Atomic frag-
ment with a single Fragment Header, OpenBSD responds to it
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In conclusion, the use of this fuzzer and its subsequent enhancements could help to high-
light any upper-layer IPv6 issues, show which operating systems are compliant, and in the case
of bugs or vulnerabilities such as atomic fragments and ICMPv6 Zero, how to address them

effectively.

4.5 LIMITATIONS

During the testing phase, we encountered several limitations that affected our ability to con-
duct comprehensive testing across all target operating systems and devices. The most signifi-

cant limitations we encountered are described in the following sections.

4.5.1 FIREWALL AND NETWORK LIMITATIONS

Some tests, such as Atomic Fragment and ICMPv6 Zero, required a firewall to be enabled and
conﬁgured on some operating systems. However, we ran into restrictions on systems such as
mobile devices where we could not configure the firewall, limiting us to overlapping fragment
tests.

Some tests required operating systems to be used as virtual routers in order to successfully
route traffic to a secondary system. However, not all operating systems allowed routing config-
uration or did so incompletely. For example, mobile devices did not provide the ability to be
used as IPv6 routers, which limited the scope of our tests. In addition, Windows 10 and 11 had
limitations in applying firewall rules to the router role, resulting in a situation where ICMPv6
Echo Request packets were blocked when addressed to the router, but passed when addressed
to the secondary system. In the case of ESXi and Cisco IOS, we have limited control over the
firewall, and ESXi in particular is not able to act as a router, which eliminates the ability to

perform some of the tests.

4.5.2 VIRTUALIZATION ISSUES WITH PROXMOX

Over the course of our testing, we encountered several problems configuring operating systems
in a virtual environment, which led to repeated changes in the virtualization platform. We
started with Vagrant, moved to GNS3, and then Proxmox. However, fragment management
issues with Proxmox forced us to go back to Vagrant and GNS3.

Proxmox is a hypervisor that manages virtual machines (VMs) on a host system. These VMs

run on a Debian Linux distribution and communicate over Ethernet bridges. There are two
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Figure 4.13: The process of reassembling fragments in Proxmox, where overlapping fragments are discarded and then re-
fragmented. The resulting fragmented transmission does not contain the two additional fragments that are overlapping,
hindering the tests.

types of Ethernet bridges that Proxmox uses: OpenVSwitch and Linux bridges. The issue with
OpenVSwitches is that they interfere with fragment reassembly even when configured not to

do so. Therefore, we opted to use Linux Bridges.

Proxmox automatically configures iptables when the Firewall is enabled. This configuration
is essential to Proxmox’s network security measures. When the Firewall is activated, Proxmox
sets a kernel flag in Linux that directs all Ethernet frames within bridges to pass through the
firewall. This flag is automatically set to ’active’ by Proxmox itself. Without this flag being

enforced in this manner, the issue we encountered would not have arisen.

The issue lies in how the firewall interacts with fragmented packets. When active, the Prox-
mox firewall subjects all Ethernet frames, including fragments, to its rules. The Linux kernel,

under the influence of Proxmox, reassembles fragments based on its reassembly policy. This
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policy is then applied again by the firewall, fragmenting the (now-reassembled) packet once
more using the same policy employed in the reassembly process.

Consequently, the firewall’s reassembly policy can lead to the exclusion of discarded (overlap-
ping) fragments from the transmission. This means that redundant or overlapping fragments
are not reintroduced into the packet transmission, potentially resulting in a different set of
fragments to evaluate [Figure 4.13].

Disabling the infrastructure firewall completely would be the solution, but this may not be
practical. To avoid these complications, we preferred to use another platform, such as Vagrant,
to run the tests without such interference.

Furthermore, it is advisable that if conducting these tests in virtualized environments, one
should verify the configurations of Linux bridges, specifically the settings within /proc/sys/net/bridge/.
These settings determine how frames in the bridges should travel and where they should go -

whether through the older arptables or iptables, or the newer nftables.

4.5.3 TESTING TIMING WITH THE FUZZER

Another limitation was the time required to run a complete test cycle with the fuzzer. We
originally planned to test all possible combinations of Extension header arrangements, up to
the maximum number allowed by the MTU. However, this would have taken a very long time,
exceeding 30 days of continuous activity. As a result, we postponed this test until we could run

tests with multiple devices in parallel to speed up the testing process.
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Conclusion

The research conducted has examined in detail the dynamics of IPv6 packet manipulation
through a series of tests on a variety of operating systems. The results obtained revealed various
vulnerabilities and non-compliance with standards, highlighting the potential impact on net-
work security and performance. The Overlapping Fragments section has expanded the number
of operating systems tested and confirmed that most of them are not compliant with the RFC
5722 standard. This non-compliance not only highlights the different critical issues in the vari-
ous systems but also provides opportunities for targeted attacks such as Denial of Service (DoS)
and Modification Attacks. The analysis of the atomic fragments revealed a specific vulnerabil-
ity against Freebsd, indicating the possibility that this vulnerability could manifest itself under
different conditions or on other systems that have not yet been tested. This aspect is fundamen-
tal to understanding how certain systems handle IPv6 packets and potentially allows an attacker
to bypass firewalls. The discovery of the ICPMv6 zero bug, which is present in a large number
of operating systems including Windows 10 and Windows 11, led us to develop a systematic
method for finding different IPv6 vulnerabilities. This resulted in the creation of a differen-
tial fuzzer, which will play an important role in discovering other issues in different operating
systems. Finally, this research provides a detailed overview of the vulnerabilities and dynamics
observed in IPv6 packet handling, highlighting the importance of rigorous standards compli-
ance and implementation of appropriate security measures to protect networks from potential

attacks.
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5.1 FUTURE WORKS

To extend this research and to address further challenges in the area of IPv6 network security,

turther studies and future developments are needed.

ANALYZING PACKET FREQUENCY

After conducting numerous tests with various packet types, such as Atomic Fragments or pack—
ets with unique headers, the next step is to assess their frequency on the network. By monitor-
ing network traffic and analyzing the frequency of these packets in real-world scenarios, re-
searchers can obtain insights into the practical importance of specific types of attacks. Rare or
anomalous packets may indicate potential malicious activity, prompting the implementation

of proactive measures to mitigate such threats directly.

ExranDING DEVICE TESTING

In order to comprehensively assess the security of IPv6 networks, it is imperative to expand
the scope of device testing. This expansion should include the integration of IoT devices and
other emerging technologies. IoT devices, with their diverse architectures and communication
protocols, present unique security challenges that require careful study. By including these
devices in testing protocols, researchers can better understand and address potential vulnera-

bilities within the broader network ecosystem.

INVESTIGATING ICMPve6 VULNERABILITIES

An important area for further research is the investigation of the vulnerability of ICMPv6 with
zero ID. This involves evaluating the feasibility of obtaining responses from IP addresses on the
Internet that hide their presence behind firewalls or other obfuscation systems. Many operat-
ing systems employ firewalls that selectively block ICMPv6 echo request packets, effectively
hiding certain devices from external communication. However, the use of ICMPv6 Zero pro-
vides an opportunity to identify and locate such hidden devices. Further research is needed to
assess the potential security implications of this exploit and its effectiveness in bypassing net-
work defenses. Understanding the risks associated with ICMPv6 vulnerabilities is essential to
improving the overall security posture of networks and developing eftective mitigation strate-

gies.
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ENHANCING FUZZER CAPABILITIES

To further improve the effectiveness and versatility of the IPv6 fuzzer developed in this research,

various improvements and extensions can be made. These include:

1. Protocol Compatibility: The current fuzzer only focuses on ICMPv6 protocols. Ex-
tending its compatibility to other IPv6 protocols such as UDPv6, TCPv6, or DHCPv6
would broaden its applicability and increase its utility. This would provide comprehen-
sive testing coverage for a wider range of network services and functionalities;

2. Integration of Deep Learning Analysis: Introducing a deep learning-based analysis
system to the fuzzer could significantly improve its ability to interpret and evaluate re-
sponse data from target systems. By training the deep learning model on a diverse dataset
of response patterns, the fuzzer could autonomously identify significant differences in
responses between different operating systems or protocol implementations. This would
enable more efficient identification and prioritization of potential vulnerabilities, help-
ing researchers focus their efforts on the most critical areas;

3. IPv4 Compatibility: While IPv6 is gaining popularity, IPv4 is still widely used in many
network environments. Developing a version of the fuzzer that supports IPv4 would
allow researchers to assess the security posture of both IPv4 and IPv6 networks using
a unified testing framework. By adapting the existing fuzzer to support IPv4 proto-
cols, and addressing the unique characteristics of IPv4 packet structures and behaviors,
researchers can perform comprehensive security assessments across heterogeneous net-
work infrastructures.
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