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Abstract

The Internet of Things (IoT) is prompting significant advancements in the
field of smart home technologies. As the demand for security monitoring in-
creases, the need for robust real-time communication and effective power man-
agement, in devices that operate with limited power resources, has been the sub-
ject of considerable attention. In this thesis, we addressed these challenges by
developing a smart peephole designed to provide real-time audio and video trans-
mission, while seamlessly integrating with an existing enterprise smart home
ecosystem. The research aims to identify an optimal, cost-effective platform,
guarantee smooth and reliable audio-video transmission, and explore strategies
for efficient power management. The provided solution successfully balances
the need for responsive communication with the demands of battery efficiency,
demonstrating how smart home devices can be integrated into a broader ecosys-
tem without compromising performance or energy conservation.
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Chapter 1

Problem statement

1.1 Context overview

In recent years, the idea of a 'smart home’ has become increasingly common,
thanks to the advent of Internet of Things (IoT) technologies. A smart home is
cyber-physical systems that integrate [oT devices, computers, and smart appli-
ances, facilitating human interaction through in-home communication networks
and the Internet [119]. It is a home equipped with internet-connected devices
that enable the monitoring and control of various home systems such as lighting,
temperature, security, often through a central device such as a smartphone or
voice assistant (Fig. 1.1).

. B\
Video Intercom @ ﬂl Thermostat

.
.@ﬁ

Speakers Security Camera

Blinds Appliances

Lighting

Figure 1.1: Smart Home Devices.
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These smart devices offer a number of significant advantages:

o Convenience: Smart devices can be controlled remotely, allowing users
to manage their homes even when they are away;

o Energy efficiency: The ability to monitor and control energy use in real
time can help reduce energy consumption and costs;

e Security: Smart home technologies include advanced surveillance sys-
tems, such as security cameras and motion sensors, which significantly
improve home security;

o Automation: devices can be programmed to perform certain tasks auto-
matically, enhancing the comfort and convenience of daily life.

Nevertheless, as the adoption of smart home devices continues to expand, a
number of new technical challenges have emerged. One of the most significant
challenges is the necessity for real-time audio and video communications, which
are crucial in home security and monitoring contexts where any latency can
compromise the system’s effectiveness. The transmission and reception of high-
quality audio and video data in real time is a fundamental aspect of ensuring
an enjoyable user experience. Additionally, a significant proportion of these
smart home devices are designed to be wireless and are required to operate
for extended periods on battery power. This necessitates the implementation
of highly efficient energy management solutions. Ensuring that these devices
maintain optimal performance while conserving battery life represents a complex
problem that requires innovative approaches to power management. Traditional
security solutions, such as mechanical peepholes, are no longer sufficient to meet
the growing security and convenience needs of modern users.

In this context, Vimar identified a critical need: to develop a smart peephole
solution that could be integrated into their existing technology ecosystem.

The development of a smart peephole is a convergence of diverse techno-
logical domains, including embedded systems, the Internet of Things (IoT),
real-time communication protocols and power management. Embedded systems
represent the fundamental component of these devices, ensuring both efficient
and reliable operation. The Internet of Things (IoT) framework enables these
devices to connect and communicate over the internet, thereby facilitating func-
tionalities such as remote monitoring and control. The utilisation of real-time
communication protocols ensures the transmission of audio and video streams
with minimal latency, thereby providing a seamless user experience. Finally,
power consumption must be carefully optimised in order to maintain the func-
tionality and responsiveness of the smart peephole at all times, without the need
for frequent recharging.

1.2 Objectives of this work

In the context of developing a smart peephole for smart home environments,
it is evident that several critical objectives must be addressed in order to ensure
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that the device meets user needs and functions effectively within a connected
home ecosystem.

1.2.1 Fishbone diagram

In order to address these challenges in a systematic manner, we employ
a fishbone diagram, also known as an Ishikawa diagram or cause-and-effect
diagram.

A fishbone diagram is a visual tool employed to facilitate a rigorous analysis
of the root causes of a specific problem or effect [99]. The diagram is shaped
like a fish’s skeleton, with the problem statement at the "head" and the causes
extending outwards like "bones" along the spine. Each major bone represents a
broad category of potential causes, which are then broken down into more spe-
cific sub-causes. The identification of the various underlying causes contributes
to a complex problem, rather than merely addressing the superficial symptoms.
Furthermore, the fishbone diagram offers a visualisation of relationships, thus
facilitating an understanding of the interconnections between different factors.

In this research, the fishbone diagram (Fig. 1.2) assists in the dissection and
analysis of the principal challenges associated with the development of real-time
communication and efficient energy management for battery-powered connected
devices. Consequently, it facilitates the organisation of the primary objectives
to be attained and the challenges that must be overcome in order to achieve
them.

Battery Management Real-Time Communication

Power consumption
Video Real-Time Streaming

Overall performances
. Audio Real-Time Streaming
Responsweness

Sleep Mode Latency Issue

Communication protocol Image Quality

Real-Time Communications and
O Power Management for Battery-
Powered Connected Devices

Audio/video peripherals

Compatibility with existing devices
Radio interfaces

Low-cost Platform Communication protocols

Hardware performances

Hardware Constraints Device Integration
Figure 1.2: Fishbone diagram of the problem.

The first objective centers on ensuring high-quality real-time audio and video
transmission. In smart home security contexts, the ability to transmit and
receive high-quality audio and video data instantaneously is essential for a good
user experience. Therefore, selecting the appropriate communication protocols
that can handle the data requirements without significant latency is crucial.
By doing so, the smart peephole can provide users with immediate and clear

3



CHAPTER 1. PROBLEM STATEMENT

visual and audio information, enhancing the overall security and usability of the
device.

The second objective is to optimise battery consumption without compromis-
ing the performance of the device, including maintaining a high responsiveness.
As is the case with many other Internet of Things (IoT) devices, smart peep-
holes frequently necessitate periods of battery operation and maximum power
[26]. The implementation of advanced power management techniques, which
alternate between sleep and active phases, is essential to ensure that the de-
vice remains functional for as long as possible and is always responsive. This
can be achieved through the use of sleep modes and low-power communication
protocols. These techniques facilitate the extension of the device’s battery life,
thereby reducing the frequency of recharges or replacements.

In order to make the smart peephole accessible and scalable, it is essential
to utilise a low-cost development platform. This necessitates the meticulous
selection of cost-effective hardware that is nevertheless capable of supporting
the requisite functionalities and performance standards. The optimal balance
between cost and capability ensures that the device can be produced and dis-
tributed on a large scale, making it economically viable for both manufacturers
and consumers. The utilisation of a low-cost platform also permits for a more ex-
tensive market penetration, facilitating the broader accessibility of smart home
technologies.

The final objective is to ensure that the smart peephole can be integrated
consistently with existing devices within the enterprise’s technology ecosystem.
This necessitates the assurance of compatibility with existing hardware and soft-
ware, as well as adherence to established communication standards. Effective
integration enhances the overall functionality of the smart home system, provid-
ing a cohesive and user-friendly experience [70]. Seamless integration permits
users to readily incorporate the smart peephole into their existing smart home
configuration, enhancing the system’s overall security and convenience without
necessitating significant alterations or additional financial outlay.

By addressing these objectives, this work explores the latest advancements in
real-time communication protocols, power management techniques, and low-cost
platform utilization, providing a holistic approach to overcoming the challenges
inherent in developing a state-of-the-art smart home device.

1.3 Market overview

The Vimar smart peephole project is a proof of concept (POC) that has the
ambition of becoming a commercially available product.

The Italian smart home market is projected to experience considerable growth
in revenue, in 2023, the smart home market demonstrated continued growth,
reaching a value of €810 million, representing a 5% increase compared to the
previous year [89] (Fig. 1.3), reaching an estimated €1,242.0 million by 2024. It
is forecast that this growth will continue at an annual rate of 9.28%, resulting in
a projected market volume of €1,771.0 million by 2028 [105]. Ttalian consumers
are demonstrating a growing interest in smart home devices that offer conve-
nience, energy efficiency, and enhanced security. They also express a strong

4
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preference for seamless integration and control of household functions via mo-
bile apps or voice assistants. One noteworthy trend in the Italian market is the
growing prevalence of smart thermostats and lighting systems. Such products
not only facilitate energy savings but also enable users to personalise their do-
mestic environment in accordance with their preferences. Furthermore, there
is a growing tendency to utilise smart security systems, including cameras and
smart locks, as Italians increasingly prioritise the safety of their homes [105].

Osservatorio Internet of Things

O 1l mercato Smart Home* in Italia nel 2023 o

W 900 -

2016 2017 2018 2019 2020 2021 2022 2023

ig?‘ POLITECNICO ‘ Q osservatori *IVA esclusa. Nella stima non rientrano i sistemi di domotica cablati e le Smart TV stand-alone

Figure 1.3: Smart home market in Italy in 2023.

Source [89]

The following section analyses the specifics of the market context in which
the eventual product would be launched in order to identify its relative posi-
tioning within that context.

1.3.1 Target market

In 2023, in Italy, security solutions, including cameras, door/window sensors,
and connected locks, led the smart home market, generating €195 million (24%
of the market) and experiencing a growth rate of 30%, up from 20% in 2022
[89]. This specific growth in recent years is indicative of a growing awareness
among consumers regarding the security and control of their homes.

The adoption of these technologies has transformed traditional homes into
highly connected and integrated smart homes, thereby significantly improving
the quality of life and safety of users. The market for smart peepholes represents
a particularly promising sub-segment within the home security sector. These
devices integrate the conventional functions of peepholes with advanced tech-
nological capabilities. In contrast to conventional peepholes, smart peepholes
provide a transparent and precise view of the exterior of the door through a
digital display and the capacity to observe and interact with visitors via smart-
phones and other connected devices. The Italian smart peephole market is
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characterised by increasing competitiveness and a diversification of supply. The
principal market participants include companies that have developed a spe-
cialisation in home security solutions and major technology brands that have
expanded their product range to encompass smart home solutions. Some of
the most prominent brands offer models with advanced features, such as night
vision and cloud recording, while others provide more economical options with
a more limited range of capabilities.

1.3.2 Competitors overview

This section presents an analysis of the competitive market landscape in
Italy, with a particular focus on the strategies employed by competitors in the
distribution of smart peepholes. The objective is to identify the competitive
elements of our product that will enable it to differentiate itself within the
market.

Figure 1.4: Amazon Ring Door View Cam.

Source [8].

Amazon Ring Door View Cam. The Amazon Ring Door View Cam (Fig.
1.4) offers a convenient and straightforward solution for monitoring the entrance
door. It is a smart camera designed to be installed in place of the traditional
peephole, providing integration into existing door hardware. The device enables
the user to observe, communicate with and interact with visitors via their smart-
phone, even when they are not present at the residence. The device is capable of
recording high-definition video, detecting motion, and transmitting notifications
in real time. Additionally, it is compatible with the Amazon Alexa ecosystem
and is equipped with a rechargeable battery. It is notable that the product also
presents certain disadvantages. It necessitates a subscription for the purpose
of unlimited video recording, and furthermore, it exhibits a considerably higher
energy consumption in comparison to traditional solutions [8].

The Amazon Ring Door View Cam is available for purchase at a recom-
mended retail price of €129.99. Furthermore, supplementary subscription plans
for cloud-based video recording are available for purchase at a cost of €3.99 per
month.
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Figure 1.5: EZVIZ CP4.

Source [43].

EZVIZ CP4. The EZVIZ CP4 (Fig. 1.5) is a Wi-Fi surveillance camera that
is suitable for use in both indoor and outdoor settings. The camera is equipped
with a 1080p HD resolution, an 112° viewing angle, and dual-band Wi-Fi connec-
tivity. It also features a mobile application for iOS and Android devices, along
with motion detection capabilities and push notifications. The camera offers
both continuous and event-triggered video recording options, as well as cloud
storage with an optional subscription. It is designed for both indoor and out-
door use, with an IP65 degree of protection. Additionally, the camera incorpo-
rates infrared night vision and a built-in microphone. Nevertheless, this device
also exhibits certain disadvantages. These include a non-premium construction
quality and materials, a requirement for a cloud subscription for advanced func-
tionality, and a lack of integration with popular smart home ecosystems. The
EZVIZ CA4P is available for purchase at a recommended retail price of €134.99
[44].

Figure 1.6: Xiaomi Smart Doorbell 3.

Source [122].

Xijaomi Smart Doorbell 3. The Xiaomi Smart Doorbell 3 represents a low
to mid-range option within the smart video door entry camera market. It offers
a range of advanced features, including 2K video resolution, motion detection
with push notifications, two-way audio/video communication, Wi-Fi connec-
tivity and the ability to use the Mi Home mobile app, event-triggered video
recording and infrared night vision. It is therefore an interesting alternative to
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more expensive solutions currently on the market. The product also displays
significant defects, including inadequate reliability and manufacturing quality,
an absence of integration with prevalent smart home ecosystems, prolonged re-
sponse latency, and an incompatibility with external applications. The Xiaomi
Smart Doorbell 3 is available for purchase at a recommended retail price of
€59.99 [123].

A detailed restatement of project milestones Restating the thesis objectives
and results Analysis of thesis objectives and outcomes Retrospective analysis
Outcomes analysis
A comparative analysis of the principal competitors reveals a number of common
elements and areas for improvement, which Vimar could exploit in order to
establish a favourable position in the market.

The following common elements were identified:

1. Video quality. The majority of competitors offer high-definition (HD)
or higher video resolutions, which is a standard feature in the market;

2. Motion detection and notifications. All of the analysed devices in-
clude motion detection and push notifications, which are essential for the
purposes of security and monitoring;

3. Design and installation. The competitors display variation in terms of
their design and ease of installation, with a growing tendency towards the
provision of compact and straightforward installation solutions.

A critical analysis of the products offered by competitors reveals a number of
gaps in the market.

1. Battery life. It is a common complaint among users that the battery
life of many devices does not meet their expectations. Vimar could dif-
ferentiate itself in the market by offering longer battery life or alternative
or interchangeable power solutions according to user preferences, such as
continuous power supply options via cable;

2. Ecosystems integration. All competitors are distinguished by their in-
tegration with their respective ecosystems, which confers a competitive ad-
vantage in instances where the customer already possesses products from
the same company, but represents a disadvantage otherwise. Similarly, Vi-
mar could develop a device that integrates with its extensive ecosystem,
thereby encouraging users to prefer a solution that is seamlessly integrated
with the system they are already familiar with and already possess, as op-
posed to a poorly integrated third-party solution;

3. Personalized experience. By integrating sophisticated Al capabilities,
including facial recognition and the capacity to learn and adapt to users’
behaviours, while also leveraging data from other devices in the smart
home ecosystem, Vimar has the potential to outperform its competitors
by providing more proactive and tailored security solutions.
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Vimar has the opportunity to gain a competitive advantage in the market
by exploiting the gaps in current products and offering advanced solutions that
meet the growing needs of consumers. In particular, the differentiation strat-
egy for this project is based on addressing the primary weakness of competitors
in the market: ecosystem integration. Full integration with the Vimar ecosys-
tem represents a distinctive competitive advantage over competitors that often
exhibit limited compatibility or require the use of multiple platforms. In the
context of a smart home, the ability to manage and control all devices, includ-
ing intercoms, thermostats, lighting, smart locks, through a centralised platform
is essential in order to optimise efficiency and ease of use, thereby ensuring a
smoother and more cohesive user experience. A unified management platform
ensures that the smart peephole integrates seamlessly with the Vimar home au-
tomation ecosystem, which is already present in many homes and which users
are already familiar with.

1.3.3 SWOT analysis

Following an investigation of the market context and the distinctive features
of the smart peephole, it is beneficial to conduct a SWOT analysis (Fig. 1.7),
which enables a comprehensive assessment of the potential benefits and risks
associated with the launch of Vimar’s smart peephole.

A SWOT analysis is a strategic planning tool that is employed to evaluate
the strengths, weaknesses, opportunities and threats associated with a company;,
project or product. A strength is defined as a positive internal characteristic
of product that represents a competitive advantage. Weaknesses are defined as
negative internal characteristics of a product that could potentially represent a
disadvantage. Opportunities are defined as positive external factors that prod-
uct can exploit to its advantage. Threats are defined as negative external factors
that could represent challenges or risks for a product.
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Strengths

Ecosystem Integration: Strong integration with the
Vimar ecosystem, allowing centralised and simple

Weaknesses

Hardware Bonding: For correct operation, the
smart peephole needs Vimar intercom hardware.

g management of all smart devices.
b
8 Battery Life: Long battery life, reducing the need for
c frequent recharging and user intervention.

Low cost: Mid-range price positioning, which

could provide access to a wider range of S W

consumers.

Opportunities O T Threats
E Rapid Technological Evolution: Rapid technological Growing Security Demand: The growing perception
c advancement can make current functionalities of insecurity is driving consumers to invest in
a obsolete, requiring continuous upgrades. advanced security solutions.
=

arriers to Entry: The introduction of a new lome Automation: The spread of the Internet of

Barri Entry: The introduction of H A ion: The spread of the | f

[*1]

product type requires overcoming natural barriers
to entry.

Things (loT) and smart homes offers significant
growth opportunities.

Figure 1.7: SWOT Analysis

1.4 Technical constraints

In the context of a corporate project, two distinct realms can be identified:
firstly, the constraints imposed by the organisation itself, and secondly, the
"spaces of freedom" where creativity and innovation can flourish. The technical
constraints pertain to the specific protocols, frameworks or systems that the
project must align with, which are often dictated by the existing infrastructure
and ecosystem of the company. These constraints function as boundaries, influ-
encing the fundamental approach and capabilities of the project. In contrast,
the "spaces of freedom" represent the areas where the project team can engage in
independent research and make unfettered choices, without being constrained
by restrictions. This freedom allows for the exploration of the latest techno-
logical advancements and industry best practices, without being constrained by
the limitations of the company’s current setup. The dynamic interplay between
these constraints and freedoms forms a crucial aspect of the project design pro-
cess, where the team must balance organisational requirements with innovative
thinking in order to deliver a successful outcome. The following section provides
a more detailed examination of these constraints and freedoms.

1.4.1 Constraints

Low Cost Platform. One of the principal technical limitations imposed on
the project is the necessity for a low-cost hardware platform. This constraint is
of great consequence for a number of reasons:

o Cost-effectiveness. By employing a low-cost hardware solution, the

10
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project can attain a more advantageous price point for the final product.
This is fundamental to ensuring the product is accessible to the target
market and that it remains competitively priced in comparison to alter-
native options;

o Accessibility A low-cost hardware platform enables the solution to be ac-
cessible to a more diverse customer base, including those with budgetary
limitations. This facilitates the expansion of the project’s reach and ap-
peal to a more diverse user base, including those who may otherwise be
excluded from premium offerings;

e Resource optimisation. The constraint of hardware costs allows the
project to reallocate resources towards the development of advanced soft-
ware features, enhancements to the user experience, and other value-
adding aspects of the solution. This strategic optimisation facilitates the
unlocking of greater overall value.

Communication protocol. The communication protocol represents a signifi-
cant challenge for the design of the peephole, as it must facilitate the integration
of the device with the company’s existing ecosystem. This constraint is of fun-
damental importance for a number of reasons:

o Interoperability. The standardised communication protocol ensures that
the peephole is able to establish a proper interface and exchange data with
other systems and devices that are already present within the company’s
ecosystem. This interoperability is fundamental for the effective function-
ing of the entire system;

o Security. The use of a company-approved and supported communication
protocol ensures that the data transmitted by the peephole is protected
and integrated with existing security mechanisms. This mitigates vulner-
ability risks and ensures corporate compliance;

o Centralised management. The communication protocol allows the
peephole to be integrated into the company’s centralised management and
monitoring infrastructure, facilitating remote control, updating and main-
tenance of the device within the ecosystem.

In regard to the "space of freedom', in addition to the constraint of the
low-cost hardware platform, the selection of the most suitable hardware for the
peephole will be at the design team’s discretion. This will include the selec-
tion of microcontrollers and microprocessors, while maintaining the objective
of low cost. Furthermore, cutting-edge solutions for real-time video streaming
protocols and intelligent battery management will be investigated to guarantee
optimal performance despite hardware limitations.

To conclude, this chapter presented the background to the problem and the

market analysis for Vimar’s development of a new smart peephole. The com-
parative analysis of the principal competitors revealed a number of common
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features and potential areas for improvement, which Vimar could exploit in
order to gain a competitive advantage in the market. In particular, potential
source of differentiation was identified, specifically in relation to integration with
the Vimar ecosystem. The SWOT analysis revealed the strengths, weaknesses,
opportunities and threats inherent to the introduction of the new Vimar smart
peephole. Furthermore, the principal technical constraints that the project is re-
quired to meet, such as the utilisation of a cost-effective hardware platform and
integration with the existing Vimar ecosystem communication protocol, were
examined. These constraints present a challenge, but they also offer opportuni-
ties for exploring innovative solutions while remaining within the confines of the
restrictions. The subsequent chapter provides a detailed analysis the various
aspects identified within the "space of freedom'", including a comparison of the
available state-of-the-art solutions and an evaluation of their respective advan-
tages and disadvantages.
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Chapter 2

Technical challenges

2.1 Hardware

In order to achieve the objectives set out by Vimar for the development of
a smart peephole, it is essential to make an informed decision regarding the
selection of appropriate hardware components at the outset. The selection of
suitable hardware will have a direct impact on the performance, efficiency and
user experience of the final product. In particular, the choice of the microcon-
troller and the management of the battery is of great importance in order to
ensure that the smart peephole meets the key requirements of conncectivity,
real-time video communication, efficient power consumption and the need for a
low-cost platform.

2.1.1 Microcontroller vs microprocessors

Definition. Microcontrollers and microprocessors are indispensable compo-
nents in the field of computing. Each serves a distinct purpose and is employed
in a variety of applications. A microcontroller, as defined by [58], is a com-
prehensive microprocessor system encapsulated within a single chip. It differs
from multi-purpose microprocessors commonly found in personal computers, in
that it already incorporates essential components like memory and program-
ming support. In contrast, a microprocessor, described as a digital device on
a chip that executes instructions from memory, is more versatile and used in a
wide array of computing devices [82].

Applications. Microcontrollers, being self-contained systems, are commonly
employed in real-time applications within embedded systems where precise pro-
gram execution timing is crucial, as highlighted by [65]. These devices are
typically utilized in applications that require direct control of hardware (Fig-
ure 2.1), such as in home automation systems [59], wearable devices [32], and
industrial controls [53].

In contrast, microprocessors are more general-purpose and are utilised in
a broader spectrum of devices, thanks to their flexibility and computational
power [63]. They are typically found in personal computers, servers, and mobile
devices where complex computations and multitasking are required.
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Microprocessor Microcontroller

Personal Computers Household appliances
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Figure 2.1: Microncontrollers and microprocessors applications.

Power efficiency. Power efficiency is a critical aspect of both microcontrollers
and microprocessors, especially in battery-powered and portable devices. Mi-
crocontrollers are generally more energy-efficient due to their specialized design
and ability to enter low-power modes when not performing active tasks [69]
[83].  Microprocessors have incorporated techniques such as dynamic voltage
scaling (DVS) to manage power consumption effectively, but achieving power
efficiency while meeting performance requirements remains a challenge [121].
Microcontrollers are optimized for control tasks within embedded systems, offer-
ing low power consumption and cost-effectiveness, while microprocessors provide
higher performance and flexibility for general-purpose computing, consuming
more power.

In consideration of the specific requirements at hand, it becomes evident
that a microcontroller represents the optimal choice. Microcontrollers are par-
ticularly well-suited for real-time embedded systems due to their integrated
design and precise timing capabilities. Although microprocessors offer greater
versatility and enhanced processing power, rendering them more applicable to
a wider range of computational tasks, microcontrollers are uniquely positioned
to strike an equilibrium between cost, power efficiency and processing capacity.
This makes them particularly well-suited for applications that demand precise
control, efficient power usage, real-time operations and a compact form fac-
tor. Consequently, for a system such as our smart peephole, a microcontroller
emerges as the most optimal choice.

2.1.2 Microcontrollers

The history of microcontrollers dates back to the 1970s when they were first
introduced, revolutionizing the field of embedded systems by providing a com-
pact and cost-effective solution for processing tasks in real-time [111] . Over
the years, microcontrollers have significantly evolved, becoming more powerful,
energy-efficient, and capable of handling complex operations.

One of the key reasons for the widespread use of microcontrollers is their
ability to facilitate data acquisition and processing in a compact and efficient
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manner [85]. Equipped with various peripherals, these devices can interact with
sensors, actuators, and other external components, making them ideal for appli-
cations that require real-time monitoring and control (Figure 2.2). Additionally,
microcontrollers offer the advantage of being programmable, allowing developers
to customize their functionality based on specific requirements. This flexibility
makes them suitable for a diverse range of applications, from simple automation
tasks to sophisticated control systems.
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Figure 2.2: Microncontrollers processing cycle.

Despite their advantages, microcontrollers do have limitations. One com-
mon challenge is their limited processing power compared to larger computing
systems such as PCs or servers [98]. This constraint can restrict the complex-
ity of tasks that can be performed directly on the microcontroller, necessitating
offloading certain computations to external devices or cloud services. The mem-
ory and storage capacity of microcontrollers are typically constrained, which can
impact the amount of data that can be processed or stored locally. However, ad-
vancements in microcontroller technology have led to the development of more
powerful variants that address some of these limitations.

As detailed by [52], the components of a microcontroller include several key
elements that collectively enable its functionality. At the heart of the system is
the Central Processing Unit (CPU), which is responsible for executing instruc-
tions and performing calculations. The memory units, comprising Random Ac-
cess Memory (RAM) and Read-Only Memory (ROM), serve to store the data
required by the processor during operation. The ROM stores permanent data,
including command sets and programs, while the RAM is used for temporary
data storage. Variants of the ROM include PROM, EPROM, and EEPROM.
Input/output interfaces allow the microcontroller to receive data from external
units and transmit data, thereby facilitating communication with other devices.
The Analog-to-Digital Converter (ADC) is responsible for converting analog sig-
nals into digital data, which can then be processed. Pulse Width Modulation
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(PWM), on the other hand, is used to control the power delivered to electri-
cal devices. The Arithmetic Logic Unit (ALU) performs essential arithmetic
and logical operations ans special registers serve to store intermediate data and
control information. Moreover, additional components or peripherals may be
incorporated, contingent on the specific microcontroller model and its intended
applications. Such features may include timers, counters, serial communication
interfaces (such as UART, SPI, and 12C), digital-to-analog converters (DAC),
and network interfaces (such as Ethernet or CAN). Furthermore, an antenna
for Wi-Fi or Bluetooth connectivity may be present, facilitating wireless com-
munication and expanding the microcontroller’s range of applications.

) ) )
RAM “ CPU “ Interrupts
- (Central -
Processing
( ) Unit) T
ROM “ 0
T’ interfaces
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Timers/ ADC / DAC Serial Fommunlcatlon
Counters interfaces

Figure 2.3: Typical microncontrollers components.

As previously stated, there is a considerable range of microcontrollers on the
market that differ in terms of the components and peripherals they incorporate.
It is therefore essential to select an appropriate microcontroller platform in or-
der to ensure the success of a project and to achieve its desired outcomes. For
instance, the ESP32 is frequently selected due to its integrated Wi-Fi and Blue-
tooth functionality, making it an optimal choice for Internet of Things (IoT)
applications. The Raspberry Pi Pico, renowned for its cost-effectiveness and ro-
bust performance in simple interfacing, may be the preferable choice for projects
where there is a need to balance battery life with computing power. The STM32
family, celebrated for its high performance and extensive peripheral set, may be
the optimal selection for more demanding applications. Selecting the appropri-
ate microcontroller platform ensures that the hardware capabilities align with
the project requirements, thereby facilitating the successful implementation and
operation of the intended application.
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2.1.3 Platform comparison

The smart peephole must be capable of efficiently managing real-time video
streaming, handling fast and secure communications, maintaining a long battery
life, and ensuring seamless integration with the Vimar ecosystem. Each micro-
controller platform possesses distinctive features, strengths, and limitations that
must be meticulously evaluated against the specific project requirements.

There are several critical features and parameters to consider when selecting a
microcontroller for a project as demanding as a smart peephole. These factors
ensure that the chosen platform can meet the technical and functional require-
ments while maintaining efficiency and cost effectiveness. The main character-
istics and parameters to be taken into account are listed below:

o Computational power. This is particularly important when handling
real-time audio and video streaming, which requires robust processing
capabilities. A microcontroller with sufficient on-chip RAM is essential to
handle the data-intensive operations associated with high-definition video
streaming and audio processing. In addition, the microcontroller’s clock
speed plays a critical role in how quickly it can process instructions. Higher
clock speeds enable faster data processing and more efficient handling of
complex tasks, reducing latency and ensuring a smooth user experience
[113].

o Connectivity. For a smart peephole, the microcontroller must support
both Wi-Fi and Bluetooth to facilitate communication with other smart
home devices and the user’s smartphone. Wi-Fi connectivity is essential
for streaming video to remote devices and integrating with home networks,
while Bluetooth can be used for local device pairing and low-power com-
munication. These connectivity options increase the versatility and inter-
operability of the smart peephole, making it more adaptable to different
user needs and home environments;

o Cost. The financial aspect is of primary importance in any project, partic-
ularly in the case of consumer electronics such as smart peepholes, where
market competitiveness hinges on affordability. The selection of a low-cost
microcontroller that does not compromise on essential features, ensures
that the final product can be offered at a competitive price point. It can
be seen that achieving an equilibrium between cost and functionality is
of great consequence with regard to the marketability and potential for a
product to gain a substantial user base.

o« Power consumption. The microcontroller must be constructed with
energy-efficient characteristics and power management abilities, including
sleep modes, in order to extend battery life and reduce the frequency of
recharging. Effective power usage has a direct impact upon the longevity
of the device and the convenience of the user. Implementing effective sleep
modes is especially important in minimising energy consumption during
periods of inactivity, as this is critical in maintaining a balance between
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functionality and battery efficiency in a device which must be operational
for extended periods of time without maintenance.

o Ease of development. The concept of development simplicity, or user-
friendliness, is an important parameter in this context. The ease of pro-
gramming and integration of a microcontroller can lead to a notable reduc-
tion in development time and effort. Factors that contribute to this include
the provision of a well-documented software development kit (SDK), the
availability of comprehensive libraries and support for common program-
ming languages. Additionally the availability of an open-source SDK is
particularly beneficial. It facilitates easier integration with the company’s
ecosystem by providing access to source code, libraries, and tools that
can be customized and extended. This transparency promotes a more di-
rect integration process and allows for greater flexibility in adapting the
microcontroller to specific project requirements [108]. It also enables the
development community to contribute improvements and support, fur-
ther enhancing the development experience and long-term maintenance of
products.

o« Community support. The presence of a large and active developer
community is a significant advantage, as it provides access to a wealth
of valuable resources, including forums, tutorials, shared code, and open-
source libraries. Such open-source resources not only facilitate accelerated
development but also encourage innovation and problem-solving through
the leveraging of community contributions.

e Peripheral support. The microcontroller should have sufficient periph-
erals and expansion capabilities to support additional functionality. This
includes support for sensors, ADCs, DACs and communication interfaces
such as UART, SPI and I2C. These features allow the integration of var-
ious sensors and modules that can enhance the capabilities of the smart
peephole.

Having established the essential characteristics to be considered in the se-
lection of a microcontroller, we may now proceed to evaluate the specific mi-
crocontroller options that meet these criteria. The following sections provides a
detailed comparison of several prominent platform.
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Figure 2.4: Raspberry Pi Pico W Board.

Raspberry Pi Pico (W). It is a microcontroller board that has gained atten-
tion for its versatility and capabilities. This microcontroller has been utilized in
various applications, it has been integrated into different projects such as secu-
rity systems, hydroponic plant protection systems, solar tree systems, and ed-
ucational applications, showcasing its adaptability across various domains [92].
The energy-efficient performance of the Raspberry Pi Pico renders it an appro-
priate selection for applications that require low power consumption [104]. It
has also been used in IoT applications, and surveillance systems [104]. The W
variant of the Pi Pico (Fig. 2.4) was enhanced with the introduction of wireless
connectivity (2.4GHz LAN b/g/n) through the incorporation of the wireless in-
terface provided by Infineon CYW43439. The Raspberry Pi Pico and Pico W
are supported by a robust development environment, with extensive documen-
tation, libraries, and support for programming in languages like MicroPython
and C/C++. This makes them accessible to both beginners and experienced
developers, enabling a wide range of applications from simple DIY projects to
more complex embedded systems.

Figure 2.5: STM32WB module.

STMicroelectronics STM32. The popularity of the STM32 microcontroller
family has grown significantly in recent years, and it is now widely used in a
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variety of applications due to its high performance, low power consumption,
and cost-effectiveness [106]. These microcontrollers are based on ARM Cortex-
M cores, offering an excellent balance between power efficiency and processing
power. This makes them suitable for a diverse array of applications, from sim-
ple embedded systems to complex industrial automation. The STM32 family
comprises a variety of core variants, including the Cortex-M0 and M0+, which
are ideal for low-power applications, such as sensor management and battery-
operated IoT devices; the Cortex-M3, which offers a balance of performance
and efficiency, making it a popular choice for general-purpose embedded sys-
tems; and the Cortex-M4 variant includes a floating-point unit, which enhances
its capability for digital signal processing tasks, making it suitable for audio pro-
cessing, motor control, and other real-time applications. The STM32W series
(Fig. 2.5) is a variant of the STM32 microcontrollers that has been designed
to integrate wireless connectivity, including Bluetooth, Zigbee, and Thread. It
features a dual-core architecture, with an ARM Cortex-M4 responsible for pri-
mary tasks and a Cortex-M0+ dedicated to managing wireless protocols.
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Figure 2.6: ESP32 WROVER-E module.

Espressif ESP32. The ESP32 is a microcontroller developed by Espressif Sys-
tems that offers a high level of processing power. It is a widely utilised micro-
controller in a multitude of IoT (Internet of Things) applications, primarily due
to its versatility, low power consumption and wireless connectivity. The ESP32
is based on the Tensilica Xtensa LX6 microprocessor and features dual-core 32-
bit processors operating at speeds of up to 240 MHz. One of the ESP32’s most
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notable attributes is its integrated Wi-Fi and Bluetooth connectivity, encom-
passing 802.11 b/g/n Wi-Fi and Bluetooth Low Energy (BLE). This facilitates
communication with other devices and networks, making it an optimal selection
for projects that necessitate wireless connectivity, including but not limited to
home automation systems, smart devices, and sensor networks. In addition to
its wireless capabilities, the ESP32 offers a wide range of peripheral interfaces,
including SPI, 12C, UART, and ADC, which provide the means for interfacing
with a variety of sensors, displays, and other external devices. Programming the
ESP32 is possible through the Arduino Integrated Development Environment
(IDE), MicroPython, or the open-source ESP-IDF (Espressif IoT Development
Framework), which allows for low-level access to the hardware features of the
chip. This grants developers the ability to utilise the ESP32’s capabilities fully
and create bespoke firmware tailored to their specific requirements. The ESP32
also incorporates sophisticated security features, including hardware encryption,
secure boot, and flash encryption, which collectively guarantee the protection
of data transmission and storage against unauthorized access.
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Figure 2.7: Nordic nRF5340 SoC (no antenna).

Nordic nRF5340. The Nordic nRF5340 is a dual-core system-on-chip (SoC)
designed for wireless applications, particularly in the Internet of Things (IoT)
domain. The device features two ARM Cortex-M33 processors, one of which
is optimised for high-performance tasks and the other for energy-efficient oper-
ation. This provides a flexible balance between power and performance. The
primary core, operating at a maximum frequency of 128 MHz, is intended for the
processing of applications and is capable of handling complex algorithms, data
processing, and user interface tasks. The secondary core, which is optimised
for low-power operations, is typically employed for the management of network
protocols such as Bluetooth Low Energy (BLE), Thread, and Zigbee. The dual-
core architecture of the nRF5340 enables the device to perform complex tasks
while maintaining low power consumption, which makes it an ideal choice for
battery-operated devices. In addition to its processing capabilities, the nRF5340
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Board ESP32 Raspberry Pi Pico W | gpy\130wB nRF5340
(Board)

Processor Tensilica LX6 ?APR2§?OCOI"EGX—I\'IO+) ﬁglﬁ ggiigiﬁé _( ARM Cortex-M33
Clock Speed 240 MHz 133 MHz 64 / 32 MHz 128 / 64 MHz
Flash Memory | 4 MB 2 MB Up to 1 MB 1 MB
RAM 520 KB 264 KB 256 KB 512 KB
Communication | 2C: SPL 12C, SPL UART, SPL, 12C, UART, | SPI, 12C, UART,
Interfaces UART, WiFi, Bluetooth Bluetooth, Bluetooth,

Wi-Fi, Bluetooth ’ IEEE 802.15.4 IEEE 802.15.4
Price 2 - 4€ 5-6€ 5-7€ 6 -7€

Table 2.1: Microcontroller platform comparison.

is compatible with a range of wireless protocols, including BLE 5.2, which offers
features such as long-range communication, high throughput, and direction find-
ing. Furthermore, the SoC incorporates an advanced security suite comprising
Arm TrustZone, which facilitates trusted execution through the implementa-
tion of a division between secure and non-secure Flash, RAM, peripherals and
GPIOs. Additionally, CryptoCell-312 provides hardware-accelerated cryptog-
raphy, and in conjunction with the key management unit (KMU) peripheral,
root-of-trust and secure key storage are implemented.

In order to provide a clear overview of the options considered for the smart
peephole project, a comparison of the technical features of the microcontrollers
evaluated is presented in the Table 2.1. This comparison serves to highlight
the relative strengths and limitations of each option, thereby facilitating the
selection of the most suitable microcontroller for the project. In the process of
selecting the optimal microcontroller for the smart peephole project, the ESP32
emerges as the most promising candidate, offering a number of advantages.
Firstly, in contrast to the STM32 and Nordic nRF5340, the ESP32 integrates
both Wi-Fi and Bluetooth capabilities, which are essential for the project. Al-
though Bluetooth is a useful technology for lightweight communications, it is
not a sufficient solution for the full range of requirements of our smart peep-
hole project. In particular, its low data transfer rate makes it unsuitable for
real-time video streaming, which requires a stable, high-bandwidth connection.
While the STM32WB and the Nordic nRF5340 demonstrate considerable pro-
cessing capabilities and low power consumption, they lack the integration of Wi-
Fi, necessitating the incorporation of supplementary components, which would
consequently increase the complexity and cost. When comparing the ESP32 and
the Raspberry Pi Pico W for a project requiring real-time video transmission,
it is evident that the computational capabilities of each play a significant role.
The ESP32, equipped with dual-core 32-bit Tensilica Xtensa LX6 processors
operating at up to 240 MHz, offers considerably greater processing power than
the Raspberry Pi Pico W, which features a dual-core ARM Cortex-M0+ pro-
cessor operating at a lower clock speed of 133 MHz. The transmission of video
in real time is a computationally demanding task, necessitating the encoding,
compression, and streaming of video data in an efficient manner. The higher
clock speed of the ESP32 facilitate more effective handling of these tasks, en-
suring smoother video streaming and faster data processing, whereas the Pico
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W may encounter difficulties in meeting the processing demands of continuous
video transmission due to its lower computational power.

2.2 Battery

When selecting a battery type for a particular application, it is essential to
consider a number of key characteristics in order to guarantee that the battery
is capable of meeting the performance requirements and operational needs of
the device in question. The following represents a subset of the factors that
should be considered:

o Energy density. The term "energy density" is used to describe the
amount of energy that can be stored in a battery, relative to its size or
weight. This is typically expressed in watt-hours per kilogram (Wh/kg).
A higher energy density indicates that the battery can store more energy
in a smaller and lighter package, which is essential for portable devices or
applications where space and weight are limited [48];

o Cycle life. The term ’cycle life’ is used to describe the number of complete
charge and discharge cycles that a battery can undergo before a significant
reduction in capacity occurs[120]. In the context of frequently used devices
that require long-term reliability, a longer cycle life became essential,

o Self discharge rate. The term ’self-discharge rate’ refers to the rate
at which a battery loses its charge when not in use. This phenomenon
is caused by internal chemical reactions within the battery that do not
contribute to external current flow. The phenomenon of self-discharge is
an inherent characteristic of batteries. It results in a reduction in the
stored charge over time, even when the battery is disconnected from a
load or device [96];

e Charging capabilities. The term 'charging capabilities" in batteries
is used to describe the ability of a battery to be charged at an acceler-
ated rate, which significantly reduces the time required for a full recharge.
This feature is of particular importance in a number of applications, in-
cluding electric vehicles and portable electronic devices, where the ability
to recharge rapidly is essential. [72];

o Energy efficiency. The term "energy efficiency" is used to describe the
ratio of the useful energy output of a system to the energy input, which
is typically expressed as a percentage. It indicates the proportion of the
stored energy that can be recovered during discharge, in comparison to
the energy originally stored during charging. It is typically expressed as
a percentage (%). High energy efficiency implies a reduction in energy
loss during storage and conversion, it influences the lifespan of a battery
before requiring a recharge and the amount of energy dissipated as heat;

o Power density. The term "power density" is used to describe the rate
at which energy can be delivered by the battery in relation to its mass or
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volume. The power density of a battery is typically expressed in units of
watts per kilogram (W /kg) or watts per litre (W/L). This measurement
indicates the battery’s ability to provide a high power output in a short
duration. [79].

Lithium-ion batteries have become the preferred option for a diverse range of
smart home applications, largely due to their exceptional performance charac-
teristics (Figure 2.8). These batteries are distinguished by their high energy
density, extended cycle life, low self-discharge rate, and rapid charging capabili-
ties [93] [64], rendering them particularly well-suited for integration into portable
devices such as smartphones, laptops, and tablets, as well as smart sensors and
actuators that are integral to the Internet of Things (IoT) in modern smart
homes [33].

Energy Energy Power Cycle Self
Type Density Efficiency  Density Life  Discharge
(Wh/kg) (%) (W/Kg) (Cycles) (%/Month)

200 -

Lead-Acid 30-40 70 - 90 180 2000 3-4
. 500 -
Li-Ion 100-250 75-90 1800 2000 5-10
Li 130 - 200 70 3000 >1200 4-8
Polymer
. 500 -
Ni-MH 30 - 80 70 250 - 1000 100 30
Ni-Cd 40 - 60 60 - 90 140 - 180 500 - 10-15
2000
NaS 150 80 -90 120 - 150 2500 -
VRB 25-40 80 100 - 150 >16,000 <1
Zinc
Bromide 70 70 ) 1000 )

Figure 2.8: Comparison of different battery types.

Source: [20]

The high energy density of lithium-ion batteries is attributed to their ca-
pacity to store a considerable amount of energy in relation to their dimensions
and mass [64]. This attribute is crucial for optimising energy storage capacity
in a confined space, which is a fundamental requirement for a device such as the
smart peephole. The operational lifespan of such a device must be considerable
in relation to its overall dimensions, which must conform to a compact form
factor.

Another significant advantage of lithium-ion batteries is their greater cycle
life, which allows them to withstand a greater number of charge-discharge cycles
before significant capacity degradation occurs. This is particularly important
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given the high level of use expected for the device. A longer cycle life ensures that
the smart peephole remains reliable over time, reducing the need for frequent
battery recharging and consequently, enhancing the overall user experience.
Furthermore, lithium-ion batteries are aligned with the increasing global em-
phasis on sustainability and the reduction of greenhouse gas emissions. Their
efficiency and capacity for energy storage contribute to the development of a
cleaner energy ecosystem, thereby facilitating the transition towards more sus-
tainable power sources [118].
The high energy and power densities, combined with extended cycle life, quick
charging capabilities, high energy efficiency, low self-discharge rate and envi-
ronmental sustainability, make lithium-ion batteries the optimal choice for our
smart peephole project, ensuring both performance and longevity in a compact
and efficient power solution.

Once the battery type has been selected, monitoring the state of charge (SoC)
becomes necessary in order to guarantee optimal performance and extend the
battery’s lifespan. The following section examines the importance of SoC and
the various techniques for accurately estimating it.

2.2.1 State of charge

The state of charge (SoC) of a battery is a key parameter to monitor when
working with battery-powered devices, as it provides insight into the available
capacity of the battery at a given point in time. [17] (Figure 2.9).
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SoC = State of Charge
DoD = Depth of Discharge

Figure 2.9: Battery State of Charge and Depth of Discharge relation.

It is defined as the ratio of the available capacity to the maximum capacity
when the battery is fully charged [84], typically expressed as a percentage. This
can be represented by the following formula [117]:

Soc — actz-bally avaz’l'able amount of charge « 100 (2.1)
maximum available amount of charge
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The monitoring of the state of charge (SoC) enables users and systems to
make well-informed decisions regarding power usage, charging, and device oper-
ation. A precise knowledge of this parameter in battery-powered devices confers
a number of advantages. Firstly, it enables the implementation of effective en-
ergy management strategies, thereby ensuring that devices operate at optimal
efficiency without the occurrence of unexpected shutdowns due to depleted bat-
teries [12]. This is of particular importance in critical applications, such as
medical devices or emergency equipment, where an uninterrupted power supply
is essential [97]. Furthermore, an awareness of the SoC enables the avoidance of
overcharging or over-discharging, which can have a considerable impact on the
lifespan and performance of batteries [54].

Moreover, an accurate assessment of the state of charge can be employed
for safety-related purposes. Monitoring the SoC helps in preventing potential
hazards such as overheating, which can lead to thermal runaway and even fires in
lithium-ion batteries [66]. Lastly, predicting the remaining runtime of battery-
powered devices, allowing users to plan their activities accordingly and avoid
unexpected interruptions [77].

In the context of our smart peephole project, it is equally important to be
able to determine the state of charge. The smart peephole is a battery-powered
device that requires a consistent and reliable power supply in order to function
optimally. The monitoring of the state of charge (SoC) is essential for ensuring
that the device remains operational, thereby enabling the provision of real-time
video streaming and audio capabilities without interruption. In the event of a
sudden power loss, there is a risk of missed or delayed notifications of visitors,
which could potentially compromise the safety and convenience that the smart
peephole is designed to offer.

2.2.2 Approaches to SoC estimation

The estimation of the state of charge (SoC) in lithium-ion batteries is a chal-
lenging process, due to the presence of several interrelated factors.

Firstly, the non-linear relationship between voltage and state of charge (SoC),
which can result in inaccuracies in estimation methods that rely solely on voltage
measurements, as minor fluctuations in voltage may correspond to considerable
shifts in charge levels [80]. Additionally, temperature variations can significantly
affect battery performance and SoC readings, complicating the estimation pro-
cess further [30]. Another challenge is the aging of batteries, which alters their
capacity and internal resistance, making it difficult to apply standard estima-
tion algorithms consistently [73]. These factors collectively impede the accurate
estimation of the state of charge (SoC), thereby necessitating the continued de-
velopment of more robust methodologies.

Several techniques have been developed and studied over the years. The most
prevalent techniques include:

e Direct measurement approaches:
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— Open-circuit voltage (OCV): this method relies on the stable
electromotive force of the battery in an open-circuit state to infer
the SOC value. Although the OCV method is an effective means of
estimating SOC, it has certain limitations. For instance, it requires
the battery to be in a static state for over an hour, which makes it
unsuitable for real-time applications due to its sensitivity to external
factors [130]. Despite these drawbacks, the OCV method continues
to be a prevalent approach in battery modelling, state estimation,
and management, largely due to its simplicity and efficacy [29];

— Coulomb counting (CC) or Ampere-Hour method, involves inte-
grating the current over time to determine the amount of charge that
has been consumed or replenished by the battery [130]. Although the
method is relatively simple, it is susceptible to the accumulation of
errors over time and requires an accurate initial SoC measurement;

o Data-driven approaches. These methods have gained significant trac-
tion due to advancements in machine learning and deep learning technolo-
gies [131]. These approaches leverage techniques such as Gaussian Process
Regression (GPR) [126], convolutional neural networks (CNN) [56], recur-
rent neural networks (RNN) [116], and support vector machines (SVM)
[129] to estimate SOC accurately. These methods can adapt to different
battery types but require a large amount of training data;

o Model-based approaches. These methods utilize mathematical opti-
mization techniques and advanced algorithms to estimate the SOC accu-
rately. One common approach is to employ Kalman filters, such as the
Extended Kalman Filter (EKF) and Unscented Kalman Filter (UKF), to
model the battery behavior and estimate the SOC [124] [74]. These fil-
ters aid in tracking the battery’s state over time by integrating dynamic
battery models and measurement data;

o Hybrid methods. These methods integrate distinct techniques (such
as Coulomb counting with Kalman filtering or data-driven methods with
model-based approaches) to capitalise on the strengths of multiple method-
ologies, thereby enhancing the accuracy and robustness of SoC estimation.
Hybrid methods seek to strike a balance between computational complex-
ity, accuracy, and adaptability.

SoC estimation methods can be classified according to their calculation com-
plexity, which allows for the categorisation of these methods as either simple or
complex algorithms. The simplest of these methods are open-circuit voltage
(OCV), ampere-hour (Ah), and internal resistance methods, which estimate the
state of charge (SOC) by measuring voltage, current, or internal resistance [125].

In the development of the smart peephole, it is essential to select a SoC
estimation methods that offer a balance between accuracy and minimal compu-
tational overhead, given that the device operates with limited computing power.
While advanced algorithms like the Extended Kalman Filter (EKF) and machine
learning models are effective for SoC estimation, they may be computationally
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demanding [14].

A potential solution that balances accuracy with computational simplicity
is the one employed by [125].

A novel practical state of charge estimation method: an adaptive im-
proved ampere-hour method based on composite correction factor.

The research addresses the challenge of accurately estimating the state of charge
(SOCQC) of lithium-ion batteries (LIBs). The current methodologies for SOC es-
timation, including the ampere-hour (Ah) method, are constrained by external
factors such as temperature, battery ageing and measurement noise, which im-
pinge upon their accuracy. While sophisticated model-based and data-driven al-
gorithms offer enhancements, they markedly increase computational complexity,
rendering them less appropriate for real-time applications. This study seeks to
refine the traditional Ah method by introducing an adaptive enhanced method
that accounts for the primary disturbance factors affecting battery performance.

Improvement Strategy of Ampere-hour Method. The traditional ampere-
hour (Ah) method is founded upon a straightforward calculation of charge in-
flow and outflow, wherein constant values are assumed for parameters such as
Coulomb efficiency, charge-discharge efficiency, and the battery’s total capacity.
However, these parameters are not static and can vary significantly due to a
number of factors, including temperature, current rate, and the state of health
(SOH) of the battery. For instance, lower temperatures or higher discharge rates
can reduce the battery’s effective capacity, which may lead to inaccuracies in
SOC estimation if these factors are not accounted for.

The paper puts forth a strategy for improvement with the aim of addressing
the aforementioned inaccuracies. The strategy comprises the following elements:

o Calibration of Initial SOC: the initial SOC value is pivotal for pre-
cise estimation. Consequently, the enhanced methodology proposes a
more accurate recalibration of this initial value through the utilisation of
open-circuit voltage (OCV). The relationship between open-circuit volt-
age (OCV) and state of charge (SOC) is typically non-linear but stable,
thereby enabling a more precise determination of SOC at the outset of the
monitoring period;

e« Dynamic Adjustment of Parameters: the improved method suggests
modifying key parameters, such as the battery’s available capacity and
Coulomb efficiency, in accordance with real-time conditions, including
temperature fluctuations and the battery’s present operational state. This
approach helps to mitigate errors introduced by the assumption that these
parameters are constant;

o Consideration of Measurement Errors: the enhanced ampere-hour
method reduces SOC estimation errors through the implementation of
techniques designed to address the presence of noise and sampling inac-
curacies. The method incorporates filtering to mitigate noise, employs
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dynamic parameter adjustment to compensate for changing conditions,
and utilises a composite correction factor (Figure 2.10) to address any
drift in SOC calculations.
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Figure 2.10: Composite correction factor.

Source [125].

The research presents significant findings regarding the effectiveness of the
proposed improved ampere-hour method. The adaptive improved method achieved
an estimation error of less than 2% under two comprehensive working condi-
tions. This represents a substantial improvement compared to the traditional
ampere-hour method, which exhibited an error range of 5-10%. A comparison
of the extended Kalman filter algorithm with the adaptive improved method
revealed that the latter exhibited superior performance in state of charge esti-
mation. This suggests that the new method not only enhances accuracy but
also outperforms established algorithms in practical applications.

2.3 Real-Time video streaming protocol

A Real-Time video streaming protocol is a set of rules and standards that
govern the transmission of video data over the internet, enabling the delivery of
live video content with minimal latency. In order to achieve this, a variety of
protocols and technologies are employed to guarantee the efficient and seamless
delivery of video content.

Real-time video streaming protocols are characterised by a number of key fea-
tures, including:

o Latency. It is used to describe the delay between the capture of a video
frame and its subsequent display to the viewer. It is a critical factor in
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ensuring a seamless viewing experience, whereby the time gap between the
live event and its display on the viewer’s screen is minimised. A number
of studies have demonstrated that latency in video streaming is influenced
by a range of factors, including limitations in network bandwidth, the
processes of video encoding and decoding, and the transmission protocols
employed [127] [62];

« Bandwidth efficiency. It is defined as the optimal utilisation of available
bandwidth to deliver video content with high quality and minimal resource
consumption. It comprises techniques and protocols that seek to optimise
the quality of video streams while minimising the requisite bandwidth
[90]. A variety of approaches have been developed to enhance bandwidth
efficiency in video streaming services, including scalable video coding and
adaptive rate-control schemes [35] [28];

e Scalability. Scalability in real-time streaming video protocols refers to
the ability of a system to efficiently manage increasing numbers of users or
data streams without compromising performance. This concept is critical
as it assures the uninterrupted and responsive delivery of video content
despite fluctuations in demand. It has been demonstrated that scalabil-
ity can be attained through a number of different mechanisms. One such
mechanism is adaptive bitrate streaming, which adjusts the quality of the
video in accordance with the prevailing network conditions and the capa-
bilities of the user, thereby optimising the utilisation of available resources.

o Compatibility and integration. The protocol needs to be compatible
with the hardware and software platforms utilised in the Smart Peephole.
This encompasses the microcontroller, operating system and any addi-
tional components involved in video processing and transmission. Fur-
thermore, the protocol should facilitate straightforward integration with
existing smart home systems and applications, thereby enhancing the over-
all user experience through the provision of seamless interaction with other
connected devices.

The selection of an appropriate Real-Time Video Streaming Protocol directly
impacts the functionality and user experience of the device in question. The
Smart Peephole, designed with the objective of enhancing home security by
allowing users to remotely monitor the area outside their door, relies heavily on
the reliable transmission of video data.

2.3.1 Protocols comparison

Several protocols have been developed to cater to different needs and scenar-
ios. Among the prominent protocols are Real-Time Streaming Protocol (RTSP),
Web Real-Time Communication (WebRTC), Dynamic Adaptive Streaming over
HTTP (DASH), and Secure Reliable Transport (SRT). Each protocol has unique
features and parameters that make it suitable for specific applications.

Web Real-Time Communication. WebRTC is a suite of communication

30



CHAPTER 2. TECHNICAL CHALLENGES

protocols that enables real-time communication over peer-to-peer connections.
This type of communication minimizes latency and favours scalability, by al-
lowing direct connections between users. It facilitates a range of functionalities,
including video streaming, web conferencing, chat, and data exchange, through
web applications that utilise JavaScript and HTML5 technologies [15]. The
open-source protocol is implemented on the User Datagram Protocol (UDP),
thereby enabling low-latency video streaming [61]. The WebRTC protocol is
also recognised for its capability to adapt to changing network conditions, specif-
ically in terms of modifying data rates to enhance performance. In their study,
[46] highlighted that WebRTC estimates available bandwidth and conveys this
information to the encoder to establish a target bitrate. To guarantee the secu-
rity of WebRTC connections, the communication needs to be encrypted. One
of the principal methods of achieving this is through the utilisation of the Se-
cure Real-time Transport Protocol (SRTP). The deployment of SRTP facilitates
end-to-end encryption, thereby protecting against eavesdropping and data tam-
pering [19];

Real-Time streaming protocol. The Real-Time Streaming Protocol (RTSP)
is an application-level protocol designed for controlling the delivery of real-time
data, particularly for streaming media content [112]. RTSP allows for the estab-
lishment and management of media streaming sessions, facilitating the control
of data transmission with real-time constraints over a network [11]. RTSP oper-
ates in conjunction with the Real-Time Protocol (RTP) for streaming the actual
media content, with negotiation and control handled by RTSP before stream-
ing commences [88]. RTSP is widely used in various applications that require
real-time image streaming. For example, it is ha been employed in automated
port entry and exit management systems [1];

Dynamic adaptive streaming over HTTP. DASH is a protocol that en-
hances multimedia streaming by allowing adaptive quality adjustments based
on available bandwidth and device capabilities [5]. This technology segments
videos into smaller parts called chunks or segments, which are then delivered to
users via HTTP requests and responses over TCP connections [55]. DASH is
widely used for providing high-quality video streaming over the Internet, offering
adaptive and dynamic multimedia streaming solutions to various end systems
[7]. Ensuring the security of DASH involves implementing security mechanisms
within the DASH agent framework [87] to protect communication and data ex-
change processes, particularly for sensitive or proprietary content;

Secure reliable transport. This protocol is a significant element in ensuring
the confidentiality, integrity, and reliability of data transmission over networks.
It combines aspects of security protocols like Transport Layer Security (TLS)
and reliability mechanisms to establish a robust communication framework [16].
SRT enhances this by integrating mechanisms to improve the reliability of data
transmission, making it suitable for applications requiring both security and
dependability. In the realm of wireless sensor networks (WSNs), where vulnera-
bilities to attacks can jeopardize data integrity and reliability, the development
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of secure transport protocols like SRT is crucial [25].

A comparison of real-time video streaming protocols reveals a diverse landscape,
with each protocol catering to a specific set of requirements. Protocols such as
RTSP and WebRTC are designed for use in interactive applications, while DASH
is used for adaptive streaming and SRT for security transmission. Each protocol
offers a distinct set of features and parameters, providing flexibility in meeting
the varying needs of different applications.

WebRTC provides a versatile and efficient solution for real-time commu-
nication, enabling a wide range of applications across various domains. The
aforementioned features, namely peer-to-peer communication, scalability and
security, render it a preferred option for modern communication systems in
comparison to traditional protocols such as RTSP. Nevertheless, RTSP (Real-
Time Streaming Protocol) was selected over WebRTC and other alternatives
for a number of significant reasons. The decision was influenced by the fact
that the ESP32 microcontroller, which was selected as the hardware platform,
already provides an RTSP library within its software development kit (SDK).
This resulted in a markedly more straightforward implementation process and
a reduction in development time. By leveraging this existing library, the in-
tegration of RTSP into the system was streamlined, ensuring a smooth and
efficient setup. Another factor was that Vimar had already been utilising RT'SP
for other applications, thus establishing an infrastructure and experience with
the protocol. Although not a mandatory requirement, this alignment facilitated
integration with our current systems and practices, reducing potential compat-
ibility issues and enhancing maintenance. Ultimately, RTSP was the optimal
choice, balancing quality, ease of implementation, and compatibility with our
existing ecosystem.
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Project outcomes

3.1 Case study

This chapter provides a detailed account of the stages that led to the re-
alisation of the Proof of Concept (PoC), beginning with the design phase and
concluding with the functional demonstrations. The chapter begins with a de-
scription of the case study, and then proceed to an analysis of the needs and
requirements identified for the realisation of the project. Subsequently, the de-
velopment platforms and devkits employed for implementation are presented,
followed by a demo of the final products. Particular emphasis is placed on the
sophisticated methodologies adopted to minimise energy consumption. These
have been implemented and evaluated on the prototypes developed, but could
be applied to any ESP32-based device with specific requirements. It was de-
cided that a section should be dedicated to this topic, as although it was initially
considered an optional objective, further investigation revealed a significant and
intricate field that necessitates specific technical expertise at both the hardware
and software levels. This investigation has also paved the way for potential fu-
ture developments, which will allow the solutions adopted to be refined, as are
discussed in the conclusions.

The project was undertaken in collaboration with VIMAR, a company with a
significant presence in the field of electrical and electronic solutions for resi-
dential and commercial buildings. VIMAR, which was established in 1945, has
become a leader in the field of electrical systems and home automation. The
company is renowned for its extensive range of products, which encompasses
home automation systems that facilitate the integration and control of diverse
household functions, wiring devices that guarantee safe and efficient electrical
connections, and sophisticated video door entry systems that enhance security
and communication at the entry points of residential and commercial buildings.
This thesis project was specifically aligned with the video door entry sector.
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Figure 3.1: Current consumption declared by Espressif in automatic light sleep
mode with frequency management enabled.

The development of a product within the context of the Internet of Things
(IoT) necessitates a meticulous consideration of three fundamental aspects:
hardware, software, and communications (Fig. 3.1) [50]. Each of these elements
plays a pivotal role in the creation of an efficient IoT device. The hardware en-
compasses the physical components, including sensors, that enable the device to
interact with its environment. It is therefore essential to ensure the robustness
and reliability of the hardware design in order to guarantee the durability and
functionality of the product. The software aspect of IoT product development
encompasses the programming and algorithms that control the device’s opera-
tions and process the data it collects. Effective software development ensures
that the device performs its intended functions accurately and efficiently. Fi-
nally, communication represents the foundation of the Internet of Things (IoT)
devices, enabling the transfer of data between devices and with central systems.

The development of the PoC followed a structured approach, divided into
four primary phases:

1. Requirements elicitation and analysis. In the initial phase of the
project, the essential requirements and needs of VIMAR were identified
and gathered in order to ensure that the project was aligned with the
company’s strategic goals. Additionally, a thorough investigation was con-
ducted into the existing solutions on the market in order to identify the
optimal methodologies for integrating novel technologies into the project;

2. Design. In this phase, multiple design solutions were conceptualised, with
a particular focus on the creation of a device that meets the requirements
for real-time communication and power management. The critical com-
ponents of each design were identified with a view to facilitating future
enhancements and ensuring compatibility with other devices in VIMAR's
ecosystem. The design process also involved the careful selection of the de-
velopment kit and development platform, ensuring that they were aligned
with the technical requirements and objectives of the project. The ob-
jective of this phase was to achieve a balance between innovation and
practicality, ensuring that the proposed solutions were both feasible and
effective;

3. Implementation and verification. Upon the conclusion of the de-
sign phase, the subsequent phase of development commenced. This phase
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involved the construction of prototypes and the implementation of the
designed solutions. Rigorous testing was conducted with the objective of
evaluating the performance, reliability, and energy efficiency of the demo
products. Any issues encountered during testing were duly documented
and the solutions were then refined on an iterative basis in order to address
these challenges;

4. Evaluation and validation. The final phase of the study was dedi-
cated to a meticulous examination of the prototype. The device was then
evaluated against the initial requirements and objectives, with particular
attention paid to the strengths and areas for improvement. The evaluation
also included a comparison of the final product with existing solutions.

This section on the various phases of product development has explored the
steps involved in transforming a conceptual idea into a tangible product. From
the initial conceptualisation and design to the prototyping, testing, and iterative
refinements, each phase of the product development process plays a crucial role
in shaping the final outcome. As the product development progresses, it becomes
essential to align these processes with the specific needs and requirements of the
project.

3.1.1 Project needs and requirements

In project management, a fundamental aspect of achieving project objectives
is the comprehension of industrial needs. This section seeks to delineate these
components, thereby offering a structured approach to project planning and ex-
ecution. The clarity of these elements can considerably influence the success
of the project, the satisfaction of the company, and the overall quality of the
deliverables [24].

The concept of 'Project needs’ refers to the higher-level objectives or issues
that a given product or software is designed to address. These are typically
expressed from the perspective of the end-user or stakeholder and represent the
underlying motivations for developing a product or system. The nature of needs
is often vague and general, focusing on the desired outcome or the problem to
be solved rather than on the specific means of implementation. The follow-
ing list comprises the needs that have been identified through discussions with
stakeholders and analysis of business demands. In accordance with industrial
requirements, the list of needs, as well as, requirements is divided into three
groups.

The objective of the first group is the creation of a smart peephole that
has the sole function of capturing and transmitting video from outside the door
to the video intercom (Tab. A.1). The second objective deviates from this
approach and is focused on developing a device that is solely intended for wire-
less audio transmission (Tab. A.2). The third group of needs is based on the
knowledge gained from the first two devices. It comprises a smart peephole that
provides both an audio and a video input stream (Tab. A.2).
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In accordance with the identified needs, the requirements for the three prod-
ucts were defined.

Project requirements, derived from the identified needs, are more detailed
and represent the specific conditions or capabilities that must be met for the
project to be considered successful. Requirements can be classified into two
principal categories: functional requirements and non-functional requirements.
Functional requirements specify the precise behavioural and functional charac-
teristics which the project must exhibit. In a software project, for example,
such requirements may dictate that the application should enable users to cre-
ate accounts, log in and perform actions [110]. In contrast, non-functional re-
quirements concern the quality attributes of the project, including performance,
security and usability [36]. These requirements are equally important, as they
define the extent to which the project will perform its intended functions. The
following list (Table A.4, A5, A.6) details the requirements that have been
derived from the needs that were identified in the previous phase.

The result of the process of identifying and defining the needs and requirements
of the project has led to the formulation of three distinct products, the respec-
tive functionalities of which can be summarised as follows:

Smart peephole. The smart peephole is a device that is placed on the door
of a residence and serves to replace the conventional optical peephole. It is
equipped with a camera that enables the transmission of video images to the
company’s video intercom. The device offers three transmission initiation op-
tions: one that is triggered by the video door phone interface, another that is
initiated when someone rings the doorbell, and a third that is initiated by a
physical button on the peephole. Moreover, the device must be constructed on
a low-cost platform in order to maintain affordable hardware costs. It must be
capable of integrating with the company’s existing ecosystem and of operating
on battery power.

Audio device. The second device is a distinct entity from the aforementioned
peephole, designed exclusively for audio transmission. It must also be based
on a low-cost platform and must integrate seamlessly with the existing business
ecosystem. Furthermore, it must possess the ability to establish audio calls with
a target device, and to send specific commands to that device in order to trigger
an action.

Smart peephole plus. The third and final device was conceived as a natural
combination of the knowledge gained from the development of the previous two
products. It is in fact a smart peephole, with all the features of the first de-
vice, but with the ability to capture and transmit both a video and audio stream.

In this section we have outlined the case study in question, identified the
specific needs of the company and proceeded to the detailed definition of needs
and requirements. These elements led to the conception of three different prod-
ucts, each of which aimed to satisfy the needs that emerged from the preliminary
analysis. In the next section we examine the hardware platforms chosen for the
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development of the demos of these products. We describe the boards used, their
main features, and the software development kit (SDK) used to implement the
required functionality. This allows us to better understand the technological
choices behind the development of the prototypes and to assess the potential of
the proposed solutions.

3.2 Development platforms

Following the selection of Espressif’s ESP32 as the low-cost platform for
the project (Section 2.1.3), an investigation was conducted into the software
development kits (SDKs) and available development kits (DevKits) board that
could support the implementation of the products demo.

3.2.1 Software development kit

A software development kit (SDK) is defined as a collection of software tools,
libraries, documentation, code samples, processes, and guides that are utilized
by developers to create applications for specific platforms, frameworks, or hard-
ware environments. SDKs are an indispensable component of the software de-
velopment process, providing the essential building blocks for the creation of
software solutions capable of interacting with specific systems, including oper-
ating systems, devices, and even larger applications such as games or enterprise-
level systems. These kits are designed to streamline the development process for
software engineers by providing pre-built components that can reduce develop-
ment time, ensure consistency, and improve the overall quality of the software
being created [94].
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An SDK is typically composed of multiple components that collectively assist
in the process of developing software applications (Fig. 3.2). These components
include [101]:

Libraries and frameworks. SDKs commonly include pre-built libraries
and frameworks that provide developers with reusable code for common
functionalities. The utilisation of these libraries can markedly diminish
the time and effort required for development, thereby enabling developers
to concentrate on the design and construction of distinctive features.

Documentation. The provision of detailed documentation is an integral
component of any Software Development Kit (SDK). It furnishes develop-
ers with the requisite guidance on the effective utilisation of the tools and
libraries. Documentation may include references to the application pro-
gramming interface (API), tutorials, and an exposition of best practices.

Code samples. It is common practice for SDKs to include sample code
which illustrates the implementation of particular functionalities. The
code samples provide practical examples for developers, facilitating com-
prehension of the process of integrating the SDK into their applications.

Development tools. Software development kits (SDKs) may include
a suite of tools designed to support the development process, including
compilers, debuggers, and testing frameworks. Such tools facilitate the
processes of code writing, testing and optimisation for developers.

Support and community resources. A robust support system is an
indispensable component of any SDK. Such resources may include online
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forums, user groups, and access to technical support. Community re-
sources can act as a catalyst for collaboration and the dissemination of
knowledge among developers.
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Figure 3.3: Espressif IoT Development Framework.

Source [57].

Espressif IDF. The Espressif IoT Development Framework (ESP-IDF) is the
official software development framework provided by Espressif Systems for their
ESP32 series of microcontrollers. This open-source framework has been devel-
oped with the intention of supporting the creation of Internet of Things (IoT)
applications. It offers a wide range of tools, libraries and APIs that facilitate the
development of robust, connected devices (Fig. 3.3). ESP-IDF has been devel-
oped with the specific requirements of IoT developers in mind, offering complete
support for Wi-Fi, Bluetooth, and Bluetooth Low Energy (BLE) connectivity,
which are integral features of the ESP32 chip. The framework offers compo-
nents that enable developers to manage wireless protocols, handle networking,
and interface with peripheral devices. One of the most notable features of ESP-
IDF is its integration with FreeRTOS, a real-time operating system that enables
concurrent multitasking on the ESP32. This is particularly useful for the devel-
opment of applications that require precise timing and responsiveness, such as
those involving sensor data processing, wireless communication, and real-time
control systems. In addition to FreeRTOS, ESP-IDF provides drivers for the
ESP32’s hardware peripherals, including general-purpose input/output (GP1O),
inter-integrated circuit (I2C), serial peripheral interface (SPI), and analog-to-
digital converter (ADC). This facilitates the development of applications that
require interaction with external sensors, actuators, and other hardware compo-
nents. The build system employed by ESP-IDF is based on CMake, a robust and
versatile tool that manages the compilation and linking of the code. This system
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enables developers to readily configure their projects, manage dependencies, and
integrate supplementary libraries as required. ESP-IDF also incorporates a con-
figuration tool (menuconfig) that provides a user-friendly interface for setting
various build options and configuring hardware settings [41].
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Figure 3.4: Espressif Audio Development Framework.

Source [2].

Espressif ADF. The Espressif Audio Development Framework (ESP-ADF) is
a dedicated development framework for the creation of audio applications on the
ESP32 microcontrollers and Espressif’s DevKit. The ESP-ADF is available as a
set of components to extend the functionality already delivered by the ESP-IDF
(Fig. 3.4). ESP-ADF is intended for use in real-time audio processing applica-
tions and incorporates high-level features tailored to such applications. These
include support for various audio/video codecs, audio effects, and input/output
interfaces such as I12S (Inter-IC Sound), which is essential for connecting to
external audio devices such as microphones, speakers, and digital audio con-
verters. One of the principal features of ESP-ADF is its capacity to process
audio streams and pipelines, thereby enabling developers to define and manage
complex audio data flows within their applications. This abstraction facilitates
the handling of tasks such as decoding audio files, processing the audio data,
and the delivery of the resulting sound to different devices. ESP-ADF inte-
grates support for popular streaming protocols, simplifying the development
of network-connected audio and video applications, including internet radios,
Bluetooth audio devices, and voice assistants. Furthermore, it implements also
more advanced protocols such as RTSP (Real-Time Streaming Protocol) and
VoIP (Voice over Internet Protocol), making it possible to create sophisticated
audio applications that require real-time audio streaming, voice communication,
and media transmission over the internet.

Although the Espressif [oT Development Framework (ESP-IDF) and the
Espressif Audio Development Framework (ESP-ADF) are powerful and official
tools provided by Espressif for developing applications on the ESP32, they are
not the sole methods available for creating projects on this platform. It is
also possible for developers to utilise alternative development environments and
tools, such as the Arduino IDE: it is a widely used and accessible platform that
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provides support for the ESP32 through the inclusion of supplementary board
packages. The user interface is straightforward, and the platform offers a broad
library of components, which facilitates the design and implementation of basic
projects. An alternative option is MicroPython, which is a compact and efficient
implementation of Python 3 that is suitable for use with microcontrollers, in-
cluding the ESP32. MicroPython is an optimal choice for developers who prefer
to write scripts in Python rather than C or C++4. Nevertheless, the utiliza-
tion of ESP-IDF and ESP-ADF offers a number of advantages over alternative
methodologies. The most significant benefit is the capacity for fine-grained con-
trol, which enables developers to assume greater control over hardware resources
and low-level operations. This is of particular relevance in the context of op-
timizing performance and power consumption, particularly in the complex and
resource-constrained domain of Internet of Things (IoT) applications. Moreover,
it is also evident that ESP-IDF and ESP-ADF provide a stable and reliable foun-
dation for developers engaged in the construction of professional-grade products
that necessitate rigorous testing, certification, and long-term support, a quality
that other tools may not offer to the same extent.

Following the decision to utilise ESP-IDF and ESP-ADF for the development
process, the subsequent objective was to select the most appropriate develop-
ment boards. The following section presents the development kits that were
selected and utilised throughout the project, with a detailed account of how
they met the specific requirements and facilitated the development process.

3.2.2 DevKit board

Development kits, or DevKits, are instrumental tools for engineers and devel-
opers engaged in the development of embedded systems and Internet of Things
(IoT) projects. The kits typically include a microcontroller or microprocessor,
along with a assortment of peripherals, connectors, and debugging interfaces
that facilitate the rapid prototyping and testing of hardware and software. The
appropriate development kit provides a stable platform that integrates with the
selected development frameworks, ensuring that all necessary features, such as
connectivity, sensor integration, and power management, can be tested and op-
timised effectively. This section examines the specific development kits selected
for this project, discussing their key features and the advantages they offered in
the development of product demos. A different development kit was selected for
each set of requirements, as the technical specifications and peripheral devices
required are distinct from one another (See Section 3.1.1).
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Figure 3.5: Freenove ESP32-WROVER Board.

Source [47].

Freenove ESP32-CAM. The first product demo that we began to develop was
a video-only smart peephole. Consequently, we selected the ESP32-CAM (or,
more specifically the Freenove ESP32-CAM, a variant of the ESP32-CAM) as
our development kit (Fig.3.5). The board is equipped with an ESP32 WROVER-
E module, which features 4 MB of flash memory and 8 MB of PSRAM. This
is a relatively simple board with exposed GPIOs, which permitted us to under-
take a significant amount of testing and to become familiar with the Espressif
development framework. The board is equipped with a OV2640 2-megapixel
camera and it is capable of wireless connectivity via both Bluetooth and Wi-
Fi. By modifying an open-source library [81], it was possible to achieve RTSP
streaming with this board. Following an initial period of examination of the
library, the primary parameters were identified, including JPEG quality, frames
per second, and frame size. These were then made settable by a web server. A
series of tests were conducted, and a limit was established for VGA (640x480)
video quality at 12 fps to ensure a smooth video without frame loss. Having
achieved the objective of smart peephole 1.0, phase two was initiated.
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Figure 3.6: ESP32-LyraT V4.3 board layout overview.

Source [39].

ESP32-LyraT. The second phase of the project involves the development of a
prototype audio device. In order to process audio, a new board was required,
and the LyraT was selected as the optimal choice. The official Expressif devkit
is equipped with the same module as the CAM, but with additional peripherals
for audio processing, capture and playback. These include a codec (ES8388),
microphone and audio jack or speaker output. The aforementioned board en-
abled access to the tools provided by the ADF framework. Through considerable
effort (See Sec. 3.3.2), the board was employed to implement the SIP protocol
and achieve bidirectional communication with a target device, utilising the ADF
SIP library [4]. Upon completion of the second phase, we began exploring alter-
native methods for integrating video on the LyraT or audio on the CAM. We
conducted research and identified potential solutions. However, we encountered
limitations in the number of pins available on the LyraT for a camera, and
we had considered external codecs, microphones, and speakers for the CAM.
However, this approach would have led to compatibility issues with ADF, which
we had previously utilized to implement SIP. Given the constraints in time for
developing custom hardware, we decided to procure a third board.
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Source [40].

ESP32-S3-Korvo-2. The Korvo2, the flagship of the Espressif-branded de-
vKits, features a new S3 chip (aggiungere riferimento al confronto ESP32 vs
ESP32S3, magari in appendice), camera connector, new codec (ES8311), sep-
arate ADC, microphones and speaker output. Furthermore, the device was
purported to be capable of encoding H264 (per frame), a highly advantageous
functionality given the objective of establishing SIP audio/video communica~
tions with a target device that exclusively accepts H264 as an input format.
It became evident at an early stage that this was merely a marketing strat-
egy. While the device is capable of encoding H264, the resulting quality is not
satisfactory. The frames produced are of a resolution of 320x192 at a frame
rate of 10 fps, which is clearly inadequate. Nevertheless, this board provided
us with access to the RTSP protocol implemented by Espressif [3], which ex-
ploits the hardware in a markedly more performance-oriented manner than the
open source library employed with the Freenove ESP32-CAM. Consequently, we
were able to attain HD video quality (1280x720) at 12 fps. Furthermore, the
availability of microphones enabled the transmission of not only video but also
one-way audio during an RTSP stream.

3.3 Product demo

The creation of product demos is a central component of the development
process. Demos provide a concrete visualisation of the product’s concept and
features, thus enabling stakeholders to visualise the final outcome at an early
stage of the development process. They are instrumental in validating design
choices, identifying potential issues, and gathering valuable feedback. By repeat-
ing the iterative process of creating and refining these demos, it is possible to
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ensure that the final product meets the desired requirements and expectations,
thus leading to a more refined and successful outcome. Two demo products were
created in order to meet the first and second sets of requirements, respectively,
for the current project.

3.3.1 Cyclop

As previously stated, the objective of Cyclop, the first demo product, is to
fulfil the requirements identified by needs group 1 (See Sec.A.1), a video-only
smart peephole.

Web interface

E‘ Data storage in permanent memory
Video transmission via RTSP

HD video quality

mDNS discoverable

Frame saving at transmission startup

Access Point Mode

N [0 g [E] 18

Figure 3.8: Cyclop main features.

The principal characteristics that have been introduced are outlined below.

« Web interface. Cyclop offers a suite of web interfaces through which the
primary parameters of interest can be configured, including WiFi, camera
quality, and video intercom communication. These interfaces are a web
server provided by the peephole itself and accessible via mDNS naming.
Cyclop and the web server exchange data via web sockets, ensuring that
the information displayed in the web interfaces is always synchronized with
the active peephole;

o Data storage. All configurations set through the Cyclop web interfaces
are stored in persistent memory as JSON files within a dedicated partition
in the flash memory. The specified files may be accessed at any time via
the web interfaces. The management of these files is performed via the
SPI Flash File System (SPIFFS) [107];

e Video transmission. In the initial phases of the project, Freenove’s
ESP32-CAM was employed to implement RTSP streaming utilising an
open-source library. Following an initial period of evaluation, a VGA
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(640x480) video quality with 12 fps was identified as the upper limit.
Subsequently, a series of performance tests were conducted on the Ko-
rvo2. Leveraging the ADF framework, thanks to the Korvo2, the official
Espressif RTSP library was utilized, and through more efficient hardware
optimization, an HD quality (1024x720) was achieved at 12 fps. Further-
more, the ADF framework API was also employed to obtain a one-way
audio stream, which again was handled via the RTSP protocol. For the
integration with the video intercom, for testing purposes, a GStreamer
pipeline was utilised to capture both video and audio. However, a com-
plete integration could involve the presence of an RT'SP client on the device
requesting the audio/video flow.

« mDNS discoverable. The peephole can be accessed via mDNS naming,
which also enables it to autonomously retrieve the IP address of the video
intercom to which it must connect. This avoids potential issues that could
arise in the event of a dynamic IP address on the target device.

o Frame saving. Upon establishing a connection with the peephole’s RT'SP
streaming, a frame is stored for the initial five seconds. The initial plan
was to save this data on a MicroSD, however, due to unforeseen issues
with ADF and the Korvo2, specifically the camera’s startup procedure,
which appeared to interfere with the MicroSD’s startup process [27], this
approach was deemed impractical. It was therefore decided that, for the
time being, a maximum of five frames should be saved in flash memory,
which can be accessed via the web interface. However, as a future proposal,
it was planned that the frames would be sent to a cloud bucket and a link
shared with the user via email for viewing;

e Access point mode. By pressing a specific button on the peephole,
regardless of its initial state (i.e., whether it has been first activation,
is already connected to WiFi, or is in power save mode), it is possible to
establish an access point through which all configurations can be modified.

3.3.2 Audio device

The Audio Device’s primary functionality (Fig. 3.9) is its support for SIP,
which has been achieved through the implementation of the official Espressif
SIP API [42]. Specifically, the device supports two-way calling, the sending of
SIP messages, and an action button that enables the execution of a predefined
action via a SIP message with a specific formatting. Additionally, the device
incorporates acoustic echo cancellation, which was only feasible to achieve on the
Korvo2 due to the availability of a separate ADC. The remaining functionalities
have been previously examined through Cyclop analysis.
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Figure 3.9: Audio device main features.

During the development of the Audio Device(AD), a number of issues were
encountered. The majority of the issues encountered can be attributed to the
ADF framework. Given that ADF is a more recent addition to the IDF ecosys-
tem and has received comparatively less support from the community, having
more specific functionalities, it is not surprising that it is less stable and mature
than IDF. The issue that has posed the greatest challenge to the development of
this AD is the lack of open-source software for some fundamental libraries within
the ADF framework. For instance, all the real-time communication protocols
are hidden, which has resulted in a series of complications, including delays in
implementation, the discovery of bugs, and, in our case, the inability to make
modifications. Let us proceed to an examination of the issues that arose dur-
ing the development of the AD with a particular focus on the above-mentioned
functionality (Fig. 3.9).

o Malformed SDP. Or, better said, not compatible with the SIP client
installed on the targeted device. In particular, the time description (t)
and connection information (c) fields (Fig. 3.10) in the SDP offer of the
AD, in the situation where it is receiving an incoming call, are reversed in
order. To solve this problem, it was necessary to intervene on the proxy
server, which intercepts the SDP of the AD, corrects it, and sends it to
the target device;

o SIP messages not implemented. The official SIP library from espres-
sif lacks the necessary APIs for the transmission of SIP messages. The
transmission of a SIP message by the AD effectively consists of the send-
ing of an HTTP POST request to a proxy server. The proxy server then
interprets the contents of the POST, constructs a SIP message and finally
transmits this to the intended device;

o Unable to distinguish SIP server domain and proxy IP. The Espres-
sif library does not permit the individual setting of these parameters,
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which is necessary for the authentication of devices in the enterprise ecosys-
tem. This issue was "resolved" by the removal of the authentication pro-
cess;

o Early media not implemented. Prior to responding to an incoming
video call, the caller is presented with a preview of the incoming video
stream. This feature is not supported by the Espressif library and therefore
prevents even audio-only calls. The issue was "resolved" by disabling the
specified functionality on the company device;

» Request-Line: INVITE sip:100@127.0.0.1 SIP/2.0
» Message Header
~ Message Body
~ Session Description Protocol
Session Description Protocol Version (v): ©
» Owner/Creator, Session Id (0): 60001 3949 2554 IN IP4 127.0.0.1
Session Name (s): Talk
» Connection Information (c): IN IP4 127.0.0.1
» Time Description, active time (t): © ©
» Session Attribute (a): rtcp-xr:rcvr-rtt=all:10000 stat-summary=1loss,dup

Figure 3.10: Functioning ordering of fields (t) and (c) of the SDP offer.

Before selecting the Espressif SIP protocol, meticulous research was conducted
to identify a suitable library that was open source and compatible with IDF.
However, the majority of the libraries analysed were found to be overly simplistic
and outdated. It appears that following Espressif’s SIP protocol implementa-
tion, the development community has collectively ceased pursuing alternative
solutions. Had Espressif made their implementation of the SIP protocol open
source, the issues previously outlined could have been readily addressed by us.
However, this is not currently the case, consequently, we deem the Espressif SIP
protocol unsuitable for a final product.

The Smart Peephole Plus was conceived as a natural combination of the
knowledge acquired from the development of the first 2 product demo. However,
following the negative response to the SIP protocol, which would have formed
the basis of the Smart Plus Peephole’s communications, its development was
discontinued.

3.4 Power management

At the beginning of the project’s power management phase, the audio/video
transmission capabilities were assumed to be adequately addressed and the focus
was placed on the development of sophisticated power-saving solutions. The
objective was to design power management strategies that could be applied not
only to the smart peephole, but also to any ESP32-based device with similar
requirements. In particular, our research concentrated on devices that require:

1. High level of responsiveness;
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2. Wireless remote activation;
3. Bluetooth communication.

This approach has allowed us to develop highly flexible and adaptable power
optimisation techniques that can improve the efficiency and battery life of a wide
range of IoT products while maintaining high operational performance.

This section presents an analysis of the hardware and software solutions that
have been identified as the most effective in terms of maximising battery life
while maintaining low response latency. Finally, the results obtained are evalu-
ated, in order to assess their effectiveness, by applying the techniques developed
to our smart peephole.

3.4.1 Hardware

The first objective was to create the most reliable environment possible for
measuring energy consumption. To achieve this, an initial step was to conduct
a detailed study of the various components of the development kits that were
being used. By gaining an understanding of the specifics of each component, it
was possible to ensure that the measurements would be accurate and reflective of
real-world scenarios, thus providing a solid foundation for further optimisation
efforts. The results of the conducted analyses have led to the identification of a
specific component that could potentially have an impact on the efficacy of any
software-based energy-saving strategy. This component is the voltage regulator.

A voltage regulator is an electronic component that is designed to maintain
a constant output voltage level, irrespective of fluctuations in the input voltage
or the electrical load. In embedded systems, voltage regulators are of particular
importance as they protect sensitive components from fluctuations in voltage
that could otherwise result in malfunction, instability or even permanent dam-
age [6]. The functionality of embedded systems often relies on microcontrollers,
sensors and communication modules that require precise voltage levels in order
to operate correctly. If a microcontroller is subjected to a voltage that is too
high, it may overheat or be damaged, while a voltage that is too low may prevent
it from operating correctly. In selecting a voltage regulator for an embedded
system, the quiescent current represents one of the most critical parameters.
Often abbreviated as ’Iq’, it refers to the amount of current consumed by an
electronic device or circuit when it is in a no-load or idle state. This is defined as
a state in which the device is powered on but not performing any active work.
This current is typically drawn by the internal circuitry of components even
when they are not driving any external loads. In the case of battery-powered
devices, quiescent current is an essential parameter as it directly affects battery
life. In such systems, a lower quiescent current is preferable as it minimises
the power consumed when the device is in standby or low-power mode, thereby
extending the overall battery life [71].
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Figure 3.11: AMS1117 Pinout.

Source [9][10].

In all the development kits that have been employed thus far, the voltage
regulator that has been installed is an AMS1117 (Fig. 3.11), which is reported
to have a quiescent current of 5-11mA [9]. This level of power consumption
in an idle state is incompatible with the objectives of our project, which aims
to reduce power usage to ensure the viability of a battery-powered [oT device.
The high quiescent current would result in a significant drain on the battery
even when the device is not actively operating, thereby nullifying the efficacy
of the ESP32’s sleep modes [38]. Accordingly, a development kit designed for
low-power operation was selected.

Figure 3.12: FireBeetle 2 ESP32-E.

Source [45].

FireBeetle 2 ESP32-E. The FireBeetle 2 ESP32-E (Fig. 3.12) is a com-
pact, low-power development board designed specifically for Internet of Things
(IoT) applications. It is constructed around the ESP-WROOM-32E module and
features an integrated charging circuit, making it particularly suitable for mea-
suring current and calculating energy consumption. A low-power solder jumper
is present on the circuit board. The removal of the solder jumper results in a
reduction of static power consumption by 500 uA. In Deep Sleep mode (Fig.
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3.17), FireBeetle reports a power consumption of 13 uA, which is one of the
closest power consumptions on the market to the official estimates declared by
Espressif for its microcontrollers [38].

3.4.2 Sleep modes

Following the establishment of the hardware foundation for our low-power
[oT solution, we proceed to examine the software strategies that were imple-
mented with the objective of optimising power efficiency. In this analysis, we
investigate the various software solutions that were implemented, including the
configuration of sleep modes to extend battery life when in an idle state, the
selection of communication protocols to ensure reliable data transmission, and
other essential optimisations. We begin by presenting the various sleep modes
that are available from Expressif.

The ESP32 offers five distinct power management modes, each of which
can be configured and selected by the user. The chip is capable of switching
between modes in accordance with the specific power requirements of the system.
Different SoC functional parts are either switched off or paused in accordance
with the different sleep modes.

In-Package
Flash or PSRAM Bluﬁ;io'fh Bluetooth RF
receive
SPI controller baseband
; Clock S S
[2C generator (% =
128 e Wi-Fi RF
WIEFIMAC baseband transmit |
SDIO e
UART
Cryptographic hardware
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LX6 Microprocessors SHA RSA
RMT
PWM ~ ROM SRAM AES RNG
Touch sensor
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— coprocessor memory

v
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Figure 3.13: ESP32 functional components.

Source [38].

The principal components are as follows (Fig. 3.13):
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e Core CPU and memory. The central processing unit and memory. The
principal components of this section are the microprocessor, cache, static
random-access memory (SRAM) and read-only memory (ROM).

« Radio. It comprises the essential components for radio frequency (RF)
communications. These include The radio module comprises the 2.4 GHz
receiver, 2.4 GHz transmitter, bias and regulators, balun and transmit-
receive switch, and clock generator.

« WiFi and bluetooth. Specific components, such as WiFi MAC, WiFi
Baseband, Bluetooth LE Link Controller and Bluetooth LE Baseband.

o ULP coprocessor. The Ultra Low Power co-processor has been designed
to efficiently handle low-power tasks and sensor operations while the main
CPU is in a deep sleep. The co-processor is composed of several compo-
nents, including the ULP CPU core, memory, sensor interface, timers, and
wake-up functionality.

« RTC. The Real-Time Clock (RTC) is a component that provides accurate
timekeeping and time-related functions. It is used to maintain a record of
time, perform time-based operations and schedule wake-up events. The
RTC includes the RTC memory, power management unit and ULP.

o Peripherals. It encompasses an assortment of hardware components and
functions integrated into the chip. These peripherals enhance the capa-
bilities of the chip, facilitating its interfacing with sensors, external de-
vices, and other components. Among the most noteworthy peripherals
are UART, system timer, pulse counter, PWM, LED, LCD interface, 12S,
12C, camera interface, GPIO, USB serial/JTAG, and others.

o« Low power peripherals. This could be considered an extension of the
peripherals, designed to operate in sleep mode, thereby consuming a min-
imal amount of power. The key components include a real-time clock
(RTC), a general-purpose input/output (GPIO) pin, an RTC analog-to-
digital converter (ADC), an eFuse controller, an RTC watchdog timer and
a touch sensor.

We now examine the five sleep modes: active mode, modem sleep, light sleep,
deep sleep and hibernation [38].
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Figure 3.14: Active mode.

In its default state, the ESP32 operates in active mode (Fig. 3.14), which
is the standard mode of execution for code. Although it provides the greatest
processing power, it is also the mode with the highest power consumption. This
is due to the fact that all components, including the radio chip, are active. It is
capable of receiving, transmitting and listening to signals.
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Figure 3.15: Modem sleep.

During the modem sleep mode (Fig. 3.15), the CPU is operational and
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the clock frequency may be configured as desired. The baseband and Wi-
Fi/Bluetooth radio are disabled.

Light Sleep

Active Inactive

ULP Coprocessor [ WiFi
RTC B Bluetooth
Radio
[ Peripherals
Paused

[l CPU

Power Consumption

Figure 3.16: Light sleep.

In light sleep mode (Fig. 3.16), peripherals, the majority of RAM and CPUs
are clock-gated and their supply voltage is reduced. This results in a reduction
in power consumption compared to that observed in modem sleep mode. Upon
exiting light sleep mode, the peripherals, RAM and CPU resume operation, and
their internal states are preserved.
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Figure 3.17: Deep sleep.

In deep sleep mode (Fig. 3.17), the CPU is switched off, while the Ultra-
Low-Power (ULP) coprocessor remains active, monitoring sensor readings and
initiating CPU activation when necessary. This mode is optimal for applica-
tions that necessitate CPU activation due to external stimuli, including timers,
while maintaining minimal power consumption. The main memory of the chip
is deactivated, resulting in the irretrievable loss of all stored data. Nevertheless,
the real-time clock (RTC) memory remains operational, thereby ensuring the
retention of data during deep sleep and its subsequent availability upon reacti-
vation of the chip. Accordingly, the chip stores the data related to Wi-Fi and
Bluetooth connections in the RT'C memory prior to entering Deep Sleep mode.
Upon reactivation from Deep Sleep, the chip performs a reset and initiates the
program from its initial state.
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Figure 3.18: Hibernation.

Hibernate mode (Fig. 3.18) is comparable to Deep Sleep mode in terms of
functionality. The sole distinction between the two modes is that, in hiberna-
tion mode, the chip disables the internal 8 MHz oscillator and ULP processor,
leaving only an RT'C timer (on slow clock) and a few GPIO RTC active to wake
up the chip. Given that the RTC recovery memory is also disabled, it is not
possible to save data in hibernation mode. As a consequence, the power con-
sumption of the chip is further reduced.

An understanding of the various sleep modes is indispensable for the com-
prehension of the adopted solutions. By meticulous selection and configuration
of these modes, we were able to prolong battery life while maintaining the requi-
site responsiveness and functionality for our application. The following section
presents an analysis of the selected communication protocol, including an inves-
tigation of its implementation.

3.4.3 Communication protocol

The smart peephole is designed to interface with a device that currently only
supports Bluetooth as its low-energy communication protocol. Consequently,
the BLE protocol is used for communication during periods when video stream-
ing is not active. Bluetooth Low Energy (BLE) is a wireless communication
protocol designed for the transfer of data over short distances at low power,
particularly within the domain of the Internet of Things (IoT) [51]. BLE was
first introduced by the Bluetooth Special Interest Group (SIG) in version 4.0
of the Bluetooth standard, with subsequent enhancements in versions 4.2 and
5.x. These enhancements were designed to improve energy efficiency, range,
and connectivity capabilities [102]. The protocol operates in the 2.4 GHz ISM
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band, utilizing a frequency-hopping spread spectrum to minimize interference
and enhance communication reliability [23]. One of the primary advantages of
BLE is its ultra-low power consumption, which allows devices to operate for ex-
tended periods on small batteries. This characteristic renders BLE particularly
well-suited to applications in wearable technology, healthcare monitoring, and
smart home devices [49]. BLE devices are capable of remaining in a low-power
sleep mode for the majority of the time, waking only to transmit or receive data,
which significantly extends battery life [109]. The protocol supports different
data transfer modes, including connection-oriented and connectionless commu-
nications, allowing for flexibility in application design.

Host Layers

GAP
(Generic Access Profile)
GATT
(Generic Attribute Profile)
ATT SMP
(Attribute Protocol) (Security Manager Protocol)
L2CAP

(Logical Link Control and Adaptation Protocol)

Controller Layers

Isochronous Adaptation Layer

Link Layer

Physical Layer

Figure 3.19: Bluetooth Low Energy stack.

Source [21].

The Bluetooth Low Energy (BLE) stack consists of several layers (Fig. 3.19),
each responsible for different aspects of communication [22]:

« Physical layer (PHY). The physical layer (PHY) represents the lowest
layer of the Bluetooth Low Energy (BLE) protocol stack. It is responsible
for the physical method used to transmit information, which in this case
is the utilisation of radio frequency (RF) waves for the transmission and
reception of raw bits over the air.
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Link layer. It is an integration of hardware and software, and is respon-
sible for the management of advertising, scanning and the establishment
and maintenance of connections. It provides the initial level of control and
data structure over the raw radio operations, such as packet structure.

L2CAP (Logical link control and adaptation protocol). This layer
is responsible for data integrity, it handles data framing, multiplexing, and
segmentation /reassembly of data packets.

SMP (Security mananger protocol). It provides services to other
layers for the purpose of establishing a secure connection and ensuring the
secure exchange of data between two BLE devices.

GAP (Generic access profile). It is responsible for defining the roles
of devices in BLE communication. The GAP defines four device roles:
broadcaster, observer, peripheral and central. In a connectionless com-
munication (broadcasting), where the exchange of data between devices
occurs without first establishing a connection, the Bluetooth LE devices
involved assume the roles of Broadcaster and Observer. A Broadcaster
is expected to share the information, and an Observer is expected to be
listening for such information. In a connection-oriented communication,
where data is only exchanged after a connection has been established be-
tween two devices, the Bluetooth LE devices involved assume the roles of
Peripheral and Central.

ATT (Attribute protocol). The Attributes Protocol is used to store
Profiles, Services, Characteristics and Attributes in a simple lookup ta-
ble. The protocol employs 16-bit identifiers for each entry, facilitating a
straightforward and efficient storage system. The protocol enables client-
server communication through the reading and writing of attributes, which
constitute the basic data units in BLE.

GATT (Generic attribute profile). GATT is built on top of ATT
and is responsible for defining the manner in which data is organised and
accessed on a BLE device. It specifies the procedures for service discovery,
reading, writing, and notifications. GATT organizes data into services and
characteristics. A service is defined as a collection of related characteris-
tics. To illustrate, a heart rate service may comprise characteristics such
as heart rate measurement and body sensor location. A characteristic,
on the other hand, is a data point or feature of a service. It contains a
value and may also include descriptors that provide additional informa-
tion about the characteristic, such as the format of the data or its unit of
measurement.
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Figure 3.20: Communication between a GATT client and a GATT server.

The communication between a GATT client (typically a smartphone or com-
puter) and a GATT server (the BLE device) adheres to a structured process

[22].

Service discovery. Upon establishing a connection with the server, the
client initiates a service discovery process to identify the available services
and characteristics on the server;

Read/write operations. The client is able to read the values of the
characteristics or, alternatively, to write new values to them. To illustrate,
the client may read a temperature value from a characteristic or write a
command to initiate an action on the server;

Subscribe. The client is able to subscribe to specific characteristics,
thereby receiving updates when the values of those characteristics change;

Notifications. In the event of a change to a characteristic subscribed to
by the client, the server transmits a notification to the client. This enables
the client to receive updates in an asynchronous manner, obviating the
necessity for continual polling of the server.

Having delineated the characteristics of both the sleep modes and the com-
munication protocol, we may now embark upon an examination of the proposed
solution. This solution employs a combination of these elements to achieve
optimal power consumption while maintaining reliable and responsive commu-
nication.

3.4.4 Proposed solution

This section presents a review of the initial approach taken in developing
the energy optimisation system, along with an analysis of the challenges and
limitations encountered. The analysis facilitate an understanding of the meth-
ods employed to overcome these issues, leading to the development of the final
optimised solution.
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As a battery-powered device, the Smart Peephole must adopt strategies to con-
serve energy for the majority of the time. The most energy-efficient mode is
the deep sleep mode, which is activated when the device is not in use. Never-
theless, it is imperative that the device remains in an active listening state and
is capable of rapid activation upon receiving a command to initiate an RTSP
audio/video stream. Potential inputs for initiating transmission include:

1. A physical button located on the exterior of the Smart Peephole;

2. A virtual button accessible via the Video Intercom (VI) graphical user
interface (GUI);

3. An external doorbell.

ESP32 Video intercom
Central Peripheral
GATT Client GATT Server

BLE Advertise/Scan phase

Connection Established

E‘ Transmission start input

: Write 1

Loor ) ;
Wake up

Read

! Reset value (Write 0)
—_—_ >

ALT

[if read valueis 1]
Write 1

v

Reset value (Write 0)

; P EeEe e,
Start RTSP 1 H
streaming ' :

: : Run Gstreamer

pipeline

O

Back to sleep

Figure 3.21: Flowchart of polling method.
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Polling. In order to provide an explanation of the functioning of polling mode,
it is necessary to consider the potential occurrences.

1. The physical button located on the exterior of the Smart Peephole has
been activated. In this situation, the peephole will become active, transmit
the specified data, and then initiate the RTSP streaming process. Upon
receipt of the write command, the VI will execute the GStreamer pipeline
in order to display the video streamed by the Peephole.

2. One of two scenarios has transpired: either the doorbell has been pressed,
or a request has been made to initiate the transmission from the VI’s
interface. This event is illustrated in the flowchart above (Fig. 3.21).
Cyclop is designed to wake up every few seconds to check for new requests.
If it has received requests, it will start the Wi-Fi and the RTSP streaming;
otherwise, it will return to a sleep state. The proposed methodology entails
the implementation of a timer-based awakening mechanism.

For enhanced readability (Fig. 3.21), the phase of reconnection subsequent
to the ESP wake-up call has been excluded. Additionally, the Reset value com-
mand (a Write 0) is executed in response to the onRead event, thus ensuring
that the outcome of the reading remains unaffected.

It is evident that this option is not a sustainable solution, despite the fact that
the deepest sleep mode is utilised, which results in the lowest power consump-
tion when idle. When the device enters deep sleep, the BLE connection to the
video intercom is lost. Consequently, the wake-up times (500 ms) in conjunction
with the reconnection times (2/2.5 seconds) result in a total of 2.5 to 3 seconds
of awake time. This equates to 45 seconds of wakefulness in a single minute,
which is a considerable amount of energy consumption. In light of the identified
issue with the reconnection time, we considered utilising a lighter sleep mode to
maintain an always-active connection with the VI.

In order to gain a complete understanding of the proposed solution, it is first
necessary to provide a brief explanation of the manner in which communication
occurs between two devices that are connected via BLE.

N
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VIl x xxx | i 4x
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»

< " » »
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Figure 3.22: BLE connection interval.

Source [site:ble__conn__itvl].
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In Bluetooth Low Energy, the connection interval (Fig. 3.22) represents a cen-
tral parameter that determines the frequency with which two connected devices
exchange data. It defines the temporal interval between consecutive data packet
exchanges, which are referred to as "connection events." Once two BLE devices
are connected, they establish a connection interval, which typically ranges from
7.5 milliseconds to 4 seconds. During each connection event, the devices are
capable of sending and receiving data packets. A reduction in the connection
interval will result in a greater frequency of communication between the devices,
which may allow for faster data transfer and lower latency. However, this will
also lead to an increase in power consumption. Conversely, a longer connection
interval results in a reduction in the frequency of communication, which con-
serves battery life but may result in an increase in latency.

Automatic light sleep. The solution in question entails the autonomous
switching of the chip’s operating modes. This occurs when the processor is idle
for a minimum of three ticks, which is the default value and corresponds to 30 ms
if the tick rate is 100 Hz. With a connection interval of 1000 ms, the ESP32 will
remain in light sleep mode for approximately one second. Thereafter, it will wake
up, transmit the connection event to maintain the connection (or send/receive
data), and finally return to sleep mode. In addition to the automatic light sleep
function, this solution enables the dynamic variation of the processor frequency,
allowing for a reduction in power consumption during sleep periods through the
utilisation of a lower frequency. Throughout the sleep phase, the frequency can
be lowered to 20MHz, maintaining connectivity.

max current  modem sleep = light sleep (main XTAL) @ light sleep (32KHz XTAL)

ESP32 231 mA 141 mA X 1.9 mA
ESP32C3 262 mA 12 mA 140 uA
ESP32S3 = 240 mA 179 mA 230 UA
ESP32C6 240 mA 22 mA 34 uA
ESP32H2 82mA 16.0 mA 24 uA

ESP32C2 130 mA 18.0 mA 169 uA

Figure 3.23: Current consumption declared by Espressif in automatic light sleep
mode with frequency management enabled.

Source [31].

This mode has specific requirements. In the case of the ESP32, an external
quartz crystal is necessary to maintain the wake-up timer. Conversely, this
component is not required for the S3 variant, although its utilisation results in
markedly reduced power consumption (Fig. 3.23).

3.4.5 Results

This section presents the results of tests conducted to measure energy con-
sumption. In order to accurately assess the energy consumption of the device,
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it was essential to quantify the current drawn by the development kit in each of
its operational states, both during periods of inactivity and during audio-video
transmission. The data obtained from these measurements enabled an accurate
estimation of the energy required under different operational conditions, provid-
ing valuable insights for enhancing the device’s efficiency. To ensure accurate
current monitoring, specific equipment was employed to perform these analyses,
which are described in detail below.

Figure 3.24: Equipment used to measure energy consumption.

As illustrated in the above figure, the components of the system include:

1.

Laboratory DC power supply. It is defined as a device that provides a
stable, adjustable source of direct current (DC) voltage and current. It is
frequently employed in the testing and development of electronic devices,
enabling the user to power circuits or components within a controlled
environment. The adjustable voltage and current limits prevent damage
to sensitive devices and facilitate accurate measurements for performance
evaluation;

FireBeetle2 ESP32-E. The devkit which has been designed for use in
low-power applications, as previously mentioned 3.4.1. The device is pow-
ered via the battery socket, which is supplied by the DC power supply;

Current probe. It is a device that is used to measure the electric current
that is flowing through a conductor without there being a direct connection
to the circuit. The device is secured around the wire or conductor and
employs magnetic induction to accurately detect the current flow. Current
probes are a common tool in electrical testing and diagnostics, facilitating
the safe measurement of alternating current (AC) or direct current (DC)
without interrupting the circuit;
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4. Digital oscilloscope. It is an electronic test instrument that is used
to visualise electrical signals over time, displaying voltage waveforms on
a screen. It allows engineers to observe signal behaviour, such as ampli-
tude, frequency, and any irregularities. When used in conjunction with
a current probe, the oscilloscope displays the current waveform passing
through a conductor. This combination is useful for the real-time analysis
of current flow, the measurement and monitoring of power consumption,
the detection of faults, or the observation of how current changes during
the different operational states of a device.

In this configuration, the DC power supply serves to power the ESP32 via
the battery socket, thereby providing a stable and controlled voltage source.
The current probe is situated between the ESP32 and the power supply, en-
abling the measurement of the current entering the device. The data gathered
by the current probe is subsequently displayed on the oscilloscope, facilitating
the real-time visualisation of the current waveform. Utilising the oscilloscope,
the mean power consumption values were determined and now be discussed in
detail.

In order to obtain an overall estimate of the energy consumption of the Smart
Peephole, a combination of two boards was employed: the ESP32-S3-Korvo2
was utilised for the RTSP streaming phase, while the FireBeetle2 ESP32-E was
employed during the sleep periods. The rationale behind the utilisation of two
distinct boards can be attributed to the Korvo2’s excessive power consumption
during its sleep phases, as elucidated in Section 3.4.1.

To determine the battery life of the Smart Peephole, an average usage of five
audio/video transmission events per day, each lasting 30 seconds, was estimated
to be in excess of the actual usage.

In particular, the objective is to determine the consumption based on a 24-hour
period of the following events:

A. Five activation events of the WiFi mode and five preparation events for
RTSP streaming;;

B. Five transmission events, each lasting 30 seconds, of RTSP;

C. The average daily consumption in Automatic light sleep mode.
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Figure 3.25: ESP32-S3-Korvo2 measurement WiFi/RTSP activation event.

2.83s 3.24s

A event. As illustrated in the diagram above (Fig. 3.25), the WiFi/RTSP
mode start event is comprised of a series of sub-events: Upon receipt of the
start trigger, the following sequence of events is initiated ':

1. Receiving the start trigger, either the doorbell has been pressed, or a
request has been made to initiate the transmission from the VI’s interface.;

2. Initialisation of the WiFi and RTSP components:
o Average duration, from reception of the start trigger: 500ms.
3. Waiting for GStreamer pipeline start on VI client:
o Average duration: 3 seconds.
4. Receipt of streaming start request from the client:
o Time until display of first frames: about 500ms.
5. Start audio/video transmission and settling:
o Average duration 800ms.

The mean duration of the event was 4.5 seconds, with an average energy con-
sumption of 105 mA. In order to determine the number of milliampere-hours
(mAh) associated with this event, it is necessary to calculate the electrical
charge:

!The averages presented are based on a number of measurements and are not limited to
the figure shown above.
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ImC=1A X 1ms (3.1)

hence:

Electric charge = 0.105mA x 4500 ms = 472.5mC = 0.1312mAh  (3.2)

It can thus be concluded that the average power consumption of event A is
0.13mAh.

time division: 200ms

o s o

i

30
209mA

|
B ' TR

204 mA 206 mA 208 mA 210 mA PAVALTN 214 mA 216 mA 218 mA 220 mA
X = average power consumption in mA
y = number of occurrences

Figure 3.26: ESP32-S3-Korvo2 measurement of RT'SP audio/video streaming event.

B event. The figure above is divided into two distinct graphs. The first graph
depicts the energy consumption of RTSP audio/video streaming, with units of
200ms on the abscissa and 100mA on the ordinate. The second graph presents
a collection of 250 average energy consumption measurements, each calculated
over the time interval of the first graph. These measurements are then organised
according to their frequency of occurrence, effectively calculating the mode.
The principal insight to be derived from this graph is the mean energy con-
sumption of 209mA of RTSP streaming. Given an average streaming duration
of 30 seconds:

Electric charge = 0.209 A x 30000 ms = 6270 mC = 1.74 mAh (3.3)

It can thus be posited that event B has an average power consumption of 1.74
mAh.

66



CHAPTER 3. PROJECT OUTCOMES
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Figure 3.27: FireBeetle2 ESP32-E measurement of Automatic light sleep event.

C event. As with the preceding event, two distinct graphs can be identified
in the figure above. The first graph represents the energy consumption of the
Aytomatic light sleep mode. Specifically, two connection events can be identi-
fied, occurring one second apart (connection interval = 1s). The second graph
collects 400 average energy consumption measurements, each calculated over
the time interval of the first graph. These measurements are then organised
according to their frequency of appearance, effectively calculating the mode.
The principal insight that can be derived from this graph is the average con-
sumption of 2.5mA at rest.

Given that the device will remain at rest for the majority of the day, with
the exception of events A and B, it can be calculated that the smart peephole
will be in this mode for a total of 86,400 seconds (24 hours), 20 seconds (for
five instances of event A) and 150 seconds (for five instances of event B). This
equates to a total of 86,230 seconds.

Electric charge = 0.0025 A x 86230000 ms = 215575 mC = 59.8 mAh (3.4)

It can thus be posited that event C has a total (24h) power consumption of
59.8mAh.

The findings are presented in tabular form below.
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Energy consumption | Energy consumption
Event | Frequency | Duration (sec)
(Single event) (Total)
A 5 4 0.13 mAh 0.6 mAh
B 5 30 1.74 mAh 8.7 mAh
C 1 86230 59.8mAh 59.8mAh

Table 3.1: Daily energy consumption

In consideration of the presented data, an estimation of the daily energy con-
sumption of the smart peephole can be made.

Total daily consumption = 0.6 mAh + 8.7mAh + 59.8 mAh = 69.1 mAh
(3.5)
However in estimating the duration of the battery life before recharging is re-
quired, it is essential to consider not only the total daily energy consumption
across various operational modes, but also several additional parameters. These
include:

o the discharge safety margin;
« the battery’s effective capacity;

« the configuration of the connection interval in automatic light sleep mode.

By incorporating these factors into the analysis, it is possible to make a more ac-
curate determination of the device’s practicality and longevity in real-world use.

Discharge Safety. The concept of ’discharge safety’ is fundamental to the
optimal management of batteries, particularly in the case of lithium batteries.
The establishment of an appropriate ’discharge safety’ value has the potential to
significantly extend battery life by reducing the risk of damage due to deep dis-
charge cycles [132]. This parameter, frequently expressed as depth of discharge
(DoD), define the extent of energy that can be utilised prior to recharging the
battery. A low DoD indicates that only a limited proportion of the battery’s
total capacity is utilised, which may be advantageous for battery longevity but
could potentially restrict the device’s autonomy. Conversely, a high DoD per-
mits the utilisation of the majority of the battery’s total capacity, although this
may accelerate battery deterioration.

The graph (Fig. 3.28) below illustrates the impact of selecting an appropriate
DoD on the life cycle of a Li-ion battery.
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Figure 3.28: Depth of discharge versus cycle life of the lithium-ion battery.

Source [76].

In the case of lithium-ion batteries, the recommended DoD is 80%, which cor-
responds to a discharge safety value of 20% [103].

Battery capacity. In selecting a battery for the Smart Peephole, it is essential
to strike a balance between the physical dimensions and the charging capacity.
An illustrative example is the 6000mAh rechargeable lithium battery utilised in
the Amazon Door View Cam [18], which offers a high level of autonomy with
minimal power consumption, while maintaining a compact form factor. It is
estimated that the Amazon Door View Cam will provide approximately two
months of autonomy with this battery, which represents an excellent option for
ensuring continuity of service without frequent interruptions.

Automatic light sleep configuration. The graph presented (Fig. 3.29) illus-
trates data collected during our experiments on the device’s energy consumption
on automatic light sleep mode, demonstrating the impact of varying connection
intervals on power usage. By adjusting this interval, it is possible to observe
changes in energy consumption and battery life.
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Figure 3.29: Connection interval impact on energy consumption.

The graph illustrates a clear correlation between an increase in the connec-
tion interval and a reduction in energy consumption, which in turn leads to
an enhancement in battery life. This is due to the fact that longer intervals
result in a reduction in the frequency of communication events, thereby sav-
ing power. In order to achieve an optimal balance between responsiveness and
battery longevity, a connection interval of one second has been selected for the
application in question. This configuration guarantees that the device will re-
main adequately responsive while optimising energy efficiency.

In light of the above considerations, it is now possible to make a more precise
and realistic estimation of the device’s battery life. In accordance with the
specifications of a 6000mAh battery with a discharge safety of 20%, the battery
life can be calculated as follows:

6000 — (0.20 x 6000) 4800

69.1 ~69.1
A battery life of 70 days represents a reasonable compromise for a smart peep-
hole device, offering an extended period of use between recharges. This duration
represents an optimal compromise between the convenience for the user and the
device’s power consumption, thereby minimising the need for frequent recharg-
ing while ensuring reliable, continuous operation.

Battery life = ~ 70 days (3.6)
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Conclusions

4.1 Retrospective

This thesis examined the challenges and solutions in the field of real-time com-
munications and energy management for battery-powered connected devices,
based on a low-cost microcontroller, with particular reference to the develop-
ment of a smart peephole. From the beginning, the objective was to achieve a
balance between the need for high-quality, real-time audio-video transmission
and the energy efficiency required by battery-powered devices, with the aim of
ensuring optimal performance without compromising integration with a broader
technology ecosystem.

Smart home. The concept of smart home technologies was introduced as a
rapidly expanding sector within the broader field of home security. A smart
home necessitates the presence of devices that are not only capable of com-
municating and interacting with one another in real time, but are also energy
efficient. This is due to the fact that a considerable number of these devices
operate without a direct power connection and are therefore required to rely
on batteries for extended periods. This work has responded to these issues by
developing a tangible solution that addresses the needs of modern users who
require security, reliability and ease of use.

Microcontroller. The selection of the ESP32 microcontroller proved to be a
determining factor in the achievement of the project’s success. This microcon-
troller is distinctive for its versatility and power, while offering wireless com-
munication capabilities via Wi-Fi and Bluetooth, and a range of power-saving
modes. The presence of these integrated technologies rendered the ESP32 the
optimal solution for ensuring uninterrupted and seamless communication be-
tween the device and other components within the smart home ecosystem, while
simultaneously minimising power consumption. The utilisation of communica-
tion protocols such as Bluetooth Low Energy (BLE) contributed to a reduction
in power consumption when the device was in a state of idleness, while simulta-
neously ensuring the rapid reactivation and efficient transmission when required.

State of charge. As has been demonstrated, the longevity of the battery is
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a significant issue for battery-powered devices, particularly those that require
constant, real-time communication. A detailed investigation was conducted into
power management techniques, with a particular focus on the accurate estima-
tion of the battery’s state of charge (SoC). The accurate monitoring of the state
of charge (SoC) is currently an open field of research with a variety of appli-
cations, from electric cars to wireless sensor networks, and is indispensable for
ensuring that devices remain operational for as long as possible. The state-
of-charge estimation method selected in this thesis, based on the use of the
ampere-hour method enhanced with a composite correction factor, allows for a
highly accurate estimation of the state of charge in comparison to traditional
methods, with an estimated error below 2%. This not only optimise battery life,
but also improve the overall reliability of the device, ensuring that the smart
peephole would continue to function even under prolonged and intensive use. A
significant aspect of this methodology is its capacity to enhance energy man-
agement without increasing the computational load on the device. This is a
decisive factor in resource-limited devices, such as the smart peephole. Due to
time constraints, it was not possible to implement this method in the final demo
products. However, it has all the prerequisites to be the optimal choice for the
project.

Real-time video streaming protocol. A further area of investigation for
this project was the selection and implementation of real-time communication
protocols for video transmission. In a security device such as the smart peep-
hole, the rapid and faultless transmission of video and audio data enables the
user to monitor the exterior of their residence at all times. The RTSP protocol
was chosen for its capacity to efficiently manage the transmission of multime-
dia content, adapting to different network conditions and ensuring that video
quality remained high even with limited bandwidth. This resulted in a smooth
and seamless user experience, thus rendering the smart peephole a reliable home
security solution. Furthermore, the integration of Wi-Fi with Bluetooth Low
Energy enabled the device to intelligently alternate between the two commu-
nication modes, utilising BLE during periods of inactivity to minimise power
consumption and switching to Wi-Fi solely for data transmission when neces-
sary. This hybrid approach further enhanced the device’s energy efficiency while
maintaining high performance in data transmission.

Case study. The development of the two main demo products represented the
realisation of the theoretical and design solutions that had been elaborated in
the preliminary phase of the project. The case study centred on the creation of
two smart devices that would be incorporated into the existing Vimar ecosys-
tem. The products developed, namely the "Cyclop" smart peephole and the
audio device for two-way communication, serve to exemplify these objectives
and enhance interaction with the home environment. The first product des-
ignated, Cyclop, was developed with the objective of providing a solution for
the real-time transmission of video and audio data, in substitution of the door
peephole. This was achieved through the utilisation of a Real-Time Streaming
Protocol (RTSP), which facilitates a continuous and reliable flow of multimedia
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data. This proved to be of significant importance in guaranteeing that users
are able to observe individuals outside their residences without any delays or
disruptions, thereby providing a practical solution for real-time remote control.
Furthermore, the ability to be integrated into an existing ecosystem has made
Cyclop a competitive device in the smart home security solutions landscape. In
addition to the development of Cyclop, a second product was developed: an
audio device that has been specifically designed to offer two-way audio commu-
nication. This device, also based on the ESP32 platform, has been designed to
ensure clear and immediate voice communication in real time. However, during
the development of this device, some technical difficulties emerged, related to
the integration of Espressif’s Session Initiation Protocol (SIP) with the com-
pany’s ecosystem. While this resulted in the cessation of product development,
it highlighted some shortcomings of the ADF development kit. Specifically, the
implementation of the SIP protocol was still in its early stages and not yet suit-
able for the production of a final product. The power management system of
the Cyclop smart peephole ensures the operational efficiency of the device, as
it is required to remain functional for extended periods without the need for
frequent recharging. The development of power-saving strategies was oriented
towards two main objectives: firstly, to optimise power consumption during pe-
riods of inactivity and, secondly, to enable a rapid response when the device
was activated for real-time audio/video transmission. One of the initial steps
was to conduct a rigorous examination of the device’s hardware, with a partic-
ular focus on the components that directly influenced power consumption. It
was discovered that the voltage regulator represented a potential point of inef-
ficiency. To address this issue, the FireBeetle 2 ESP32-E, a development board
purposely designed for low-power IoT applications, was employed. In terms of
software optimisation, the option of utilising light sleep modes was investigated.
By employing a technique known as automatic light sleep, it was feasible to
sustain a persistent BLE connection with the video intercom, thereby guaran-
teeing minimal response latency and low power consumption. The integration
of sophisticated sleep modes and the adoption of low-power components enabled
the creation of a device that effectively strikes a balance between performance
and autonomy, ensuring real-time transmission solely when necessary, without
placing an excessive burden on battery life.

4.2 Future works

Following the development and validation of the demo products presented
in this project, there are several potential areas for future improvement that
could enhance the performance of the system and optimise its efficiency. These
enhancements can be realised through the deployment of customised solutions,
the formation of collaborative relationships with technology partners and the
creation of dedicated hardware that is designed to align with the specific re-
quirements of the device.

Development of a customised SIP protocol or collaboration with Espres-
sif. One of the principal issues that manifested during the development of the
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audio device concerned the utilisation of the Session Initiation Protocol (SIP)
implemented by Espressif. To address these issues, one potential solution is
the development of a customised SIP protocol, optimised for specific company’s
requirements. An alternative option would be to collaborate with Espressif,
the manufacturer of the ESP32 microcontroller, with a view to adapting or
improving the existing communication protocol included in the Espressif Au-
dio Development Framework (ESP-ADF). A collaboration with Espressif could
result in a more complete solution than the current one, as well as facilitate
integration with other devices within the company’s smart home ecosystem.

Voltage regulator. A further evolutionary stage is the optimisation of the
device’s power consumption through the utilisation of a more efficient voltage
regulator.

ESP32 DevKit ESP32 low power DevKit
Average power consumption
for maintaining a WiFi 25mA 24mA
connection
Average_ power consumption in 10mA 2mA
light sleep mode
Average power consumption in
automatic light sleep mode 14maA (xtal) 2.5mA (xtal)

Figure 4.1: Comparison of devkit with optimized vs. non-optimized voltage regula-
tor.

During the development of the prototype, it became evident that the voltage
regulator has a considerable impact on the overall power consumption, particu-
larly during periods of device inactivity. This is clearly evident when the data
collected above on two devkits using the same ESP32 microcontroller, but with
two different voltage regulators, is compared (Fig. 4.1). The selection of a
low-power voltage regulator, would result in a further reduction in consumption
during light sleep mode.

Custom board. A final aspect of future work of the project involves the cre-
ation of a custom board based on the ESP32-S3, combined with an external
quartz crystal and an optimised voltage regulator. Two distinct boards were
employed to conduct the battery consumption tests: the Korvo2 for the au-
dio/video streaming phase and the Firebeetle2 ESP32-E for the idle phase. In
order to utilise the automatic light sleep mode, it was necessary to solder a
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quartz crystal on the Firebeetle2, to facilitate time scanning. According to es-
timates provided by Espressif (Fig. 4.2), in this mode, the S3 version of the
ESP32, in combination with the quartz crystal, is more efficient than the basic
ESP32 counterpart mounted on the Firebeetle that was tested.

max current  modem sleep  light sleep (main XTAL)  light sleep (32KHz XTAL)

ESP32 231 mA 141 mA X 1.9 mA

ESP32S3 240 mA 179 mA 230 uA

Figure 4.2: Current consumption declared by Espressif in automatic light sleep
mode with frequency management enabled.

Source [31].

The power consumption measured using the Firebeetle with ESP32, 2.5mA
on average (see fig. 3.27), differs by a mere 600uA from that stated by Espres-
sif, indicating that this data is a reliable representation of the actual power
consumption of this microcontroller. In consideration of an inherent margin of
uncertainty, an estimation of approximately 1/1.5mA, at worst, can be made
with regard to the consumption in automatic light sleep mode with ESP32-S3
and external quartz crystal. The resulting values imply that the smart peephole
would have a total battery life of 144/107 days.

In conclusion, the future improvements represent the subsequent logical
stages in the refinement of the performance of the developed devices, in partic-
ular the audio device and Cyclop. They will enable the continued development
of the former and significantly enhance the battery life of the latter.
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Al

Needs

Need ID

Description

NDO01-010

The smart peephole must be built on a low-cost platform.

NDO01-020

The smart peephole must integrate into the existing video intercom (VI) ecosystem.

NDO01-030

The VI must display the peephole video when someone rings the doorbell.

NDO01-040

It has to be possible for the VI to display the peephole video on demand.

NDO01-050

The smart peephole shall be battery operated with an acceptable charging frequency.

NDO01-060

The battery shall be capable of being conveniently recharged.

NDO01-070

The smart peephole shall signal a transmission in progress.

NDO01-080

The smart peephole must signal when the battery is low.

Table A.1: Needs group 1.

Need ID

Description

ND02-010

The audio device (AD) must be based on a low-cost platform.

NDO02-020

The AD must integrate with the company’s audio ecosystem.

ND02-030

The AD must be able to receive and make audio calls to and from a pre-configured device.

NDO02-040

The audio stream must be bi-directional.

NDO02-050

It must be possible to perform actions on the pre-configured device by pressing a button on the AD.

Table A.2: Needs group 2.
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Need ID

Description

NDO03-010 | Whenever the smart peephole transmits the video stream, it must also provide audio communication.

Table A.3: Needs group 3.

A.2 Requirements

Requirement ID Description Need/s ID
A comparative analysis of the low-cost boards with camera support on the market

REQO01-010 NDO01-010
is necessary.

REQ01-020 The peephole will appear as a system camera. NDO01-020
For video integration, a comparative analysis of existing video protocols supported

REQ01-030 NDO01-020
by the existing ecosystem is necessary.
For integration and communication with the video intercom (VI), an analysis is

REQ01-040 needed to understand whether and which communications will take place via NDO01-020
Bluetooth and/or WiFi.
The configuration required for integration (e.g. SSID and WiFi password) will

REQO01-050 NDO01-020
have to be managed through a web page offered by a Web Server exposed by the smart peephole.

) The peephole will also be usable from a mobile phone, with the possibility of viewing the video

REQ01-060 NDO01-020
stream, on demand, or when receiving a distributed out of door doorbell (ODD) notification (nice to have).
‘When the bell button on the peephole body is pressed, the VI should display the video stream

REQ01-070 NDO01-030
from the smart peephole, in a manner to be defined by analysis.
‘When the OD button connected to the VI is pressed, the latter should show the video stream from the

REQO01-080 NDO01-030
peephole, in the manner to be defined through an analysis.
It should be possible to display the video stream of the smart peephole on demand, using the appropriate

REQ01-090 NDO01-040
function keys in the VI interface.

) The configuration of the smart peephole camera must be managed via a web page offered by a web NDO1-030,

REQ01-100
server exposed by the peephole itself NDO01-040
The smart peephole should run on battery power and the charge should last for at least one month

REQO01-110 NDO01-050
with an average use of 5 calls per day.
An analysis of the device’s consumption by adopting different technical solutions (BT/WiFi choice,

REQO01-120 NDO01-050
deep-sleep mode, wake-up procedure, etc.) is necessary to quantify the actual recharging frequency required.

REQO01-130 The battery will have to be removable from the casing inside the port in order to be recharged. NDO01-060

REQO01-140 The battery should be able to be recharged via USB-C port. NDO01-060

REQO1-150 There should be an LED on the inside of the door that signals a transmission in progress. NDO01-070

REQ01-160 There should be an LED on the inside of the door to signal the low battery condition. NDO01-080

REQO01-170 The VI should show the battery status of the peephole on the screen, when in transmission with it. NDO01-080
If equipped with an SD card, the peephole can save a frame of the video stream on it, whenever

REQO01-180

someone rings the doorbell.

Table A.4: Requirements group 1.
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REQ03-010

is required. Please refer to the analyses in requirements REQ01-010 and REQ02-010.

Requirement ID Description Need/s ID
A comparative analysis of the low-cost boards with audio support on the

REQ02-010 ND02-010
market is necessary.

REQ02-020 The audio device (AD) will integrate into the ecosystem via SIP protocol. ND02-020
The AD will implement a SIP client that will register to the SIP proxy of the

REQ02-030 ND02-020
pre-configured target device.
The SIP configuration shall be modifiable through a web page offered by a

REQ02-040 Web Server exposed by the AD. The web interface shall allow the following ND02-020
fields to be edited: (see SPE02060).
Integration with the company’s centralised configuration system should be

REQ02-050 ND02-020
considered. (Further analysis)
The SIP ID of the target device to be contacted can be configured via a web

REQ02-060 ND02-030
page offered by a webserver exposed by the AD.
The PoC will gloss over audio reentry issues (which would require the

REQ02-070 ND02-040
introduction of echo cancellers, noise suppressors and other devices).
The AD will have to enable the activation of specific functions on the

REQ02-080 ND02-050
target device (at the push of a button) by sending a SIP message.

Table A.5: Requirements group 2.
Requirement ID Description Need/s ID
A comparative analysis of low-cost boards with audio and camera support on the market NDO01-010,

ND03-010

REQ03-050

Server exposed by the smart peephole. The web interface shall allow the following

fields to be edited: (see SPEO).

NDO01-020,
REQ03-020 The smart peephole will appear as system camera, communicating via SIP protocol.
NDO03-010
For integration and communication with video intercom (VI), an analysis is needed to
REQ03-030 NDO03-020
understand whether and which communications will take place via Bluetooth and/or WiFi.
The AD will implement a SIP client that will register to the SIP proxy of the NDO01-020,
REQ03-040
pre-configured target device. ND03-010
The SIP configuration shall be modifiable through a web page offered by a Web
NDO01-020,

ND03-010

REQ03-060

The peephole will also be usable from a mobile phone, with the possibility of
viewing the video stream, on demand, or when receiving a distributed out of door

doorbell notification (nice to have).

NDO01-020

Table A.6: Requirements group 3 (Part 1).
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Requirement ID Description Need/s ID
When the bell button on the peephole body is pressed, the VI should display the NDO01-030,
REQ03-070
audio/video stream from the smart peephole, in a manner to be defined by analysis. ND03-010
When the OD button connected to the VI is pressed, the latter should show the NDO01-030,
REQ03-080
audio/video stream from the peephole, in the manner to be defined through an analysis. ND03-010
It should be possible to display the video stream of the smart peephole on demand, NDO01-030,
REQ03-090
using the appropriate function keys in the VI interface. NDO03-010
NDO01-030,
The configuration of the smart peephole camera must be managed via a web page
REQ03-100 NDO01-040,
offered by a web server exposed by the peephole itself
NDO03-010
The smart peephole should run on battery power and the charge should last for at NDO01-050,
REQ03-110
least one month with an average use of 5 calls per day. NDO03-010
An analysis of the device’s consumption by adopting different technical solutions
NDO01-050,
REQ03-120 (BT/WiFi choice, deep-sleep mode, wake-up procedure, etc.) is necessary to quantify
ND03-010

the actual recharging frequency required.

REQ03-130

The battery will have to be removable from the casing inside the port in order to be recharged.

NDO01-060

REQ03-140

The battery should be able to be recharged via USB-C port.

NDO01-060

REQO03-150 There should be an LED on the inside of the door that signals a transmission in progress. NDO01-070

REQ03-160 There should be an LED on the inside of the door to signal the low battery condition. NDO01-080

REQ03-170 The VI should show the battery status of the peephole on the screen, when in transmission with it. | ND01-080
If equipped with an SD card, the peephole can save a frame of the video stream on it, whenever

REQO03-180

someone rings the doorbell.

Table A.7: Requirements group 3 (Part 2).
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