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Success is not the degree you hold in your hand on graduation day,

but a constellation of quiet, unspoken victories—

standing in a big city among strangers, learning to find yourself,

when a foreign street begins to feel familiar beneath your steps,

when your voice finds courage in a new language,

when your dreams learn to speak in unfamiliar words,

and every time you choose to stay,

even when your heart calls you back home.

***

Suksesi nuk është diploma që mban në dorë ditën e diplomimit,

por është një yjësi fitoresh të heshtura dhe të pathëna—

të qëndruarit në një qytet të madh, mes të panjohurish, duke mësuar të gjesh veten,

kur një rrugë e huaj fillon të ndihet e njohur nën hapat e tu,

kur zëri yt gjen guxim në një gjuhë të re,

kur ëndrrat e tua mësojnë të flasin me fjalë të huaja,

dhe çdo herë që zgjedh të qëndrosh,

edhe kur zemra jote të thërret të kthehesh në shtëpi.





Abstract

Artificial Intelligence (AI) systems and Large Language Models (LLMs) are
increasingly used in healthcare applications, including medical chatbots that
provide information and guidance to users. However, these systems face an im-
portant challenge: they need to give useful answers to normal users while also
stopping people who try tomisuse them to get harmful or sensitive information.
Many current methods mainly rely on filtering content or using fixed rules for
safety, but these do not always fully handle the interaction between users and
the chatbot.

This thesis addresses the central research question: How can game theory help
a medical chatbot distinguish between honest and malicious users and respond in a safer
and more reliable way? To answer this question, the interaction between the user
and the chatbot is modeled as a signaling game with asymmetric information.
The user acts as the sender, while the chatbot acts as the receiver. A decision
framework based on expected utility and risk thresholds is used to guide the
chatbot’s behavior under uncertainty.

As part of this work, an existing system, Clinical-ChatBot, is modified and
extended by integrating a game-theoretic decision framework. The system is
combined with RAG and a vector database (Pinecone) in order to retrieve rele-
vant medical knowledge and improve response reliability.

To evaluate the proposed approach, datasets containing both normalmedical
questions and potentially harmful prompts are used. The queries are analyzed
and classified according to their level of risk, and the chatbot’s decision strategy
is tested throughdifferent interaction scenarios. The chatbot can choose between
several actions such asAllow,Restrict, orClarify, depending on the estimated risk
level of the user query.

In conclusion, this thesis demonstrates the importance of incorporating game-
theoretic reasoning into AI-based medical chatbots, improving their ability to
manageuncertain user intentionswhilemaintaininguseful communicationwith
legitimate users. Furthermore, thiswork shows how combiningArtificial Intelli-
gence (AI), Natural Language Processing (NLP), and game theory can contribute
to safer and more reliable healthcare chatbot applications.
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1
Introduction

1.1 BACKGROUND

Recent developments in Artificial Intelligence (AI) and Natural Language
Processing (NLP) have enabled the development of conversational systems ca-
pable of interacting with users in natural language [30]. Among these systems,
Large Language Models (LLMs) have become increasingly popular due to their
ability to generate human-like responses and assist users in various domains
such as education, customer service, and healthcare [15].

In the healthcare domain, medical chatbots are gaining significant attention
as tools that can provide medical information, assist patients with basic health-
related questions, and improve accessibility to healthcare services [11]. These
systems can help reduce the workload of healthcare professionals while provid-
ing immediate responses to users seeking medical guidance.

Despite these advantages, the use of AI-based chatbots in sensitive domains
such as healthcare, introduces several challenges related to reliability, safety,
and responsible use. Unlike traditional information retrieval systems, modern
conversational agents generate responses dynamically, which increases the risk
of providing misleading or potentially harmful information [10, 12].

Another important challenge arises from the interaction between the user
and the chatbot itself. Not all users interact with the system with the same in-
tentions. Some users may ask legitimate medical questions, while others may
attempt to exploit the system to obtain unsafe or harmful information. There-
fore, the chatbot must operate under uncertainty regarding the true intentions
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1.2. PROBLEM STATEMENT

of the user.
Game theory offers a useful framework for modeling such interactions be-

tween rational agents with incomplete information [4]. In particular, signaling
games help researchers study situations where one person knows what action
theywill take, while the other person does not andmust infer it from observable
signals. This makes game theory particularly suitable for modeling interactions
between users and AI systems where user intent cannot be directly observed.

1.2 PROBLEM STATEMENT

The growing use of AI-powered medical chatbots has raised several impor-
tant concerns related to safety, trust, and responsible use. Although these sys-
tems are intended to support users by providing medical information and guid-
ance, they can also be misused by individuals seeking harmful or sensitive in-
formation. Medical AI systems may inadvertently provide inaccurate or mis-
leading health information, and even small errors can negatively affect patient
decisions [12].

One of the main challenges is that the chatbot cannot directly observe the
user’s true intent. When a query is submitted, the systemmust determinewhether
the request is genuine or potentiallymalicious. If the chatbot responds too openly,
it may generate unsafe or misleading information. At the same time, overly re-
strictive behavior could prevent legitimate users from receiving the help they
need.

For this reason, medical chatbots need to balance helpfulness with safety.
Reaching this balance requires decision-makingmechanisms that can effectively
deal with uncertainty about user intentions. Game theory offers a useful frame-
work for modeling interactions between agents with incomplete information,
making it suitable for reasoning about uncertain user intent [4].

This thesis addresses the following research question: Howcangame-theoretic
reasoninghelp amedical chatbot distinguish betweenhonest andmalicious users
and make safer response decisions under uncertainty?

To answer this question, the thesis examines how signaling games can be
applied to model the interaction between users and chatbots. This approach
allows the system to evaluate different strategies and select responses based on
estimated levels of risk.
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CHAPTER 1. INTRODUCTION

1.3 RESEARCH OBJECTIVES

The main objectives of this thesis are the following:

• To analyze the challenges associated with AI-based medical chatbots, par-
ticularly regarding safety, misuse prevention, and decision-making under
uncertainty.

• To investigate how concepts from game theory, especially signaling games,
can be used to model the interaction between users and medical chatbot
systems.

• To study how different parameters within the game-theoretic model influ-
ence the behavior of the chatbot and the strategies adopted by users.

• To analyze how changes in these parameters affect the equilibrium out-
comes of the signaling game and how the chatbot adapts its responses to
maintain a balance between information disclosure and safety.

• To implement and evaluate amodified version of the Clinical-ChatBot sys-
tem that integrates this game-theoretic framework and observes how the
system behaves under different strategic scenarios.

1.4 THESIS STRUCTURE

The remainder of this thesis is organized as follows:

• Chapter 2: Background and Related Workpresents an overviewof related
work on AI-based chatbots, safety challenges in Large Language Models,
and the application of game theory in AI systems.

• Chapter 3: Methodology describes the proposed framework, including
the signaling gamemodel, the decision-makingmechanism, the modifica-
tions introduced to the Clinical-ChatBot system, the technical implemen-
tation of the system and presents the datasets and evaluation meth- ods
used to analyze chatbot behavior.

• Chapter 5: Results and Analysis presents and discusses the experimental
results, focusing on how effective the proposed approach is in improving
chatbot safety and decision-making. It also looks at how changes in key
parameters affect both the decision-making process and the overall per-
formance of the system.

• Chapter 6: Conclusions brings together the main findings of the thesis
and highlights potential directions for future research.
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2
Background and Related Work

This chapter provides the theoretical background and reviews existing re-
search related to medical chatbots, safety, and information disclosure. It begins
with an overview of medical chatbots and their use in healthcare, alongwith the
main safety and trust challenges they face. The chapter then discusses the risks
of unsafe information disclosure and the challenge of identifying user intent,
especially in adversarial settings. Next, key concepts from game theory are in-
troduced, focusing on signaling games and their role in decision-making under
uncertainty. Finally, the chapter reviews current safety approaches in medical
conversational systems, highlighting their limitations and the research gap ad-
dressed by this thesis.

2.1 MEDICAL CHATBOTS IN HEALTHCARE

Conversational AI systems, also called chatbots or conversational agents,
are artificial intelligence systems designed to interact with users in natural lan-
guage, either via text or voice. Early systems relied on rule-based mechanisms
and predefined dialogue trees, limiting flexibility and applicability. Advances in
natural language processing andmachine learning have enabled retrieval-based
and generative systems capable of producing context-aware responses [47].

These systems are increasingly used in sensitive domains such as healthcare,
where they support patient education, symptom monitoring, and chronic dis-
ease management [27]. However, interpreting user intent remains challenging,
particularly in the presence of strategic or adversarial behavior [21].
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2.1. MEDICAL CHATBOTS IN HEALTHCARE

Figure 2.1: General architecture of a medical chatbot system. The diagram il-
lustrates the main components, including user input processing, natural lan-
guage understanding (NLU), dialogue management, and response generation,
highlighting the flow of informationwithin conversational AI systems. Adapted
from Xu et al . [45].

Modern conversational agents rely heavily on large languagemodels (LLMs),
which exhibit strong generalization capabilities and enable open-endeddialogue
[13]. Despite these advantages, LLMs introduce significant safety and reliability
concerns. Theymay generate inaccurate or misleadingmedical information and
typically assume cooperative user behavior, making them vulnerable to adver-
sarial inputs such as prompt injection and jailbreak attacks [24].

Recent work shows that LLM behavior depends not only on pre-training but
also on post-training alignment. Ouyang et al. [35] demonstrate that Reinforce-
ment Learning from Human Feedback (RLHF) improves instruction following,
truthfulness, and reduces harmful outputs, with aligned smaller models often
preferred over larger unaligned ones. Similarly, Bai et al. [9] propose Consti-
tutional AI, where models self-regulate using predefined principles, improving
harmlessness through structured reasoning.

Medical chatbots provide valuable support in healthcare settings, enhanc-
ing patient engagement and accessibility [1]. However, safety remains a major
concern due to risks such as inaccurate advice, data privacy issues, and loss of
user trust [12]. Moreover, recent studies show that safety mechanisms can be
bypassed through adversarial prompting, while overly restrictive systems may
incorrectly reject benign queries.

These limitations highlight the need for advanced safety mechanisms that
go beyond static filtering, incorporating reasoning about uncertainty, user in-
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CHAPTER 2. BACKGROUND AND RELATED WORK

tent, and adaptive information disclosure. This motivates the use of principled
frameworks, such as signaling games, for modeling safe and reliable medical
chatbot behavior.

2.2 SAFETY AND INFORMATION DISCLOSURE IN MEDICAL
AI SYSTEMS

Medical AI systems, including chatbots, may inadvertently provide inaccu-
rate or misleading health information. Even small errors can affect patient de-
cisions, potentially causing harm or delaying professional care [12]. Ensuring
that AI responses are accurate and safe is therefore a fundamental requirement
for deploying medical chatbots in healthcare settings.

Medical AI systems, particularly chatbots deployed in healthcare settings,
face inherent risks related to unsafe information disclosure. Early conversational
agents relied on rule-based safetymechanisms, which limited flexibility but also
reduced the likelihood of hazardous responses. However, modern AI systems,
especially those powered by LLMs, generate responses probabilistically, which
can inadvertently include hallucinations, incomplete recommendations, or mis-
leading medical guidance [13].

Blease et al. [12] highlight that even minor inaccuracies can have significant
consequences for patient safety, such as improper self-medication,misdiagnosis,
or delayed professional care. These risks are amplified in scenarios where users
consult AI for urgent or high-stakes medical decisions. Furthermore, LLMs are
trained on large text corpora that may include outdated or incorrect medical
knowledge, further complicating the reliability of outputs [47].

Recent research highlights that improving safety in LLM-based systems re-
quires effective post-training alignment techniques. Ouyang et al. [35] demon-
strate that RLHF can improve instruction following, increase truthfulness, and
reduce harmful outputs. However, while such approaches improve average
model behavior, they do not fully eliminate unsafe or uncertain responses, par-
ticularly in high-risk domains such as healthcare.

To mitigate these risks, AI systems must integrate mechanisms that verify
responses againstmedical knowledge bases, detect uncertainty, andprovide safe
fallback optionswhen information is uncertain. This ensures that chatbots act as
assistive tools rather than authoritativemedical sources, maintaining both safety
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2.2. SAFETY AND INFORMATION DISCLOSURE IN MEDICAL AI SYSTEMS

and user trust.

2.2.1 ADVERSARIAL AND MALICIOUS USER BEHAVIOR

In addition to unintentional errors, medical AI systems must also address
adversarial or malicious user behavior, where users deliberately craft inputs to
exploit model vulnerabilities. Such behavior can include attempts to override
safety filters, bypass content restrictions, or elicit sensitive medical information.
Ippolito et al. [24] report that even LLMs refined with human feedback and
safety tuning are susceptible to prompt injection and jailbreak attacks, which
can circumvent predefined safety mechanisms.

Recent empirical studies highlight clear evidence of these vulnerabilities.
Wei et al. [43] show that safety-alignedmodels can still be manipulated through
adversarial prompting strategies, often achieving high success rates in bypass-
ing safety constraints across different model families. Their findings point to
two main causes of failure: competing training objectives and mismatched gen-
eralization, both of which can lead models to produce harmful outputs when
prompts are carefully reformulated.

Beyond prompt injection, attackers may also attempt to poison training data
or manipulate model architectures in order to degrade performance or subtly
influence outputs [2]. Such attacks can result in unsafe or misleading medi-
cal guidance, sometimes without a clear impact on standard evaluation metrics.
Xu and Parhi [46] provide a broader overview of adversarial attacks on LLMs,
emphasizing that vulnerabilities can appear at multiple stages, from training to
inference, and underlining the importance of proactive detection strategies.

Prompt injection inmedical contexts has proven particularly effective in com-
promising model behavior. For instance, Lee et al. [29] demonstrate that LLMs
designed to provide medical advice can be manipulated in controlled settings
to generate unsafe recommendations, even when initial safeguards are present.
Similarly, Clusmann et al. [19] show thatmultimodal oncologyAI systems,which
combine image and text inputs, remain vulnerable to carefully crafted adversar-
ial prompts. These results suggest that such vulnerabilities are not limited to
text-only systems, but also extend to more complex multimodal medical AI ap-
plications.

At a broader level, recent studies indicate that a significant portion of ad-
versarial prompts are not overtly malicious, but instead exploit ambiguity and
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CHAPTER 2. BACKGROUND AND RELATED WORK

context to bypass detection mechanisms. This makes it difficult for static safety
filters to reliably distinguish between benign and harmful queries. As a result,
purely rule-based or classification-based defenses often fail under realistic con-
ditions.

These adversarial challenges highlight that traditional static safety filters are
insufficient. Effective defense requires dynamic reasoning about user intent, in-
cluding classification of users as honest or adversarial, anomaly detection, and
adaptive response strategies [25]. This perspective aligns naturally with signal-
ing game frameworks, where the AI must balance the disclosure of helpful in-
formation with the management of risk under uncertainty.

2.2.2 TRUST, UNCERTAINTY, AND USER INTENT IN HUMAN–AI INTER-
ACTION

Trust is a critical factor in healthcare interactions, as users often rely on AI-
generated guidance for sensitive health decisions. Abd-Alrazaq et al. [1] show
that patients frequently disclose personal andhealth-related information to chat-
bots, and that perceived reliability strongly influences user engagement and
willingness to rely on AI-generated advice.

Blease et al. [12] highlight that uncertainty about user intent significantly
complicates the deployment of medical AI systems. Systems that assume coop-
erative usersmay inadvertently disclose unsafe or sensitive information, whereas
overly cautious systems may withhold useful guidance. This trade-off reflects a
fundamental tension between helpfulness and safety in LLM-based systems.

Recent alignment research attempts to address this challenge. Ouyang et
al. [35] show that RLHF can substantially improve model behavior, doubling
performance on certain truthfulness benchmarks and reducing toxic outputs by
up to 25%. Similarly, Bai et al. [9] demonstrate that Constitutional AI can im-
prove harmlessness while maintaining comparable levels of helpfulness, sug-
gesting that structured self-critique processes can guide safer responses.

Recentwork also highlights the problemof over-refusal in safety-aligned sys-
tems. Zhang et al. [46] show that many prompts that appear potentially harm-
ful are in fact benign when interpreted in context, leading models to incorrectly
refuse valid queries. Their dataset demonstrates that this issue arises particu-
larly in ambiguous scenarios, where intent is unclear. This suggests that binary
decisions between allowing and rejecting responses are often insufficient, moti-
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2.2. SAFETY AND INFORMATION DISCLOSURE IN MEDICAL AI SYSTEMS

vating the need for intermediate strategies that explicitly handle uncertainty.
In particular, these findings indicate that effective safety mechanisms must

go beyond static classification and incorporate contextual reasoning about user
intent. Addressing over-refusal therefore requires models to distinguish be-
tween genuinely harmful requests and those that only appear risky at a surface
level, reinforcing the importance of adaptive and uncertainty-aware decision-
making approaches.

Figure 2.2: Examples of over-refusal and under-refusal in LLM safety. Non-
reasoning models may incorrectly reject benign queries, while reasoning mod-
els may comply with unsafe requests. Models trained for contextual safety can
better distinguish between safe and unsafe scenarios. Adapted from [49].

To improve robustness, recent work proposes combining alignment with ex-
ternal safety mechanisms. Inan et al. [23] introduce Llama Guard, a dedicated
LLM-based safety classifier that evaluates both user inputs and model outputs
using a structured risk taxonomy. This taxonomy enables the system to catego-
rize content across multiple safety dimensions, allowing more precise detection
of harmful, sensitive, or policy-violating interactions.

Unlike traditional rule-based or keyword-based filters, Llama Guard lever-
ages the contextual reasoning capabilities of large language models to interpret
user intent and detect subtle forms of adversarial behavior, particularly in am-
biguous cases that resemble benign queries but conceal malicious intent [43].
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CHAPTER 2. BACKGROUND AND RELATED WORK

Moreover, it can be applied at multiple stages of the interaction pipeline, includ-
ing input filtering and outputmoderation, creating a layered safety architecture.

Another important advantage is its adaptability. Through few-shot prompt-
ing, Llama Guard can be aligned with different safety policies and domain-
specific requirements without requiring full retraining. This makes it particu-
larly suitable for high-risk domains such as healthcare, where safety constraints
are strict and context-dependent.

Incorporating risk-sensitive response strategies is therefore essential to bal-
ance safety and utility. These strategies include estimating the likelihood that
a user is honest versus adversarial, deciding when to disclose information, and
deferring or restricting responses in high-risk scenarios.

By integrating thesemechanisms,medicalAI systems can enhance trustwhile
maintaining safety. This supports the need for principleddecision-making frame-
works that explicitly model uncertainty and user intent, such as the signaling
game approach proposed in this thesis.

2.3 GAME THEORY IN SECURITY AND AI SYSTEMS

Game theory provides a formal framework to analyze strategic interactions
between rational agents, where each participant’s outcome depends not only on
their own decisions but also on the actions of others. In the context of AI security
and medical chatbots, game-theoretic models help to reason about interactions
between the system and potentially malicious or strategic users. By modeling
these interactions as games of incomplete information, we can formally study
optimal strategies for information disclosure, user classification, and risk man-
agement [33].

2.3.1 BASICS OF GAME THEORY

Game theory studies how rational decision-makers interact in situationswhere
each participant’s outcome depends not only on their own choice, but also on
the choices of others. These interactions arise in many domains, including eco-
nomics, security, and AI systems [4].

In contexts of incomplete information, players do not have full knowledge
about other players’ payoffs, strategies, or types. Such scenarios are formally
modeled as Bayesian games, where each player holds probabilistic beliefs about
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2.3. GAME THEORY IN SECURITY AND AI SYSTEMS

unknown factors and selects strategies to maximize expected utility [20].
In security and AI systems, game theory provides a formal framework for

reasoning about strategic interactions between defenders and adversaries. De-
fenders aim to minimize harm by anticipating attacks, while attackers exploit
system vulnerabilities. This challenge is particularly evident in medical chat-
bots, where the systemmust assess whether user-provided information is truth-
ful or strategically manipulated, a problem that can be modeled within a game-
theoretic framework[8].

Formally, consider a signaling game defined as follows:

• A sender 𝑆 of type 𝑡 ∈ 𝑇, where the type is drawn from a prior probability
distribution 𝜋(𝑡).

• A signal 𝑠 ∈ 𝑀, chosen according to the sender’s strategy 𝜇(𝑡 , 𝑠), which
specifies the probability of sending signal 𝑠 given type 𝑡.

• A receiver 𝑅, who observes the signal 𝑠 and chooses an action 𝑎 ∈ 𝐴 ac-
cording to a strategy 𝛼(𝑠, 𝑎).

The sender’s utility is defined as:

𝐸𝑈𝑆(𝑡 , 𝑠) =
∑
𝑎∈𝐴

𝑈𝑆(𝑡 , 𝑠 , 𝑎) 𝛼(𝑠, 𝑎) (2.1)

where 𝑈𝑆(𝑡 , 𝑠 , 𝑎) denotes the sender’s payoff when the type is 𝑡, the signal is 𝑠,
and the receiver selects action 𝑎.

The sender chooses the signal that maximizes expected utility:

𝑠∗ = arg max
𝑠∈𝑀

∑
𝑎∈𝐴

𝑈𝑆(𝑡 , 𝑠 , 𝑎) 𝛼(𝑠, 𝑎), ∀𝑡 ∈ 𝑇 such that 𝜇(𝑡 , 𝑠) > 0 (2.2)

After observing a signal 𝑠, the receiver evaluates the expected utility of each
possible action:

𝐸𝑈𝑅(𝑠, 𝑎) =
∑
𝑡∈𝑇

𝑈𝑅(𝑡 , 𝑠 , 𝑎) 𝛽(𝑡 | 𝑠) (2.3)

where𝑈𝑅(𝑡 , 𝑠 , 𝑎) represents the receiver’s payoff, and 𝛽(𝑡 | 𝑠) denotes the poste-
rior belief that the sender is of type 𝑡 given the observed signal 𝑠.

The posterior belief is computed using Bayes’ rule:

𝛽(𝑡 | 𝑠) = 𝜇(𝑡 , 𝑠)𝜋(𝑡)∑
𝑡′∈𝑇 𝜇(𝑡′, 𝑠)𝜋(𝑡′) (2.4)
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Finally, the receiver selects the action that maximizes expected utility:

𝑎∗ = arg max
𝑎∈𝐴

∑
𝑡∈𝑇

𝑈𝑅(𝑡 , 𝑠 , 𝑎) 𝛽(𝑡 | 𝑠) (2.5)

Depending on the signaling structure, we can have:

• Separating equilibrium: each sender type sends a distinct signal, allow-
ing the receiver to perfectly infer type.

• Pooling equilibrium: all sender types send the same signal, preventing
distinction [4].

These formal conditions are fundamental for modeling strategic disclosure
of information in medical AI systems, where the chatbot must balance utility
(providing useful guidance) and safety (avoiding disclosure to malicious users)
[37][18].

2.3.2 SIGNALING GAMES AND ASYMMETRIC INFORMATION

In game theory, a signaling game is a type of a dynamic Bayesian game. Sig-
naling games refer narrowly to a class of two-player games of incomplete in-
formation in which one player is informed and the other is not. The informed
player’s strategy set consists of signals contingent on information and the unin-
formed player’s strategy set consists of actions contingent on signals. There are
two players, called S (for sender) and R (for receiver). S knows the value of some
random variable t whose support is a given set T. t is called the type of S. The
prior beliefs of R are given by a probability distribution π(·) over T; these beliefs
are common knowledge. Player S, learns t, sends to R a signal s, drawn from
some set M. Player R receives this signal, and then takes an action a drawn from
a set A.

A behavior strategy for the sender 𝑆 is a function

𝜇 : 𝑇 × 𝑀 → [0, 1]

such that ∑
𝑠∈𝑀

𝜇(𝑡 , 𝑠) = 1 for all 𝑡 ∈ 𝑇.

Here, 𝜇(𝑡 , 𝑠) denotes the probability that a sender of type 𝑡 sends the signal 𝑠.
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Figure 2.3: Signaling game model.[4].

A behavior strategy for the receiver 𝑅 is a function

𝛼 : 𝑀 × 𝐴 → [0, 1]

where ∑
𝑎∈𝐴

𝛼(𝑠, 𝑎) = 1 for all 𝑠 ∈ 𝑀.

Here, 𝛼(𝑠, 𝑎) denotes the probability that the receiver takes action 𝑎 after observ-
ing the signal 𝑠.

SENDER’S OPTIMALITY CONDITION

For any sender type 𝑡 ∈ 𝑇, a signal 𝑠 ∈ 𝑀 is played with positive probability
only if it maximizes the sender’s expected utility given the receiver’s strategy.
Formally,∑
𝑎∈𝐴

𝑈𝑆(𝑡 , 𝑠 , 𝑎) 𝛼(𝑠, 𝑎) = max
𝑠0∈𝑀

∑
𝑎∈𝐴

𝑈𝑆(𝑡 , 𝑠0, 𝑎) 𝛼(𝑠0, 𝑎), for all 𝑡 such that 𝜇(𝑡 , 𝑠) > 0.

(2.1)
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RECEIVER’S OPTIMALITY CONDITION

Given a signal 𝑠 ∈ 𝑀, the receiver chooses an action 𝑎 ∈ 𝐴 that maximizes
expected utility with respect to the posterior beliefs over sender types. Formally,∑

𝑡∈𝑇
𝑈𝑅(𝑡 , 𝑠 , 𝑎) 𝛽(𝑡 | 𝑠) = max

𝑎0∈𝐴

∑
𝑡∈𝑇

𝑈𝑅(𝑡 , 𝑠 , 𝑎0) 𝛽(𝑡 | 𝑠), (2.2)

where the posterior belief 𝛽(𝑡 | 𝑠) is defined by Bayes’ rule as

𝛽(𝑡 | 𝑠) = 𝜇(𝑡 , 𝑠)𝜋(𝑡)∑
𝑡′∈𝑇 𝜇(𝑡′, 𝑠)𝜋(𝑡′) . (2.3)

SEPARATING EQUILIBRIUM

An equilibrium (𝛼∗, 𝜇∗) is called a separating equilibrium if each sender type
𝑡 ∈ 𝑇 sends a different signal. That is, the signal space 𝑀 can be partitioned into
disjoint subsets {𝑀𝑡}𝑡∈𝑇 such that∑

𝑠∈𝑀𝑡

𝜇(𝑡 , 𝑠) = 1 for each 𝑡 ∈ 𝑇. (2.4)

POOLING EQUILIBRIUM

A pooling equilibrium is a signaling-game equilibrium in which all sender
types send the same signal with probability one. Formally, there exists a sig-
nal 𝑠 ∈ 𝑀 such that

𝜇(𝑡 , 𝑠) = 1 for all 𝑡 ∈ 𝑇. (2.5)

2.4 RELATED WORK ON GAME-THEORETIC SECURITY AND
MEDICAL CHATBOTS

The problem of adversarial behavior and false information disclosure has
been extensively studied using game-theoretic models across various domains,
including network security and cyber-physical systems. In the context of medi-
cal AI, these challenges become particularly critical, as systems must make deci-
sions under uncertainty while interacting with users whose intentions may not
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be fully observable. Several works by Leonardo Badia and collaborators provide
important contributions in modeling such strategic interactions.

The work in [14] serves as a baseline reference for false data injection mod-
eled through game theory. It focuses on cyber-physical systems, analyzing how
incorrect information affects system performance through the concept of age
of information. In contrast, this thesis considers medical chatbot interactions,
where the challenge lies in handling natural language inputs and inferring user
intent under uncertainty.

Amore closely related scenario is considered in [8], wheremedical self-reporting
is studied under adversarial data injection. In this case, the interaction between
the user and the system shares similarities with medical chatbot settings. How-
ever, the approach differs significantly from this thesis, as it does not adopt a
signaling game framework anddoes not explicitlymodel belief updates ormulti-
stage interaction strategies.

The Bayesian perspective on adversarial behavior is explored in [7], where
ambiguous data injection is analyzed using a Bayesian game formulation. While
this introduces probabilistic reasoning similar to the signaling approach adopted
in this thesis, the model is limited to a single-shot interaction. In contrast, this
thesis considers multi-stage interactions, allowing the system to refine its beliefs
over time through clarification steps.

Earlier work such as [21] represents one of the first attempts to analyze se-
curity in social networks using game theory. Although the system model dif-
fers significantly—focusing on human-controlled nodes rather than AI-driven
chatbots—it provides important foundational insights into strategic behavior in
networked environments.

Recent work in [5] examines the behavior of multiple adversarial agents per-
forming false data injection. This study shows that the presence of multiple
attackers can lead to inefficient outcomes due to lack of coordination (anarchy).
While this differs from the single-attacker setting considered in this thesis, it
highlights an important trade-off: single, well-timed attacks may be harder to
detect. This observation motivates the use of multi-round interaction strategies
in this thesis to progressively reveal malicious behavior. In addition to security-
focusedmodels, recent research has explored the interaction between game the-
ory and LLM systems.

For example, [38] studies how game theory can be used to allocate user re-
quests across multiple LLMs, addressing resource and inference optimization.
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While this is not directly related to adversarial behavior, it highlights how strate-
gic decision-making can be applied to LLM-based systems.

Similarly, [6] investigates task allocation and information freshness in ma-
chine learning systems deployed at the network edge. This work assumes co-
operative users, in contrast to the adversarial setting considered in this thesis,
where user intent is uncertain.

Finally, [16] analyzes energy consumption in distributed learning systems
using game theory. Although focused on optimization rather than security, it
further demonstrates the versatility of game-theoretic tools in AI system design.

2.4.1 OPEN CHALLENGES AND LIMITATIONS

Despite significant progress, a number of challenges still remain when it
comes to ensuring the safety of medical chatbots. First, many existing systems
rely on relatively static or heuristic safety mechanisms, such as keyword filter-
ing or conservative refusal policies. While these methods can provide a basic
level of protection, they often lack adaptability and tend to be ineffective against
more sophisticated or strategically crafted user inputs [27][44].

Second, learning-based safetymodels that attempt to infer user intent or clas-
sify harmful queries are not always reliable. Errors in classification can lead
either to the disclosure of unsafe information or to the unnecessary rejection of
legitimatemedical queries, a phenomenon commonly referred to as over-refusal
[48]. In healthcare settings, such issues may negatively affect both patient safety
and user trust [12].

Third, many current approaches implicitly assume cooperative user behavior
and do not explicitly account for adversarial or strategic intent. In the context of
medical chatbots, this limitation can result in pooling situations, where honest
and malicious users become difficult to distinguish from one another [36].

Finally, existing safety frameworks often treat information disclosure as a bi-
nary choice—either allowed or denied—rather than as a process that evolves dy-
namically across multiple conversational turns. Prior work on secure and trust-
worthy AI suggests that this simplification is not sufficient in high-stakes do-
mains such as healthcare [18]. Similarly, research on ethical and socially aware
algorithmdesign highlights the importance of systems that can reason about the
potential downstream consequences of information disclosure [26].

Taken together, these limitationsmotivate the need formore formal approaches
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that explicitly capture uncertainty, strategic interaction, and adaptive behavior.
This provides the foundation for the signaling game framework proposed in this
thesis [22].

18



3
Methodology

3.1 DATASET

The dataset used in this study consists of 10,000 real user queries derived
from the publicly available ChatDoctor-HealthCareMagic-100k dataset [28]. This
dataset containsmedical questions alongwith their corresponding answers. How-
ever, themain objective of this investigationwas to construct a dataset composed
exclusively of questions, which would then be used to evaluate the extent to
which these queries exhibit attacker-like characteristics.

Because the original datasetmainly contains honestmedical queries and only
a very small number of adversarial prompts, an additional dataset was required
to ensure sufficient representation of attacker-type questions. For this purpose,
the Anthropic HH-RLHF dataset [3] was utilized. This dataset was filtered using
Python scripts, and only queries relevant to the medical domain and potentially
adversarial in nature were retained.

The main contribution of this work consists of the technique used for dataset
evaluation. The entire evaluation process was carried out using artificial intel-
ligence in combination with Python-based processing. Specifically, ChatGPT
was used to assign a score to each query on a scale from 0 to 1, representing
the degree to which a question can be considered adversarial. Scores closer to
0 indicate honest queries, while scores closer to 1 indicate attacker-like queries.
Initially, 2,000 queries were evaluated and labeled using ChatGPT. This labeled
subset was then handled using Python code, which split the dataset into train-
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ing and evaluation subsets following an 80/20 ratio. Specifically, 80% of the
data was used for model training, while the remaining 20% (400 queries) was
reserved for evaluation. After completing this phase, the trained approach was
applied to evaluate the complete dataset consisting of 10,000 queries.

3.2 STRATEGIC DECISION TREE MODEL

The proposed strategic decision tree model represents the interaction be-
tween a user and a defensive chatbot operating during uncertainty. The objec-
tive of the model is to support optimal chatbot response selection when the true
intent of the user is unknown. Specifically, the chatbot must determine whether
a given query originates from an honest user or from a potential attacker, and
select an action that achieves security and effectiveness. Game-theoretic models
arewidely used to analyze strategic interactions between agentswith incomplete
information, particularly in security and AI systems [30].

The interaction is modeled as a signaling game with asymmetric informa-
tion. The game involves two players: the user (sender) and the chatbot (re-
ceiver). The chatbot is a known and fixed decision-maker, whereas the user’s
type is private information and may be either honest or an attacker. This type
is not directly observable by the chatbot. Instead, the chatbot must infer the
user’s intent from the observed query and from the user’s responses to clarifi-
cation requests. Signaling games specifically model situations where one agent
has private information and the other must infer it through observed signals,
making them suitable for reasoning about hidden user intent [31].

Consequently, the chatbot selects its action in conditions of uncertainty by
maintaining and updating a belief over the user’s type. The overall decision
pro- cess combines probabilistic belief updating, sequential clarification steps,
and utility-based response selection in order to balance system safety with user
ex- perience.

3.2.1 CONCEPTUAL DESIGN OF THE DECISION TREE

The conceptual design of the proposed decision tree is illustrated in Fig-
ure 3.1. The model assumes that the chatbot interacts with a user whose type is
not directly observable. The user may be either an honest user or an attacker.
At the root of the decision tree, Nature determines the user type with probabil-
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ity 𝑝 for an attacker and 1 − 𝑝 for an honest user. The user behaves according
to the type assigned by nature. However, this behavior is not always directly
observable, as the user may present themselves differently by disguising their
actions—for example, appearing as an attacker or as a normal user. As a result,
the chatbot cannot directly observe the true type andmustmake decisions under
uncertainty.

At each decision node, the chatbot selects one of three possible actions:

• Allow, accept the user’s request;

• Restrict, denying the request to prevent potential harm;

• Clarification Request, asking additional questions in order to reduce un-
certainty regarding the user’s intent.

Unlike a single-step decision system, the proposed model allows the chatbot
to request up to three sequential clarifications. Each clarification represents an
information-gathering step that enables the chatbot to update its belief regard-
ing whether the user is honest or malicious. This belief update is reflected in the
branching structure of the decision tree and influences subsequent decisions.

Each branch in the tree represents a possible outcome based on the user’s
responses and the chatbot’s chosen strategy. As the interaction progresses, the
chatbot refines its estimation of user intent and moves toward a final decision
with increased confidence.

ATTACKER SCENARIO (LEFT BRANCH, PROBABILITY 𝑝)

The left side of the decision tree represents the scenario in which the inter-
acting user is an attacker. In this case, the user may hide their true behavior or
act like an attacker. The chatbot’s goal is to reduce possible harm and stop any
successful attacks.

If the chatbot immediately allows the request, the attacker receives the full re-
ward 𝑘, representing a successful attack, while the chatbot incurs a correspond-
ing loss of −𝑘. Conversely, if the chatbot immediately restricts the request, the
attacker receives no reward, and the chatbot obtains a defensive benefit repre-
sented by 𝑘, Because it has acted in the proper way in this attack.

When the chatbot requests clarification, the interaction enters a filtering pro-
cess. Each clarification step reduces uncertainty but introduces risk. A sophisti-
cated attacker may attempt to mimic legitimate behavior in order to pass these
filters. As shown in the decision tree, different branches correspond to varying
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Figure 3.1: Strategic decision treemodel of chatbot interaction under adversarial
uncertainty

levels of attacker success and associated utility outcomes.A clarification process
can extend up to three stages, after which the chatbot decides whether it should
respond or not based on the level of risk. In the first clarification stage, the value
decreases by Δ₁ because the interaction time has increased, or in the chatbot’s
case, it requires more time to return a response to the user, which represents
a disadvantage. In the second clarification stage, another decrease occurs, de-
noted as Δ₂, which is different from the first and lower, since the interaction time
has now become even longer. In the tree, we also observe a third delta, denoted
as Δ₃. This value will always be greater than 1 because, in this case, it repre-
sents an advantage for the chatbot: it has successfully identified a user who is
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an attacker but is behaving as if they were legitimate.

HONEST USER SCENARIO (RIGHT BRANCH, PROBABILITY 1 − 𝑝)

The right side of the decision tree represents the case of an honest user. In
this scenario, the chatbot seeks to maximize user satisfaction and system effi-
ciency. The interaction follows the same structure, the same as the left side but
the values of k and r are different, since the chatbot’s objective is to provide a
response and deliver accurate information to the user.

If the chatbot immediately allows the request, both the user and the system
achieve maximum utility, denoted by 𝑟. If the chatbot incorrectly restricts an
honest request, the user receives no benefit and the chatbot incurs a penalty of
−𝑟, representing a negative user experience and loss of trust. Although clarifica-
tion may improve security, it reduces overall user satisfaction due to additional
effort and delay. This reduction is modeled through decreasing utility values
after each clarification step. Thus, we will have a decrease of Δ₁ in the first ac-
tion and Δ₂ in the second, highlighting that the deltas for both the honest user
and the attacker are the same on both sides of the tree.

SEQUENTIAL CLARIFICATION AND DECISION BOUNDARIES

The model assumes that the chatbot can request clarification up to three
times. Each clarification step updates the chatbot’s belief in the probability of
user behavior. As uncertainty decreases, the chatbot moves toward a final deci-
sion: allow or restrict.

A key concept in this model is the decision threshold. The threshold repre-
sents the probability value at which the chatbot changes its strategy:

• For low attacker probability (low risk), the chatbot chooses to allow the
request.

• For moderate uncertainty, the chatbot requests clarification to gather ad-
ditional information.

• For high attacker probability (high risk), the chatbot immediately restricts
the request.

After three clarification attempts, the system reaches a hard cut-off point. At
this stage, continued interaction is no longer beneficial, as the remaining poten-
tial gain becomes minimal while risks and computational costs increase. Con-
sequently, the chatbot switches to a restrict action to ensure system safety, if
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the probability of the user being an attacker is high, this will nevertheless be
discussed in greater detail in the following chapter.

3.2.2 RISK-BASED RESPONSE SELECTION

In safety-critical conversational systems, response selection can be formu-
lated as a decision problem under uncertainty. The chatbot interacts with a user
whose type is not directly observable. Let the user be eithermalicious (Attacker)
with probability 𝑝 ∈ [0, 1], or benign (Honest) with probability 1 − 𝑝. The chat-
bot must select an action 𝑎 ∈ {𝐴, 𝑅, 𝐶}, corresponding respectively to Allow,
Restrict, or Clarification request.

The decision process is modeled using expected utility maximization. Let:

• 𝑘 > 0 denote the payoff associated with the state in which the user is an
Attacker and succeeds in obtaining the desired information despite being
an attacker,

• 𝑟 > 0 denote the payoff associated with the state in which the user is Hon-
est when the chatbot provides the appropriate response to this user,

• Δ𝑖𝑘 denote the payoff in the Attacker state after 𝑖 clarification stepsmwhen
𝑖 < 3,

• Δ𝑖𝑟 denote the payoff in the Honest state after 𝑖 clarification steps, when
𝑖 < 3.

If the chatbot chooses Allow (𝐴), the expected utility is:

𝐸𝑈(𝐴) = (1 − 𝑝)𝑟 − 𝑝𝑘. (3.1)

If the chatbot chooses Restrict (𝑅), the expected utility becomes:

𝐸𝑈(𝑅) = 𝑝𝑘 − (1 − 𝑝)𝑟. (3.2)

The chatbot follows the rational decision rule:

𝑎∗ = arg max
𝑎∈{𝐴,𝑅,𝐶}

𝐸𝑈(𝑎). (3.3)

Comparing 𝐸𝑈(𝐴) and 𝐸𝑈(𝑅) yields:

(1 − 𝑝)𝑟 − 𝑝𝑘 ≥ 𝑝𝑘 − (1 − 𝑝)𝑟, (3.4)
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which simplifies to:

2(1 − 𝑝)𝑟 ≥ 2𝑝𝑘 ⇐⇒ (1 − 𝑝)𝑟 ≥ 𝑝𝑘. (3.5)

Rearranging gives the threshold condition on 𝑝:

𝑟 − 𝑝𝑟 ≥ 𝑝𝑘 ⇐⇒ 𝑟 ≥ 𝑝(𝑟 + 𝑘) ⇐⇒ 𝑝 ≤ 𝑟
𝑟 + 𝑘

. (3.6)

Therefore, when 𝑝 ≤ 𝑟
𝑟+𝑘 , allowing content maximizes the chatbot’s expected

utility, whereas for 𝑝 > 𝑟
𝑟+𝑘 the optimal action switches to restriction. which

simplifies to a threshold condition on 𝑝. When 𝑝 is sufficiently small, allowing
content maximizes expected utility. Conversely, when 𝑝 is sufficiently large,
restricting content becomes optimal.

This framework ensures that response selection dynamically adapts to the es-
timated probability of adversarial behavior, embedding risk-awareness directly
into the chatbot’s decision mechanism.

3.2.3 CLARIFICATION AS A MEANS TO REDUCE UNCERTAINTY

Binary decisions (allow vs. restrict) may be suboptimal when uncertainty is
moderate. In practical conversational systems, clarification requests serve as an
intermediate action designed to reduce uncertainty about user intent.

Formally, the chatbot begins with prior belief 𝑝 that the user is malicious.
A clarification request partially resolves this uncertainty. Let Δ ∈ [0, 1] denote
the reliability factor associated with clarification, capturing the degree to which
uncertainty is reduced. For instance, Δ = 0.9 represents a 10% residual error
probability.

The expected utility of choosing clarification is therefore:

𝐸𝑈𝑖(𝐶) = 𝑝
(
𝑘 + Δ𝐴

𝑖

) + (1 − 𝑝)(𝑟 + Δ𝐻
𝑖

) − 𝑐 (3.7)

𝑐 is the direct cost of asking for clarification.
After clarification, the chatbot conditions its final action on improved infor-

mation: it restricts if malicious intent is detected and allows if benign intent
is confirmed. Thus, clarification attenuates but does not fully eliminate uncer-
tainty.

Clarification is optimal whenever:
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𝐸𝑈(𝐶) ≥ 𝐸𝑈(𝐴) and 𝐸𝑈(𝐶) ≥ 𝐸𝑈(𝑅). (3.8)

Solving these inequalities (for Δ = 0.9) yields the probability interval:

𝑟
19𝑘 + 𝑟

≤ 𝑝 ≤ 19𝑟
𝑘 + 19𝑟

. (3.9)

Hence, clarification is optimal only within an intermediate region of uncer-
tainty. When 𝑝 is very small, clarification introduces unnecessary friction. When
𝑝 is very large, immediate restriction is preferable. Clarification emerges as a
rational mechanism for managing epistemic uncertainty in adversarial conver-
sational environments.

3.3 CHATBOT APPLICATION AND SYSTEM INTEGRATION

This section details the practical implementation of the risk-aware chatbot
framework within a real-world conversational agent. We begin with the base-
line architecture, describe the specific modifications introduced to incorporate
risk-awareness, and finish by describing how the chatbot works during a con-
versation.

3.3.1 BASE CHATBOT ARCHITECTURE

The foundation of my implementation is the clinical chatbot repository [41],
a specialized clinical AI chatbot application powered by RAG technology. This
application provides evidence-based medical information to healthcare profes-
sionals.

The system provides a comprehensive set of features designed to ensure ac-
curate, reliable, and context-aware clinical interactions:[41]

• RAG-Powered Responses: Utilizes RAG to deliver accurate and context-
aware answers.

• Clinical Document Processing: Supports uploading and indexing of clin-
ical guidelines, research papers, and other medical documents.

• Real-Time Chat Interface: Offers a professional and responsive chat in-
terface built with Next.js and Material-UI.

• Conversation Management: Maintains contextual continuity across mul-
tiple user interactions.

26



CHAPTER 3. METHODOLOGY

• Vector Database Integration: Integrates with Pinecone for efficient se-
mantic document retrieval.

• Comprehensive Testing: Ensures reliability through full backend test cov-
erage.

Layer Technology Description
Backend Python 3.10+ Core programming language

FastAPI Modern, high-performance web frame-
work

LangChain LLM orchestration and RAG implementa-
tion

Pinecone Vector database for document embeddings
OpenAI GPT-4 Large language model for response genera-

tion
PyPDF PDF document processing

Frontend Next.js 14 React framework with TypeScript
Material-UI (MUI) Professional UI component library
Zustand Lightweight state management
Axios HTTP client for API communication
React Markdown Markdown rendering for AI responses

Database Pinecone Cloud-based vector database

Table 3.1: System Technology Stack: Architectural overview of the software
components and supporting technologies employed to implement the risk-
aware clinical chatbot, including application logic, user interface, and vector-
based data retrieval infrastructure.

The Clinical ChatBot system follows a layered architecture consisting of a
frontend layer, a backend API layer, a service layer, and external AI integrations.

The frontend is developed using Next.js and Material-UI and provides the
user interface for conversational interaction and documentmanagement. It han-
dles message display, user input, and communicationwith the backend through
RESTful API calls.

The backend is implemented using FastAPI and exposes structured end-
points for chat interactions, document management, and system health moni-
toring. It acts as the intermediary between the user interface and the core pro-
cessing logic.
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The core functionality resides in the service layer, which encapsulates the
business logic of the system. This layer includes document processing, embed-
ding generation, vector storage management, and the RAG mechanism. It coor-
dinates the interaction between the language model and the vector database.

The system integrates two main external services: a large language model
(OpenAI GPT-4) for response generation [34] and a vector database (Pinecone)
for semantic storage and similarity search [39]. When retrieval is enabled, rel-
evant document fragments are fetched from the vector database and provided
as context to the LLM. Otherwise, the query is sent directly to the LLM without
additional document context [41].

Frontend (Next.js + MUI)

DocumentUploadChatContainer State Mgmt
(Zustand)

REST API (Axios)

Backend (FastAPI + Python)

Document RoutesChat Routes Health Routes

Service Layer

Document
Processor

RAG Engine Pinecone
Service

OpenAI
GPT-4

Pinecone
Vector DB

Figure 3.2: Figure 3.2: Architecture diagram of the Clinical Chatbot system,
showing the frontend components, backend routes, service layer, and external
integrations (OpenAI GPT-4 and Pinecone).

3.3.2 RISK-AWARE CHATBOT MODIFICATION

To operationalize the decision framework described in Section 3.2, we ex-
tended the base chatbot with a risk evaluation layer and a clarification mechanism.
Specifically, the following components were introduced:

• Risk Estimation Module: Assigns a risk score 𝑝 ∈ [0, 1] representing the
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estimated probability that a user query is adversarial. To construct the dataset
for training the Risk EstimationModule, an initial set of 2,000 queries was gener-
ated using ChatGPT [34], and an additional 8,000 querieswere created program-
matically with Python using existing training data. Each query was manually
assigned a risk score 𝑝 ∈ [0, 1], representing the estimated probability of being
adversarial.

• Response Policy Engine: Implements the decision rule

𝑎∗ = arg max
𝑎∈{𝐴,𝑅,𝐶}

𝐸𝑈(𝑎) (3.10)

where 𝐸𝑈(𝑎) denotes the expected utility of each action and is computed accord-
ing to the payoff model described in Section 3.2. The thresholds that determine
the optimal action are derived from the expected utility analysis and visualized
in the payoff graph.

• Clarification Handler: Manages a two-stage clarification strategy that is ac-
tivated when the expected utility of clarification exceeds that of directly allow-
ing or restricting the response. These clarification steps are intended to reduce
uncertainty about the user’s intent.

• Payoff Parameter Layer: Defines the parameters that determine the ex-
pectedutility of each chatbot action, including the benefit of serving honest users
(r), the risk associated with adversarial interactions (k), and the clarification cost
(c). These parameters define the payoff structure used by the response policy en-
gine.

THRESHOLD-BASED UTILITY ANALYSIS FOR THE RISK-AWARE CHATBOT

To operationalize the proposed risk-aware modification, the chatbot’s de-
cision policy is derived from a threshold-based expected utility analysis. The
modified chatbot uses the estimated attacker probability 𝑝 as the key decision
variable and selects the action that maximizes the expected utility among four
alternatives: Allow, Restrict, Clarify (1st), and Clarify (2nd).

The utility functions used in the model are defined as follows:
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𝑈allow(𝑝, 𝑘, 𝑟) = (1 − 𝑝) · 𝑟 − 𝑝 · 𝑘, (3.11)

𝑈restrict(𝑝, 𝑘, 𝑟) = 𝑝 · 𝑘 − (1 − 𝑝) · 𝑟, (3.12)

𝑈clarify1(𝑝, 𝑘, 𝑟, 𝑐) = (1 − 𝑝) · 0.7 · 𝑘 + 𝑝 · 0.7 · 𝑟 − 𝑐, (3.13)

𝑈clarify2(𝑝, 𝑘, 𝑟, 𝑐) = (1 − 𝑝) · 0.2 · 𝑘 + 𝑝 · 0.2 · 𝑟 − 𝑐. (3.14)

where 𝑘 represents the utility associated with correctly preventing a malicious
interaction, 𝑟 denotes the benefit obtained from serving an honest user, and 𝑐

represents the interaction cost introduced by a clarification step.
Based on these utilities, the chatbot selects the optimal action according to

the following decision rule:

𝑎∗ = arg max
{
𝑈𝑎𝑙𝑙𝑜𝑤 , 𝑈𝑐𝑙𝑎𝑟𝑖 𝑓 𝑦1, 𝑈𝑐𝑙𝑎𝑟𝑖 𝑓 𝑦2, 𝑈𝑟𝑒𝑠𝑡𝑟𝑖𝑐𝑡

}
. (3.15)

This formulation allows the extraction of probability thresholds that deter-
mine when the chatbot should switch its response strategy. In other words, the
thresholds identify the regions where allowing a response, requesting clarifica-
tion, or restricting the output becomes the optimal decision.

To visualize this behavior, a payoff graph was generated by fixing the model
parameters to 𝑘 = 1.0, 𝑟 = 2.0, and 𝑐 = 0.05, while varying the attacker probabil-
ity 𝑝 in the interval [0, 1]. The resulting plot illustrates how the expected utility
of each possible action evolves as the probability of adversarial intent increases.

In order to analyze the behavior of the proposed risk-aware decision policy,
the parameters of the utility model were fixed to representative values. Specif-
ically, the honest-user benefit was set to 𝑟 = 2.0, the potential damage from
adversarial interactions was set to 𝑘 = 1.0, and the clarification cost was set
to 𝑐 = 0.05. These values were chosen to reflect a realistic conversational sce-
nario in which serving legitimate users provides a positive benefit, adversarial
interactions introduce measurable risk, and clarification steps incur a small but
non-negligible interaction cost.

Fixing these parameters allows the expected utility of each possible chat-
bot action—Allow, Clarify (1st), Clarify (2nd), and Restrict—to be analyzed as
a function of the attacker probability (𝑝). Figure 3.3 illustrates this relationship
by plotting the expected utilities across the range 𝑝 ∈ [0, 1]. The coefficients (0.7
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Figure 3.3: Expected utility of chatbot actions as a function of attacker probabil-
ity 𝑝. The plot illustrates the regions inwhich Allow, Clarify, or Restrict becomes
the optimal strategy.

and 0.2) represent how effective clarification is. The first step is more effective
(0.7), while the second adds a smaller improvement (0.2). They are heuristic
values used to illustrate the model.

The intersections between the utility curves represent the points where the
optimal chatbot action changes. When the expected utilities of two actions be-
come equal, the system reaches a threshold value of the attacker probability 𝑝, at
which the preferred strategy switches. From the graph, two approximate thresh-
old values were identified. The first threshold is obtained from the intersection
between theAllow and Clarify (1st) utility curves at approximately 𝑝 ≈ 0.39. This
point indicates the transition from directly allowing a response to initiating a
clarification step. The second threshold is obtained from the intersection be-
tween the Clarify (2nd) and Restrict curves at approximately 𝑝 ≈ 0.79, indicating
the point where restricting the request becomes the optimal decision.

These thresholds were used in the implementation of the modified chatbot.
Specifically, when 𝑝 < 0.39 the chatbot allows the response, when 0.39 ≤ 𝑝 <

0.79 the chatbot performs a clarification step, and when 𝑝 ≥ 0.79 the chatbot
restricts the request. In Stage 3, when clarification is no longer used, the chatbot
decides whether to respond or not. Based on the graph, the boundary is defined
by the intersection between the “allow” and “restrict” regions, which sets the
threshold at 0.65.
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3.3.3 INTERACTION FLOW

The process starts with clinical PDF documents integrated into the applica-
tion. The system extracts text from these documents and performs preprocess-
ing, including cleaning and segmentation. This chunking step ensures that large
clinical documents are divided into manageable semantic units suitable for em-
bedding generation.

Start

Upload PDF

Process & Chunk
Document

Generate Embeddings

Store in Pinecone

User Question

Use RAG?

Retrieve
Relevant Docs

Direct LLM
Response

Generate Response

Display Answer
& Sources

End

Yes No

Figure 3.4: System Interaction Flow of the Clinical Chatbot

Next, the system generates vector embeddings for each text chunk using
a language model. These embeddings capture the semantic meaning of the
content in numerical vector form. The resulting vectors are then stored in the
Pinecone vector database, enabling efficient semantic search and similarity-based
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retrieval. This subsection describes the interaction flow of the Clinical Chat-
Bot system, covering the chat message lifecycle, document ingestion process,
Retrieval-Augmented Generation (RAG) workflow, and supporting data struc-
tures.

Chat Message Flow
The interaction beginswhen a user submits amessage through theChatInput

component. The message is immediately stored in the local application state
using Zustand [50] to ensure responsive UI feedback. The frontend then sends
a POST request [32] to the /api/chat/message endpoint.

Upon receiving the request, the backend route handler invokes the RAG En-
gine. If retrieval is enabled, the engine queries the Pinecone vector database
to obtain semantically relevant document chunks. These documents are for-
matted into contextual input and combined with the conversation history. The
Large Language Model (GPT-4) then generates a response using this structured
prompt. After generation, the conversation memory is updated to preserve con-
textual continuity. The backend returns the generated response, optionally in-
cluding source references. The frontend updates the global state and renders
the assistant’s reply within the ChatContainer component, completing the in-
teraction cycle.

Document Upload Flow
The document ingestion process begins when a user selects a PDF file. The

frontend sends a multipart/form-data request to the /api/documents/upload
endpoint. On the backend, the file is temporarily stored and parsed. The text
is extracted and segmented into overlapping chunks to preserve semantic co-
herence. Each chunk is enriched with metadata and transformed into a 1536-
dimensional embedding usingOpenAI’s embeddingmodel. These embeddings
are then stored in the Pinecone vector database, where they become available
for similarity-based retrieval. Once indexing is complete, the backend returns
document statistics and an identifier, and the frontend displays a confirmation
message.

RAG Workflow
The RAG mechanism enhances response accuracy by incorporating external

knowledge during generation. First, the user query is converted into an embed-
ding vector. Pinecone performs cosine similarity search and retrieves the top-k
most relevant document chunks, along with their relevance scores. These re-
trieved segments are formatted with metadata and combined into a structured
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context string. The final prompt consists of the system instructions, retrieved
context, conversation history, and the current user query. GPT-4 generates a re-
sponse grounded in this contextual information. The conversation memory is
then updated to maintain coherence across subsequent interactions.

Data Structures and Memory Management
The Pinecone index stores vector entries containing a unique identifier, em-

bedding values, and rich metadata such as document ID, filename, page num-
ber, chunk index, and timestamp. This metadata enables traceability and source
attribution. Conversation memory is maintained server-side in an in-memory
buffer structure that stores sequential user and assistant messages. This ensures
contextual continuity without requiring persistent database storage.

Security Considerations
The system incorporates multiple security measures. API-level protection

includes CORS configuration [31], request validation using Pydantic schemas
[40], and request size limitations. Sensitive credentials aremanaged through en-
vironment variables, avoiding hardcoded secrets. On the frontend, React’s [42]
built-in protections mitigate cross-site scripting risks, and HTTPS is enforced in
production environments.

In the modified version of the chatbot workflow, an additional decision layer
is introduced after the user submits a query. First, the system checks whether
the user question matches entries in the existing dataset. If a match is found, the
system proceeds to estimate the probability that the query may originate from
an attacker. Based on this estimated probability 𝑝, a response policy is applied
using predefined thresholds. If the probability is low (𝑝 < 0.39), the request
is allowed and the system continues with the normal chatbot response process.
If the probability is moderate (0.39 ≤ 𝑝 < 0.79), the system asks the user for
clarification before proceeding. If the probability is high (𝑝 ≥ 0.79), the system
restricts the request and provides a safe response. In Stage 3, where clarifica-
tion is no longer applied, the system determines whether to provide a response.
From the graph, the decision boundary corresponds to the intersection of the
“allow” and “restrict” regions, establishing a threshold of 0.65. This mechanism
introduces a risk-aware decision layer to the baseline chatbot pipeline, allowing
the system to distinguish between legitimate users and potentially malicious
queries before generating a response. To determine whether an incoming user
query is similar to existing questions in the dataset, a similarity matching step
is applied. In practice, this is commonly implemented using cosine similarity

34



CHAPTER 3. METHODOLOGY

between the query representation and the stored dataset entries. This allows
the system to identify semantically related questions before estimating the risk
probability and applying the response policy.

3.4 DECISION OUTCOMES IN THE IMPLEMENTED CHATBOT

The theoretical decision model described in the previous sections is imple-
mented in the chatbot application through a risk-aware decisionmechanism. Af-
ter a user submits a query, the system evaluates the similarity of the query with
entries in the dataset and estimates the probability that the query may originate
from a malicious user.

Based on the estimated attacker probability 𝑝, the chatbot applies a threshold-
based decision policy. This policy determines which action should be taken by
the system. Three possible actions are considered: allowing the response, re-
questing clarification from the user, or restricting the request in order to prevent
potential misuse.

The thresholds derived from the expected utility analysis guide this decision
process. When the estimated probability is low, the system proceeds normally
and generates a response. When the probability indicates uncertainty, the sys-
tem asks the user for additional clarification. When the probability exceeds a
safety threshold, the system restricts the request and returns a safe reply.

3.4.1 APPLICATION BEHAVIOR ACROSS RISK SCENARIOS

To illustrate how the proposed decision mechanism operates in practice, this
section provides a detailed presentation of several interaction scenarios derived
from the implemented chatbot application. These scenarios are designed to
demonstrate how the systembehaves under different levels of estimated attacker
probability and how it dynamically adapts its responses accordingly.

Specifically, each scenario highlights a distinct decision pathway, including
cases where the chatbot allows the request, requests clarification to reduce un-
certainty, or restricts the response to prevent potential misuse. By analyzing
these representative examples, we aim to offer a clearer understanding of the
underlying decision logic, the role of uncertainty in the interaction process, and
the effectiveness of the mechanism in balancing usability and safety.
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Allow Scenario When the estimated attacker probability is low (𝑝 < 0.39), the
chatbot considers the query to be safe and proceeds with the normal response
generation process using the RAG-based architecture.

Figure 3.5: Example interaction in which the chatbot allows the request and pro-
vides a medical response.

Clarification Scenario When the estimated probability falls within the inter-
mediate range (0.39 ≤ 𝑝 < 0.79), the chatbot requests clarification in order to
reduce uncertainty about the user’s intent. As we can see, the first question ap-
pears in the dataset with a probability of 0.56, so the chatbot will ask the user to
clarify the question. When the second question is analyzed, it has a probability
of 0.9, which means the chatbot cannot provide a direct response and instead
redirects the user to a medical professional. This process can continue for up to
three questions. On the third attempt, the system checks the probability again,
and only if it is below 0.39 will the chatbot provide a normal response.
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Figure 3.6: Example interaction in which the chatbot allows the request and pro-
vides a medical response.

Restriction Scenario If the estimated attacker probability exceeds the prede-
fined safety threshold (𝑝 ≥ 0.79), the chatbot classifies the query as high-risk
and restricts further interaction. In this case, the system does not provide a di-
rect response to the request and instead advises the user to consult a qualified
medical professional.

This approach ensures that potentially harmful or sensitive queries are han-
dled safely, while directing the user toward appropriate and reliable sources of
assistance.
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Figure 3.7: Example interaction in which the chatbot allows the request and pro-
vides a medical response.
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4
Results and Analysis

This chapter presents the analysis of the signaling game developed in this
study. The results discussed in this chapter are a direct reflection of the method-
ologies and theoretical framework introduced in the previous chapter. It also
examines the impact that game theory brings to real-world applications, high-
lighting how game-theoretic models can support decision-making under uncer-
tainty and improve system performance in practical scenarios.

4.1 RISK ENVIRONMENT AND UNCERTAINTY IN MEDICAL
CHATBOT INTERACTION

In medical chatbot interactions, there is uncertainty about the user’s true in-
tention, since the system cannot directly observe it. This creates a situation of
asymmetric information [4], where the user knows their intent but the chatbot
does not. As a result, the system cannot rely on fixed rules, because the same
request may be either harmless or harmful. To address this, the interaction can
be modeled as a signaling game, where the chatbot estimates the likelihood of
harmful intent and adapts its response accordingly. This approach helps bal-
ance safety and helpfulness in medical chatbot design.

4.1.1 STRATEGIC DISTRIBUTION OF SELECTED QUERIES

In order to better understand the effect of the game-theoretic interaction, it
is important to move beyond a static analysis of the dataset and focus on how
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users actually behave. In this setting, users are assumed to act strategically. In
particular, malicious users do not necessarily select highly suspicious queries,
but may instead choose less risky ones in order to avoid detection by the system.
As a result, the distribution of queries is not fixed, but depends on the incentives
generated by the interaction between users and the chatbot.

Figure 4.1 shows the distribution of maliciousness for the queries that are
actually selected under different values of the attacker probability p. This figure
does not describe the content of the database, but rather the behavior induced
by the model. For low values of p (e.g., 𝑝 = 0.1), malicious users have little
incentive to hide their intent, and therefore more risky queries are selected. As
p increases 𝑝 = 0.4 and 𝑝 = 0.7, a clear shift in the distribution can be observed.
The curves move toward lower maliciousness values, indicating that malicious
users tend to select less suspicious queries. This behavior can be interpreted as
an attempt to avoid detection.

Figure 4.1: The curves represent cumulative distributions of maliciousness
scores for queries selected under different attacker probabilities

This result shows the main effect of the model: the probability of malicious
users affects how queries are selected. In particular, the distribution of queries is
not fixed, but depends on how users behave. When the probability of malicious
users is low, attackers have little reason to hide their intent, so they may choose
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more obviously risky queries. As this probability increases, attackers become
more careful and tend to choose less suspicious queries in order to avoid detec-
tion. This strategic behavior changes the overall distribution of selected queries.
As a result, what we observe is not just a static distribution, but a distribution
that is shaped by the interaction between users and the system.

4.1.2 BEHAVIORAL ANALYSIS AND MODEL PERFORMANCE

The results presented below summarize the performance of the chatbot risk-
classification model across three categories: attacker, clarify, and honest.

Class Precision Recall F1-score Support
Attacker 0.922 0.566 0.701 83
Clarify 0.805 0.936 0.866 203
Honest 0.912 0.904 0.907 114

Table 4.1: Classification Performance for Query Risk Categories

The dataset consisted of 2,000 user queries with associated risk scores. Risk
scores were converted into three categories using predefined thresholds. The
dataset was split into training and testing subsets using an 80/20 ratio.

The classification model used a machine learning pipeline combining TF–
IDF vectorization with multinomial logistic regression. TF–IDF converts textual
queries into numerical features representing word importance, while logistic re-
gression learns patterns to distinguish between query types.

Precision, recall, and F1-score were calculated for each class. The attacker
class achieved high precision but lower recall, indicating thatwhile detectedma-
licious queries are usually correct, some malicious queries remain undetected.
The clarify and honest classes achieved strong overall performance, confirming
that the chatbot can reliably classify user queries by risk level. The trained clas-
sification model was then applied to the full dataset to assign each query to one
of the three categories: Attacker, Clarify, or Honest.

The resulting distribution is reported in Table 4.2. This step is important,
as it links the model’s classification performance to the observed distribution of
query categories, which is influenced by both the model and user behavior.

At first glance, the Clarify category appears most frequently, followed by
Honest and Attacker. However, these categories should not be interpreted as
fixed properties of the dataset. Instead, they reflect how queries are classified
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Category Frequency
Clarify 5311
Honest 2863
Attacker 1897

Table 4.2: Frequency distribution of user-query categories in the dataset

based on their estimated level of risk. In particular, a high number of clarifica-
tion cases suggests that many queries fall into an intermediate region, where the
system cannot immediately determine whether the user is honest or malicious.
In such situations, clarification becomes a necessary step to reduce uncertainty
before making a final decision.

This pattern is further illustrated in Figure 4.2, which shows the distribution
of user queries by attacker probability. In particular, the figure highlights that a
large portion of queries lies in an intermediate probability range, explaining the
high frequency of clarification cases. This suggests that many queries fall into
a region where the system cannot immediately determine whether the user is
honest or malicious, making clarification a necessary step to reduce uncertainty
before reaching a final decision.

Figure 4.2: Distribution of user queries by attacker probability.

Moreover, this distribution is also influenced by user behavior. Malicious
users may strategically select less suspicious queries to avoid detection, caus-
ing some attacker-type interactions to appear in lower-risk categories such as
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Clarify or even Honest. For this reason, the observed distribution should not
be seen as a static property of the data, but rather as the result of the interac-
tion between user strategies and the chatbot’s decision mechanism. Although
the Attacker category has the lowest frequency, it still accounts for a significant
share of interactions and underscores the need for effective safety mechanisms.

4.1.3 EFFECT OF STRATEGIC BEHAVIOR ON THE PROBABILITY OF HARM-
FUL RESPONSES

Understanding howharmful responses emerge requires considering not only
the risk level of individual queries, but also how users choose those queries.
In this context, the relationship between a query’s maliciousness score and the
probability of generating a harmful or incorrect response can vary with user
behavior.

Figure 4.2 presents this relationship under two different scenarios: a non-
strategic attacker and a strategic attacker. In both cases, lower maliciousness
scores correspond to safer queries, while higher scores indicate potentially harm-
ful ones. As expected, the probability of harmful or incorrect responses in-
creases as the maliciousness score grows.

In the non-strategic case, the attacker selects clearly risky queries. These
queries are easier for the system to identify as suspicious, allowing the chatbot
to apply appropriate safeguards such as clarification or restriction. As a result,
the probability of harmful responses remains relatively low at lower and inter-
mediate score levels and increases primarily when the maliciousness score is
high.

In contrast, the strategic attacker behaves differently. Instead of selecting
highly suspicious queries, the attacker deliberately selects less risky ones to avoid
detection. This behavior shifts the curve to the left, meaning that the proba-
bility of harmful or incorrect responses starts increasing earlier, even at lower
maliciousness scores. In this case, the system may underestimate the risk and
provide unsafe responses, even when the query appears relatively benign.

This difference between the two curves highlights a key insight of the model:
risk is determined not only by the query itself but also by how users adapt their
behavior. While high-risk queries are easier to detect and control, strategic at-
tackers can exploit lower-risk regions to bypass detection mechanisms.

Overall, this result emphasizes the importance of incorporating strategic con-
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siderations into risk-aware decision systems. A chatbot that relies only on the
apparent danger level of a query may fail to detect hidden threats, especially
when users actively adapt their behavior to avoid being identified as malicious.

Figure 4.3: Probability of harmful or incorrect responses as a function of query
danger level. The sigmoid curve illustrates how the likelihood of unsafe outputs
increases as the estimated risk of a user query grows.

4.1.4 DYNAMIC ATTACKER STRATEGIES IN MULTI-STAGE INTERACTION

The interaction between a user and the chatbot should not be viewed as a
one-step process only. In many realistic situations, especially when clarification
is allowed, the interaction unfolds in multiple stages. This makes it possible for
an attacker to adapt their behavior over time instead of relying on a single fixed
strategy. For this reason, it is useful to examine how query selection evolves
across the clarification stages of the proposed model.

In the present setting, the attacker is assumed to behave strategically through-
out the three clarification rounds. Rather than using the same type of query
throughout the interaction, the attacker may change the level of maliciousness
of the selected queries depending on how the chatbot reacts. This reflects a dy-
namic process in which the attacker learns from the system and gradually ad-
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justs their actions to maximize the chance of obtaining the desired information.
A first possible interpretation is that the attacker may initially adopt a more

cautious strategy by using queries with relatively low maliciousness scores, to
appear benign and avoid immediate restriction. If the system does not block
the interaction, the attacker may progressively increase the level of malicious-
ness of the queries in later stages. In this way, the early stages act as a probing
mechanism, while later stages are used to exploit the information gained from
the chatbot’s reactions.

To analyze this effect, Figure 4.4 reports the cumulative distribution of mali-
ciousness scores in the three clarification stages.

Figure 4.4: Evolution of attacker query selection across clarification stages.
The cumulative curves show how the maliciousness score of selected queries
changes from Stage 1 to Stage 3. A rightward shift indicates that, over time, the
attacker moves toward queries with higher maliciousness scores.

The figure shows a clear progression across the three stages. Stage 1 is associ-
ated with lower maliciousness scores, indicating that the attacker initially relies
on less suspicious queries. Stage 2 occupies an intermediate position, suggest-
ing a gradual increase in the risk level of the selected queries. Finally, Stage 3 is
shifted further to the right, showing that a larger fraction of the selected queries
now belongs to the higher-risk region.

This result suggests that the attacker is not simply becoming more cautious
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over time, but may instead follow a probing strategy. In the beginning, the at-
tacker attempts to remain undetected by using safer-looking queries. Once the
system’s behavior becomes clearer, the attacker increases the aggressiveness of
the interaction and moves toward more malicious requests. Therefore, the clar-
ification mechanism, while useful for reducing uncertainty, may also create ad-
ditional opportunities for the attacker to adapt.

This observation is important from a game-theoretic point of view. The at-
tacker and the chatbot are not acting independently. Each step of the dialogue
changes the incentives of the next one. The chatbot uses clarification to gather
more information, but the attacker can also use the same interaction to infer the
system’s tolerance and decision boundaries. As a result, the strategic behavior
of the attacker may evolve in a way that would not be visible in a static analysis
of the dataset alone.

The previous figure focuses on how query selection changes across stages.
However, from the perspective of system safety, it is also important to under-
stand the effect of this behavior on the probability of generating harmful or in-
correct responses. For this reason, Figure 4.4 compares two different attacker
strategies: an aggressive attacker, who selects queries close to the decision thresh-
old, approaching malicious behavior without being explicitly classified as such
by the system, and a cautious attacker, who chooses less suspicious queries in
order to avoid detection.

In contrast, the cautious attacker selects queries that appear less dangerous
on the surface. As a consequence, the probability of harmful or incorrect re-
sponses begins to increase earlier, even when the maliciousness score is still rel-
atively low. This means that the system may underestimate the true risk of the
interaction and allow unsafe responses in situations where the query does not
immediately appear highly suspicious.

Taken together, the two figures highlight two complementary aspects of the
same phenomenon. First, the attacker may change the type of queries selected
across clarification stages, either by becoming more aggressive or by remaining
close to the decision boundary. Second, strategic behavior can make harmful
outcomes possible even at lower maliciousness levels, because the attacker in-
tentionally avoids queries that are too easy to detect.

These findings reinforce the importance ofmodeling chatbot safety as a strate-
gic problem rather than as a purely static classification task. A system that eval-
uates each query in isolation may fail to capture the broader interaction pattern,
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Figure 4.5: Attacker behavior across clarification stages. Over time, queries be-
come less malicious, as the attacker adopts a more cautious strategy.

especially when the user adapts their strategy over time. In contrast, a game-
theoretic approach makes it possible to study how both the system and the at-
tacker respond to each other, providing a more realistic view of adversarial be-
havior in medical chatbot environments.

Overall, this analysis shows that clarification is not only a mechanism for re-
ducing uncertainty, but also a stage in which user behavior may evolve. This
creates a trade-off: clarification can improve decision quality, but it can also re-
veal useful information to an adaptive attacker. For this reason, robust chatbot
design should account not only for the current query, but also for how query
selection changes across repeated interaction stages.

4.2 GAME-THEORETIC STRATEGY ANALYSIS AND DECISION
THRESHOLDS

A signaling game is a Bayesian dynamic gamewith two players. Player 1 has
a type chosen by Nature, while Player 2 does not know this type but cares about
it. Player 2 updates beliefs after observing Player 1’s signal. This framework
requires the use of Perfect Bayesian Equilibrium (PBE).[4]
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At the beginning of the interaction, Nature determines the user type. With
probability 𝑝, the user is an attacker; with probability 1 − 𝑝, the user is honest.
The user knows their type, but the chatbot does not.

Let the set of user types be:

𝑇 = {𝐴, 𝐻}

where 𝐴 denotes an attacker and 𝐻 denotes an honest user.
The set of possible signals is:

𝑀 = {𝑚𝐵 , 𝑚𝑆}

where 𝑚𝐵 represents a benign prompt and 𝑚𝑆 represents a suspicious prompt.
The chatbot forms a posterior belief about the probability that the user is an

attacker:
𝜇(𝐴|𝑚) = 𝑃(𝑚|𝐴)𝑝

𝑃(𝑚|𝐴)𝑝 + 𝑃(𝑚|𝐻)(1 − 𝑝) (4.1)

The posterior belief [4] is the chatbot’s updated understanding of possible
risk after receiving new information. Since the chatbot cannot directly observe
the user’s type, all decisions are based on this estimated probability.

The chatbot chooses an action from:

𝐴𝐶 = {Allow, Restrict, Clarify}
Let 𝑘 > 0 denote the cost associated with allowing a malicious (attacker)

request, and let 𝑟 > 0 denote the benefit of correctly allowing an honest request.
Let 𝜇(𝐴 | 𝑚) represent the probability that a query is malicious given message
𝑚.

The expected payoff of allowing is

𝐸𝑈(Allow | 𝑚) = (1 − 𝜇(𝐴 | 𝑚)) 𝑟 − 𝜇(𝐴 | 𝑚) 𝑘 (4.2)

The expected payoff of restricting is

𝐸𝑈(Restrict | 𝑚) = 𝜇(𝐴 | 𝑚) 𝑘 − (1 − 𝜇(𝐴 | 𝑚)) 𝑟 (4.3)

Clarification introduces a response that partially resolves the uncertainty. Let
Δ1,Δ2 ∈ [0, 1] represent the effectiveness of clarification.
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The expected payoff of clarification is therefore

𝐸𝑈(Clarify1 | 𝑚) = (1 − 𝜇(𝐴 | 𝑚))Δ1𝑘 + 𝜇(𝐴 | 𝑚)Δ1𝑟 − 𝑐 (4.4)

𝐸𝑈(Clarify2 | 𝑚) = (1 − 𝜇(𝐴 | 𝑚))Δ2𝑘 + 𝜇(𝐴 | 𝑚)Δ2𝑟 − 𝑐 (4.5)

The chatbot selects the action with the highest expected payoff.
This threshold reflects the trade-off between usability and security. If poten-

tial losses from malicious activity increase, the chatbot becomes more conser-
vative. If benefits of helping honest users are high, the chatbot becomes more
permissive.

The chatbot selects the action that maximizes the expected payoff. To de-
termine the decision boundary between allowing and restricting a request, we
compare the expected utilities of the two actions.

Allow is preferred over restrict whenever

𝐸𝑈(Allow | 𝑚) ≥ 𝐸𝑈(Restrict | 𝑚)
Substituting the payoff functions gives

(1 − 𝜇(𝐴 | 𝑚))𝑟 − 𝜇(𝐴 | 𝑚)𝑘 ≥ 𝜇(𝐴 | 𝑚)𝑘 − (1 − 𝜇(𝐴 | 𝑚))𝑟 (4.6)

Rearranging terms,

(1 − 𝜇(𝐴 | 𝑚))𝑟 − 𝜇(𝐴 | 𝑚)𝑘 − 𝜇(𝐴 | 𝑚)𝑘 + (1 − 𝜇(𝐴 | 𝑚))𝑟 ≥ 0 (4.7)

2(1 − 𝜇(𝐴 | 𝑚))𝑟 − 2𝜇(𝐴 | 𝑚)𝑘 ≥ 0 (4.8)

Expanding the left-hand side,

𝑟 − 𝜇(𝐴 | 𝑚)𝑟 ≥ 𝜇(𝐴 | 𝑚)𝑘 (4.9)

𝑟 ≥ 𝜇(𝐴 | 𝑚)(𝑘 + 𝑟) (4.10)

Solving for 𝜇(𝐴 | 𝑚) gives

𝜇(𝐴 | 𝑚) ≤ 𝑟
𝑘 + 𝑟

(4.11)
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Let the critical threshold be defined as

𝜇∗ = 𝑟
𝑘 + 𝑟

(4.12)

The optimal policy can therefore be expressed as follows:

• If 𝜇(𝐴 | 𝑚) ≤ 𝜇∗, allowing the request yields the highest expected payoff.

• If 𝜇(𝐴 | 𝑚) > 𝜇∗, restricting the request becomes the optimal action.

Clarification may become optimal in an intermediate region whenever

𝐸𝑈(Clarify𝑖 | 𝑚) > max{𝐸𝑈(Allow | 𝑚), 𝐸𝑈(Restrict | 𝑚)} ,
for 𝑖 ∈ {1, 2}, where Δ1 and Δ2 represent the effectiveness of the clarification
process and 𝑐 denotes the cost of issuing a clarification query.

4.2.1 IMPACT OF MODEL PARAMETERS ON THE RESTRICTION THRESH-
OLD

The decision threshold derived in the previous section depends on several
parameters of the utility model. In particular, the restriction threshold

𝜇∗ = 𝑟
𝑟 + 𝑘

(4.13)

determines the probability level at which the chatbot switches from allowing a
request to restricting it. This threshold depends on the relative magnitude of
the attacker damage parameter 𝑘 and the honest-user utility parameter 𝑟. In
addition, the effectiveness of clarification steps, represented by parameters Δ1

and Δ2, influences the intermediate decision region where clarification becomes
optimal.

Effect of Attack Damage and Honest Utility. The parameters 𝑘 and 𝑟 deter-
mine the trade-off between system safety and user utility.

From the threshold expression in Equation 4.13, it follows that the restriction
threshold depends on the relative magnitude of these parameters.

When the potential damage caused by an attacker (𝑘) increases, the denom-
inator (𝑟 + 𝑘) becomes larger, which reduces the value of the threshold 𝑝∗. As a
consequence, the chatbot becomes more conservative and restricts queries even
at lower estimated probabilities of malicious intent.
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Conversely, when the benefit of serving an honest user (𝑟) increases, the
threshold 𝜇∗ becomes larger. In this case, the chatbot becomes more permis-
sive, allowing responses for a wider range of probabilities before switching to
restriction. Therefore, the parameters 𝑘 and 𝑟 directly control the balance be-
tween safety and usability in the chatbot’s decision policy.

Figure 4.6 illustrates this relationship by plotting the restriction threshold 𝜇∗

as a function of the attack damage parameter 𝑘 for two different values of the
honest user utility 𝑟. As shown in the figure, the threshold decreases monoton-
ically as 𝑘 increases, confirming that higher potential attack damage leads the
system to adopt a more restrictive policy. Moreover, for larger values of 𝑟, the
threshold remains higher across the entire range of 𝑘, indicating that the system
becomes more tolerant when the benefit of serving legitimate users is greater.

When the benefit of serving an honest user is greater than the potential attack
damage (𝑟 > 𝑘), the threshold 𝜇∗ becomes larger. As a result, the chatbot toler-
ates a higher estimated probability of malicious intent before restricting a query.
In this case, the system adopts a more permissive policy, prioritizing usability
and ensuring that legitimate users can obtain information without unnecessary
restrictions.

Therefore, the relative magnitude of 𝑘 and 𝑟 determines whether the chatbot
operates in a safety-oriented regime (𝑘 > 𝑟) or in a usability-oriented regime
(𝑟 > 𝑘), directly influencing the balance between security and accessibility in
the decision-making process.

Figure 4.6: Threshold as a function of attack damage 𝑘 for different values of 𝑟.

51



4.2. GAME-THEORETIC STRATEGY ANALYSIS AND DECISION THRESHOLDS

Figure 4.7: Threshold as a function of honest user utility 𝑟 for different values of
𝑘.

EFFECT OF CLARIFICATION EFFECTIVENESS (Δ1, Δ2)

In addition to the allow and restrict actions, the chatbot can request clarifi-
cation in order to reduce uncertainty about the user’s intent. The effectiveness
of clarification is represented by the parameters 1 and Δ2, which model the de-
gree to which each clarification step improves the system’s information about
the user type.

The expected utility of clarification is modeled as

𝐸𝑈(Clarify1) = (1 − 𝑝)Δ1𝑘 + 𝑝Δ1𝑟 − 𝑐

𝐸𝑈(Clarify2) = (1 − 𝑝)Δ2𝑘 + 𝑝Δ2𝑟 − 𝑐

where 𝑐 represents the cost associated with performing a clarification step.
Higher values of Δ1 or Δ2 indicate that clarification is more informative, in-

creasing the expected utility of asking additional questions. As a result, the
region in which clarification becomes the optimal action expands.

On the other hand, if the clarification effectiveness is low, the benefit of re-
questing additional information decreases, and the chatbot will more frequently
switch directly to either allowing or restricting the request.

Consequently, the parameters Δ1 and Δ2 influence the size of the intermedi-
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ate uncertainty region in which clarification is preferred over immediate deci-
sions.

Figure 4.8: Effect of clarification effectiveness (Δ1, Δ2) on the expected utility of
clarification actions. The parameters Δ1 = 0.7 and Δ2 = 0.2 correspond to the
values used in the implemented chatbot application.

To illustrate the effect of the clarification effectiveness parameters, Figure 4.8
shows the expected utility of the two clarification actions as a function of the
attacker probability 𝑝. In this experiment, the clarification parameters are fixed
to Δ1 = 0.7 and Δ2 = 0.2, which correspond to the same values used in the
implemented chatbot application.

As shown in the figure, the expected utility of the first clarification step is
higher than that of the second clarification step across the entire range of at-
tacker probabilities. This occurs because Δ1 represents a more informative clari-
fication stage, whileΔ2 reflects aweaker additional improvement in the system’s
knowledge about the user’s intent. Consequently, the first clarification step pro-
vides a greater contribution to reducing uncertainty compared to subsequent
clarification attempts.

4.2.2 COMBINED RISK–UTILITY THRESHOLD ANALYSIS

Figure 4.9 illustrates how the optimal restriction threshold 𝜇∗ varies under
different risk and utility conditions. The blue curve represents the effect of hon-
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est user utility 𝑟, while the orange curve represents the effect of attacker-related
risk parameter 𝑘. Together, these curves demonstrate how the chatbot adjusts
its restriction policy depending on the balance between safety and usability.

As shown in the figure, the restriction threshold decreases as the attacker-
related parameter 𝑘 increases. This behavior indicates that when the potential
damage or incentive for malicious users becomes higher, the chatbot adopts a
more conservative strategy. In such cases, the system blocks queries at lower
estimated risk levels in order to reduce the probability of harmful responses.

In contrast, the restriction threshold increases as the honest user utility pa-
rameter 𝑟 grows. When the benefit of serving legitimate users becomes larger,
the chatbot adopts a more permissive strategy and allows a greater number of
queries to pass through the system. This behavior reflects the need to preserve
usability and avoid unnecessarily restricting helpful interactions.

Overall, these results highlight the trade-off between safety and accessibil-
ity in medical chatbot systems. The optimal decision threshold must balance
the risk posed by potential attackers against the value of providing useful re-
sponses to legitimate users. These insights support the probability-based deci-
sion mechanism implemented in the proposed AttackGuard framework, where
user queries are classified into honest, clarify, and attacker regions based on
their estimated risk level.

Figure 4.9: Optimal restriction threshold 𝑝∗ under varying attacker risk param-
eter 𝑘 and honest user utility 𝑟. The figure illustrates how the chatbot adapts its
restriction policy depending on the balance between system safety and usabil-
ity.
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4.3 IMPLICATIONS FOR REAL-WORLD MEDICAL CHATBOT
SYSTEMS

This section discusses the practical implications of the proposed model for
real-world medical chatbot systems. It explains how the theoretical signaling-
game framework can be integrated into a chatbot architecture to support decision-
making under uncertainty. The section also highlights the trade-off between
safety and usability, showing how the system adapts its behavior by allowing,
clarifying, or restricting responses based on estimated risk. Additionally, it em-
phasizes the role of game theory inmodeling strategic user behavior and in guid-
ing the design of safer and more reliable AI chatbot systems.

4.3.1 COMPARISON WITH REAL AI CHATBOT BEHAVIOR

The proposed signaling-game framework reflects how real medical AI chat-
bots operate in practice. In real systems, a chatbot usually does not know the
true intention of the user and must estimate the level of risk associated with
each query, as commonly done in aligned language models [35].

To demonstrate how themodel can be used in practice, the theoretical frame-
work was integrated into a modified medical chatbot architecture based on an
open-source chatbot system. A dataset was added containing estimated prob-
abilities of malicious or unsafe user behavior. These probabilities represent the
likelihood that a query comes from an attacker or from a user trying to obtain
harmful medical advice, similar to modern safety-oriented systems [23].

When a query is received, the chatbot evaluates it using a trained probabil-
ity model and assigns a risk score. This score corresponds to the posterior belief
𝜇(𝐴|𝑚) in the signaling-game model. The chatbot then compares this probabil-
ity with predefined decision thresholds obtained from the game-theoretic anal-
ysis. If the probability of malicious intent is too high, the chatbot restricts the
response instead of providing potentially unsafe medical information.

This process follows the same logic as the Bayesiandecision-makingdescribed
in the theoretical model. The chatbot cannot directly observe the true type of the
user and must infer it from the available signals and past data. This shows that
the theoretical model can be applied to practical AI safety mechanisms in real
chatbot systems. A key challenge in medical chatbot design is balancing safety
and usability. Systems that are too restrictive may block useful information for
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legitimate users. On the other hand, systems that are too permissive may pro-
vide unsafe or misleading medical advice. This trade-off has also been empha-
sized in recent work on contextual safety and over-refusal in language models
[49].

The proposed model represents this trade-off using utilities and decision
thresholds. Allowing a response is beneficial when the user is honest but can
be harmful when interacting with an attacker. Restricting a response prevents
potential harm but may reduce user satisfaction.

The clarification mechanism provides an intermediate option, allowing the
chatbot to ask additional questions before making a final decision. The analy-
sis shows that the optimal chatbot strategy depends on several factors, such as
the probability of encountering an attacker, the possible damage from unsafe
responses, the benefit of helping honest users, and the cost of additional verifi-
cation steps.

As these parameters change, the chatbot may switch between allowing, clar-
ifying, or restricting responses. This adaptive behavior reflects how modern
medical AI systems try to provide helpful information while minimizing risk.

Figure 4.10: Threshold-based decision rule for the implemented medical chat-
bot. Depending on the estimated attacker probability 𝑝, the system chooses be-
tween allowing the response, requesting clarification, or restricting the query.
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5
Conclusions

The development of AI-based conversational systems in healthcare intro-
duces important challenges related to safety, reliability, and responsible infor-
mation disclosure. Medical chatbots are expected to provide useful guidance to
legitimate users while preventing the disclosure of potentially harmful informa-
tion. A fundamental difficulty in this interaction arises from uncertainty about
user intent: the chatbot cannot directly observewhether a user is acting honestly
or attempting to exploit the system.

This thesis addressed this challenge by adopting a game-theoretic perspec-
tive on the interaction between users and medical chatbots. In particular, the
problemwasmodeled as a signaling gamewith asymmetric information, where
the user acts as the sender and the chatbot acts as the receiver. The sender
possesses private information about their type—honest or malicious—while the
chatbotmust infer this type based onobservable signals, namely the user’s queries.
By framing the interaction in thisway, the chatbot’s decision-making process can
be analyzed as a strategic response under uncertainty.

The proposed model introduces a strategic decision framework based on ex-
pected utility maximization. Within this framework, the chatbot evaluates alter-
native actions—allowing a response, requesting clarification, or restricting the
query—according to their expected outcomes under different probabilities of
adversarial behavior. The analysis demonstrates how decision thresholds nat-
urally emerge from the payoff structure, defining regions in which each action
becomes the optimal strategy. In particular, clarification requests play a critical
role in intermediate uncertainty scenarios, allowing the system to gather addi-
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tional information before committing to a final decision.
Through this analysis, the thesis highlights how game-theoretic reasoning

provides a principled approach to balancing two competing objectives in med-
ical AI systems: maintaining safety by limiting harmful information disclosure
and preserving usefulness by assisting legitimate users. Rather than relying
solely on static filtering mechanisms, the signaling game model enables the sys-
tem to adapt its behavior dynamically based on estimated risk and strategic in-
teraction patterns.

5.1 CONTRIBUTIONS AND IMPLICATIONS

This thesis makes the following key contributions:

• The formulation of the interaction between a user and a medical chatbot
as a signaling game with asymmetric information.

• The development of a utility-based decision framework that models chat-
bot responses as strategic choices under uncertainty.

• The identification of probability thresholds that determine when the chat-
bot should allow, clarify, or restrict a request.

• The demonstration that clarification steps can function as an information-
gatheringmechanism that improves decision quality in uncertain environ-
ments.

More broadly, the findings illustrate how concepts from game theory can be
applied to the design of safer AI systems. By explicitly modeling the strategic
behavior of users and the uncertainty faced by the chatbot, the proposed frame-
work contributes to a deeper understanding of decision-making in adversarial
human–AI interactions.

5.2 FUTURE WORK

Several directions remain open for future research and could further improve
the proposed framework.

• Modeling more realistic user behavior. Future work could expand the
model to capture a wider variety of user types beyond just “honest” and
“attacker,” representing different risk levels and real-world interactions
with medical chatbots [17].
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• Multi-turn and extended interactions. The current model handles only
a few interaction steps. Future research could support longer, dynamic
conversations using multi-stage signaling games, allowing the chatbot to
adapt its strategy over extended exchanges [33].

• Improved detection of risky queries. Machine learning approaches, such
as text classification or anomaly detection, could be employed to identify
potentially harmful or suspicious queries, enhancing the chatbot’s decision-
making process.

• Improving safety and reliability. Strategies for controlling information
disclosure and avoiding unsafe medical advice remain critical for future
work, ensuring that chatbots remain both helpful and secure.

In conclusion, this thesis demonstrates that game-theoretic models offer a
powerful framework for analyzing and designing decision-making strategies in
medical chatbot systems. By treating the interaction as a signaling game un-
der uncertainty, it becomes possible to formally reason about safety, informa-
tion disclosure, and user intent. These insights provide a foundation for the de-
velopment of more robust and trustworthy AI systems in healthcare and other
safety-critical domains.
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