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Abstract

Il rilevamento dei deepfake rimane un compito difficile e critico nella sicurezza. Nes-
sun modello eccelle in tutti i tipi di volti manipolati. Questa ricerca mira a scoprire
I'importanza delle diverse parti del volto nel compito di rilevamento dei deepfake uti-
lizzando Self-Blended Images (SBI). L’approccio SBI prevede la generazione di una
maschera da un volto, la sua manipolazione e la sua fusione per creare un’immagine
falsa. Estendiamo questa tecnica generando maschere distinte per occhi, naso e bocca.
Quindi applichiamo il metodo SBI per modello e addestriamo tre modelli su compiti piu
complessi. Nella nostra implementazione, estraiamo l'input dell’ultimo livello completa-
mente connesso in EfficientNet-04 per diversi generatori di maschere. Quindi, definiamo
tre analisi delle componenti principali (PCA) e perfezioniamo un perceptron multistrato
(MLP) per ogni tipo. In questo approccio, la capacita del modello viene sfruttata per
concentrarsi su regioni facciali specifiche, il che ha il potenziale per migliorare il potere
discriminante del modello. I nostri risultati indicano che, mentre ’approccio SBI es-
teso non migliora universalmente le prestazioni in tutti i set di dati, mostra un notevole
miglioramento per un set di dati. Cio evidenzia il potenziale del nostro metodo in de-

terminati contesti e suggerisce aree per ulteriori perfezionamenti e ottimizzazioni.
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ABSTRACT

Deepfake detection remains a challenging and critical task in security. No single model

excels across all types of manipulated faces. This research aims to discover the impor-
tance of different parts of the face in the deepfake detection task using Self-Blended
Images (SBI). The SBI approach involves generating a mask from a face, manipulating
it, and blending it back to create a fake image. We extend this technique by generating
distinct masks for the eyes, nose, and mouth. Then we apply the SBI method per model
and train three models on more complex tasks. In our implementation, we extract the
input of the last fully connected layer in the EfficientNet-04 for different mask generators.
Next, we define three principal component analyses (PCAs) and fine-tune a multi-layer
perceptron (MLP) for each type. In this approach, the model’s ability is leveraged to
focus on specific facial regions, which has the potential to enhance the discriminative
power of the model. Our findings indicate that while the extended SBI approach does
not universally improve performance across all datasets, it shows notable improvement
for one dataset. This highlights the potential of our method in certain contexts and

suggests areas for further refinement and optimization.
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INTRODUCTION

Nowadays, deepfake technology has garnered significant attention. This technology en-
ables the creation of synthetic media by substituting an individual’s appearance in im-
ages or videos with that of another person. This technology, originally popularized by
an anonymous user under the alias "deepfake," has been used for both malicious pur-
poses—such as eroding public trust and manipulating opinions—and potentially benefi-
cial applications, like enhancing educational methods and enabling virtual interactions

for individuals with disabilities [9].

The threats posed by deepfakes, including misinformation and identity theft, under-
score the need for advanced detection methods. Recent advancements in deepfake detec-
tion involve sophisticated techniques such as Xception, capsule networks, and Efficient-
Net, which outperform earlier models based on shallow convolutional neural networks
(CNNs) and basic facial features [I0} [I1]. Despite these improvements, deepfakes con-
tinue to present significant challenges for both automated systems and human evaluators

[12, 13]. This emphasizes the ongoing need for robust detection tools and methods.

Moreover, deepfake detection algorithms increasingly rely on explainable artificial in-
telligence (XAI) techniques. These methods aim to provide clarity on the decision-
making process of detection models, enhancing their reliability and trustworthiness [14].
The FST-Matching Deepfake Detection Model, for instance, improves detection efficiency
by assessing visual concepts using the Shapley value [I5]. Additionally, techniques that
utilize source and target feature encoders help in demonstrating the realism of an image

and differentiating between genuine and manipulated media [16].

The complexity of machine learning models utilized in deepfake generation and detec-
tion has introduced new challenges, particularly in the context of comprehending and

clarifying their operation, as the digital landscape continues to develop.
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1. Introduction

Motivation

Deepfake technology has become increasingly sophisticated, allowing for the creation of
highly realistic manipulated media that can deceive even the most discerning viewers.
The inherent complexity of the deep learning models used in deepfake generation and
detection often results in a lack of transparency, making it challenging to understand
how these models make their decisions. This opacity can lead to issues related to fair-
ness, trust, and accountability, especially in sensitive applications where it is crucial to

comprehend the rationale behind model predictions.

The challenge of interpreting high-dimensional feature representations in deepfake
detection models is similar to that seen in facial recognition systems, where there is a
need for more transparent and understandable insights. The work of [17] demonstrates
that specific directions in the embedding space can correspond to meaningful facial
attributes [I8]. This foundational approach can be extended to deepfake detection,
where uncovering these interpretable directions could help us understand the specific

features that differentiate authentic content from manipulated media.

By making deepfake detection more explainable, we gain valuable information about
how detection models identify deepfakes, which can significantly assist human examiners
who may wish to scrutinize and validate automated decisions. This increased trans-
parency not only enhances the detection process but also supports human oversight,

fostering greater trust in automated systems.

Given these advancements, our research aims to bridge the gap between complex
model embeddings and human-understandable insights. To achieve this objective, we
design a local feature discovery procedure that steers the deepfake detection tasks to-
ward spatially local facial features. In other words, we devise a method that looks at
isolated facial features, such as the eyes, the nose, or the lower face, at the time and
then analyzes these local regions to determine whether the given facial image (or frame)
is a deepfake or not. We achieve this by first perturbing the local facial regions through
various data degradation technique and then capture the variations of the local regions
through Principal Component Analysis applied in the embedding space of a pretrained

deepfake detector. With the PCA transform we seek to uncover and visualize prin-
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1. Introduction

cipal components that correspond to local and thus interpretable facial features when
used for deepfake detection. By applying "Principal Component Analysis" (PCA) to
the embedding space of face recognition models, we seek to uncover and visualize prin-
cipal components that correspond to interpretable facial features. This approach help
demystify the internal workings of facial recognition systems and enhance their overall

transparency.

Goals

To address the challenge of interpretability in deepfake detectors, our research is guided

by the following objectives:

1. Develop an Interpretable Feature Extraction Framework: We aim to en-
hance the transparency of face recognition models by applying distinct Principal
Component Analysis (PCA) models to different parts of the face. Each PCA model
is specifically tailored to decompose high-dimensional feature vectors for particular
facial regions, such as the eyes, nose, mouth, and chin. This approach allows us to
capture and interpret the unique contributions of each facial part to the model’s
overall recognition process. By revealing these interpretable components, we seek
to provide clearer insights into how the model makes its predictions and to fa-
cilitate a better understanding of the underlying features influencing recognition

outcomes [I§].

2. Enhance Interpretability Through Visualizations: We develop visualiza-
tions that illustrate the contributions of different facial regions (e.g., eyes, nose,
mouth) to the model’s decisions. In our approach, separate Principal Component
Analysis (PCA) models are applied to different facial regions. This allows us to
break down the feature vectors for each region into interpretable components spe-
cific to that part of the face. By visualizing these components, we can clearly
demonstrate how each facial region contributes to the recognition process. This
method enhances the transparency of the model by making the influence of distinct
facial regions more interpretable, helping users understand how variations in each

region affect recognition outcomes.
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1. Introduction

3. Increase Confidence in Model Predictions: Our model is expected to increase
the confidence in the model’s predictions. By providing clear, interpretable insights
into the model’s decision-making process, users and stakeholders can better trust
the outcomes, especially in sensitive applications where understanding the rationale

behind predictions is as important as the predictions themselves.

Thesis Structure

This thesis is organized into several chapters, each focusing on different aspects of deep-
fake technology, its implications, and detection methodologies:

This thesis begins with Chapter 2, which provides a comprehensive examination of
deepfake technology, including its evolution, advantages, and associated risks, and re-
views both traditional and modern detection approaches, highlighting the importance of
developing robust strategies. Chapter 3 delves into the datasets utilized in deepfake de-
tection, offering an in-depth analysis of Celeb-DF, FFIW, DFDC, and FaceForensics++,
focusing on their characteristics, synthesis methods, and visual fidelity. Chapter 4 in-
troduces the concept of Self-Blended Images (SBI) and details the process of creating
and utilizing these images to improve deepfake detection, covering the objectives, key
components, and methodologies for training and evaluating the SBI model. In Chap-
ter 5, the thesis shifts focus to facial image classification techniques, discussing data
preparation, facial landmarks, data augmentation, and the use of EfficientNet-B4 and
Principal Component Analysis (PCA) in the classification process. Chapter 6 presents
the experiments and results of the developed detection and classification models, evalu-
ating their performance and comparing the findings with existing approaches. Finally,
Chapter 7 concludes the thesis by summarizing the study’s findings, highlighting signif-
icant contributions, and suggesting potential directions for future research in deepfake

detection.
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BACKGROUND

This chapter provides a comprehensive examination of the historical background and
evolution of media manipulation. This thesis explores the origins and impacts of deepfake
technology, examines its various applications, assesses the potential risks and challenges
it presents in the digital realm, and outlines the structure and focus of the subsequent
chapters.

Figure provides a visual representation of the fundamental phases required in

generating deepfakes, aiding in the comprehension of the process.
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Figure 2.1: General process of generating deepfakes. Image Source[I].

Prior to the digital era, there has been a long-standing interest in manipulating media,
including photos, audio, and video information [I9]. Although modifying photographs
has become reasonably easy with tools such as Adobe Photoshop, changing audio and
video has traditionally posed more significant difficulties. During the initial era of cin-
ema, the process of incorporating special effects into videos required painstaking frame-
by-frame editing, which exemplified the laborious nature of the task [19].

The ubiquitous presence of personal computers has facilitated the inclusion of nearly
all individuals in video editing, resulting in a significant rise in accessibility and democ-
ratization.

This accesibility has made it extremely easy to generate synthetic images and video

today or manipulate existing imagery. Moreover, generating deepfake images or videos
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2. Background

has never been easier, allowing individuals with relatively basic computer knowledge to

produce altered/manipulated and potentially harmful image content.

Benefits and Advancements

Deepfake technology offers numerous advantages for enterprises. Al-driven technology
is currently being employed to transform a wide range of industries, including market-
ing, education, and entertainment. Below are a few beneficial applications of deepfake

technology:

e Low-Cost Video Campaigns. With deepfake technology, marketers can create
video campaigns without needing an in-person actor. Instead, they can purchase
an actor’s identity license and use previous digital recordings of the actor to create
a new video. This can save time and money and also allow for easy edits to be

made without the need for reshooting.

e Hyper-Personalization. Deepfake technology allows brands to provide cus-
tomers with more personalized messaging and experiences based on their pref-
erences. For instance, a brand can alter a model’s skin tone in their marketing
to better suit a customer’s ethnicity or skin color, thus increasing inclusivity and

reaching a broader market with their campaigns.

¢ Bringing the Deceased Back to Life. Deepfake technology can also captivate
viewers or clients by delivering tailored recommendations and offers to fulfill their
requirements. Reuters has developed an artificial intelligence-generated deepfake
individual who is responsible for delivering the sports news summary. Furthermore,
fashion companies are employing virtual fitting rooms, where customers have the
ability to utilize deepfake technology to superimpose their own faces onto virtual

models, allowing them to visualize how garments would appear on themselves.
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2. Background

Challenges and Risks of Deepfake Technology

The growing ubiquity of deepfakes in the digital sphere raises a number of concerns, one
of which is the idea that deepfake technology will permanently blur the line between

what is considered ’authentic’ and what is considered ’fabricated’ [20].

A smart production by Jordan Peele in 2018 had former President Obama offering
a warning about deepfakes. This was one of the most notable examples of deepfake
technology receiving broad notice. The word "deepfakes' refers to a broad category
of manipulated material, including audio, video, and photo content, that is produced
through the use of deep learning techniques [19]. Significantly, advances in AI have
made it possible to create entirely computer-generated photos that remarkably mimic

real photographs, making it harder to distinguish between real and fake.

Deepfakes possess the capacity to disrupt political debate, disseminate misinformation
and propaganda, and damage individuals’ reputations. Furthermore, the malicious ex-
ploitation of deepfakes with the purpose of deception and extortion can pose a threat to
security and confidentiality. These consequences extend beyond the domains of politics,
society, and economics, posing a threat to the stability of the economy, the operation of

democratic processes, and the overall stability of society.

Legislation, technological progress, and digital media literacy are all being used to limit
the spread of deepfakes. Nevertheless, the detrimental impacts of deepfake technology are

continuously advancing, requiring a persistent emphasis on meticulousness and ingenuity.

Types of Deepfake

Deepfake technologies are categorized into four primary types: entire face synthesis,
reenactment (including facial expressions and body motions), facial attribute manipu-
lation, and face-swapping. Each type represents a distinct approach to generating or

altering digital faces, with specific methods and challenges associated with each??.
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2. Background

2.3.1| Entire Face Synthesis

This approach generates synthetic faces that do not correspond to real individuals. It
relies on learning latent representations from face datasets to create hyperrealistic per-
sonas. Early advancements include Radford et al’s DCGANSs, which introduced a stable
generative model architecture without pooling layers, using batch normalization for im-
proved image synthesis [21]. ProGANs by NVIDIA further enhanced quality through
progressive image refinement from low to high resolution [22]. StyleGAN, an evolution of
ProGAN, introduced adaptive instance normalization (AdalN) to control style and pose
in generated faces [23], and StyleGAN2 improved image quality and removed artifacts

[24]. These models are widely used for creating synthetic face databases and avatars.

2.3.2 Reenactment

Reenactment involves transferring facial expressions or body motions from one person
to another. Traditional methods used computer graphics, such as Blanz et al’s 3D
morphable models [25] and Thies et al’s real-time facial expression transfer with RGB-

D sensors [26]. Advances in neural networks include:

e Neural Textures

This method integrates traditional graphics with learnable neural textures to pro-
duce photorealistic outputs. Early work by [27] used deferred neural rendering,

while Fried et al. [28] focused on lip reenactment for altering dialogue in videos.

o Face2Face

This method allows for the precise reproduction of face expressions. The pro-
cedures entail the procedure of correlating auditory attributes with specific oral
configurations. Moreover, CycleGAN, along with its derivatives like StarGAN and
RecycleGAN, are employed to enhance the transmission of facial emotions.These
variations incorporate cycle-consistency and multi-domain translation to increase
the process [29]. The ICface paper enhanced the control of pose and expression
by utilizing conditional GANs. On the other hand, the Ordinal Ranking Adver-

sarial Networks paper improved the precision of synthesis by integrating age and
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2. Background

expression intensity.

2.3.3

Facial Attribute Manipulation

This type alters specific facial characteristics, such as age, gender, or expression. Tech-

niques include StarGAN. StarGAN is a domain-to-domain translation network that sup-

ports multi-domain training using mask vectors [30]. Xiao et al’s ELEGANT model

enhances multi-attribute translation with adversarial and reconstruction losses [31].

AttGAN focuses on high-quality facial attribute outputs with attribute classification

constraints, while STGAN and URCA-GAN improve output quality and reduce arti-

facts [32]. BeautyGAN is noted for makeup style transfer with high realism [33], and

SC-FEGAN translates sketches into hyperrealistic textures

234

Face-Swapping

Face-swapping involves exchanging faces between individuals while preserving facial ex-

pressions. Techniques include:

o Fast Face Swap

Introduced by Korshunova et al., this method maintains head position and lighting
conditions while transforming identity using a modified CNN with content and style
loss functions [34]. RSGAN and FSNET employ latent spaces for face-swapping,
with improvements in stability and resolution [35]. Sun et al. focused on identity
obfuscation with parametric face autoencoders and GANs [36]. The recurrent
neural network approach by [?] combines pose and expression from landmarks to

generate face-swapped images with high temporal coherence.

Face Replacement Using Internet Libraries

The study of [37] the technique of face swapping, automates face replacement in
photographs by selecting faces from a large internet library. The system creates
seamless composite images by selecting candidates with similar appearance at-
tributes to the input face. It can handle illumination and skin color variations.

The method estimates lighting and average color within the replacement region,
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2. Background

aiming to generate realistic replacement results for different poses.

Deepfake Detection

Deep learning achieved great success in deepfake detection. Here we discuss some image
and video deepfake detection models. Deepfake detection has achieved rapid success in
recent years, thanks to deep learning. In this section, we categorize some of the most

recent studies on this topic.

2.4.1 Traditional detection methods

Before learning methods, calculating the similarity of face or face patches betwen the
target and the source image/ video was the main method for face swapping, bending,
and face reenactment techniques. One of the most used approach for detecting sawpped
face is used copy, move and splicing detection wich was used mostly between two images
[38]. Bitouk et al. developed a method for identifying an input image and guaranteeing
its privacy. Their method entailed querying a database to identify a visage that bore a
striking resemblance to the face of the input source. Furthermore, the author worked
to enhance the process of seamlessly integrating the identified face with the input face.
This strategy is restricted by its inability to facilitate the seamless interchange of any

two features.

The method developed by [39] utilizes facial characteristics such as eyes, teeth, and
contours to identify deepfake and computer-generated faces. The technology identifies
visual anomalies in computer-generated photos, accurately differentiating between gen-
uine and altered faces. It improves the accuracy of deepfake identification by highlighting

tiny inconsistencies that are often missed by humans.

2.4.2 | Learning-based methods

The progress in deep learning has enabled the detection of Deepfake movies, employing
computer vision techniques like as classification, image synthesis, and facial recognition.

Over the past few years, numerous methods for detecting Deepfakes have been proposed,
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2. Background

which employ advanced technologies such as deep neural networks, convolutional neural

networks, recurrent neural networks, and hybrid models.

Image detection models

Researchers have employed Convolutional Neural Networks (CNNs) to detect images,
leveraging their advanced capabilities to autonomously acquire and extract hierarchi-
cal features from unprocessed photos, resulting in exceptional outcomes (Sengur et al.,
2018). These models have played a crucial role in pushing forward the area of im-
age recognition, providing exceptional performance in comparison to conventional ap-
proaches. The adaptability and efficacy of Convolutional Neural Networks (CNNs) in
several applications, such as object identification, face detection, and the more recent
deepfake detection, highlight their success[40]. Gowda and Thillaiarasu utilized modi-
fied CNN models, specifically ResNet and Xception, to identify counterfeit photos in a
research study. They achieved performance of ResNeXt and Xception of 80% and 78%,
respectively, but the best results were with the ensemble of ResNeXt and Xception of
93% [41].

This approach involved comparing the locations of the head and different face regions
to discover inconsistencies. An further research paper proposed a methodology that
utilizes neural networks to detect fraudulent GNA films. This approach entails utilizing
preprocessing techniques to analyze the statistical properties of the images and determine
their authenticity [42]. The researchers did a comparative analysis of the results and
observed improvements in the recognition of fraudulent faces in images produced by
people.

Later, researchers addressed the importance of models’ ability to generalize. [43] for
instance, discuss how models can generalize and perform well on datasets other than their
training datasets. They used a non-public image dataset that contains 53,000 images
extracted from YouTube videos with manipulated faces. Despite the high accuracy
of ImageNet-trained models like AlexNet, VGG19, and Inception, they encountered

challenges in distinguishing between fake and real faces in the new artifact dataset.

In addition to these strategies, research benefits from a hybrid approach that combines

CNNs as feature extractors and classical machine learning tools for effectively predicting

27



2. Background

deep fakes in images and videos [44] [45]. The suggested strategy in [45] makes use
of a modified network topology and a two-stream approach. Based on GoogleNet[46],
the face classification stream trains the model using both manipulated and real photos.
Using a steganalysis feature extractor, the patch triplet stream analyzes features and
records local noise residuals and low-level camera properties. The model also includes
a Siamese network design and an enhanced DenseNet backbone network. Using paired
learning, this detector successfully identifies false pictures produced by GANs that were
not used in the training phase. The outcomes of the experiments show that this method

is accurate in differentiating between authentic and counterfeit photographs[45].

Another innovative approach to deepfake detection is the use of Self-Blended Images
(SBI), which enhances the training of deep learning models by generating synthetic sam-
ples that replicate common forgery patterns. A technique called Self-Blended Images
(SBI) is used to detect deepfake videos by creating artificial fake samples that exhibit
typical signs of fraud. These samples are utilized for the purpose of training deep learn-
ing models, therefore augmenting their capacity to identify faked media. The approach
of the SBI has three distinct stages: Source-Target Generation, Mask Generation, and
Blending. The Source-Target Generator (STG) generates novel data by combining sec-
tions of an image with itself, whereas the Mask Generator (MG) generates blending
masks that combine images from both the source and destination sources. The training
and evaluation approach for the deepfake detection model based on SBI is holistic, en-
compassing preprocessing, source-target augmentation, training, model validation, and
inference technique. Using the SBI approach, deep learning models are trained more
effectively, resulting in improved accuracy and resilience in detecting corrupted media.

This paper also examines future research and its consequences for the field[7].

Video detection models

In recent years, deep learning techniques have demonstrated remarkable success in iden-
tifying deep fakes. Video compression, however, results in the loss of some frame infor-
mation, prompting the development of alternative methods that operate directly with

videos. In this section, we present several pertinent studies.

The authors employ an integrated approach to identify deepfake content in videos,
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utilizing CNN models, feature selection techniques, and machine learning algorithms.
Their model receives each video frame for the purpose of feature extraction and classifi-
cation. The approach integrates picture characteristics from three Convolutional Neural
Network (CNN) models into a feature vector. This vector is subsequently employed
for feature selection and dimensionality reduction using Principal Component Analysis
(PCA). A Support Vector Machine (SVM) categorizes the frame as either genuine or
counterfeit. This approach attained a remarkable accuracy of 96.50% on the DFDC

dataset, surpassing the performance of baseline end-to-end CNN models.

However, the approach used a shortened version of the dataset, potentially excluding
the full range of variables present in the original dataset|44]. The authors of [43] inte-
grate the super-resolution algorithm with deep learning techniques to classify counterfeit
videos. This method utilizes image processing techniques to detect the disparities across
various face regions and the orientation of the head. This approach has greatly enhanced

the precision.

In addition, Li (2018) utilized novel methodologies to minimize the necessity of include
negative training instances in the model. Using a deep learning approach, rather than
identifying unique characteristics of fake and real videos, the researchers analyze the
presence of face-wrapping artifacts in the videos to determine their authenticity. They

demonstrated successful outcomes for two distinct deepfake datasets.

[47] developed an advanced deep learning system that detects deepfakes by examining
both the auditory and visual elements. The model utilizes a Siamese network architec-
ture to extract speech and face data. It includes a triplet loss function to differentiate
between authentic and fake videos. The suggested technique achieved a 96.6% accuracy
on the Deepfake TIMIT dataset and an 84.4% accuracy on the DFDC dataset. [48] intro-
duced a method for detecting fraudulent face recordings by analyzing the frequency of
eye blinking, a vital physiological trait. The technology combines a convolutional neural
network (CNN) with a recursive neural network (RNN) to track and analyze eye move-
ment and blinking. A binary classifier is used to determine the different conditions of the
eye. When utilized on a particularly curated dataset that emphasizes eye-blinking, the
method showcased its efficacy in detecting fraudulent photos. [49] devised a Generative

Adversarial Network (GAN) model that detects deepfakes by analyzing physiological
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data, such as heartbeats. The model utilizes detector networks and registration layers
to extract precise facial regions and biological signals, leading to an impressive accuracy
of 97.3% across multiple publicly available datasets. Another point of view addressed
by many researchers is analyzing the temporal sequence between frames of a video to
identify fake videos. For instance, in reference [8], a novel approach is presented that
employs the CNN model to extract frame features in the early stages.

Afterwards, the output is passed through the LSTM layers to retrieve the chronological
order in which face manipulation takes place. In the previous section, a softmax classifier
is employed to distinguish between authentic and fraudulent movies . Their model
underwent evaluation using a dataset including 600 movies obtained from various sources.

The model exhibited robust performance in accurately identifying video deepfakes..

¥ IEa|

Detection

Network | {Pristine, Deepfake}

Input Feature Sequence
sequence vector descriptor

Figure 2.2: Convolutional neural network for spatial and temporal features analysis|[2].

In another study, they replaced one face with another and benefit from color correction
techniques such as Gaussian blurring, SURF descriptor . Finally to classify they use
SVM. However, this method is unable to transfer facial expressions from the face to the

sawed face[b0].
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In this thesis, four distinct deepfake datasets are employed to rigorously evaluate the
performance of deepfake detection models. These datasets are integral to the training
and testing phases, each offering attributes that contribute to a comprehensive analysis

of the detection algorithms’ effectiveness.

Celebrities DeepFake dataset

The Celebrities DeepFake dataset, also known as the Celeb-DF dataset, is a collec-
tion of altered recordings that feature well-known individuals. This dataset has been
employed in research concerning the societal implications of deepfake technology. The
emergence of deepfake material, particularly in relation to personalities, presents novel
ethical dilemmas and issues regarding the dissemination of fraudulent information and

the infringement of privacy.

The Celeb-DF dataset is a notable progress in the field of DeepFake detection datasets.
Celeb-DF improves upon earlier datasets by addressing concerns such as limited diversity
and low-resolution movies. It establishes a higher standard by providing a wide variety
of high-quality synthetic films. Celeb-DF is a carefully selected compilation of videos,
which includes 590 authentic videos and 5,639 DeepFake recordings, amounting to more
than two million frames. The 59 celebrities included in Celeb-DF were carefully selected
to provide a diverse representation of genders, ages, and races, thereby providing a

thorough coverage of diversity in the dataset.

The real videos in Celeb-DF are sourced from publicly available interviews on YouTube,
ensuring a varied and realistic representation of facial expressions, orientations, light-

ing conditions, and backgrounds. The average length of all videos is approximately 13
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seconds, with a standard frame rate of 30 frames per second. Regarding demographic
distribution, 56.8% of the subjects in the real videos are male, and 43.2% are female,
with further breakdowns across different age groups and ethnic backgrounds for a de-
tailed representation. The age distribution is as follows: 8.5% of the population is aged
60 and above, 30.5% is between the ages of 50 and 60, 26.% is in their 40s, 28.0% is in
their 30s, and 6.4% is younger than 30. The dataset comprises 5.1% Asians, 6.4% African
Americans, and 88.1% Caucasians, demonstrating a conscious endeavor to incorporate

a diverse array of ethnicities and foster inclusiveness within the dataset.

Synthesis Methodology

The DeepFake videos in Celeb-DF are generated using an advanced synthesis algorithm
that addresses specific visual artifacts observed in existing datasets[3]. Initially, the basic
DeepFake synthesis algorithm typically produced low-resolution faces (e.g., 64 x 64 or
128 x 128 pixels). In Celeb-DF, this has been improved by enhancing the resolution
of the synthesized faces to 256 x 256 pixels. This enhancement is achieved through
encoder-decoder models with increased layers and dimensions, balancing training time

with improved synthesis quality Figure

Figure 3.1: The visual sample of the Synthesis images, with and without corel correction from
right to left.Image source [3]

Color mismatch between the synthesized donor’s face and the original target’s face
is significantly reduced in Celeb-DF through rigorous data augmentation and post-
processing techniques. During each training epoch, colors of training faces are randomly
perturbed to force the neural networks to synthesize images with accurate color patterns.

Additionally, a color transfer algorithm is applied between the synthesized donor face
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and the input target face to minimize discrepancies.

Improvements in mask generation are another critical aspect of Celeb-DF. Unlike
previous datasets where face masks were either rectangular or based on convex hulls
of landmarks, Celeb-DF employs a refined approach. It synthesizes a face with more
surrounding context to ensure complete coverage of the original facial parts after warp-

ing. A smoothness mask is then generated based on landmarks and interpolated points,

enhancing the integration of the synthesized face with the target video frame (see Fig-

ure [3.2).

Visual parts of
original face

Boundary
artifacts

Boundary
artifacts

® Facial landmarks
= Interpolated points

(o)

Figure 3.2: Mask Generation in Datasets and Celeb-DF (a) Initial alignment of the synthesized
face with the target’s face. (b) Smooth and accurate mask creation around facial
features. (c) Final synthesis result integrating synthesized face into the original
video frame. Image source [3].

Temporal flickering, a common issue in DeepFake videos, is mitigated in Celeb-DF by
incorporating temporal correlations among detected face landmarks. A Kalman smooth-
ing algorithm filters the temporal sequence of face landmarks, reducing imprecise varia-

tions across frames and ensuring smoother transitions between facial expressions.
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3.1.1 | Visual Quality Evaluation

The refinements in synthesis methodology for Celeb-DF lead to improved visual quality
of DeepFake videos, as confirmed by quantitative evaluation metrics. The Mask-SSIM
(Masked Structural Similarity Index Metric) score, which measures the similarity be-
tween the head regions (including face and hair) of DeepFake and original video frames,
demonstrates superior performance compared to previous DeepFake datasets. Celeb-DF
achieves higher Mask-SSIM scores, indicating better image quality and reduced identity

changes from the target to the donor[3].

Face Forensics in the Wild 10K

The FFIW10K dataset, short for Face Forensics in the Wild 10K, represents a significant
advancement in the field of deepfake detection datasets[51]. This dataset is specifically
designed to overcome the limitations of existing benchmarks by providing a more compre-
hensive and realistic benchmark for evaluating deepfake detection algorithms. FFIW10K
consists of a curated collection of both synthetic and real videos, totaling 20,000 clips
and spanning over 7.2 million frames. The dataset is meticulously constructed to capture

diverse and challenging scenarios of face manipulation in real-world settings.

To gather pristine videos for manipulation, the dataset creators sourced a large collec-
tion of high-resolution videos from YouTube. These videos were selected using diverse
keyword queries in multiple languages to ensure a broad representation of human faces
and scenarios. From the initial pool of 4,000 raw videos, each video was segmented into
uniform clips, and a random 12-second sequence was selected to avoid bias. The selection
process filtered out static or crowded scenes and those with minimal human facial pres-
ence, resulting in approximately 12,000 sequences suitable for subsequent manipulation.

Some visual examples of the dataset are shown in Figure

To ensure the diversity and quality of the manipulated videos, FFIW10K employs an
automated quality assessment network. This network evaluates the visual fidelity of each
manipulated face and discards low-quality synthetic faces. Only videos with high-quality

synthetic faces are retained, resulting in a final dataset of 10,000 high-fidelity synthetic
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videos. This rigorous curation process not only enhances the dataset’s realism but also
reduces human bias and ensures scalability.

FFIW10K is annotated comprehensively at both face and video levels, providing de-
tailed labels for over 3.2 million real faces and 1.1 million synthetic faces across 3,600
individuals. These annotations enable precise evaluation and benchmarking of deepfake
detection algorithms, facilitating robust analysis under real-world conditions. More-
over, the dataset is split into distinct training, validation, and test sets to support fair

evaluation and comparison of detection models.

Figure 3.3: Visual examples of FFIW dataset. Image source [4]

DeepFake Detection Challenge

The DeepFake Detection Challenge (DFDC) Dataset is a pivotal resource developed
to advance the detection of manipulated video content, specifically deepfakes. Created
by Facebook (now Meta) and Kaggle as part of the DeepFake Detection Challenge,
the dataset encompasses over 100,000 video clips. These videos feature a broad array
of deepfake manipulation techniques, including face swapping and facial reenactment,
alongside authentic footage. This extensive collection provides a diverse sample of indi-
viduals across various ages, ethnicities, and contexts, making it an invaluable asset for
developing and evaluating deepfake detection algorithms. Some visual example of this
dataset is shown in Figure

The dataset is meticulously annotated with labels indicating whether each video is
"real" or "fake." It includes both high-quality and low-quality deepfakes, reflecting the
wide range of video manipulation techniques and their varying degrees of sophistication.
This diversity introduces real-world challenges for detection models, ensuring they are
robust and effective across different types of manipulations and video qualities.

Ethical considerations were central to the creation of the DFDC dataset. The videos
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were generated with explicit consent from participants, and no unauthorized or private
material was used. The focus was on synthetic content to maintain ethical standards

while providing a comprehensive resource for research and development.
- ﬂ - . . .

Fake
Figure 3.4: Visual example of DFDC dataset. Image source [5].

The DFDC dataset not only serves as a benchmark for evaluating deepfake detection
technologies but also plays a critical role in pushing forward the boundaries of media
verification. It is widely utilized in academic research, industry applications, and com-
petitive challenges to enhance the accuracy and reliability of algorithms designed to
identify manipulated media. Available through Kaggle, this dataset is a cornerstone for

those working to combat digital misinformation and enhance media authenticity.

FF++ (FaceForensics++)

A fundamental contribution to the field of deepfake detection is the FaceForensics++
dataset, an extension of the original FaceForensics dataset [5]. Some visual samples of
the real and fake images are shown in Figure ?7?7. This new iteration, named FF+4++,
significantly enhances the scale and diversity of manipulated facial images available
for research, thereby enabling more robust and comprehensive evaluations of forgery
detection algorithms. To simulate realistic scenarios of facial manipulation, FF++ in-

corporates four distinct subdatasets, each employing advanced manipulation techniques

(Figure [3.6).

Subdatasets

¢ DeepFakes: The term "Deepfakes" has become synonymous with face replacement

through deep learning methods. In FF-++4-, the Deepfakes subdataset leverages
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autoencoders trained on large collections of source and target face images. These
autoencoders encode and decode facial features to seamlessly replace faces in target
videos. The implementation utilizes a modified version of the faceswap github
framework, which automates data loading and model training to efficiently generate

manipulated videos.

Face2Face: Face2Face is a facial reenactment system that transfers expressions
from a source video onto a target video while preserving the target person’s identity.
This approach involves generating dense facial reconstructions from input video
streams and applying these reconstructions to re-synthesize facial expressions un-
der varying lighting and expression conditions. In FF++, Face2Face adaptations
include fully automated keyframe selection and expression tracking, enhancing the

scalability and realism of generated manipulations.

FaceSwap: FaceSwap is a graphics-based approach that extracts facial regions
from a source video and integrates them into a target video using blendshape
models and texture mapping techniques. The method involves detecting facial
landmarks, fitting 3D templates, and blending rendered models with target im-
ages to achieve realistic face swapping effects. FF++ incorporates FaceSwap with

enhancements to handle varying facial poses and expressions, ensuring robust ma-
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Figure 3.5: Visual example of FF++ dataset. Image source[5].

NeuralTextures: NeuralTextures introduces a rendering approach that learns
neural textures from original video data to realistically manipulate facial expres-
sions. This technique uses photometric and adversarial losses during training to

refine facial textures and expressions. In FF+4++, NeuralTextures integrates with
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Face2Face’s tracking module to modify specific facial regions while preserving over-

all facial geometry, enhancing the fidelity of manipulated videos.

Fager Ibreonstrustion Identity Swap DrepFakes Fasrfwnp Furial Reemastment FasrzPaer  MeuralTestures

BEAR'ATAR

Figure 3.6: This figure illustrates two key processes in facial image editing: face swapping
and facial reenactment. Face swapping involves altering identity by replacing one
face with another, a technique now widely accessible on mobile devices. Facial
reenactment modifies expressions by transferring the facial expressions from one
person to another. Image source [6].

Annotation and Utilization

FF++ is extensively annotated with both face-level and video-level labels, delineating
manipulated and pristine segments. This annotation scheme facilitates precise evaluation
of forgery detection models and enables comparative studies against other benchmark
datasets. The dataset is partitioned into training, validation, and test sets, ensuring
unbiased evaluation and robust performance metrics across various detection method-

ologies.
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SELF-BLENDED IMAGES (SBI) FOR

DEEPFAKE DETECTION

Introduction

One promising approach to deepfake detection is the use of Self-Blended Images (SBIs)[7].

The SBI technique introduces a novel strategy for generating synthetic fake samples that
contain common forgery traces. These synthetic samples are then used to train deep
learning models, in a discriminative manner enhancing their ability to detect a wide
range of manipulated media. This chapter provides an in-depth of the SBI method,
its underlying principles, and its impact on improving the accuracy and robustness of

deepfake detection.

Overview of the SBI Model

The detection of manipulated images and videos has traditionally relied on supervised
learning methods, where models are trained on labeled datasets containing both au-
thentic and fake samples. However, these methods face significant challenges due to
the ever-evolving nature of deepfake techniques and the scarcity of high-quality labeled
data. The need for more generalized and robust detection mechanisms has led to the
exploration of alternative approaches, such as self-supervised learning and synthetic data
generation.

Self-supervised learning (SSL) is a subset of unsupervised learning where the data itself
provides the supervision needed for training. It involves automatically generating labels
from the data based on certain inherent properties or structures within it. This method

allows models to learn useful representations from unlabeled data, which can later be
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fine-tuned for specific tasks with minimal labeled data. SSL has shown significant success
in fields such as computer vision and natural language processing, enabling models to

leverage vast amounts of available data without the need for extensive manual labeling

[52, 53} (54, [55).

The SBI method addresses these challenges by creating self-blended images that simu-
late common forgery traces. By blending parts of an image with itself, the SBI technique
generates a variety of synthetic samples that exhibit characteristics of manipulated me-
dia. These samples are then used to train classifiers, encouraging them to learn more
generic representations that are effective across different types of forgeries. As shown in
Figure the overall structure of the SBI model consists of three main components:

the Source-Target Generator (STG), the Mask Generator (MG), and the Blending step.

Source-Target Generator
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Figure 4.1: Overview of the SBI Model Architecture. Image source [7].

4.2.1| Objectives

The core idea behind SBI is to leverage self-supervised learning, where the model gen-
erates its own training data by blending parts of images within the same image. This
process introduces realistic forgery traces, allowing the model to learn and identify subtle
manipulations that are commonly found in deepfakes. By training the model with these
synthetic samples, SBI aims to develop a more generalized understanding of forgery pat-

terns, making it more effective in detecting manipulated content across diverse datasets.
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B Methodology

The Self-Blended Images (SBI) technique involves creating synthetic data by blending
parts of an image with itself to produce fake samples that mimic typical forgery patterns.
These synthetic samples are then used to train detection models, enhancing their ability
to recognize deepfake manipulations. The SBI methodology comprises three key steps:
Source-Target Generation, Mask Generation, and Blending. Each step plays a crucial
role in creating synthetic samples with diverse characteristics for training deepfake de-

tection models.

The Source-Target Generator (STG) is a crucial element of the SBI approach. The
process starts by replicating the input image I to generate faux source and target im-
ages. The STG utilizes random alterations to introduce statistical discrepancies among
these images. The changes encompass several operations such as moving RGB channel
values, affecting hue, saturation, brightness, and contrast, and altering image frequency
through downsampling or sharpening techniques. These modifications guarantee that
the artificial images are diverse and authentic, replicating many forms of counterfeit

patterns.

In addition, the STG adjusts the size of the source image by randomly selecting height
H, and width W, values from a uniform distribution U[umin,umazx]. Here, upyi, and
Umax represent the minimum and maximum scaling factors, respectively, used to resize
the image. The procedure of resizing is crucial in order to preserve the alignment with the
original dimensions of the image. This may be achieved by either adding zero-padding
or cropping the image from the center to match the precise size of the original image.
Ensuring the structural integrity of the image is maintained while adding variations is

of utmost importance in this stage.

In order to increase the variety and intricacy of the artificial data, the STG incorpo-
rates translation. This is accomplished by establishing a translation vector ¢t = [tp, ],
where t; and t,, are computed using the dimensions H and W of the original image.
These modifications together generate artificial images with different attributes, en-
hancing the resilience of deepfake detection models by offering a more extensive range

of training instances.
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4.3.1| Mask Generator (MG)

The Mask Generator (MG) component in the SBI technique is essential for creating
blending masks that merge source and destination images. At first, the MG uses a
landmark detector to anticipate face areas and starts a mask by calculating the convex
hull using these landmarks [56]. Afterwards, the mask is subjected to deformations by
landmark transformations, which are comparable to the ones employed in BiGAN. In
order to increase the variety of masks, the MG utilizes elastic deformations and uses two

Gaussian filters with different settings to achieve smoothness.

After the first smoothing process, all pixel values that are less than 1 are changed
to 0. This enables erosion or dilation to be performed dependent on the sizes of the
filter kernels. This procedure guarantees that the masks possess diverse and authentic
bounds, which is crucial for generating credible synthetic images. Ultimately, the MG
adjusts the blending ratio by multiplying the mask with a constant r that falls within the
range of (0, 1]. The value of r is randomly selected from the set of numbers {0.25, 0.5,
0.75, 1, 1, 1}. The difference in blending ratios increases the diversity of the synthetic

samples, hence improving their effectiveness for training detection algorithms.

4.3.2| Blending

The last stage of the SBI approach entails merging the source image Is and the target
image I; using the blending mask M. The self-blended image Igp is calculated by
combining the source image I, and the target image I; using a blending factor M.
The blending operation is performed by multiplying the source image by M and the
target image by (1 — M), and then adding the two results together. The blending
procedure guarantees that the synthetic images accurately replicate the attributes of
genuine forgery patterns. The blending method creates self-blended images by merging
various parts of the same image. This process efficiently imitates common counterfeit

patterns, which helps improve the training of detection models.
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Key Components

The SBI approach has many essential elements aimed at improving the identification of

altered images and videos:

e Image Blending for Synthetic Sample Generation:The Image Blending Al-
gorithm produces self-blended images by merging several areas inside a single im-
age. The generateed synthetic samples imitates common counterfeit patterns by
merging portions of a image with itself. This procedure is vital for producing
a wide range of authentic training data, which is necessary for training resilient

detection models.

e Analysis of Forgery Traces: This component detects and integrates typical
signs of fraud into the artificial samples. The traces mentioned encompass sev-
eral abnormalities and anomalies commonly detected in altered, such as irregular
lighting, artificial shadows, and misaligned edges By integrating these subtle indi-
cations, the artificial samples become more authentic and demanding, enhancing

the model’s capacity to identify counterfeit items.

e Training Pipeline: The artificial samples produced by the SBI process are uti-
lized to train machine learning models. This training process is designed to enhance
the models’ capacity to differentiate between genuine and altered material, hence
boosting overall accuracy in detection. The pipeline incorporates diverse data aug-
mentation approaches to include supplementary heterogeneity in the training data,

hence enhancing the resilience of the models.

Training and Evaluation Methodology

The training and evaluation methodology for the SBI-based deepfake detection model is
comprehensive, involving several key stages: preprocessing, source-target augmentation,

training, model validation, and inference strategy.
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4.5.1| Preprocessing

To process the input data, Dlib [56] and RetinaFace [57] are employed to extract facial
landmarks and bounding boxes from each video frame, respectively. Specifically, the
Dlib face landmark shape predictor [58] with 81 points is used. During the training
phase, the facial region is cropped using a margin that is randomly determined and
can range from 4% to 20%. However, during the process of drawing conclusions or
making deductions, a consistent margin of 12.5% is used. It should be noted that face
landmarks are not required throughout the inference process. Thus, just the RetinaFace
algorithm[57] is employed at that juncture. The preprocessing procedure ensures that
the facial regions are evenly aligned and normalized, which is crucial for training accurate

detection models.

4.5.2 | Training

The training approach utilizes the cutting-edge convolutional network architecture Eff-
icientNet-b4(EFNB4) [59], which has been pretrained on ImageNet[60]. This architec-
ture has demonstrated exceptional performance in several computer vision applications,
including the identification of deepfake images. The model undergoes fine-tuning using
the Stochastic Weight Averaging (SWA) optimizer [61] for 100 epochs. The batch size
is set to 32 and the starting learning rate is 0.001. It should be noted that a Sigmoid
activation function is utilized on the last layer in order to standardize the output within

the range of 0 to 1.

4.5.3| Blending Masks

Building upon the Self-Blended images (SBI) approach, they apply a blending procedure
to combine the modified masks with the original images. By creating many masks and
using Gaussian and other modifications, they seamlessly merge these masks with the
original facial images. This procedure entails combining the masks with the face areas
through the utilization of alpha blending and other image fusion techniques in order to

generate modified iterations of the original images.
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The blending method guarantees the smooth integration of the altered masks, which
individually represent distinct forms and configurations, with the original face charac-
teristics. This stage enables us to assess the influence of these masks on the analysis and
categorization of face features. The images presented in Figure [4.2]exemplify instances of
modified images created by blending. These images serve to demonstrate the efficacy of
our technique in modifying facial characteristics while maintaining the overall coherence

of the image.

Figure 4.2: Examples of facial images after blending with manipulated masks. The images
illustrate how different masks, applied to specific facial regions, are integrated with
the original features using blending techniques. The blending process showcases
the impact of various mask shapes and configurations on the final image, providing
insights into the effects of mask manipulation on facial feature analysis. Image
source [7].

4.5.4 | Inference Strategy

During the process of inference, predictions are generated at the individual frame level
and then combined through averaging to create predictions at the video level. This
methodology guarantees the coherence of the model’s forecasts over many frames within
a given video, hence enhancing the overall precision and dependability of deepfake iden-

tification.

Conclusion

This chapter has presented an overview of the Self-Blended Images (SBI) technique

for deepfake detection. By generating synthetic samples that simulate common forgery
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traces, SBI enhances the training of deep learning models, improving their accuracy and
robustness in detecting manipulated media. The methodology, key components, training,
and evaluation strategies have been discussed in detail, highlighting the effectiveness of
the SBI approach across various benchmark datasets. Future research and implications
for the field have also been considered, underscoring the significance of SBI in advancing

deepfake detection technologies.
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CLASSIFICATION

5.1 Introduction

Our approach to deepfake detection in this chapter expands upon the Self-Blended Im-
ages (SBI) model from the previous chapter. Our main objective is to enhance the
interpretability of the detection process by focusing on local picture regions. A novel
approach called Local Feature Analysis SBI (LFA-SBI) is proposed to discover feature
space directions in the embedding space of a deepfake detection model trained using the
original SBI technique. The given directions are indicative of deepfake artifacts that are
observed in facial features that are spatially localized, such as the eyes, nose, or mouth.

The fundamental concept of LFA-SBI is to manipulate various forms of local image
disturbances inside certain face areas and subsequently represent these changes in the
embedding space of a pre-trained deepfake detector using Principal Component Analysis
(PCA). Given that PCA effectively captures the directions with the greatest variance in
the data, we exploit this characteristic to determine the embedding space directions that
precisely correspond to the changes in the desired local picture regions. This method
of self-supervision allows the model to precisely identify the specific local features that
contribute to the categorization decision.

This work aims to examine the effects of utilizing various facial masks on the ex-
traction and categorization of facial characteristics using Principal Component Analysis
(PCA) and Multi-Layer Perceptrons (MLPs). This study aims to evaluate the impact
of masking several facial regions, namely the eyes, nose, and mouth, on the efficacy
of facial feature analysis and classification. This methodology has the dual objective

of accurately categorizing facial characteristics and identifying the specific areas of the
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face that have been modified in artificial or manipulated photographs. This study con-
tributes to Explainable AI (XAI) by elucidating the precise facial features that impact
classification decisions.

After identifying the directions in the feature space, we proceed to train individual
Multilayer Perceptrons (MLPs) for each local region. This enables the model to in-
dependently determine whether the input face is genuine or modified by self-blending.
In this procedure, predictions are generated for the input image based on each trained
Multilayer Perceptron (MLP), hence enhancing the transparency and interpretability of
the decision process in relation to each studied facial region.

The technique, as depicted in Figure [5.1] comprises the subsequent essential phases:

— - Pre Train

- Train

.......... Test

<
9 _ |a Output
FE 4’ s —> ReallFake
U
<
> o ’ Iy . Output
; §
=

M- PCA
M- MLP

Output
L . ReallFake

Figure 5.1: The main structure of the model. In the first step, the face part masks are extracted,
then applied to the dataset to generate related PCA in the pre-train phase. Next,
in the training phase, the whole face masks are used, and after passing through the
EfficientNet-b4, PCAs are applied to the output of EfficientNet-b4 before the last
fully connected layer. Using the output of each PCA, an MLP is trained. For the
test phase, the faces are directly fed into the network.

1. Face Parts Mask Generation: Generating and using masks to divide facial

images into discrete parts, including the eyes, nose, and mouth.

2. Principal Component Analysis (PCA): The application of Principal Com-

ponent Analysis (PCA) to the masked face parts serves to mitigate the influence
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of noise by prioritizing the principal components that yield the highest variance,

therefore improving the quality of the data.

3. MLP Training: Training MLP models on PCA-transformed data to assess the

influence of various masks on classification performance.

4. Evaluation and Explainability: Evaluating the trained model to determine
its effectiveness in classifying facial features using applied masks, and employing
Explainable AI methods to detect the specific facial components that were modified
in manipulated images, thus offering clarification on the modifications made to the

face.

Figure 5.2: Masks for the nose region arranged in a 4x4 grid. Each row illustrates a different
shape of the mask: (A) rectangular masks, (B) triangular masks, (C) wider tri-
angular masks, and (D) original masks. The columns within each row represent
variations in mask dimensions and configurations. This layout demonstrates the
diversity in mask shapes applied to the extracted facial landmarks, showcasing the
range of geometric configurations used in our analysis [§].

Through an analysis of the impacts of various masks, our objective is to construct
a model that not only improves the accuracy of classification but also offers a compre-
hensive understanding of the particular changes in facial features detected in deepfake
material. By enhancing the interpretability of the detection process and emphasizing the
facial characteristics most pertinent to classification decisions, this adds to the broader
objectives of XAl

Our approach diverges from the conventional SBI methodology, which employs Dlib
and RetinaFace to extract facial landmarks and bounding boxes from every video frame,
by explicitly focusing on extracting independent facial components. This modified pro-

cedure integrates sophisticated data augmentation principles influenced by SBI, with
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the goal of improving the resilience and effectiveness of the model. In addition to en-
hancing the accuracy of deepfake detection, the resulting LFA-SBI approach provides a
clear understanding of how local facial characteristics contribute to the classification of

manipulated photos.

Data Preparation

In contrast to the approach outlined in the SBI paper, which utilizes Dlib and Reti-
naFace for extracting facial landmarks and bounding boxes from each video frame, our
methodology specifically targets the extraction of distinct facial parts. The adapted
process is as follows, incorporating advanced data augmentation techniques inspired by

SBI to enhance model robustness and performance:

5.2.1 [ Facial Landmarks and Bounding Boxes

¢ Landmark Extraction: We use Dlib, a C++ library with Python bindings, to
extract facial landmarks from each video frame. Dlib is a modern C++ toolkit orig-
inally developed in C++ but also provides Python bindings for easy integration.
It contains machine learning algorithms and tools for creating complex software in
C++ to solve real-world problems. It includes tools for facial landmark detection,
which utilizes a pre-trained model to identify key points on the face, such as the
eyes, nose, mouth, and jawline. The facial landmark detector in Dlib uses an en-
semble of regression trees to predict the location of facial landmarks. It begins by
detecting the face in the image and then applies a shape predictor to identify the
precise positions of 68 landmarks . These landmarks provide a detailed map

of the facial structure, which can be used for various facial analysis tasks.

To address these challenges, RetinaFace provides an advanced solution for bound-
ing box extraction. RetinaFace employs a Feature Pyramid Network (FPN) to
detect faces at multiple scales and an anchor-based approach to improve bounding
box accuracy [57]. This method enhances detection performance by using dense
predictions and integrating facial landmark localization to refine the bounding

boxes further [62].
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Figure 5.3: Visualizing the 68 facial landmark coordinates from the iBUG 300-W dataset [g].

From each video, 32 frames are extracted to ensure a comprehensive analysis.
Unlike the SBI approach, which uses landmarks for the entire face, our process

focuses on landmarks corresponding to specific facial parts: eyes, nose, and mouth.

« Bounding Box Extraction: Bounding box extraction is a critical step in image
analysis, particularly for face detection tasks. It involves delineating a rectangular
area around detected faces to isolate them from the rest of the image. This process
ensures that subsequent analysis focuses on the regions of interest, improving the
accuracy of tasks such as feature extraction or classification. Accurate bounding
box extraction is essential for applications like facial recognition and deepfake
detection, where precise localization of facial features is crucial. Techniques such
as the Single Shot MultiBox Detector (SSD) [63] and Faster R-CNN [64] have been
traditional methods for face detection, but they often face limitations in handling

faces at varying scales and orientations.

To address these challenges, RetinaFace provides an advanced solution for bound-

ing box extraction. RetinaFace employs a Feature Pyramid Network (FPN) to
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detect faces at multiple scales and an anchor-based approach to improve bounding
box accuracy [57]. This method enhances detection performance by using dense
predictions and integrating facial landmark localization to refine the bounding

boxes further [62].

Similar to the SBI methodology, we use RetinaFace to obtain bounding boxes

around the face, providing the initial region of interest for further analysis.

5.2.2 | Facial Part Cropping

Instead of cropping the entire face, we create masks for specific facial parts using ex-
tracted landmarks. These masks isolate the nose from other facial features and are
uniquely shaped to reflect the diversity of nose shapes and positions. Figure [5.2] illus-
trates various masks tailored for the nose, each associated with specific landmarks from
different face images. As you see, there are 16 masks arranged in a 4x4 grid. Each
row represents a different shape of the mask used for the nose, and each column shows
variations within that shape. These masks have undergone Gaussian and other manip-
ulations and are ready to be applied and blended onto source images to create altered
versions. The varying geometric configurations of these masks demonstrate how differ-
ent shapes can be applied to the landmarks. This approach enhances the flexibility of
our analysis, capturing a wide range of variations in the nose region and providing more

detailed insights into facial feature dynamics.

5.2.3 Data Augmentation

We implement data augmentation strategies to improve the robustness of our models.
These techniques include introducing various degradations that generate artifacts in the
images. These artifacts are designed to simulate potential distortions and alterations,
enabling our detectors to learn and recognize such variations more effectively. The

specific augmentation methods are as follows:

¢ Color Transformations:

— Random Shifts in RGB Channels: Introduce color variability by adjust-

ing the values of the red, green, and blue channels.
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— Hue, Saturation, Value Adjustments: Modify hue, saturation, and value
to simulate different lighting conditions and color intensities.
e Frequency Transformations:

— Downsampling: Reduce the resolution to simulate lower quality or zoomed-

out views.

— Sharpening: Enhance image sharpness to introduce high-frequency details.

¢ Geometric Transformations:

— Resizing: Change the size of the source image to create blending boundaries

and simulate different spatial relationships between facial features.
— Translations: Shift the position of the resized image to reproduce alignment
mismatches.
e Blending:

— Mask Application: Apply the manipulated masks to the source images to
create blended images, integrating the augmented source images to simulate

realistic and challenging scenarios.

This approach allows us to generate a diverse set of training samples, improving the

model’s ability to handle various distortions and alterations in facial images.

5.2.4| Blending Masks

Inspired by the Self-Blended Images (SBI) technique, we implement a blending process
to integrate the manipulated masks with the source images. These manipulations in-
clude random shifts in RGB channels, hue, saturation, value, brightness, and contrast to
create color inconsistencies. Additionally, we apply frequency transformations such as
downsampling or sharpening. The source image is resized with dimensions sampled from
a uniform distribution, then zero-padded or center-cropped to the original size, followed
by random translations.

This blending process ensures that the manipulated masks, each reflecting different

shapes and configurations, seamlessly integrate with the original facial features. This
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A) Mouth manipulation B) Nose manipulation C) Eyes manipulation

Figure 5.4: Examples of facial images after blending with manipulated masks. From left to
right, the columns represent the mouth, nose, and eye regions, respectively. The
top row shows the original images, while the bottom row displays the images after
applying the manipulated masks. This visual comparison illustrates the impact of
mask manipulation on each specific facial region, providing insights into the effects
of different mask shapes and configurations on facial feature analysis.

step allows us to evaluate the impact of these masks on facial feature analysis and
classification. The figures provided in Figure [5.4] showcase examples of manipulated
images after blending, demonstrating the effectiveness of our approach in altering facial

features while preserving overall image coherence.

To illustrate the blending process, Figure shows the intermediate steps, including
the original frame, the cropped face region, the applied mask, and the final blended
result. This visualization offers a comprehensive view of how each step contributes
to the creation of a manipulated image, highlighting the transformations and blending

techniques used.

Figure 5.5: Visualization of the blending process. Each column represents a different facial
region (mouth, nose, eyes). The rows depict the sequence from the original frame,
the cropped face region, the applied mask, to the final blended result. This step-by-
step visual breakdown demonstrates the process of mask application and blending,
illustrating the transformations applied to create the final manipulated image.
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EfficientNet-B4

EfficientNet-B4 is a model from the EfficientNet family, which represents a significant
advancement in the field of deep learning and computer vision. EfficientNet models are
designed to achieve high accuracy with fewer parameters and computational resources
compared to traditional neural network architectures. EfficientNet is a family of models
introduced by Google AI that are optimized for both accuracy and efficiency. The key
innovation behind EfficientNet is a compound scaling method, which uniformly scales the
depth, width, and resolution of the network to achieve better performance with fewer
parameters. For this study, we utilize a pretrained version of EfficientNet-B4, which
has been trained on a large dataset and provides well-established feature extraction
capabilities.

EfficientNet-B4 is one of the intermediate models in the EfficientNet family, falling
between the smaller models (B0-B3) and the larger models (B5-B7). It strikes a balance
between model size and accuracy, making it suitable for a wide range of applications

[59].

5.3.1 Architecture

The architecture of EfficientNet-B4 builds upon several core concepts:

¢ Compound Scaling: EfficientNet-B4 employs a compound scaling strategy that
scales up the network’s depth, width, and input resolution in a balanced way. This
approach allows the model to achieve high accuracy without excessively increasing

computational costs.

o Mobile Inverted Bottleneck Convolution (MBConv): EfficientNet-B4 uses
MBConv blocks, which are a type of depthwise separable convolution designed to
improve computational efficiency. These blocks help the model capture complex

features while minimizing the number of parameters and operations.

e Swish Activation Function: EfficientNet-B4 utilizes the Swish activation func-

tion, which has been shown to outperform traditional activation functions like
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ReLU in various tasks. Swish is defined as f(x) = x - sigmoid(x), and it helps in

improving the model’s accuracy and convergence.

5.3.2 Performance

EfficientNet-B4 offers a favorable trade-off between accuracy and computational effi-
ciency. It provides state-of-the-art performance on image classification tasks while re-
quiring fewer resources compared to larger models. The model is particularly well-suited
for scenarios where computational resources are limited but high accuracy is still re-

quired.

5.3.3| Application in PCA

In the context of Principal Component Analysis (PCA), EfficientNet-B4 is used to ex-
tract features from images. Specifically, we leverage the output from the last fully
connected layer of pretrained EfficientNet-B4 as input to our PCA process. This feature
representation captures the high-level characteristics of the facial images, which are then
transformed into principal components for further analysis.

EfficientNet-B4’s efficient architecture ensures that the extracted features are both
rich and computationally manageable, providing a solid foundation for dimensionality

reduction and subsequent machine learning tasks.

Principal Component Analysis (PCA)

PCA is applied to each segmented face part to enhance feature separation while pre-
serving key characteristics of the data. The input to PCA is taken from the last fully
connected layer of the EfficientNet-B4 model, with the process tailored for each facial
region: eyes, nose, and mouth.

For each facial part, PCA is used to extract principal components from the feature
maps. The number of components is selected based on the performance of the PCA in

separating the features:

o For the eyes and nose regions, we extract 1997 principal components, as this num-
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ber provided optimal separation of features.

e For the mouth region, we use 143 principal components, which captures 95

Multi-Layer Perceptrons (MLPs)

Multiple MLPs are trained on the PCA-transformed data of each face part. The MLP

architecture includes:
e Input Layer: Matches the number of principal components.

e Output Layer: A single neuron with a sigmoid activation function for binary

classification.

For the training of the Multi-Layer Perceptron (MLP) classifier, we start by using
the original face images, along with their corresponding masks and landmarks. After
applying the necessary manipulations and blending to these images, we then extract the

relevant PCA components for each facial part.

Performance Metrics

To evaluate the performance of our facial image classification model, we utilize two pri-
mary metrics: Accuracy and Area Under the Curve (AUC). These metrics help us
understand how well the model performs in classifying facial features and distinguishing

between different classes.

5.6.1 Accuracy

Accuracy is a fundamental metric that measures the proportion of correctly classified
instances among the total number of instances. It provides a general indication of the

model’s performance across all classes. The formula for calculating accuracy is:

Number of Correct Predictions
Total Number of Predictions

Accuracy =

Accuracy is useful for assessing how well the model performs overall. However, it
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may not fully reflect the model’s performance, especially in cases where the dataset is
imbalanced. In such scenarios, the model may perform well on the majority class but

poorly on the minority class, which accuracy alone might not reveal.

5.6.2 | Area Under the Curve (AUC)

The Area Under the Receiver Operating Characteristic Curve (AUC-ROC) is a per-
formance metric that evaluates the model’s ability to distinguish between positive and
negative classes. The ROC curve plots the True Positive Rate (TPR) against the False
Positive Rate (FPR) across various threshold settings. The AUC represents the area
under this curve and provides an aggregate measure of performance across all possible
thresholds.

The AUC value ranges from 0 to 1:

e AUC = 1: Indicates perfect model performance, where the model can perfectly

distinguish between all positive and negative instances.

¢ AUC = 0.5: Indicates no discriminative power, which is equivalent to random

guessing.

¢« AUC < 0.5: Suggests that the model performs worse than random guessing,

indicating potential issues with the model or data.

AUC is particularly useful in evaluating models with imbalanced datasets, where some
classes may be underrepresented. It provides a comprehensive view of the model’s perfor-
mance across various threshold levels, offering insights into its ability to classify instances

correctly in different scenarios.

Summarry

The integration of Explainable Al allows for transparency in classification decisions. By

analyzing the impact of different facial masks and identifying altered facial regions, the
model provides insights into how specific parts of the face influence the final classification
outcome. This explanation helps in understanding the modifications made to create fake

faces and enhances the interpretability of the facial analysis process.
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The process is visually summarized in Figure 7?7, which illustrates the complete train-

ing phase from data preparation through PCA transformation to MLP training.
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EXPERIMENTS AND RESULTS

Introduction

This chapter provides the outcomes of our research, which concentrate on using so-

phisticated deep learning methods. The main goal was to assess the efficacy of the
suggested techniques in producing and detecting deepfake through deliberate alterations
and thorough machine learning evaluations. In addition, our objective was to create
interpretable AI models that not only achieve high accuracy in detecting deepfakes but
also offer transparent and comprehensible explanations of the decision-making process.

Our methodology entails the utilization of masks to target precise facial regions,
namely the nose, mouth, and eyes, enabling deliberate alterations in these specific loca-
tions. Subsequently, the altered areas were reintegrated into the initial photos, so gen-
erating edited. By employing this technique, we were able to produce focused deepfake
alterations that highlight specific facial characteristics, which are frequently significant
signs of tampering.

In order to examine these photographs, we employed EfficientNet, an advanced con-
volutional neural network, to assess both the unaltered and modified images. Principal
Component Analysis (PCA) representations were generated by extracting features from
the layer that comes before the final fully linked layer. The PCA features capture the
most important differences in the data, which are essential for differentiating between
genuine and counterfeit photos.

Furthermore, a notable component of our work involved the creation of interpretable
artificial intelligence models. By utilizing advanced methods such as GradCAM-++, our
goal was to not only achieve a high level of accuracy in detecting deepfakes but also to
offer a clear comprehension of the decision-making process of the model. The models

we developed for distinct regions of the face, known as "Eyes," "Nose," and "Mouth,"
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were designed to concentrate on specific facial locations. By utilizing explainable Al
methodologies, we were able to visually represent the regions of interest that the models
relied on for classification. This methodology guarantees that our algorithms are not
only efficient in detecting but also explainable, providing distinct insights into which
facial characteristics are most indicative of manipulation.

Our study extends beyond simple categorization and makes a valuable contribution to
the field of explainable AI. We utilize our models to clarify the fundamental mechanisms
involved in deepfake detection. By incorporating explainable Al methodologies, we im-
prove the clarity and reliability of our models, rendering them significant assets not only
for identifying deepfakes but also for comprehending the decision-making process of Al
Systems.

For the final classification task, a Multi-Layer Perceptron (MLP) was trained to dif-
ferentiate between original and manipulated images based on the PCA features. The

results are presented in two main sections:

e Comparison with Existing Methods: Evaluating the performance of our ap-
proach against state-of-the-art techniques, offering a comprehensive analysis of its

strengths and potential areas for improvement.

« Explainable artificial intelligence: Exploring the interpretability of our model’s
decisions, with insights into which facial regions and features are most influential

in determining whether an image is real or fake.

Comparison with Existing Methods

In this section, we compare the performance of our proposed method with that of various
existing models across different datasets. We evaluate how well each approach distin-
guishes between real and manipulated facial images, focusing on both individual facial
components (eyes, nose, mouth) and ensemble methods that combine these features to
enhance classification performance.

The performance analysis of our models across various datasets reveals their strong
capabilities, particularly in deepfake detection on the Celeb-DF (CDF), DFDC, and
FFIW datasets. The results of the experiments are presented in Table Our "Mouth"
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model outperforms the previous state-of-the-art EFNB4 + SBIs model on the Celeb-DF
dataset, achieving the highest AUC of 93.85%. This surpasses the EFNB4 + SBIs
model, which had an AUC of 93.18%. Additionally, our "Nose" and "Eyes" models also
perform competitively on Celeb-DF, with AUCs of 93.22% and 92.63%, respectively.
This indicates that focusing on specific facial regions, particularly the mouth, can sig-

nificantly enhance deepfake detection accuracy in challenging scenarios like Celeb-DF.

In the DFDC dataset, our models also demonstrate strong performance. The "Eyes"
model achieves an AUC of 71.29%, the "Nose" model 71.12%, and the "Mouth" model
70.74%. Although these results are slightly lower than the EFNB4 + SBIs model, which
achieved an AUC of 72.42%, they remain competitive. This suggests that while region-
specific models may excel in certain scenarios, there can be trade-offs in others, indicating
that further fine-tuning or hybrid approaches could improve performance in such complex

datasets.

Table 6.1: Comparison of AUC Scores Across Different Datasets

Method CDF DFDC FFIW
DSP-FWA [65] 69.30 - -
LRL [66] 78.26 - -
FRDM [67] 79.4 -

PCL + I2G [68]  90.03  67.52 ;
Two-branch [69] 76.65 - -

DAM [70] 75.3 ; .

LipForensics [71] 82.4 - -

FTCN [72] 86.9 7100 7447
EFNB4 + SBIs[7] 93.18 72.42 84.83
Eyes (Ours) 92.63 7130  80.56
Nose (Ours) 93.22 71.12  83.21
Mouth (Ours) 93.85 70.74  83.30

On the FFIW dataset, our models again show strong results, particularly with the
"Mouth" and "Nose" models, which achieve AUCs of 83.30% and 83.21%, respectively.
These results, while slightly below the EFNB4 4 SBIs model (84.83%), still outperform
several other state-of-the-art methods, including FTCN, which achieved 74.47%, and
Face X-ray + BI, which had 71.15%. The "Eyes" model also performs well on FFIW, with
an AUC of 80.56%, further highlighting the effectiveness of region-specific approaches in

deepfake detection.
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Overall, these results suggest that our models are highly effective, particularly in the
Celeb-DF and FFIW datasets. The "Mouth" model, in particular, demonstrates superior
performance, indicating that concentrating on specific facial regions can be a powerful
strategy in deepfake detection. However, the slight underperformance on the DFDC
dataset points to the potential benefits of further refining these models or exploring

hybrid methods to enhance their robustness across different datasets.

In the next experiment, we analyze the performance of our local models—focusing
on the eyes, nose, and mouth—across various datasets. We explore whether combining
the decision outputs of these different local experts can improve the results. To this
end, we evaluate several score and decision-level fusion techniques designed to integrate
the outputs of the Local Feature Analysis with Deepfake Detection Model (LFA-SBI)

models for the eyes, nose, and mouth.

Fusion techniques employed include the Maximum Ensemble, Minimum Ensemble,
Voting Ensemble, Median Ensemble, Geometric Mean Ensemble, Harmonic Mean En-
semble, and Weighted Average Ensemble. Each technique combines predictions from the
individual models—face, nose, mouth, and eyes—in different ways to determine the final

output.

The Maximum Ensemble method, which integrates predictions from all models, achieved
the highest performance on the FF++ dataset, with an accuracy of 0.9757. This method
averages the results from the face, nose, mouth, and eyes models, providing a robust
combination that maximizes performance across the dataset. In contrast, other fusion
techniques like the Minimum Ensemble or Voting Ensemble showed varied performance,

with accuracies of 0.672 and 0.700 on the FFIW dataset, respectively.

These results suggest that while combining outputs from multiple models generally en-
hances detection accuracy, the choice of fusion technique can significantly impact perfor-
mance. Specifically, the Maximum Ensemble consistently outperforms other techniques,
highlighting its effectiveness in leveraging the strengths of individual models. This anal-
ysis underscores the potential of ensemble methods in improving deepfake detection and

the importance of selecting appropriate fusion strategies for different datasets.

The analysis of accuracy across multiple datasets (FFIW, CDF, FF++, DFDC) re-

veals that the effectiveness of models can vary significantly depending on the dataset and
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Table 6.2: Accuracy Comparison of Different Methods Across Datasets

Method FFIW CDF FF++ DFDC
Eyes 0.692 0.8456 0.9714 0.6093
Nose 0.702 0.8494 0.9671  0.6029
Mouth 0.712 0.8591 0.9657  0.5985
SBI 0.684  0.8552  0.9700  0.6081
Maximum Ensemble 0.712 0.8533 0.9757 0.6175
Minimum Ensemble 0.672 0.8514  0.9600  0.5911
Voting Ensemble 0.700  0.8514 0.9700 0.6033
Median Ensemble 0.706 0.8533  0.9700  0.6047

Geometric Mean Ensemble 0.702 0.8533  0.9700 0.6029
Harmonic Mean Ensemble 0.700 0.8552  0.9686 0.6013
Weighted Average Ensemble  0.700  0.8514  0.9700  0.6033

the specific facial region being analyzed. Notably, the "Mouth" model consistently out-
performs other individual models on the FFIW and CDF datasets, achieving accuracy
scores of 0.712 and 0.8591, respectively. These results suggest that the mouth region
plays a crucial role in distinguishing between real and manipulated images, indicating
its importance in deepfake detection tasks. The consistently superior performance of the
"Mouth" model across these diverse datasets underscores the significance of this facial

region in enhancing model robustness and accuracy.

Among the models in this experiment, the Maximum Ensemble, which integrates the
outputs from the face, nose, mouth, and eyes models, achieved the highest accuracy of
0.9757 on the FF++ dataset. However, the "Eyes" model has the highest individual
accuracy at 0.9714. Upon comparison with other datasets, it is apparent that the DFDC
dataset is more challenging, which leads to a decrease in the accuracy of all models. The
"Eyes" model outperforms the individual models with an accuracy of 0.6093, while
the Maximum Ensemble model maintains its position as the most accurate at 0.6175.
The SBI model demonstrates consistent performance across all datasets; however, it is
somewhat outperformed by the Maximum Ensemble or the top-performing individual
models. This suggests that although the SBI model is a reliable solo strategy, integrating
multiple models typically leads to superior outcomes. The Maximum Ensemble technique
typically offers the most resilient solution across various datasets, indicating that the
integration of multiple models may be more successful in reaching greater accuracy,

particularly on more demanding datasets such as DFDC (Table .
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Explainable artificial intelligence

6.3.1| Visualization of Model Focus Using Heatmaps

To further investigate the effectiveness of our region-specific models, we visualize the at-
tention focus of each model using heatmaps. Figure displays the heatmaps generated
by the "Eyes," "Nose," and "Mouth" models compared to a baseline model trained on
the whole face. Each row in the figure corresponds to a specific model, and the columns
show the input face image with the region of interest and the corresponding heatmap.
Figure illustrates the differences in attention focus between our region-specific mod-
els and a baseline model trained on the whole face. The baseline model’s heatmap,
shown in the last row, reveals that its attention is not effectively concentrated on the
face. Instead, the attention is dispersed on one part of the image, indicating a lack of

focus on the regions that are most critical for detecting deepfake artifacts.

In contrast, the heatmaps generated by our "Eyes," "Nose," and "Mouth" models
demonstrate significantly improved attention focus. The "Eyes' model, for instance,
directs its attention almost exclusively to the eye regions, which are key for identifying
inconsistencies in blinking patterns and gaze direction—common indicators of deepfake
manipulations. The "Nose" model, as expected, concentrates on the nose area, which,
while less frequently manipulated, can still reveal subtle discrepancies. Finally, the
"Mouth" model focuses strongly on the mouth region, which is often challenging to ac-

curately synthesize, particularly in terms of lip synchronization with speech.

The analysis presented in Figure highlights the advantages of our region-specific
models over the whole-face baseline. By forcing the model to focus on specific facial
regions, we ensure that the attention is directed towards areas where deepfake artifacts
are most likely to occur. This focused attention is particularly beneficial in detecting
high-quality deepfakes, where artifacts may be subtle and localized.

Moreover, the effectiveness of the "Eyes," "Nose," and "Mouth" models in isolating
and analyzing specific regions suggests that a composite approach, where these region-
specific models are integrated into a broader detection framework, could enhance overall

detection performance. Future research could explore such hybrid models that combine
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A) Eyes ﬂ

B) Nose

E

C) Mouth

Figure 6.1: Heatmaps of the attention focus of differ-
ent models. The first column shows the in-
put face image with the region of interest
highlighted, while the second column shows

the corresponding heatmap. The baseline
F’ ‘ model’s heatmap (top row) does not focus on

the face effectively, while our region-specific
D) Face ﬂ ﬂ

models ("Eyes," "Nose," and "Mouth") cor-
the strengths of each region-specific model, potentially leading to even higher accuracy

rectly focus on the respective facial regions.

in deepfake detection across diverse datasets.

6.3.2| Confidence Analysis and Model Behavior

In addition to the primary findings of our research, we further analyzed the output
by extracting the most confident predictions from our models for different facial regions
across various datasets. which means the model which produced the highest score among
all local models. This analysis aimed to understand which facial regions contributed the
most to the detection of deepfakes and how this varied across different datasets.

Table [6.3] summarizes the number of most confident detections for each facial region

across three datasets: FFIW, FF++, and CDF.

Table 6.3: Confidence Analysis Across Different Datasets and Facial Regions
Facial Region FFIW FF+4 CDF

Eyes 335 245 168
Nose 60 167 2

Mouth 97 173 265
Face 8 115 86

Among all datasets, the mouth region produced the greatest number of highly con-

fident detections—97 for FFIW, 173 for FF++, and 265 for CDF. This totals to 535
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confident detections, indicating that the mouth region has a significant impact on deep-
fake detection. The mouth region likely shows more prominent manipulations or is more
easily detectable due to the dynamic nature of facial expressions, which could be a key
focus for most deepfake algorithms.

The nose region showed varying numbers of confident detections. It had 60 detections
in FFIW, 167 in FF4++, and just 2 in CDF. The relatively higher number in FF+4+
suggests that nose manipulations are more pronounced in this dataset, or the dataset
contains more subtle features that the model can detect in the nose area. However, the
extremely low count in CDF indicates that either nose manipulations are less common
or less detectable in this dataset.

The eyes region had a moderate number of confident detections compared to the
mouth, with 335 for FFIW, 245 for FF++, and 168 for CDF. This suggests that while
the eyes are important, they might not be as distinctively manipulated or as easily
detectable as the mouth region.

The face region, which encompasses the entire face, had 8 detections in FFIW, 115 in
FF++4, and 86 in CDF'. This suggests that holistic facial manipulations are either subtler
or less detectable by the models compared to more localized regions like the mouth or
eyes.

The FF++ dataset, eyes had the highest total number of confident detections, partic-
ularly in the nose and face regions. This suggests that this dataset might include more
varied or pronounced facial manipulations, making it easier for the models to detect
specific regions.

In contrast, the CDF dataset had the highest number of confident detections in the
mouth region, indicating that the model detects manipulations in the mouth area more
effectively in this dataset. This could be due to the nature of the manipulations or the

dataset’s specific characteristics.

6.3.3| Visualization of Model Confidence and Its Implications for Explainable Al

Furthermore, to better understand and visualize the model’s behavior, we generated
heatmaps based on the confidence scores for each image across different datasets. These

heatmaps reveal the regions where the model’s confidence is highest, with more intense
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colors indicating higher confidence.

Face2Face Face2Face

CDF CDF CDF FaceSwap

Figure 6.2: Heatmap visualizations of model confidence across different datasets. Blue areas
indicate regions of higher confidence.

The heatmap visualizations offer further insights into the variability and strengths of

our model’s predictions.

Face2Face

In the Face2Face dataset, the model shows a strong focus on the eye and nose regions,
as indicated by the high confidence (blue areas). This suggests that the manipulations
in these regions are more detectable in this dataset, possibly due to artifacts introduced

during the face-swapping procesg6.2

DeepFake

The heatmaps for the DeepFake dataset show high confidence around the nose and
mouth regions. The model’s emphasis on these areas could be due to the nature of
manipulations in the dataset, which may involve more pronounced alterations in the

central facial features.

NeuralTextures

For NeuralTextures, the model appears to focus significantly on the nose and mouth,

with some attention to the eye region. This distribution of confidence might reflect the
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specific manipulation techniques used in this dataset, which may cause more detectable

distortions in these areas.

FaceSwap

The heatmaps for the FaceSwap dataset show the highest confidence in the mouth region,
with significant attention also given to the eyes and nose. This pattern suggests that
the FaceSwap manipulations may particularly affect the dynamic areas of the face, such

as the mouth, making these regions crucial for detection.

CDF (Celeb-DF)

Interestingly, the heatmaps for the CDF dataset show a more varied distribution of
attention across different facial regions. Unlike other datasets, where the model’s focus
is more consistent, the CDF heatmaps reveal that the model adapts its attention based
on the specific manipulations present in each image. For example, some images show high
confidence in the nose region, while others highlight the mouth or eyes. This variability
indicates that the model is not only sensitive to a wide range of manipulations but is
also capable of adjusting its detection focus based on the unique characteristics of each

image.

Overall, the analysis of confident detections across facial regions and datasets under-
scores the significance of the mouth region in deepfake detection, with notable contri-
butions from the eyes and nose. The variability observed across datasets suggests that
the effectiveness of deepfake detection might be dataset-dependent and that different

datasets may highlight different facial manipulation characteristics.

6.3.4 | Analysis of Generalization Across Datasets

The table presents the AUC scores of models trained on the FF++ dataset and evaluated
on both FF++ and Celeb-DF (CDF). The models are trained on specific facial regions

(eyes, nose, mouth) using different quantities of images (N x 16 and N x 32).
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Performance on FF++ (Training Dataset)

e N x 16 Images: The models perform exceptionally well on FF++, with AUCs
ranging from 0.9980 to 0.9992, indicating that the PCA-MLP pipeline is highly

effective when evaluated on the training dataset.

e« N x 32 Images: A slight decrease in performance is observed with more images,
shows the introduction of less relevant features. Nevertheless, the AUC remains

very high, confirming the models’ strong performance on FF++.

Generalization to CDF (Evaluation Dataset)

e N x 16 Images: There is a noticeable drop in AUC when the models are evalu-
ated on CDF, with scores ranging from 0.6942 to 0.7908. This suggests that the
features learned from FF++ do not transfer perfectly to CDF, indicating a po-
tential difference in the types of manipulations or video qualities between the two

datasets.

e N x 32 Images: Increasing the number of training images results in a significant
improvement in CDF performance, with AUCs rising to 0.9263 for Eyes, 0.9322 for
Nose, and 0.9385 for Mouth. This indicates that a larger and more diverse training
set helps the model generalize better to new, unseen data and the fact that the

models are capable of highly generalization to other datasets.

Table 6.4: Comparison of AUC Scores Across Quantity of Images
Method Number of Images FF4+ CDF

Eyes 5760 x 16 0.9987  0.6942
Nose 5760 x 16 0.9992  0.7908
Mouth 5760 x 16 0.9980  0.7279
Eyes 2760 x 32 0.9961  0.9263
Nose 5760 x 32 0.9953  0.9322
Mouth 2760 x 32 0.9944  0.9385

In summary, the results of this experiment can be analysed in three steps:

e Model Generalization Capability: The AUC scores reveal that while all models

achieve near-perfect performance on the FF+4 dataset, there is a notable decline
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when these models are applied to the Celeb-DF (CDF) dataset. This suggests
that while the models are highly effective in detecting deepfakes within the domain
they were trained on, their ability to generalize to different datasets with varying
characteristics is more limited. This generalization gap highlights the challenge of

ensuring that models can maintain their effectiveness across diverse datasets.

Model Adaptability with Increased Training Data: The results show that
increasing the number of training images (5760 x 32) significantly enhances the
generalization performance of the models, particularly on the CDF dataset. This
improvement underscores the adaptability of the models, suggesting that when
provided with more extensive and diverse training data, these models are capable
of learning more robust and transferable features. However, the Nose model stands
out in its ability to generalize even with fewer images, indicating a higher intrinsic

robustness of the features it extracts from the nose region.

Nose Model Robustness: Among the models, the Nose model consistently
demonstrates strong performance across both FF4++ and CDF datasets, outper-
forming the Eyes and Mouth models, especially in terms of generalization. This
suggests that the features extracted from the nose region by this model are inher-
ently more transferable across different deepfake detection scenarios, making it a
particularly valuable approach for developing more generalized deepfake detection
systems. The success of the Nose model implies that certain facial regions may
inherently capture more relevant features for deepfake detection, particularly when

models are evaluated on datasets that differ from the training data.

These findings underscore the importance of considering dataset diversity and the

quantity of training data when developing deepfake detection models, as well as the

potential challenges of generalizing from one dataset to another.

6.3.5

Deepfake Detection Performance Based on Facial Regions

In this experiment, we tested the models across four different types of deepfake manipu-

lations: DeepFake, Face2Face, FaceSwap, and NeuralTextures. The performance of each

model was measured using the Area Under the Curve (AUC) and Accuracy metrics, as
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summarized in Table [6.51

Table 6.5: Performance of Deepfake Detection Models on Different Facial Regions

Region DeepFake Face2Face FaceSwap NeuralTextures
AUC Accuracy AUC Accuracy AUC Accuracy AUC Accuracy

Nose 0.9998 0.9892 0.9974 0.9857 0.9984 0.9785 0.9846 0.9428
Eyes 0.9997 0.9892 0.9983 0.9821 0.9984 0.9750 0.9869 0.9500
Mouth  0.9998 0.9892 0.9960 0.9821 0.9987 0.9857 0.9813 0.9321
Face 0.99098 0.9928 0.9984 0.9821 0.9989 0.9785 0.9856 0.9464

The results in Table demonstrate the effectiveness of deepfake detection models
when focusing on different facial regions, with performance varying across the different
manipulation types. The model focusing on the nose region achieved excellent perfor-
mance, particularly with the DeepFake and Face2Face manipulations, where the AUC
values were nearly perfect. This suggests that the nose provides strong discriminative
features, likely due to its relatively stable and distinct shape in comparison to other fa-
cial regions. The eyes region also yielded high AUC values across all manipulation types,
indicating that eye features are critical for detecting deepfakes, although the accuracy
for FaceSwap and NeuralTextures was slightly lower, possibly because these techniques
can more effectively manipulate or blend eye movements to mimic natural behavior.
The mouth region showed the highest accuracy for FaceSwap, which is expected since
FaceSwap often targets the mouth region to match the source face, making it more sus-
ceptible to manipulation, hence easier to detect. Finally, the model analyzing the entire
face consistently performed well across all metrics and manipulation types, suggesting
that while individual regions are important, a holistic approach that considers the entire
face captures a broader range of features, leading to improved detection performance.
The results underscore the importance of understanding which facial regions are manip-
ulated by different deepfake techniques, as this knowledge can significantly influence the

effectiveness of detection models.
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CONCLUSIONS

This work has demonstrated the impact of individual facial components, such as the
eyes, nose, and mouth, on the overall accuracy of deepfake identification by dividing the

face into separate areas and applying certain masks.

The utilization of Principal Component Analysis (PCA) has been essential in this re-
search. PCA effectively reduced noise and identified the main components of each facial
region, hence enabling more precise and meaningful feature extraction. PCA has en-
hanced the capacity to differentiate between distinct facial characteristics by decreasing
their dimensionality and emphasizing the most significant alterations. This technique
has improved the ability of MLP models to differentiate between authentic and manip-

ulated photographs by giving priority to the most crucial features in each facial region.

The results emphasize the importance of the oral region in detecting deepfakes, as
it consistently generated the highest number of confident identifications across different
datasets. The nose and eyes regions also played a role in the classification, but with a
relatively insignificant influence. The individualized masks employed for each specific
site demonstrated the capacity to concentrate on crucial facial characteristics in order

to augment the precision of detection, thus affirming the effectiveness of our approach.

Moreover, the analysis of heatmap visualizations has revealed the model’s adaptability
across different datasets, particularly in the Celeb-DF (CDF) dataset. The heatmaps in-
dicated that the model adjusts its focus depending on the specific manipulations present
in each image, effectively detecting subtle alterations in different facial regions. This
adaptability underscores the power of using confidence-based heatmaps as a tool for
Explainable AI (XAI), enhancing the transparency and interpretability of deepfake de-
tection models. The ability to visualize and analyze confidence distributions across facial

regions not only improves model explainability but also highlights the potential to refine
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and tailor detection methods to specific types of manipulations, as observed in datasets
like CDF.

This study provides valuable insights into the impact of different facial features on
classification judgments within the Explainable Al framework. The work improves our
understanding of the model’s decision-making process by elucidating the facial regions
that exert the greatest influence. Al systems must be open in order to fully compre-
hend model behavior and develop confidence, especially in sensitive applications such as
deepfake detection.

Furthermore, the incorporation of data augmentation and blending techniques has
enhanced the robustness of the models, allowing them to proficiently handle diverse
distortions and alterations in facial images. Using EfficientNet-B4 for feature extraction
allowed for a balance between efficiency and efficacy, making it possible to capture
important facial characteristics while efficiently utilizing computer resources.

This study advances the field of facial image classification and deepfake detection by
demonstrating the efficacy of segmenting face features and employing Principal Com-
ponent Analysis (PCA) to improve the model’s performance. Moreover, it enriches
the domain of Explainable Artificial Intelligence (XAI) by offering significant insights
into the specific facial characteristics that influence the process of forming categoriza-
tion judgments. The findings, particularly those related to the adaptable focus of the
model in the CDF dataset, provide a foundation for future research in the areas of facial
recognition and deepfake detection, emphasizing the significance of further exploring the

impact of different facial components on feature analysis and model interpretability.
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