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Abstract

Since the world is becoming increasingly digitized safeguarding sensitive data

has become a paramount concern. In particular measuring information fresh-

ness or timeliness or Age of Information (AoI) is becoming essential. This metric

enables us to better appreciate how well a system understands the observed pro-

cesses from source to recipient viewpoint. Hence this thesis presents how AoI

is associated with security challenges including data breaches or cyber attacks

that pose serious threats to valuable information. Moreover, it outlines various

solutions developed specifically in an attempt to curb such risks in an AoI con-

text effectively. By conducting in-depth research on these issues. This thesis

endeavors to provide a comprehensive understanding of their implications, de-

livery into the realm of game theory’s applicability to the interactions between

information transmitters and adversaries, exploring their objectives, strategies,

payoffs, and equilibrium points. By investigating how game theory can shed

light on the complexities of security and communication, this research aims to

provide insights into the robustness and vulnerabilities of information dissem-

ination networks against intentional jamming attacks. The analysis contributes

to a deeper understanding of the interplay between information dissemination,

adversarial actions, and strategic decision-making, fostering the development

of more resilient and secure communication protocols.

The thesis addresses important issues such as examining how the Informa-

tion Age is connected with security issues. It aims to help us better understand

this ever-changing field. The detailed information here provides the informa-

tion needed by academics interested in information security or communication

systems. It is also useful for people making decisions about rules and policies

in these areas.
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1
Introduction

Over the past few years, the concept of the Age of Information (AoI) has

emerged as a new performance metric for wireless communication systems that

focuses on the freshness of received information [32]. AoI measures the time

elapsed since the last update was generated by a source and delivered to the

destination, and it is an effective tool for optimizing various aspects of wireless

networks, such as remote process estimation, status updates, and data dissem-

ination. In 2012, discussions on this topic were initiated by introducing Age of

Information (AoI), an age metric that evaluates how fresh the data is received,

given that some data might be stale upon its arrival to the recipient [30]. AoI

has attracted high interest among researchers for two primary reasons. The first

reason is the novelty brought by AoI in characterizing the freshness of informa-

tion. The second reason is the need to characterize the freshness of information

carried by packet data, which is crucial in a wide range of communication, in-

formation, and control systems [32]. In recent years, researchers have begun

investigating the use of game theory-based approaches to analyze and optimize

the performance of wireless networks in the context of the Age of Informa-

tion metrics [35]. Game theory provides a powerful framework for modeling
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1.1. THE IMPORTANCE OF SECURITY

strategic interactions between agents in a network, and it can be used to design

efficient allocation mechanisms, equilibria, and incentives that maximize the

overall system performance while accounting for the selfish interests of individ-

ual agents. Game theory-based analysis of the Age of Information metrics for

wireless networks is a relatively new area of research, but it holds great promise

for improving the efficiency and security of wireless communication systems.

In particular, game theory can be used to address several key challenges

and questions related to Age of Information metrics. For a detailed discussion,

please refer to the insights in paper [11, 53].

This thesis comprises an exploration of the application of game theory to

the interactions between information transmitters and adversaries. It investi-

gates how game theory can offer insights into the optimization of information

dissemination while accounting for potential adversarial actions, particularly

intentional jamming attacks[29]. The subsequent chapters delve into the the-

oretical foundations of gossip-based protocols, challenges in information dis-

semination, the role of jamming attacks, and the application of game theory

to model and analyze the interactions between information transmitters and

adversaries. By combining these elements, this research aims to contribute to

a comprehensive understanding of information security and communication in

modern networks.

1.1 The Importance of Security

Security is crucial in the modern era due to the increasing reliance on digital

systems and networks. Beyond the Age of Information problems, security has

evolved into an established and critical field of study. The field of cybersecurity

has expanded to encompass not only traditional information systems but also

emerging technologies like the Internet of Things (IoT), artificial intelligence, and

cloud computing. Instances of cyber threats, data breaches, and malicious activ-

ities highlight the constant need for robust security measures[19]. Researchers

and practitioners in the field continually investigate new attack vectors and vul-
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CHAPTER 1. INTRODUCTION

nerabilities, developing sophisticated techniques to safeguard against unautho-

rized access, data breaches, and service disruptions. This ongoing research and

innovation are essential to maintaining the integrity, confidentiality, and avail-

ability of information in the face of evolving and sophisticated cyber threats.

Several examples about this topic can be located in the papers referenced as

[44],[36], [22].

1.2 Financial Fallout: Big Tech and the Cost of Se-

curity Breaches

Security breaches have profound economic implications for big tech com-

panies, with financial repercussions extending beyond immediate damages to

include costs related to investigations, legal actions, regulatory fines, and efforts

to bolster cybersecurity measures[26]. While precise figures fluctuate based on

the scale and severity of each breach, a few notable examples underscore the

substantial financial impact. In 2017, the Equifax breach, exposing sensitive

personal information, resulted in a settlement exceeding 575 million dollars in

the United States [21]. Similarly, Yahoo, following a significant 2016 breach af-

fecting billions of user accounts, witnessed a reduction in its acquisition price by

Verizon, dropping from 4.8 billion dollars to 4.48 billion dollars [54]. Another

instance involves Marriott, which, in 2018, grappled with a data breach affecting

approximately 500 million guests, incurring an estimated cost of 200 million dol-

lars [12]. These instances serve as cautionary tales, highlighting the necessity for

robust cybersecurity measures and the tangible economic consequences that can

arise from lapses in digital security. For the latest and company-specific infor-

mation, referring to recent financial reports and official statements is paramount,

ensuring an accurate understanding of the dynamic landscape surrounding cy-

bersecurity expenditures and consequences for big tech companies.
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1.3. SUMMARY

1.3 Summary

This thesis is organized as follows. Chapter 2 explores the concept of Age

of Information (AoI) as a metric for measuring information freshness in com-

munication systems, covering its introduction, evolution, significance, metrics,

impact of jamming attacks, and strategies to minimize AoI. Chapter 3 discusses

the relationship between security challenges and the preservation of informa-

tion freshness. It explores the role of physical Layer Security in safeguarding

real-time status updates, addressing active jamming attacks, and introducing

strategies such as artificial noise generation. Chapter 4 introduces game theory,

tracing its historical evolution, applying Nash equilibrium to Age of Information

(AoI) analysis in communication systems. Chapter 5 presents analytical meth-

ods, including game theory and numerical optimization, employing Python

and MATLAB, to optimize Age of Information in adversarial communication,

focusing on utility functions and Nash Equilibrium points for strategic decision-

making. In chapter 6, we examine minimum Age of Information (AoI) values,

utility matrices,Nash equilibrium points, and graphical representations, ana-

lyzing the strategic dynamics between a transmitter and an adversary. Finally,

chapter 7 gives the conclusions and some future directions.

4



2
Age of Information

2.1 Introduction to Age of Information (AoI)

Starting with an introduction to the concept of AoI as a performance metric

for measuring the freshness of information updates in communication systems.

AoI quantifies the time elapsed since the last correct knowledge of a system’s

status at the receiver’s side [32]. At any time instant, the age of information is

defined as the amount of time elapsed since the most recently received update

was generated. A large age indicates that the information about the physical

process is outdated since the most recently received update was generated a

long time ago.

Minimizing the age of information requires careful decisions on when to

sample the process and send the samples. Suppose that we have just updated

the status. On the one hand, we do not want to update the status immediately,

because the update would be almost the same as the old update, and hence carry

little fresh information. On the other hand, we do not want to wait for a long

time before updating the status, because the previous update would become

5



2.1. INTRODUCTION TO AGE OF INFORMATION (AOI)

outdated before the next update [53]. In summary, we need to make sure that

both the information sent and that received are fresh, to minimize the age of

information [55, 45].

The attention AoI has been receiving is due to two factors. The first is the

sheer novelty brought by AoI in characterizing the freshness of information

versus for example that of the metrics of delay or latency. Second, the need for

and importance of characterizing the freshness of such information is paramount

in a wide range of information, communication, and control systems [32].

Figure 2.1: Evolution of AoI

Paper [9] explained considers an information update system where an in-

formation receiver requests updates from an information provider to minimize

its age of information. The updates are generated at the information provider

(transmitter) as a result of completing a set of tasks such as collecting data and

performing computations on them. They refer to this as the update generation

process.

AoI can be assessed at the receiver’s side, offering valuable insights into how

fresh the received data is, and thus enabling users to assess the reliability and

6



CHAPTER 2. AGE OF INFORMATION

relevance of the information. The metric helps optimize information-gathering

strategies and communication protocols, facilitating decisions on when and how

frequently to update the transmitted data. However, it had already become clear

that timely updating a destination about a remote system is neither the same

as maximizing the utilization of the communication system, nor ensuring that

generated status updates are received with minimum delay [32].

In conclusion, the Age of Information presents a fresh perspective on as-

sessing the timeliness of information updates in communication systems. By

quantifying the freshness of received data, AoI enhances our understanding of

real-time information dissemination and serves as a valuable tool for optimizing

communication protocols. Through this thesis, one of our aims is to shed light

on the significance of AoI and its potential impact on various communication

systems, paving the way for more efficient and time-sensitive networks in the

future.

2.1.1 Motivation and Importance of Studying Age of Informa-

tion (AoI)

The motivation behind studying AoI lies in its potential to revolutionize com-

munication protocols and enhance the performance of various communication

scenarios, including Internet of Things (IoT) networks, wireless systems, remote

sensing applications, and distributed systems.

- IoT Networks: In IoT networks, a myriad of interconnected devices, sensors,

and actuators exchange information to facilitate smart automation, intel-

ligent decision-making, and seamless user experiences. The real-time na-

ture of IoT applications demands up-to-date data to enable timely actions

and responses. AoI offers a quantifiable measure of information fresh-

ness, making it a valuable tool for optimizing communication strategies

and minimizing delays in IoT applications [2].

- Wireless Systems: In wireless communication systems, efficient utilization

7



2.1. INTRODUCTION TO AGE OF INFORMATION (AOI)

of available resources is essential to achieve high data rates and reduced

latency. We considered the problem of minimizing the age of information

in wireless networks, consisting of several source-destination communi-

cation links, under general interference constraints. For a network with

active sources, where fresh updates are available for every transmission,

we show that a randomized stationary policy is peak age optimal and

is also within a factor of two of the optimal average age [22]. AoI com-

plements traditional performance metrics by capturing the freshness of

information received at the destination, enabling better resource alloca-

tion and minimizing the time elapsed between data updates and their

consumption.

Figure 2.2: Average age vs Tmin for i.i.d. (a) discrete service times and (b)
log-normal distributed service times provided by [45]

- Remote Sensing Applications: In remote sensing applications, timely and

accurate information is critical for monitoring environmental conditions,

weather forecasting, and disaster response. AoI allows researchers and

stakeholders to assess the relevance of data received from remote sensors,

ensuring that decision-makers have access to the most recent and reliable

information for effective response strategies. There has been a recent

flourishing of papers focusing on AoI evaluations, especially for remote
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CHAPTER 2. AGE OF INFORMATION

sensing in IoT [6].

- Distributed Systems: Distributed systems involve multiple nodes or compo-

nents that collaborate to perform complex tasks. These systems often rely

on the exchange of real-time information to coordinate actions and ensure

synchronization. AoI enables distributed systems to optimize data trans-

mission strategies, reduce communication overhead, and improve overall

system performance.

The paper [34] investigates the joint optimization of Age of Information

(AoI) and total energy consumption in Internet of Things (IoT) devices

operating in a distributed system. The findings demonstrate that the

proposed approach effectively reduces AoI and total energy consump-

tion, showcasing the relevance of AoI in distributed systems. By lever-

aging real-time information exchange and cooperative optimization, the

proposed algorithm enhances overall system performance and minimizes

communication overhead.

2.2 Age of Information Metrics

To achieve the objective of minimizing AoI, certain considerations must be

made:

- Fresh Information: Both the information being sent and the updates received

by the receiver should be fresh. Sending stale or redundant information

contributes to an increase in AoI. Therefore, the goal is to ensure that up-

dates are relevant and capture the current state of the process. We consider

a communication system in which status updates arrive at a source node

and should be transmitted through a network to the intended destination

node. The status updates are samples of a random process under observa-

tion, transmitted as packets, which also contain the time stamp to identify

when the sample was generated. The age of the information available to

9



2.2. AGE OF INFORMATION METRICS

the destination node is the time elapsed since the last received update was

generated [32].

- AoI at Destination: This metric represents the age of the information at the

intended destination node. It measures the time elapsed since the last

update was generated or received at the destination. Numerous applica-

tions of communication networks require the transmission of information

about the state of a process of interest between a source and a destina-

tion. The paper [16] focuses on applications of communication networks

in which a random process is observed, and samples are made available

to a source node at random times. The samples are transmitted to update

the value of the process known at the destination node. For that reason,

the transmitted messages are also called status updates.

- AoI Averaged over Time: This metric calculates the average AoI over a specific

period. It provides insights into the average freshness of information

during that duration [56].

- AoI Averaged over Sources: This metric computes the average AoI across mul-

tiple information sources or senders. It considers the collective freshness

of information from different sources[56].

- AoI Probability Distribution: This metric characterizes the statistical distri-

bution of AoI values over time. It provides a more comprehensive under-

standing of the age dynamics and variations in information freshness[27].

- Peak AoI: This metric identifies the maximum AoI value observed during

a specific time. It indicates the worst-case age of the information. The

paper distinguishes between "peak age" and "average age" as two metrics

to measure AoI. Peak age is the average of the highest AoI values, while

average age is the time-average of the AoI [46].

10



CHAPTER 2. AGE OF INFORMATION

2.3 Communication Protocols and Strategies to Min-

imize AoI

Minimizing the Age of Information (AoI) in communication systems is a

crucial objective to ensure timely and fresh information updates. Some of these

approaches used in the literature include:

- Randomized Algorithms: Randomized algorithms have shown promise in

minimizing AoI in certain scenarios. For instance, in contention-based

access protocols like ALOHA, where multiple users compete for access

to a shared channel, randomized user scheduling algorithms have been

employed. In the paper [4] an evaluation of slotted ALOHA using game

theory to capture the strategic choices of the nodes, considered as inde-

pendent agents that attempt to obtain updates from a shared source, with

collisions preventing them from getting a usable update. These algorithms

randomly select users for transmission, reducing the chances of collisions

and contention. By avoiding predictable patterns, randomized algorithms

can help achieve more efficient and fair use of the communication channel,

leading to lower AoI.

- Medium Access Control: Optimized medium access control is another strat-

egy to minimize AoI. By adjusting the transmission power based on opti-

mizing channel access, nodes can improve the reliability of communication

and reduce the likelihood of retransmissions [8].

- User Scheduling Approaches: User scheduling strategies play a crucial role

in multi-user communication systems, such as cellular networks or IoT

applications. In such scenarios, the base station or access point needs to

select which users to serve at each time slot. User scheduling algorithms

can be designed to consider various factors, including channel conditions,

buffer occupancy, and the urgency of information updates. By intelligently

11



2.3. COMMUNICATION PROTOCOLS AND STRATEGIES TO MINIMIZE AOI

selecting users to transmit updates, the system can prioritize critical infor-

mation, resulting in lower AoI.

Figure 2.3: Jammer positions on a ring (a) most favorable, (b) most harmful

- Gossip-based Protocols: Gossip protocols have gained attention as efficient

methods for information dissemination in large-scale networks. In a

gossip-based protocol, nodes exchange information with random neigh-

bors, leading to the rapid spread of updates across the network. These

protocols have been investigated for their impact on AoI, as they offer

a decentralized and scalable approach to minimize the time it takes for

information to propagate through the network. AoI for gossip-type infor-

mation dissemination was analyzed in [43, 15, 50]. Conversely, the study

[29] also aims to identify the least harmful jammer configurations. These

configurations correspond to scenarios where the presence of jammers has

minimal impact on the version age, suggesting that certain placements or

densities of jammers are relatively ineffective in disrupting gossip-based

information dissemination.

- Covert Communication Strategies: In scenarios where security and privacy are

12



CHAPTER 2. AGE OF INFORMATION

paramount, covert communication strategies aim to minimize AoI while

avoiding detection by eavesdroppers. Game-theoretic approaches have

been applied to analyze the trade-off between minimizing AoI for legit-

imate receivers and reducing the likelihood of detection by adversaries

[51]. In conclusion, various communication protocols and strategies have

been developed to minimize AoI in different network scenarios. These

approaches range from randomized algorithms to optimized transmis-

sion policies and user scheduling techniques. By intelligently managing

communication resources and prioritizing timely updates, these strate-

gies contribute to the efficient and reliable dissemination of information,

ultimately reducing the Age of Information in communication systems.

2.4 Impact of Jamming Attacks on AoI in Wireless

Networks

Jamming attacks in wireless networks involve malicious interference that

disrupts communication between nodes. A jammer is a malicious entity that

disrupts communication between two nodes, say by jamming the channel with

noise [29]. This interference can significantly impact the Age of Information

(AoI), which measures the freshness and reliability of information updates.

Here’s a summary of the key points:

- Reduced Information Freshness: Jammers disrupt communication, causing

packet loss and delays in transmitting updates. This leads to increased AoI,

reflecting the time elapsed since the last accurate system status update. In

critical applications, higher AoI due to jamming can result in outdated

information, undermining decision-making [18].

- Increased Update Latency: Jamming attacks introduce delays in update trans-

mission. Lost or blocked packets may trigger retransmissions, further

prolonging the AoI. This delays the system’s ability to respond swiftly to

changing conditions [18].

13



2.5. OPTIMAL DATA GENERATION RATE

- Impact on Reliability: Jamming can lead to incomplete or corrupted data at

the receiver’s end, compromising the reliability of system status updates.

This lack of trust in received information can have severe implications

for critical applications. The jammer can also be a proxy for communica-

tion link failure, network partitioning, network congestion, or information

corruption during transfer, prevalent in distributed networks [29].

2.5 Optimal Data Generation Rate

Optimizing the data generation rate is a critical consideration in the context

of managing the Age of Information (AoI). This optimization entails striking a

delicate balance between minimizing AoI at the receiver’s end and addressing

security concerns, especially when there is a risk of eavesdroppers or potential

attackers. This concept involves a strategic approach where the data generation

rate is fine-tuned to achieve a specific equilibrium between AoI reduction and

safeguarding information from interception by unauthorized entities, such as

eavesdroppers[16]. In essence, the optimal data generation rate is designed to

achieve the lowest possible AoI while also proactively protecting against data

breaches.

2.5.1 AoI Minimization

The primary goal of optimizing the data generation rate is to minimize the

AoI at the receiver’s end. AoI quantifies the freshness of information updates,

and lower AoI values indicate more up-to-date knowledge of the system’s sta-

tus. Reducing AoI is essential in real-time monitoring and control applications,

where timely and accurate information is critical for decision-making processes.

We consider scheduling algorithms to minimize the age of information in a wire-

less network in an adversarial setting [7]. Designing algorithms to minimize the

age of information in wireless networks is an active area of research. For an

in-depth exploration, the findings in papers [24, 13] offer valuable insights. In
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wireless communication systems, security is a crucial concern, especially in the

presence of eavesdroppers or potential adversaries. Eavesdroppers attempt to

intercept and capture transmitted data, which can lead to privacy breaches,

unauthorized access to sensitive information, or disruption of communication.

The paper [20] analyzed a scenario of status updates between a transmitter and

a legitimate receiver, considering the presence of an eavesdropper that is some-

times able to intercept data packets. The challenge arises in striking a balance

between minimizing AoI and ensuring data security. If the data generation rate

is too high, it might attract the attention of eavesdroppers, leading to increased

security risks. On the other hand, if the data generation rate is too low to enhance

security, it may result in higher AoI and less timely information updates.

Researchers use analytical frameworks and mathematical models to study the

trade-off between AoI and security. Game theory and optimization techniques

are often employed to find the optimal data generation rate that maximizes in-

formation freshness while minimizing the risk of interception. Several examples

about this topic can be located in the papers referenced as [22, 5, 53]
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3
Security Challenges and the

Relevance to Age of Information

3.1 The Concept of Physical Layer Security and its

Role in Protecting Information Freshness

With the quick proliferation of the Internet of Things (IoT) technologies, more

and more devices and equipment are connected to the Internet. This brings se-

vere security and privacy concerns considering that a large share of devices will

be served by wireless communication technologies [44],[36]. It is worth men-

tioning here a handful of studies that investigated the problem of maintaining

information freshness under active jamming attacks, see e.g., [53], [22], which

is fundamentally different from the passive eavesdropping attacks considered

in [16]. Since timely status updates are of particular importance to real-time

monitoring and control systems, the attackers of these systems may specifically

target their capability of timely updating the status [1]. Therefore, it is crucial

to understand how an attacker would sabotage a real-time monitoring/control
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INFORMATION FRESHNESS

system, how should the system defend against the attack, and to what extent

the attacker can degrade the timeliness of status updates.

3.1.1 Artificial Noise

Artificial noise is introduced by the transmitter to confuse eavesdroppers. By

transmitting additional random signals in the same frequency band as the legiti-

mate signal, the receiver at the destination can successfully decode the intended

message, while the eavesdropper experiences significant interference. The au-

thors [51] propose the use of AN generated by the FD receiver as a technique to

enhance covertness. By introducing additional noise in the communication, the

uncertainty for the warden is increased, making it more difficult to distinguish

between the information-carrying signal and the noise.

3.1.2 Protection Against Passive Eavesdropping Attacks in Sta-

tus Update Systems

Passive eavesdropping attacks involve an adversary intercepting the com-

munication between nodes without actively disrupting the system. To protect

against such attacks in status update systems, several security measures can be

employed:

- Encryption: Encrypting the status updates to ensure that even if they are

intercepted, the eavesdropper cannot understand the content of the up-

dates[16].

- Secure Communication Channels: Establishing secure communication chan-

nels using protocols like Transport Layer Security (TLS) or Secure Shell

(SSH) to prevent unauthorized interception of status updates[16].

- Traffic Analysis Countermeasures: Employing countermeasures to mitigate

traffic analysis attacks, which involve inferring information from patterns
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or characteristics of the communication flow. Techniques such as adding

dummy or decoy updates can help obfuscate the true information flow[51].

3.2 Introduction to Gossip-Based Information Dis-

semination

Gossip-based protocols are a class of protocols used for information dis-

semination in distributed systems. Gossip-based protocols operate in a similar

manner, where nodes in a network exchange information with a subset of their

neighbors, and this process continues until the information reaches all or a

desired subset of nodes in the network [43].

Overall, gossip-based protocols provide a decentralized and scalable ap-

proach for information dissemination in large-scale networks. While they offer

advantages such as scalability and robustness, addressing challenges related to

information consistency, convergence speed, and security remains crucial for

their effective deployment in real-world scenarios [29].

- Number of Jammers: The study [22] examines the effect of varying the num-

ber of jammers in the network. By increasing the number of jammers,

researchers can observe how the version age is affected and whether there

is a threshold beyond which the system’s performance significantly dete-

riorates.

- Jammer Placement: Researchers analyze different placement strategies for

the jammers. They may investigate scenarios where jammers are ran-

domly distributed throughout the network or strategically positioned to

maximize their disruptive impact. By considering different jammer place-

ment approaches, the study can determine how the spatial distribution of

jammers affects the system’s performance [22].

- Jammer Density: In addition to the number of jammers, the study may

explore the concept of jammer density, which refers to the concentration of
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jammers in a specific area or region of the network. By varying the density

of jammers in different parts of the network, researchers can identify areas

that are more vulnerable to jamming attacks and assess their impact on

the overall version age [29].

3.2.1 Physical Layer Security

Beyond adjusting the data generation rate, physical layer security techniques

can also be applied to enhance the security of wireless communication. These

techniques involve transmitting artificial noise or using beamforming to make

eavesdropping more challenging without significantly affecting the intended

receiver’s signal quality. In this context, physical layer security techniques that

leverage the properties of wireless physical channels, such as interference and

fading, to further strengthen the security of wireless communication systems,

have been regarded as appealing complements or even alternative solutions [37].
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4
Game theory and Nash Equilibrium

Game theory provides a formal language for the representation and analysis

of interactive situations, that is, situations where several entities, called play-

ers, take actions that affect each other. Game theory is defined as the study

of strategic interactions between individuals or entities making simultaneous

choices. Game theory provides various ways to model the strategic behavior

among different entities [28]. The first important text about Game Theory was

written by John von Neumann and Oskar Morgenstern in 1944, followed by

the contributions from John Nash, also winner of the Nobel Prize for his work

developed in the 1950s.

This concept started to be applied to different fields after the 1970s, such

as economics, diplomacy, and military strategy. Nowadays is used to study

many interactive and strategic situations and to help understand how rational

choices are made between different individuals. Game theory is an analytical

tool that helps understand how decision-makers interact. It can be applied to

various fields, even in everyday life and real-life situations. For an in-depth

exploration, the findings in the paper [3] offer valuable insights. Fully analytical

investigations based on game theory have shown how selfish players can behave
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efficiently in random access systems if they are driven by AoI-based objectives.

One of the aims of this thesis is to try to apply the concept of the Game The-

ory of Nash Equilibrium in AoI with security problems. The Nash equilibrium

is a decision-making principle within game theory that states a player ought to

achieve the desired outcome by not deviating from their initial strategy. In the

Nash equilibrium, each players strategy is optimal when considering the deci-

sions of other players. Every player wins because everyone gets the outcome

that they desire. The prisoners dilemma is a common game theory example and

one that adequately showcases the effect of the Nash equilibrium. The Nash

equilibrium is often discussed in conjunction with the concept of a dominant

strategy, which states that an actor’s chosen strategy will lead to better results

among all possible strategies, regardless of the strategy their opponent chooses.

However, it is important to note that while Nash equilibrium captures a stable

state in strategic interactions, it doesn’t necessarily guarantee the selection of

the most optimal strategy. Zero-sum games also represent strategic interactions

between two players in which the sum of their payoffs equals zero for every pos-

sible outcome. In these games, specific solution approaches can be employed

that are often more convenient than general methods. Additionally, the concepts

of maximin and minimax, which are particularly relevant in the context of zero-

sum games, can be generalized and applied to various other scenarios. Overall,

zero-sum games and maxi-min/minimax are also typically encountered as ap-

plications of linear programming and artificial intelligence [17]. A zero-sum

game can also be seen in many engineering problems with an adversarial setup,

such as those related to network security. Here, some network performance

metric is quantified and one player, representing the legitimate network user,

tries to maximize it, hence it is called the maximizer, whereas an attacker plays

the role of the minimizer, i.e., someone who wants to decrease the performance

metric to its lowest possible values [32].
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4.1 Game-Theoretic Approaches

4.1.1 Game-Theoretic Approaches in Age of Information (AoI)

Analysis

Game theory provides a powerful framework to study the strategic interac-

tions between network entities in communication systems, including transmit-

ters, receivers, and adversaries. By integrating game theory with AoI analysis,

researchers can gain valuable insights into how individual entities make deci-

sions to optimize their utility, which in turn influences AoI-related decision-

making and system performance. Let’s explore how game theory enhances the

understanding of strategic interactions and their impact on AoI-related decision-

making:

Modeling Strategic Interactions

In communication systems, various entities may have conflicting objectives,

leading to strategic interactions. For example, in wireless networks, multiple

users may contend for limited resources, such as a shared channel or a base

station’s attention. Each user seeks to minimize its own AoI by transmitting

updates as frequently as possible, but this may lead to congestion and interfer-

ence, affecting the overall system performance. Game theory allows researchers

to model these strategic interactions and analyze the dynamics between com-

peting entities. You can find a comprehensive analysis of this concept in paper

[4].

Nash Equilibrium

One of the central concepts in game theory is the Nash equilibrium, where

no player has an incentive to unilaterally change its strategy, given the strategies

of other players. In the context of AoI analysis, Nash equilibrium represents a

stable state where all entities have settled into strategies that are optimal given
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the strategies of others. Studying Nash equilibria helps us understand how

entities converge to stable points in their decision-making process, impacting

the overall AoI experienced in the system. To delve deeper into this topic,

consult the findings presented in paper [3, 22].

Stackelberg Equilibrium

Stackelberg games involve a leader-follower scenario, where one entity (the

leader) chooses its strategy first, and the other entities (followers) respond based

on the leader’s decision. In the context of AoI analysis, Stackelberg games

can capture scenarios where a central controller (leader) adjusts the system’s

behavior, and other nodes (followers) adapt accordingly. For instance, a base

station in a wireless network can act as the leader, dynamically adjusting its

transmission policies to influence the AoI experienced by users. You can find a

comprehensive analysis of this concept in paper [39].

Trade-Off Analysis

AoI-related decision-making often involves trade-offs between different met-

rics and objectives. For example, in secure communication scenarios, the trans-

mitter may adjust the generation rate of status updates to balance the AoI at

the receiver’s side while ensuring a certain level of security against eavesdrop-

ping. Game theory allows researchers to analyze these trade-offs and identify

optimal strategies that achieve a balance between conflicting objectives. Integrat-

ing game theory with AoI analysis provides a comprehensive understanding of

strategic interactions between network entities and their influence on AoI-related

decision-making. This approach enables researchers to derive optimal strate-

gies, study trade-offs, and design efficient communication protocols in various

network scenarios. By leveraging game-theoretic approaches, communication

systems can be better optimized for achieving low AoI, enhanced security, and

improved overall performance[14].
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4.2 Problem Statements and Research Objectives

In the context of communication systems, particularly in adversarial scenar-

ios, optimizing the Age of Information (AoI) entails making strategic decisions

regarding the frequency of information updates while accounting for potential

adversarial disruptions. This multifaceted challenge necessitates the delicate

equilibrium between minimizing AoI to enhance information freshness and

managing the costs and risks associated with transmission attempts.

To address this challenge effectively, it is common to formulate the problem

as a game, employing a specific utility function that quantifies the trade-offs be-

tween AoI minimization and cost control. The crux of the problem is to identify

a Nash equilibrium (NE) within this strategic game, where both the transmitter

and adversary make decisions that optimize their respective objectives while

considering the actions of the other party. This equilibrium represents a stable

state where no unilateral changes in strategies result in improvements for either

player. A typical approach to study such problems is to model it as a game, with

a particular utility function, and then try to find a Nash equilibrium (NE) for it

[33].

The central question in this thesis is, ’How can we find and analyze the

Nash equilibria in this game-theoretic framework to inform decision-making

processes that balance the dynamics of AoI minimization, cost control, and

adversarial interactions?’ Solving this problem holds profound implications

for optimizing communication systems in adversarial environments, ensuring

timely, secure, and cost-effective information updates.

The research objective is to understand how to optimize the Age of Infor-

mation (AoI) in communication systems, particularly in scenarios involving

adversarial elements. The presence of adversaries complicates the reliability

and cost aspects of information transmission, making the quest for optimal AoI

values the core objective of this study.

Secondly, this study examines the interactions between the data sender and

the adversary using a game theory approach. Analyzing these strategic interac-
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tions where both parties strive to balance minimizing AoI and controlling costs

is another significant goal.

Lastly, the outcomes of this research should yield practical implications for

real-world applications. These results should assist us in understanding how to

inform decision-making processes in scenarios where AoI needs to be optimized.

Thus, the research objective is to contribute to the field of communication theory

by bridging theoretical modeling and practical applications.
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5
Materials and Methods

5.1 Introduction to Numerical Optimization and Method-

ology

In this chapter, we delve into the Game Theory, Nash Equilibrium, and

the numerical optimization techniques used for improving the Age of Informa-

tion and methodology employed to address the adversarial game scenario with

costs and the minimization of the Age of Information (AoI). We will discuss

the specific steps taken to analyze the game and find the optimal values of key

variables. This section provides an in-depth exploration of the numerical opti-

mization techniques and methodology employed in the research. It focuses on

the optimization process, parameter settings, and the code utilized for achieving

the results.
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5.2 Methodologies and Libraries

5.2.1 Game Theoretical Approach

Our research harnesses the power of game theory to model and analyze the

interaction between a transmitter and a jammer within a communication system.

This modeling is accomplished using Python 3.9 in conjunction with the Jupyter

Lab [31] environment. The following methodologies are fundamental to our

analysis:

- Nash Equilibrium: Central to our research is the concept of Nash Equilibrium,

a stable state where neither the transmitter nor the jammer can unilaterally

improve their strategies. Nash Equilibrium serves as a cornerstone for

understanding strategic interactions in our communication game.

- Best Response Strategies: Both the transmitter and jammer continually adapt

their strategies to maximize their utilities. The concept of best response

strategies is pivotal to our research. It dictates that each player responds

to the other’s strategy in pursuit of their maximum payoff.

5.2.2 Data Analysis and Visualization

- fmincon : We employ the "fmincon" library as the cornerstone of our research,

facilitating the minimization of Age of Information (AoI) across diverse

M and p combinations. This optimization tool enables us to iteratively

refine our strategies, ensuring that we achieve the lowest possible AoI.

By defining optimization options, setting constraints, and storing results

in matrices, we capture the minimum AoI values for specific M and p

pairings. "fmincon" empowers our research by systematically reducing

AoI and enhancing our strategies [49].

- NumPy: NumPy is employed for efficient numerical computations, espe-

cially for creating and manipulating arrays and matrices. It streamlines
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mathematical operations on the AoI matrix and strategy [23].

- Pandas: Pandas are employed to structure and organize data, simplifying our

work with the research results. Data frames are used to store and manage

the Nash Equilibrium strategies and associated utility values [48].

- Seaborn and Matplotlib: These visualization libraries are essential for creating

line plots. These line plots serve to visualize Nash Equilibrium strategies

and utility values across various combinations of cost parameters, facili-

tating a visual understanding of how equilibrium evolves with changing

parameters [52, 25].

5.3 Finding Minimum Age of Information (AoI) Val-

ues and Nash Equilibrium Points

In this section, we provide detailed insights into our approach to finding

the minimum Age of Information (AoI) values for a wide array of combinations

of M (transmissions by the transmitter) and p (failure probability set by the

adversary). Additionally, we elaborate on the methods employed to determine

Nash equilibrium points, which are the linchpin of our research in adversarial

communication scenarios.

5.4 Numerical Optimization Techniques

5.4.1 Finding Minimum AoI Values

The crux of our research revolves around obtaining the minimum AoI val-

ues for diverse combinations of M and p. We accomplish this through the use

of the fmincon optimization function, which allows us to iteratively refine our

strategies, minimizing the AoI. Our optimization process is comprehensive and
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includes defining optimization options, setting constraints to ensure valid so-

lutions, and storing results in matrices where each element corresponds to the

minimum AoI achieved for a specific M and p combination.

Figure 5.1: Example timeline for the AoI evolution over time. In the considered
case, four transmissions are performed over a time horizon of duration N, and
the second and third transmissions fail

The Age of Information, represented as (y), is defined based on these inter-

vals. It comprises two vital components: the area of triangles associated with

each update interval, representing the cost of transmitting information, and the

area of parallelograms formed by pairs of intervals, contributing to AoI only in

cases of transmission failures[38]. The average AoI over the finite time horizon

can easily be computed as a function of y as:
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(5.1)

where the first contribution within brackets accounts for the area of the triangle

of side yi that is always associated to the i-th update, whereas the subsequent
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summation captures the area of the parallelograms of sides yi and yj that con-

tribute to the AoI only in case of failure of the i-th (and possibly of the following)

transmission(s), weighted by the corresponding probabilities. An example of

this reasoning is visually available in 6.1, where the loss of the second and third

updates adds the dashed parallelogram areas y1 y2 and y1 y3 to the overall com-

putation [38]. By summing up these components across all intervals, we arrive

at the average AoI over the finite time horizon. This AoI function represents

the core metric that we seek to minimize while considering the strategic actions

of both the transmitter and the adversary. Our approach provides a systematic

framework for understanding and optimizing AoI in adversarial communication

scenarios, offering valuable insights into decision-making processes.

5.4.2 Optimization

1 function val = delta(y, p, N)

2 M = length(y) - 1;

3 sum1 = 0;

4 for i = 0:M

5 sum2 = 0;

6 for j = i + 1:M

7 sum2 = sum2 + y(i + 1) * y(j) * (1 - p)^{j - i};

8 end

9 sum1 = sum1 + (y(i + 1)^2) / 2 + sum2;

10 end

11 val = sum1;

12 end

Code 5.1: The AoI function in Matlab format

The process of optimization plays a crucial role in our research, enabling us

to identify optimal strategies and solutions. Our primary tool for this purpose

is the fmincon function within MATLAB. The primary objective is to minimize

delta values, representing the inefficiency of the system due to communication

delay and jamming.
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- Linear Equality and Inequality Constraints: Our optimization process adheres

to linear equality and inequality constraints, ensuring that the sum of

strategies equals one and that strategies remain non-negative.

5.4.3 Discretization of Variables

To enhance our numerical analysis, we discretize the variables M and p as

follows:

- Discrete M Values: We explore eight distinct values for M, representing the

number of transmissions by the transmitter. These values include 2, 3,

4, 5, 6, 7, 8, and 9. This discrete approach enables us to systematically

investigate various communication strategies.

- Discretized p Values: While the adversary’s failure probability, p, is theoret-

ically continuous, we discretize it into ten values within the range of [0,

1]. These values (0.02, 0.07, 0.13, 0.15, 0.19, 0.23, 0.29, 0.35, 0.41, and 0.51)

cover a broad spectrum of adversarial disruption scenarios, facilitating a

comprehensive analysis of the strategic landscape.

5.5 The Game Between Transmitter and Adversary

and Nash Equilibrium

This section provides an in-depth exploration of the strategic considerations

of both Player 1, the transmitter, and Player 2, the adversary, within the context

of Age of Information (AoI) optimization. These players are driven by their

respective utility functions, and our primary objective is to gain insights into how

they make decisions in the face of various challenges, including transmission

costs and potential adversarial disruptions.
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5.5.1 Player 1 - The Transmitter

Player 1, the transmitter, has the objective of minimizing the Age of Infor-

mation (AoI) denoted as AoI(M, p). The transmitter’s utility function takes into

account both the optimization of AoI and the cost associated with its actions.

This utility function is defined as follows: Transmitter’s Utility

Transmitter’s Utility = AoI(𝑀, 𝑝) − 𝐶 ·𝑀 (5.2)

This utility function encompasses three critical components:

AoI Minimization: The primary goal of the transmitter is to reduce the Age of

Information (AoI). Lower AoI values indicate more up-to-date information

and improved system performance. The AoI(M, p) function quantifies the

delay in information updates.

- Transmission Cost: The transmitter considers the cost associated with the

number of transmissions, which is represented by M. The cost parame-

ter C reflects the relationship between the number of transmissions and

their associated expenses. The transmitter must strike a balance between

minimizing both AoI and the cost of transmission, crucial for efficient

communication.

- Adversary Considerations: In addition to optimizing AoI and managing

transmission costs, the transmitter takes into account the actions of an

adversary, denoted by p. The adversary has the capacity to engage in

jamming attacks that disrupt communication. Therefore, the transmitter’s

decisions must factor in the potential challenges posed by the adversary.

5.5.2 Player 2 - The Adversary

Player 2, known as the adversary, holds a different objective in our strategic

communication game. The adversary’s primary goal is to maximize the Age of

Information (AoI), represented by AoI(M, p). However, this objective must be
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balanced with the cost incurred due to elevating the failure probability, denoted

as p. The adversary’s utility function is expressed as follows: Adversary’s Utility

Adversary’s Utility = AoI(𝑀, 𝑝) − 𝐾 · 𝑝 (5.3)

Here’s an overview of the components of the adversary’s utility function:

- AoI Maximization: The adversary’s primary objective is to maximize the Age

of Information (AoI). Higher AoI values represent delayed information

updates, which can be advantageous in certain scenarios. The adver-

sary strategically selects actions that lead to increased AoI. This delayed

information can serve various purposes, such as reducing the real-time

effectiveness of the communication.

- Cost Considerations: Simultaneously, the adversary considers the costs as-

sociated with raising the failure probability (p). The cost parameter (K)

reflects the trade-off between elevating AoI and incurring additional costs.

The adversary aims to balance these factors effectively. While increasing

AoI can be beneficial, it must be done cost-effectively to avoid excessive

expenses.

- Transmitter Considerations: The adversary takes into account the strategies

and actions of the transmitter (Player 1). It recognizes that the transmitter

seeks to minimize AoI and control costs. Therefore, the adversary strate-

gically selects actions to counter the transmitter’s efforts. This adversarial

interaction adds complexity to the game, as both players aim to optimize

their utility functions while reacting to each other’s choices.

5.5.3 Utility Matrices and Strategic Decision-Making

To analyze the strategic decisions of both the transmitter and the adversary,

we construct utility matrices. These matrices encapsulate their respective objec-

tives under different parameter settings and provide valuable insights into how
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each player optimizes their utility function. Utility matrices are indispensable

tools for understanding the interplay between the transmitter and the adversary.

These matrices rely on AoI values obtained for a diverse array of (M, p) pairs.

Through systematic exploration of these pairs, we gain a comprehensive under-

standing of the strategic landscape in adversarial communication scenarios.

Our research employs a multifaceted approach to identify Nash Equilibrium

points. Nash Equilibrium serves as a pivotal concept that characterizes stable

states where strategic adjustments by one player do not lead to unilateral im-

provements. Our multifaceted approach involves modeling, numerical analysis,

and iterative optimization to identify these crucial equilibrium points.

By employing the methodologies, techniques, and tools outlined in this

chapter, our research lays the foundation for an in-depth exploration of the

Age of Information optimization in adversarial communication scenarios. Our

process is rigorous, and the findings aim to provide invaluable insights into

decision-making processes in adversarial settings.

5.6 Scenario of The Game

After having utility matrices we see that a matrix game uses different costs

(C and K). Changing these costs creates varied situations. At first, we used low

costs for both the transmitter and jammer. The transmitter sends signals all

the time, and the jammer jams continuously. When we increase the costs, the

transmitter sends signals less often due to the expense, and the jammer must

decide when to jam, considering the cost. It’s like a game where both players

aim to make the best choices.

The challenge lies in finding the Nash equilibrium, a point on the plot where

neither player can improve by changing their strategy. The matrices for the

transmitter and jammer change a lot with different costs, making it a puzzle. We

try different combinations of C and K values, running simulations to discover

these Nash equilibrium points.

Finding Nash equilibrium involves two matrices one for the transmitter
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and one for the jammer. These matrices should make sense on their own.

The game scenario is that players really hate each other so player 1 wants to

achieve fresh transmission and the other player 2 wants that player 1 gets old

transmission instead. It’s a bit like a ZERO SUM game, where they share the Age

of Information but want opposite things. The transmitter wants to minimize it,

and the adversary wants to maximize it. Adding costs makes the game more

realistic; otherwise, the transmitter would use a massive M, and the adversary

would employ a very high P if there were no costs. We played around with

various numbers to get the best utilities and pinpoint the top-notch Nash points.

All these results were neatly organized into a table, and from there, we cherry-

picked the Nash equilibrium points. To visualize this, we whipped up some

Python code using Seaborn to create plots.
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6
Results

In this section, we present a detailed analysis of the results and findings

obtained through our multifaceted approach to identifying Nash equilibrium

points in adversarial communication scenarios. The primary objectives, which

revolve around optimizing the Age of Information (AoI) and minimizing costs

while navigating the strategic decisions of the transmitter and the adversary,

have yielded several noteworthy outcomes.

6.1 Minimum AoI Values

Our research began by systematically computing the minimum AoI values

for diverse combinations of transmission attempts (M) by the transmitter and

failure probabilities (p) set by the adversary. The resulting data provides a

comprehensive foundation for our strategic analysis. These AoI values, captured

in Table 6.1, depict the relationship between the number of transmissions and the

probability of successful information delivery. Initially, we compute and record

the minimum AoI values for a wide range of combinations of M (transmissions
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by the transmitter) and p (failure probability set by the adversary).

Table 6.1: Age of Information (AoI) Results for Different Scenarios

𝑀\𝑝 0.02 0.07 0.13 0.15 0.19 0.23 0.29 0.35 0.41 0.51

2 1.7 1.8 1.9 2.0 2.1 2.2 2.3 2.4 2.5 2.7
3 1.3 1.4 1.5 1.5 1.6 1.7 1.8 1.9 2.1 2.2
4 1.0 1.1 1.2 1.3 1.3 1.4 1.5 1.6 1.7 1.9
5 0.9 0.9 1.0 1.1 1.1 1.2 1.3 1.4 1.5 1.7
6 0.7 0.8 0.9 0.9 1.0 1.0 1.1 1.2 1.4 1.6
7 0.6 0.7 0.8 0.8 0.9 0.9 1.0 1.1 1.2 1.4
8 0.6 0.6 0.7 0.7 0.8 0.8 0.9 1.0 1.1 1.3
9 0.5 0.6 0.6 0.6 0.7 0.7 0.8 0.9 1.0 1.2

These values serve as the foundation for our strategic analysis.

6.2 Utility Matrices

The construction of utility matrices encapsulates the objectives of both the

transmitter and the adversary within the context of varying cost parameters, C

and K. The utility matrices, which serve as a blueprint for strategic decision-

making, offer a snapshot of how both players optimize their utility functions

while reacting to changes in cost parameters. The findings from these matrices

lay the groundwork for our subsequent analysis.

6.3 Nash Equilibrium Identification

The identification of Nash equilibrium points was instrumental in under-

standing the strategic landscape of adversarial communication scenarios. The

findings revealed the interactions influenced by cost parameters, strategic choices,

and the dynamic nature of the game. Notably, we observed the deterrent effect

of elevated costs on both players, leading to changes in their strategies and the

overall outcome of the game. Leveraging the minimum AoI values and utility
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matrices, we employ a Python-based function to systematically identify Nash

equilibrium points.

Figure 6.1: Dynamic Shifts in Nash Equilibrium Points with Varied Transmission
Costs (C) and Adversary’s Influence (K)

This function considers the cost parameter C for the transmitter (M) and

the cost parameter K for the adversary (p), enabling us to pinpoint the optimal

strategies for both players within a game-theoretic framework.

Analyzing the Figure 6.1 gives us some big ideas. As we move along the

K-axis, showing the jammer’s cost parameter, we see changes in Nash equilib-

rium points. Importantly, different C values bring out different Nash equilibria,

showing how transmission costs really matter in deciding what strategies the

transmitter goes for. Also, the lines on the graph show the complicated relation-

ship between the transmitter trying to minimize AoI and the adversary trying

to maximize it, making it clear how tricky this communication game can be.

In the Figure 6.2, we can have several key insights:
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Figure 6.2: Cost Parameter Impact on Transmitter Strategy. Insights into trans-
mitter decisions (M) under varying cost (C) and jammer strategy (K). Nash
Equilibrium points marked.
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- Cost Effect: There’s a clear pattern when the cost goes up (C), the trans-

mitter picks fewer strategies (M). This shows that higher costs make the

transmitter less likely to try sending messages as often.

- Jammer’s Strategy Impact (K): The different lines on the graph, each linked to

various ways the jammer acts (K), really highlight how the jammer affects

what the transmitter decides to do.

- Nash Equilibrium: The circles on the graph show Nash Equilibrium points.

These are moments where both the transmitter and jammer have sort of

agreed on choices that make their overall performance the best it can be.

To sum it up, the graph shows the balance between cost, the jammer’s strategy,

and the choices made by the transmitter. This representation, explained in this

thesis, gives us a look into how these factors interact in game theory.

Figure 6.3: Cost (C) vs. Transmitter Utility (UT). Shows how increasing costs
reduce transmitter utility for different strategic choices
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Figure 6.4: Cost (K) vs. Jammer Utility (UJ). Illustrates the decrease in jammer
utility with rising costs and different strategic choices.

Figure 6.3, focuses on the perspective of the transmitter, with the cost param-

eter (C) as the main focus. On the graph, the X-axis shows different cost levels,

and the Y-axis represents the utility (UT) gained from the chosen transmitter

strategy (M). Each line on the graph represents a specific transmitter strategy,

and circular markers highlight important data points. As the cost (C) goes up,

the transmitter’s utility (UT) goes down, showing that higher costs discourage

the transmitter and result in lower utility. The various lines emphasize how

different transmitter strategies (M) significantly impact utility, highlighting the

importance of strategic decision-making in scenarios where costs matter. Fig-

ure 6.4, where strategic decisions are influenced by the cost parameter (K). On

the graph, the X-axis shows different cost parameters, while the Y-axis repre-

sents the jammer’s utility (UJ). Similar to the first graph, each line on this one

represents a different jammer strategy, and circular markers highlight important

data points.

When you look closely, you’ll notice that when the cost factor (K) goes up, the
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jammer’s (UJ) goes down. This means that higher costs discourage the jammer,

affecting their actions in a bad way. The various lines on the graph show how

the choices we make (p) play a big role in shaping the jammer’s situation.

The graph helps us see the big picture and adds a visual element to our

strategic insights. The outcomes at Nash equilibrium give decision-makers and

researchers in communication theory a complete understanding of strategic

moves and their results in tough situations.

In summary, our research has been a mix of different fields, we have used

mathematical modeling, numerical optimization, and the principles of game

theory to deal with the big challenge of optimizing the Age of Information (AoI)

in adversarial communication scenarios. In this chapter, we’ve explained step

by step how we did it and the tools we used, giving a clear picture of what we’ve

discovered. Our method has helped us understand the complicated decisions

that they make. By using mathematical modeling and game theory, we’ve

their objectives, constraints, and interactions, paving the way for more effective

communication strategies in adversarial environments. Our research shows

how bringing different fields together can make a real impact. It proves that we

can connect what we know from theory to real-world problems, especially in

the fast-changing world of communication theory and improvement.
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7
Conclusions and Future Works

This research was driven by the ambition to optimize the Age of Information

(AoI) in adversarial communication scenarios, a challenge within the realm of

communication theory. Our primary goal was to minimize AoI while consid-

ering the strategic interactions between a transmitter and an adversary, both

guided by their utility functions and influenced by cost parameters. This con-

clusion provides a structured summary of our research journey, highlighting

the key steps we took and the significant results we achieved.

We leveraged the power of game theory, numerical optimization, and data

analysis. The methodologies and libraries we utilized included Python for

game theory modeling and utility computation, MATLAB for numerical op-

timization, and various data analysis and visualization tools such as NumPy,

Pandas, Seaborn, and Matplotlib.

Our findings have discussed the relationship between the number of trans-

mission attempts (M) and the failure probability set by the adversary (p). We

systematically computed minimum AoI values for various combinations of M

and p, forming the bedrock of our strategic analysis. The construction of utility

matrices provided a blueprint for understanding how both the transmitter and
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the adversary optimize their utility functions while reacting to changes in cost

parameters, C and K.

The identification of Nash equilibrium points, in a Python-based environ-

ment, allowed us to pinpoint the optimal strategies for both players within a

game-theoretic framework. The graphical representations of these equilibrium

points offered a visual insight into the dynamic interplay of cost parameters,

strategic choices, and the complex dynamics of the game.

The observed trends in the relationship between cost parameters and utility

values hold practical relevance. Higher costs emerged as a deterrence factor,

impacting both the transmitter and the adversary in their strategic decisions.

The graphical representations, particularly the Nash equilibrium points, offer

decision-makers and researchers a visual grasp of the nuanced interplay of these

pivotal parameters in adversarial communication.

Acknowledging the limitations of this research, especially in terms of sim-

plifications made in modeling, we acknowledge that real-world scenarios may

involve more complexities. Nonetheless, our work opens the door to a new

understanding of AoI optimization in adversarial communication, providing

valuable insights for real-world applications.

The research by [53] and [16] has offered valuable insights into the resilience

of real-time monitoring and control systems against jamming attacks, emphasiz-

ing dynamic game models and stationary equilibriums at the MAC layer. These

studies have contributed distinct viewpoints to the AoI optimization discourse,

emphasizing the need for adaptability and equilibrium strategies.

Furthermore, [39] delves into the physical layer of security, providing pro-

found insights into the ongoing interactions between legitimate users and po-

tential attackers. The static game model introduced in [39] offers an alternative

approach, highlighting the development of dynamic defense policies to effec-

tively counter adversarial threats over time.

In parallel, [20], while not directly addressing jamming attacks, adds an

essential dimension by considering eavesdroppers. This work emphasizes the

optimal generation rate for status updates, effectively balancing the age of infor-
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mation between legitimate receivers and eavesdroppers while focusing on the

critical aspect of confidentiality.

Moreover, [3] significantly enriches our understanding of AoI by exploring

a scenario involving two strategic information sources. In this scenario, these

sources independently determine the timing of information updates at a receiver,

taking into account their individual update costs and the global benefit derived

from reducing the receiver’s AoI. The game-theoretic analysis in [3] uncovers

distinct Nash equilibria and emphasizes the role of coordination to achieve

efficiency in decision-making.

These research papers collectively contribute to our understanding of the

multifaceted approaches and strategies available for mitigating the age of in-

formation in adversarial environments. As the digital landscape continues to

evolve, these insights empower us to confront the dynamic challenges posed

by adversaries in enhancing information security and fortifying the robustness

of communication systems. The synthesis of dynamic game models, stationary

equilibriums, physical layer security, trade-offs, and synchronization strategies

deepens our collective understanding of AoI and reinforces our capacity to safe-

guard the integrity of critical information flows.

In essence, this thesis has effectively tackled the challenges of optimizing AoI

in adversarial communication scenarios. Our work not only expands theoretical

understanding but also furnishes practical solutions applicable in real-world

contexts where AoI optimization is imperative.

7.1 Future Research Directions

Age of Information (AoI), a dynamic metric with wide-ranging applications

in communication systems, presents several promising avenues for future re-

search. Here are some of the key directions:

1. Dynamic Network Topologies: Investigating AoI in dynamically chang-

ing network structures and understanding how it evolves in response to network

dynamics [10].
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2. Energy-Constrained Systems: Analyzing AoI in scenarios with strict

energy constraints, such as battery-powered IoT devices, and optimizing energy-

efficient communication [57].

3. Security and Privacy: Exploring the interplay between AoI optimization

and security measures to develop strategies that are robust against adversarial

actions.

4. Machine Learning and AI Integration: Investigating the integration of

machine learning and artificial intelligence techniques to enhance AoI-aware

decision-making processes[42].

5. AoI in Edge Computing: Understanding the implications of AoI in

edge computing environments, where data processing occurs closer to the data

source[47].

6. AoI-Aware Scheduling: Investigating scheduling algorithms that take

AoI metrics into account for timely data updates and transmission[41].

7. AoI in Cyber-Physical Systems: Understanding the role of AoI in cyber-

physical systems, where timely information is crucial for control and automa-

tion[40].

These research paths, collectively, have the potential to not only advance our

comprehension of Age of Information but also to contribute to the development

of communication strategies that are robust, efficient, and adaptable to the ever-

changing landscape of modern networks.
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