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Abstract

Fall-related injuries, especially among the elderly, can have severe consequences, including frac-
tures, head injuries, and evendeath. Fall detection systems canhelp save lives byquickly alerting
caregivers or medical professionals when a fall occurs, allowing for prompt medical interven-
tion. This project explores a practical implementation of a domotic fall detection system that
uses off-the-shelf low cost IoT devices interconnected through the Home Assistant platform.
The objective of this study is to experiment and test that the design concept and the proposal
is feasible for enhancing convenience, and security within the residential environment. The
project begins by selecting a set of motion and presence sensors commercially available and
compatible with the selected platform. These devices are integrated into a unified ecosystem
using the Raspberry Pi 4 and Home Assistant software, which acts as a central hub for device
management and data analysis. The results of the implementation demonstrate the system’s
effectiveness in providing assistance when a fall is detected by collection and analysis of the
sensor data. Furthermore, the integration of the two motion sensors and a presence sensor
help discriminate between regular walking/sitting/raising and a dangerous fall followed by an
alarm system by triggering an alarm panel in order to turn on a siren and notify the caregiver by
sending a WhatsApp message for immediate assistance. This implementation highlights the
potential of utilizing readily available IoT technologies and the Home Assistant platform to
demonstrate a fall detection system. This proof of concept aims at showing that such a fall
detection system can be implemented.
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1
Introduction

Falls are a fearsome reality for older people especially those who live alone. The Centers for
Disease Control and Prevention (CDC) reports that 3 million adults aged 65 and older are
treated in emergency departments for fall injuries every year [1]. Equally alarming, one out
of five falls causes a serious injury, which may permanently affect the person’s mobility and
independence.

Still according to the CDC report released in 2015, the fall-related injuries are among the 20
most expensive medical conditions. In 2020, a study published in the American Journal of
Public Health estimates that the direct medical costs of fall injuries among older adults in the
United States could reach up to $67.7 billion annually. The average cost [2] for a person ad-
mitted to a hospital due to falls was between $396.51 to $1429.35. It was determined that costs
varied according to the type of the injury.

Although research shows that it is possible to prevent or lessen many injuries caused by falls,
the reality is that falls do and will continue to negatively affect older adults. Fortunately, fall de-
tection systems can help prevent the worst outcomes from occurring. Harnessing this technol-
ogy can provide caregivers and families an added layer of support that can help offer additional
peace of mind when it comes to their loved one’s safety.

Today, fall detection systems help reduce the risk of long-term injury by detecting a person’s
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abrupt change in position. The system calls for help even if the person is unable to do so them-
selves, signaling prompt emergency response to address the situation.

Traditional fall detection systems often rely on the individual’s ability to activate an alert, such
as pulling a cord or pressing a button. Other systems may use physical apparatus such as floor
mats or infrared beams, which can deteriorate quickly, cause many false alarms, or even be con-
sidered invasive (they can be relatively expensive). While these devices do provide a degree of
safety, they lack the sophistication needed to preemptively identify fall risks, resulting in de-
layed responses and an increased risk of injury. Not to mention, they can be uncomfortable
and cumbersome for the user, thereby reducing the effectiveness and overall adoption rate.

Unlike conventional systems, sensor-based fall detection systems [3] leverage advanced Internet
of Things (IoT) and Artificial Intelligence (AI) technologies to provide unobtrusive, real-time
monitoring. These systems offer several notable advantages:

• Non-Intrusive Monitoring: Sensor-based systems use contact-free passive sensors that
provide privacy, respect, and dignity to the individual. Without the need for intrusive
cameras orwearable devices, users can freely go about their daywithminimal disruption.

• ContinuousMonitoring: Sensor-based solutions offer 24/7monitoring, capturing valu-
able data on in/out of bed status, sleep patterns, activity levels, and more. This wealth
of information can be used to create personalised risk avoidance plans and enable early
interventions.

• Improved Efficiency andCost: Sensor-based systems are cost-effective and offer a signifi-
cant return on investment. By reducing the number of false alarms, these systems enable
caregivers to focus on meaningful tasks, increasing their productivity and effectiveness.

This thesis is a Proof of Concept of a fall detection and alarm system that uses low cost IoT
devices (motion and presence sensors). In chapter 2, we discuss the problems faced by the
elderly, some solutions to these problems and the commercially available platforms to realize
these domotic solutions. Chapter 3 explains the design principles of the fall detection system.
Chapter 4 is dedicated to description of the various IoT devices used in this project. Chapters
5 and 6 include the testing and methodology of the Proof of Concept. Lastly, Chapters 8 and
9 provide references to the technical aspects of this thesis project.
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2
Literature Survey

Home automation for the elderly and disabled focuses on making it possible for older adults
and people with disabilities to remain at home, safe and comfortable. Home automation is
becoming a viable option for older adults and people with disabilities whowould prefer to stay
in the comfort of their homes rather than move to a healthcare facility. This field uses much
of the same technology and equipment as home automation for security, entertainment, and
energy conservation [4] [5] but tailors it towards old people and people with disabilities.

2.0.1 Domotic solutions to problems faced by the elderly

Many living spaces are not adequate to support the needs of people with limited mobility and
strength. Some of the most common problems encountered by elderly, for example, include
difficulties inmoving around the house because of the presence of steps, stairs, or furniture that
is not designed for people in wheelchair or moving with the help of a cane or walker. People
with impairment disabilities may find it hard to move around and perform tasks that require
physical effort. The old traditional homes, unlike the modern ones, may not be designed with
switches with remote control options making it hard for them to access with ease. There is no
safety and could result in dangerous falls and accidents.
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2.0.2 Technological solutions

Such problems can be partially solved or, at least, alleviated, by adopting proper technological
solutions. Some examples of such systems are the following [6]

Voice-controlled home: This can include controlling lights, adjusting room temperature, open-
ing or closing curtains, playing music, and even interacting with other smart home devices
using custom voice commands. Integrate smart plugs orWi-Fi relays to control appliances and
devices through voice commands. This enables individuals with limited mobility to indepen-
dently operate various devices such as fans, TVs, or kitchen appliances without the need for
physical interaction.

Fall detection and emergency response: Utilize motion sensors or wearable devices with built-
in accelerometers to detect falls. When a fall is detected, the system can automatically send
alerts to caregivers or emergency services, turn on lights in the vicinity of the fallen person, and
activate a two-way communication system to provide immediate assistance.

Smart medication management: Implement a system to remind users when to take their med-
ications. This can involve using LED strips or lights to indicate the appropriate time for each
medication and sending notifications to their smartphones or smartwatches. Additionally, in-
tegrate pill dispensers that can be remotely controlled to provide the correctmedication dosage
at the designated time.

Virtual caregiver presence: Use smart displays or tablets connected to the Home Assistant plat-
form to create a virtual caregiver presence. Caregivers can remotely check in on the individ-
ual, communicate via video calls, provide reminders or prompts, and monitor their well-being
through integrated sensors [7] and cameras.

Adaptive lighting: Configure lighting systems to automatically adjust based on the individual’s
needs. For instance, usemotion sensors to turn on lights as the person enters a room and adjust
the brightness level based on their preference or time of day. Additionally, implement color-
changing LED strips to create visual cues or signals for specific actions or events.

Automated door and accessibility control: Install automatic door openers or smart locks that
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can be controlled remotely or via voice commands. This enables easy access for individuals
with limited mobility, eliminating the need for physical keys or manual door handling. Addi-
tionally, integrate accessibility devices such as wheelchair lifts or ramps that can be controlled
and monitored through the Home Assistant platform.

Personalized room automation: Set up personalized room automation profiles tailored to the
needs of the individual. For example, configure the system to adjust the room temperature,
lighting, and audiovisual settings based on their preferences or specific requirements, enhanc-
ing their comfort and overall well-being.

Environmental monitoring and air quality: Utilize sensors to monitor environmental factors
such as temperature, humidity, and air quality. The system can provide real-time feedback and
alerts to ensure a safe and comfortable environment for individuals with specific sensitivities or
conditions.

Personal emergency response system (PERS): Implement a PERS using wearable devices with
panic buttons or voice-activated triggers. In case of an emergency or distress, pressing the but-
ton or issuing a voice command can trigger alerts, notify designated contacts, and provide loca-
tion information for immediate assistance.

2.0.3 Popular platforms to realize domotic solutions

There are several popular platforms commercially available for realizing domotic (home au-
tomation) solutions

Amazon Alexa is a voice-controlled assistant integrated into various devices, including smart
speakers, TVs, and other smart home devices. Key Features are voice control, extensive device
compatibility, third-party skill integration, routines, multi-room audio, and smart home hub
capabilities. Widely adopted, extensive ecosystem, user-friendly voice control, supports a wide
range of devices, and offers a variety of third-party skills and integrations. They have limited
customization options, heavy reliance on voice commands, and potential privacy concerns.

Google Assistant is a voice-controlled assistant available on devices such as smartphones, smart
speakers, and smart displays. Key Features are voice control, device compatibility, routines,
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multi-room audio, and integration with Google services and products. Broad ecosystem, ex-
tensive integration with Google services, strong AI capabilities, and supports a wide range of
devices. Limited customization options, potential privacy concerns, and may require multiple
apps for full functionality.

Apple HomeKit is a framework that allows users to control compatible smart home devices
using Apple devices. Key Features are seamless integration with Apple devices, secure and
privacy-focused, Home app for centralized control, and automation through scenes and trig-
gers. Strong focus on privacy and security, seamless integration with Apple devices, intuitive
user interface, and wide device compatibility. Limited device selection compared to other plat-
forms, may require additional hardware (such as a HomePod) for full functionality.

Samsung SmartThings is a platform that connects and controls various smart home devices,
compatible with both Samsung and third-party products. Key Features are broad device com-
patibility, extensive automation options, app-based control, and integration with Samsung de-
vices and services. Supports awide range of devices, robust automation capabilities, integration
with Samsung ecosystem, and customizable through SmartApps. Initial setup can be complex,
occasional connectivity issues, and limited third party integration compared to some other plat-
forms.

Hubitat Elevation is a locally controlled home automation hub that allows users to connect
and control various smart devices. Key Features are local processing for enhanced privacy and
reliability, supports Z-Wave and Zigbee devices, customizable through rules and apps, and ex-
tensive automation capabilities. Local processing enhances privacy and reliability, robust au-
tomation features, customizable rules and apps, and supports a wide range of devices. Steeper
learning curve for beginners, limited cloud integration, and smaller user community compared
to larger platforms.

Home Assistant is an open-source home automation platform that allows users to control and
automate various smart home devices. While it is not a commercially available platform in the
traditional sense, it is widely used and supported by a passionate community of developers and
enthusiasts. HomeAssistant is a flexible and extensible platform that runs on various hardware,
including Raspberry Pi, servers, and cloud-based solutions. It provides a centralized interface
for managing and controlling a wide range of smart home devices from different manufactur-
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ers. Home Assistant supports a vast number of integrations and protocols, allowing users to
connect and control devices through a unified platform.

2.0.4 Fall detection systems

There are various existing solutions [1] for fall detection systems and new technologies may
emerge in the future. Fall detection systems are designed to detect and respond to falls, espe-
cially in vulnerable populations such as the elderly. Here are some common existing solutions:

Wearable Devices: Many modern smartwatches and fitness trackers are equipped with sensors
(accelerometers and gyroscopes) that can detect sudden movements indicative of a fall. Some
devices provide automatic fall detection and can send alerts to predefined contacts or emer-
gency services.

Mobile Apps: There are mobile applications specifically designed for fall detection. These apps
utilize the sensors present in smartphones to detect falls and can send alerts or notifications to
emergency contacts.

Motion-Activated Systems: These systems use motion sensors placed in a person’s living en-
vironment (such as a home or assisted living facility) to detect unusual movements or a lack of
movement. If a fall is detected, an alert can be sent to caregivers or emergency services.

Camera-Based Systems: Some fall detection systems use computer vision technology through
cameras. These cameras monitor the movements of individuals and can detect falls based on
changes in posture and movement patterns.

In-HomeMonitoring Sensor Networks: Integrated sensor networks within the home can mon-
itor activities and detect falls. These systems may include pressure sensors on the floor, bed, or
furniture, which can identify sudden changes or absence of pressure.

Traditional Medical Alert Systems: Many medical alert systems include fall detection features.
These systems typically involve wearable devices with buttons that users can press to call for
help manually. Some also automatically detect falls.
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Advanced Analytics: Some fall detection systems leverage machine learning algorithms to ana-
lyze data from various sensors. These algorithms can learn and adapt to individual movement
patterns, improving the accuracy of fall detection.

IoT (Internet of Things) Connected Devices: IoT devices, such as sensors embedded in cloth-
ing or accessories, can be part of a fall detection system. These devices communicate with a
central system to relay information about the wearer’s movements.

It is essential to note that the effectiveness of these solutions can vary, and no system is fool-
proof. The choice of a fall detection system often depends on the specific needs of the individ-
ual, the environment, and any existing health conditions.
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3
Design Principles of the Fall Detection

System

The goal of this project is to use low cost IoT devices [2] andMotion Sensors to realize a fall
detection system with the following characteristics:

• Very low implementation costs: The system prioritizes the use of affordable, standard
off-the-shelf devices. This approach is essential to reduce both purchase and installation
costs, thereby ensuring the solution is economically viable and widely accessible.

• No need for wearable devices: Some users find certain wearable devices bulky, heavy, or
uncomfortable, leading to issues such as skin irritation or discomfort. Therefore, our so-
lution should function autonomously, eliminating the need for users to wear any device
or perform any specific action to activate the system.

• Good accuracy and precision: The system should provide accurate or consistent data by
capturing the real time events.

• Low false alarm rate: There may be very few exceptions that lead to false alarms but the
occurrence of these unwanted events shall be minimized.

• Small delay in fall detection: The detection of fall events shall be quick, in the order of
tens of seconds, to enable prompt reactions while limiting the number of false detec-
tions.
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3.1 Implementationof a fall detection systemusing
low cost IoT sensors

3.1.1 Proposed idea

The idea was to use standard motion sensors [8] in two ways: one sensor should only detect
motion above a certain height (say, 0.7 m), the other should be configured to detect motions
below another height (say, 0.4 m).

The following events were considered in order to detect a fall:

• Case 1 : If a person is walking in the room/standing, both sensors should detect motion.

• Case 2: If a person sits/simply bends down to pick an object the upper sensor must not
detect anymotion for a few seconds but the statemust still remain the same (delay in the
state change) while the sensor below should detect motion.

• Case 3: If the person falls and remains on the ground, the upper sensor shall stop de-
tecting motion and change its state, while the lower one keeps detecting motion if the
person does not lose consciousness.

By analyzing these events, we may be able to detect a fall. There are however different events
that may result in false detection:

• A pet entering the room triggers the lower sensor, but not the upper one.

• A person does fall, but he/she remains still on the floor, so that even the lower sensor
does not detect motion.

The accuracy of the detection can be elevated by using a presence sensor that has a wider range,
which should be able to detect micro-movements. Once the fall is detected, an alarm is trig-
gered in order to notify the caretakers or the neighbors for immediate assistance. Such a sensor,
therefore, shall be able to detect the presence of a person even when still (e.g., become uncon-
scious), by exploiting the smallmovements due to breathing. By adding this sensor, then, it will
be possible to recognize a person lying on the floor, even if unable to move. Clearly, the sensor
will also react to the presence of pets, which may trigger false alarms. However, the sequence
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in which the different motion sensors are activated shall reveal the nature of the event. In case
of a pet entering the room, in fact, only the lower motion sensor and the micro-movement
sensor would be triggered, thus making it possible to identify this event. Of course, there are
more complex situations that might still give rise to false alarm, e.g., when a pet enters a room
together with a person, and then the person leaves the room and the pet remains there. These
specific cases can be treated by adding some extra sensors (e.g., on the room door) or deploy-
ing more sophisticated signal processing algorithms, but these developments are left to future
research.

3.1.2 Development of the Fall Detection System

For this project, theHome Assistantwas a good choice for automation and data management
since it is open source and compatible with a wide range of IoT devices. The latest Home As-
sistant operating system works best on the Raspberry Pi 4 microcontroller. The Aqara FP2
Presence sensor, Tapo hubH100 and Tapo standardMotion sensors T100 are used since they
work with technologies supported by Home Assistant. We then Pair and Integrate all the sen-
sors and IoT devices with Home assistant followed by testing the entities of the sensors to de-
tect motion/presence, delays, area coverage and sensitivity. Next we set up the Test bed by wall
mounting the Tapo sensors, one at an average shoulder height and the other below knee level,
and the presence sensor can be placed anywhere, preferably mounted at the top of a wall in
the room as per the proposed idea. The Tapo sensors shall be mounted in such a way that it
covers a range of one of the zones of the Aqara sensor. Wemay now detect fall in only one zone
with this set up due to the Tapo range constraints. Influxdb can be used on Home Assistant
to create a database and store the sensor data and Grafana to represent and analyze the data by
generating graphs. To trigger alarms when a fall is detected, we automate the alarm system by
adding the triggers, conditions and actions. Once the alarm panel is triggered the siren must
turn on and ring for 60 seconds and a WhatsApp message is sent to a pre-determined phone
number from the Home Assistant.

The idea was further developed and tested at home conditions only. The current implemen-
tation is a proof of concept, aimed at showing that such a fall detection system can be imple-
mented.
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4
Description

4.1 Home Assistant

Home Assistant is free and open-source software [9] for home automation designed to be a
central control system for smart home devices with a focus on local control and privacy, the de-
velopers being Paulus Schoutsen, Home Assistant Core Team and Community development
team. It is written in python 3.11, runningwith Software appliance /Virtual appliance (Linux)
operating system using the ARM,ARM64, IA-32 (x86), and x64 (x86-64) platform. After the
HomeAssistant software application is installed as a computer appliance, it will act as a central
control system for home automation, commonly referred to as a smart home hub, that has the
purpose of controlling IoT connectivity technology devices, software, applications and services
which are supported bymodular integration components, including native integration compo-
nents for wireless communication protocols such as Bluetooth, Zigbee, and Z-Wave (used to
create local personal area networks with small low-power digital radios). Home Assistant also
supports controlling open andproprietary ecosystems if they provide public access via anOpen
API or MQTT for third-party integrations over the local area network or the Internet.

4.1.1 History

In July 2017, amanaged operating system calledHass.io was initially introduced tomake it eas-
ier to use Home Assistant on single-board computers like the Raspberry Pi series. Its bundled
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supervisor management system allowed users to manage, backup, update the local installation
and introduced the option to extend the functionality of the softwarewith add-ons. In January
2020, brandingwas adjusted tomake it easier to refer to different parts of the project. Themain
piece of software was renamed to Home Assistant Core, while the full suite of software with
the Hass.io embedded operating system with a bundled supervisor management system was
renamed as Home Assistant (though it is also commonly referred to as “HAOS” as in short
for “HomeAssistant OS”). In January 2021, HomeAssistant made a public service announce-
ment, disclosing vulnerabilities with its 3rd party custom integrations. Later in January 2021,
it made a second security disclosure about a security vulnerability.

4.1.2 Features of Home Assistant

The primary front-end dashboard system is called Lovelace (named after Ada Lovelace), which
offers different cards to display information and control devices. Cards can display information
provided by a connected device or control a resource (lights, thermostats, and other devices).
The interface design language is based onMaterial Design and can be customized using global
themes. The GUI is customizable using the integrated editor or by modifying the underlying
YAML code. Cards can be extended with custom resources, which are often created by com-
munity members.

HomeAssistant acts as a central smart home controller hub by combining different devices and
services in a single place and integrating them as entities. The provided rule-based system for
automation allows creating custom routines based on a trigger event, conditions and actions,
including scripts. These enable building automation, alarm management of security alarms
and video surveillance for home security systems as well as monitoring of energy measuring de-
vices. SinceDecember 2020, it is possible to use automation blueprints - pre-made automation
from the community that can be easily added to an existing system.

In terms of security, Home Assistant, as an on-premises software product, with its focus on
local control for the purpose of privacy in combinationwith its state as an open-source applica-
tion, has been described as beneficial to the security of the platform specificallywhen compared
to closed-source home automation software based on proprietary hardware and cloud-services.
There is no remote access enabled by default and data is stored solely on the device itself. User
accounts can be secured with two-factor authentication to prevent access even if the user pass-
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word is known by the attacker. Add-ons get a security rating based on their access to system
resources.

4.2 IoT devices and sensors

4.2.1 Aqara presence sensor FP2

The Aqara [10] offers multiple features that include zone positioning, multi-person detection,
ultra high precision, multi-Ecosystem Support, flexible Placement, built-in light sensor and lo-
cal automations.
Zone positioning offers significant advantages over traditional Passive Infrared (PIR) sensors
by monitoring rooms of up to 40 square meters, and dividing them into up to 30 zones. It
is suitable for a practically endless variety of use cases based on the actual presence in each of
such zones. Additionally, using just two conditions of Presence and Absence will make the
automation configuration simpler than ever before. Moreover, the FP2 supports detecting up
to 5 people simultaneously, making it particularly useful for households with multiple occu-
pants. It can be used for home automation and security purposes, but also for energy manage-
ment, such as heating and cooling systems based on the actual room presence. By implement-
ing millimeter-wave radar technology, the FP2 provides a precise presence detection without
producing false negatives, even for the slightest movements. The FP2 is exposed as multiple
sensors in HomeKit (Also on Home Assistant), Amazon Alexa, Google Home and Alice. We
are able to integrate the sensor easily with no Aqara hub required, which is a good solution for
smart home enthusiasts to expand your smart home setup.
The FP2 is revolutionary because of its mmWave radar technology which is the next big thing
in smart home sensing. Wewill not need several sensors to detect different areas within a room,
and careful configuration and long-term management of each sensor. With FP2, we will have
multiple infrared (PIR) sensors and even one extra light sensor.

Specifications

• Operating Temperature : -10°C - 40°C (14°F - 104°F)

• Ports : USB-C

• Wireless Protocols : Wi-Fi IEEE 802.11 b/g/n 2.4 GHz, Bluetooth 4.2

• Operating Humidity : 0 - 95% RH, no condensation
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• Input Power : 5V==1A

• Dimensions : 64 × 64 × 29.5 mm (2.52 × 2.52 × 1.16 in.)

Figure 4.1: Aqara Presence Sensor FP2

4.2.2 TapoHubH100

The Tapo hub [11] is a Smart Hub that comes with a door bell feature. It connects up to
64 smart devices for a complete smart-living experience. It has a wide coverage by keeping
secondary devices always connected through the wireless network. The Low-Power wireless
protocol allows you to connect secondary devices more efficiently, decreasing the power con-
sumption of battery-operated devices. The hub has an inbuilt smart alarmby pairing the Smart
Hub with a Smart Sensor to trigger an audible alarm when any intruders pass by. It also has
a smart doorbell that works when Pairing the Smart Hub with a Smart Button and choosing
from 19 ringtones to create your own smart doorbell. The Tapo Smart Hub transmits signals
over a less crowded, low-frequency broadband, allowing it to reliably reach devices in the cov-
erage area without interference. When paired with the Tapo motion sensors, door/window
sensors, andmore, the TapoHub can sound a loud siren (up to 90 dB) to warn of danger or de-
ter intruders. Also, when pairedwithTapo environmental sensors, theTapoHubhelps to keep
an eye on your home’s comfort levels. You will receive an instant hub alarm when water leaks
are detected or when temperature and humidity levels fall outside your customized ranges.
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Specifications

• Protocol : 868 / 922MHz

• Wireless Type : 2.4GHzWi-Fi

• Operating Temperature : 0-40°C

• Dimensions : 72 x 62.5 x 51 mm (2.8 x 2.5 x 2 inch)

• Buttons : SYNC/Mute Button

• Power Requirements : AC, 100-240V, 50/60Hz

4.2.3 TapoMotion Sensor T100

The TapoMotion sensor T100 is a smart motion sensor that has a reasonable detection range
of up to 7m at an angle of 120°. It has a lighting control and energy saving feature by turning
Tapo bulbs and LED strips on or off as you pass by. The smart sensor alerts and sends notifi-
cations via app by setting AwayMode to receive detection notifications when you are away. It
has a long-lasting battery up to over a year of use. Easy to Install using the included adhesive
backing or built-in magnet. The sensor is powered by a long-lasting battery, applying it to any
type of surface thanks to the integrated magnetic support or the adhesive included in the pack-
age. Tapo T100 connects to the smart hub using a low-power 868 MHz / 922 MHz protocol
that optimizes the use of battery energy, guaranteeing a duration of up to over a year of use. By
combining the action of your Tapo smart devices via Smart actions simultaneously activate the
lights of a room when you enter, or turn them off when you are leaving. A Hub is required to
function correctly and communicate with the other devices in the range, Tapo T100 must be
paired with a Tapo smart Hub such as the H100 model.

Specifications

• Wireless : 868MHz / 922MHz

• Detection Angle : 120°

• Detection Distance : Max 7 m / 23 ft.
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• Operating Temperature : 0-40°C

• Dimensions : 42.3 x 42.3 x 34mm

• Power Requirements : CR2450 Battery

• Hub Required : Yes

• LED indicator : Yes

Figure 4.2: Tapo Motion Sensor T100 and Tapo Hub H100

4.3 Raspberry Pi

Raspberry Pi is a popular single-board computer (SBC) that has gained popularity in recent
years due to its versatility and affordability. It has a wide range of applications, from learning
programming to building smart homes, IoT devices, and media centers. One of the crucial
decisions that Raspberry Pi users have to make, is choosing the right operating system.

Some of the main features of Raspberry pi OS

• Lightweight and optimized: Raspberry Pi OS is optimized to run on Raspberry Pi’s
ARM-based processor, which makes it lightweight and fast. It also includes a set of pre-
installed software packages that are optimized for the hardware, such as the Chromium
web browser and the Thonny Python IDE.
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• User-friendly interface: RaspberryPiOShas auser-friendly graphical user interface (GUI)
based on the LXDE desktop environment. It includes a taskbar, start menu, and file
manager, making it easy for beginners to use.

• Command-line interface: Raspberry Pi OS also includes a powerful command-line in-
terface (CLI) that provides access to the full range of Linux tools and utilities. This is
particularly useful for advanced users and developers.

• Customizable: Raspberry Pi OS is highly customizable, with a range of configuration
options and tools available. This allows users to tailor the operating system to their spe-
cific needs and preferences. Overall, Raspberry Pi OS is a versatile and powerful operat-
ing system that is well-suited for a wide range of applications, from home automation to
robotics and education.

In this Proof-of-Concept each of the above described IoT devices and sensors play a vital role
in the development of the fall detection system.

Tapo Motion Sensors are one of the key elements of this fall detection system. Their role is
to detect motion at the ground and few meters above the ground levels. The changes in their
state help determine if a person is walking/standing/sitting or remains on the ground indicat-
ing a dangerous fall.

Aqara FP2 Presence Sensor is used to increase the accuracy of the fall detection system. For
instance, if an object is placed as an obstacle in the detection zone area, the Tapo Motion Sen-
sors detect their presence. The sensors are in “detected” state. This may lead to a false alarm.
To avoid this, the Aqara FP2 Presence sensor is used because of its key feature to be able to
differentiate between persons and objects. Aqara FP2 Presence Sensor also helps divide the
room intomultiple zones because of its multi-zoning feature. This divisionmakes it easy while
working with automating the alarm system. Therefore, this sensor is used to detect presence in
a particular area of the room and avoid false alarms.

The Home Assistant acts as a central hub where all the sensors are integrated into a unified
platform for sensor data management and automation. Home Assistant server runs best on
either Raspberry Pi 4 or 3 as per the official Home Assistant documentation.
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5
Testing

In this section we will see how the test bed is setup and the Proof-of-Concept of the fall detec-
tion. The sensors arewallmounted asmentioned in the proposed idea to beginwith the testing.

Note the following references:
Detection Zone 1: Aqara FP2 Sensor’s focus area of the fall detection.
Sleeping Area: One of Aqara FP2 Sensor’s zone in the room. This zone is used for testing false
alarms.
Motion Sensor High /Motion Sensor 1: TapoMotion Sensormounted at the shoulder level,
few meters above the ground.
Motion Sensor Low /Motion Sensor 2: TapoMotion Sensor mounted at the ground level.
Tapo Motion Sensors: Referring to Motion Sensor High andMotion Sensor Low.

5.1 Test bed

The Aqara Presence Sensor FP2 is a Wi-Fi IoT device that is powered by using a USB cable.
Therefore the sensor is powered up using a power bank with 2.1A USB port. The Aqara is
connected to a 2.4GhzWi-Fi and is wall mounted using some tape at around 2m above ground
level placed in the center of a wall. The sensor divides the room into 4 zones includingDetec-
tion Zone 1, 2, 3 and Sleeping Area. It also consists of two other entities namely,Occupancy
and Luminescence sensor. Refer to Figure 5.4 to see these entities on the Home Assistant.
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Figure 5.1: Aqara Presence Sensor position

The Tapo Hub H100 and the Raspberry Pi are plugged into a socket to get powered up. Mo-
tion Sensor High and Motion Sensor Low are paired to this hub. Refer to Figure 5.2 for a
picture of the devices.

Figure 5.2: Tapo Hub and Raspberry Pi position

The Tapo Motion Sensors come with a CR2450 Battery. Motion Sensor High is placed at a
height of about 1m and the Motion Sensor Low is placed at around 15cm from the ground
level. Both these sensors are placed vertically on the wall. The pink zone is the coverage area of
the TapoMotion Sensors and the Detection Zone 1, refer to Figure 5.3
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Figure 5.3: Tapo Motion Sensors position

5.2 Test Cases: Presence detected in one zone only

Due to the range constraints of the TapoMotion Sensors, in this project we focus on detecting
a fall in Detection Zone 1. The test bed is set up as described in Section 5.1 to proceed with
the testing of different scenarios to collect sensor data and analyse them in order to implement
a fall detection system.

Case 1 : Nobody in the room.

Figure 5.4: Home Assistant dashboard entities when there is nobody in the room
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As we observe from Figure 5.4, the Aqara sensor entities including Detection Zones 1, 2, 3
and Sleeping Area are in “clear” state. The Occupancy sensor indicates the state “away” which
means there is no presence detected in the room. The TapoMotion Sensors are in “clear” state
as well.

Case 2 : A person or a pet enters the room but is away from the Detection Zone 1.

Figure 5.5: Home Assistant dashboard entities when a person is away from detection zone 1

Figure 5.5 Depicts the home assistant dashboard with the Aqara presence sensor and the Tapo
Motion sensors entities clearly showing the states of each entity when a person walks into the
room and is present on the Sleeping Area of the room. The personmight be walking, standing
still or sitting on the sleeping area. This case demonstrates a scenario in which when a person
or a pet enters the room and is in motion, or is standing still, or is sitting in any of the zones
apart fromDetection Zone 1. TheTapomotion sensors will not detect the presence because of
its range constraints, it can only detect presence/motion in the Detection Zone 1. Therefore
in this case the Tapo Motion sensors are in “clear” state while presence is detected in one of
the Aqara zones (Sleeping Area) other than Detection Zone 1. We see that there is presence/
motion detected in the Sleeping Area and the Occupancy Sensor has changed from “away” to
“home”, which means that presence has been detected in the room. The Tapo Sensors are in
“clear” state. The other entities including Detection Zone 1, 2, 3 are also in “clear” state since
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there is no detection of presence or motion in those areas.

Case 3 : A person walks/stands/sits/bends to pick an object on Detection Zone 1.

(a)motion (b) standing still

(c) sitting

Figure 5.6: Motion/standing still/sitting on detection zone 1

Figure 5.7: Home Assistant dashboard entities when a person walks/stands/sits/bends to pick on detection zone 1
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From Figure 5.7 we observe the changes in the entities of the TapoMotion Sensors. TapoMo-
tion Sensors are now in “detected” state as the person is walking, standing or sitting as seen in
Figure 5.6 onDetection Zone 1. TheAqara Sensor entities have also changedwhereDetection
Zone 1 is in “detected” state and the Sleeping Area is now in “clear” state.

In case a person bends to pick an object and rises back the motion sensor 1 does not change
its state since the sensor by default works with a delay of at least 40 seconds to change its state
from “detected” to “clear” and vice versa. So if the person bends to pick something and gets
backwithin 40 seconds, the alarmwill not get triggered. However, if a person remains crouched
for more than 40 seconds, a false alarm is encountered.

Case 4 : A person is falling on Detection Zone 1.

Figure 5.8: Falling on detection zone 1

Figure 5.8 shows a person falling on the Detection Zone 1. The Home Assistant dashboard
entities in this case remain the same as Figure 5.7 for the same reason as mentioned earlier that
the Tapo Motion Sensors have a default delay when there is a change of state from “detected”
to “clear” and vice versa.
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Case 5 : A person remains on the ground after falling on Detection Zone 1.

Figure 5.9: Fall on detection zone 1 and remains on the ground for more than 40 seconds

Figure 5.10: Home Assistant dashboard entities when a person falls on detection zone 1 and remains on the ground for
more than 40 seconds

From Figure 5.10 we observe the sensor entities on the dashboard when a fall has occurred on
Detection Zone 1 and the person remains on the ground as seen in Figure 5.9 for more than
40 seconds, the Aqara Sensor entity Detection Zone 1 is in “detected” state and the Motion
Sensor Low is also in “detected” state while the Motion Sensor High changed its state from
“detected” to “clear”. At this instance a smart alarm is automated to be triggered in such a way
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that the neighbors and the caretakers get notified that a fall has occurred and requires immedi-
ate assistance.

Case 6 : A pet is in motion/sitting still on Detection Zone 1.
In this case the Home Assistant dashboard entities are the same as Figure 5.10. The Motion
Sensor High is in “clear” state, theMotion Sensor Low is in “detected” state and the Detection
Zone 1 is in “detected” state. This triggers a false alarm. Wemight need additional IoT devices,
for instance, a camera to differentiate between a pet and a person and creating automations ac-
cordingly.

Case 7: If presence is detected in 2 or more zones as seen in Figure 5.11, the alarms will still
be triggered if the state of Detection zone 1, Motion Sensor Low are in “detected” state and
Motion Sensor High is in “clear” state irrespective of the states of the other aqara entities. This
project focuses on detecting a fall in Detection Zone 1 only to simplify the test cases. However,
automations can be created and modified based on the application scenarios.

5.3 Test Cases: Presence detected in two zones

Figure 5.11 and Figure 5.12 represent test cases performed when multiple people/pets were
present in the room to check for false alarms. In all the cases mentioned belowDetection Zone
1, Sleeping Area and Motion Sensor Low are in “detected” state while Motion Sensor High is
in“clear” state.

Figure 5.11: Aqara app dashboard representing presence on two zones in the room
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Figure 5.12: Home Assistant dashboard entities when two people/pets are present in the room and trigger alarms

Case 1: A person is on Detection Zone 1 and a pet is on the Sleeping Area. As we observe that
the state of Motion Sensor High is “clear”, the person has fallen and remained on the ground
for more than 40 seconds.

Case 2: A pet is on Detection Zone 1 and a person is on the Sleeping Area. As we observe in
this case that the state of Motion Sensor High is “clear” andMotion Sensor Low is “detected”,
which means the pet has triggered only the Motion Sensor Low leading to a false alarm.

Case 3: There are two persons in the room, one is on Detection Zone 1 and the other is on
the Sleeping Area. Since the state of the Motion Sensor High reflects a “clear” state, it is evi-
dent that the person onDetectionZone 1 has fallen and remained on the ground formore than
40 seconds.

Case 4: There are two pets in the room, one on the Detection Zone 1 and the other on the
Sleeping area. In this case the state of Motion Sensor High is “clear” and Motion Sensor Low
is “detected” , which means the pet on Detection Zone 1 has triggered only theMotion Sensor
Low leading to a false alarm.
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Cases 1 and 3 trigger alarms that require immediate assistance while cases 2 and 4 trigger false
alarms. To conclude, the above discussed cases can either be genuine or false alarms. To over-
come this challenge, wemay have to use additional IoT sensors/devices compatible withHome
Assistant in order to differentiate between pets and people.
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6
Methodology

6.1 Data Collection, Management and Analysis

Data collection, management, and analysis are crucial components in various fields and indus-
tries, driven by the increasing reliance on data-driven decision-making. Here are some key rea-
sons highlighting the need for these processes:

• Informed Decision-Making: Organizations use data to formulate strategies, set goals,
and make informed decisions. Data analysis provides insights into market trends, cus-
tomer preferences, and other factors that influence strategic planning. Data analysis
helps identify potential risks and allows organizations to develop strategies to mitigate
them, leading to more informed and proactive decision-making.

• Performance Evaluation: Data is essential for evaluating the success of projects, cam-
paigns, and overall business performance. Key performance indicators (KPIs) derived
from data help assess progress towards goals and objectives. Regular data analysis allows
organizations to identify areas for improvement, optimize processes, and enhance overall
performance.

• Customer Understanding: Businesses collect and analyze customer data to understand
their preferences, behaviors, and needs. This information enables the customization of
products, services, and marketing efforts to better meet customer expectations. Data-
driven insights help in identifying factors influencing customer satisfaction and loyalty,
enabling businesses to implement strategies for customer retention.
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• Operational Efficiency: Data analysis helps organizations optimize resource allocation,
streamline processes, and reduce operational costs. This is particularly important in in-
dustries with tight margins and high competition. Efficient supply chain operations
depend on accurate data for inventory management, demand forecasting, and logistics
optimization.

• RegulatoryCompliance: Many industries are subject to regulatory requirements regard-
ing data storage and reporting. Proper data management ensures compliance with legal
and regulatory standards. As the importance of data grows, so does the need for robust
data security measures to protect sensitive information from unauthorized access and
breaches.

• Research andDevelopment: Data plays a crucial role in research and development, help-
ing organizations identify trends, opportunities, and areas for innovation. It facilitates
evidence-based decision-making in the development of new products and services.

In summary, data collection,management, and analysis are integral to informeddecision-making,
efficiency, innovation, and compliance across a wide range of industries and sectors. The abil-
ity to extract meaningful insights from data is a competitive advantage in today’s data-driven
world.

In this projectwe use twoHomeAssistantAdd-ons for the sensor data collection,management
and analysis, namely InfluxDB and Grafana for data storage and visualization respectively.

6.1.1 InfluxDB

Home Assistant Community Add-on: InfluxDB
InfluxDB [12] is an open source time series database optimized for high-write-volume. It is
useful for recordingmetrics, sensor data, events, andperforming analytics. It exposes anHTTP
API for client interaction and is often used in combination with Grafana to visualize the data.
This add-on comeswithChronograf andKapacitor pre-installed aswell which gives you a good
InfluxDB admin interface for managing your users, databases, data retention settings, and lets
you peek inside the database using the Data Explorer. Refer to Figure 6.1 to view an example
GUI of InfluxDB.
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Figure 6.1: Example of an InfluxDB GUI

Here are some common features you might find in InfluxDB GUIs:

• Dashboard Views: A dashboard that provides a high-level overview of key metrics and
data points. The ability to customize dashboards with different panels and visualiza-
tions.

• Data Exploration: Tools for creating various types of charts and graphs to visualize time-
series data. The ability to zoom in and pan across time ranges to explore specific periods
of data.

• Query Builder: A user-friendly interface for constructing InfluxQL queries without
needing towrite raw InfluxQLcommands. Ahistory feature that stores previous queries
for easy reference.

• Data Management: Functions for importing and exporting time-series data. Options
for managing tags and fields associated with time-series data.
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• Integration with Other Tools: Some InfluxDB GUIs integrate with Grafana for more
advanced data visualization and dashboard creation. The ability to execute InfluxDB
commands directly from the GUI.

• Historical Data and Retention Policies: Features for managing retention policies for
time-series data.

6.1.2 Grafana

Home Assistant Community Add-on: Grafana
Grafana [13] is an analytics platform for all yourmetrics. Grafana allows you to query, visualize,
alert on and understand your metrics no matter where they are stored. You can create, explore,
and share dashboards. Also, learn about your Home Automation system using compelling
graphs, and other data visualizations. When we combine this add-on with the InfluxDB add-
on we get very powerful insights to our home. Refer to Figure 6.2 to view an example GUI of
Grafana.

Figure 6.2: Example of a Grafana GUI

where,
1 - Zoom out time range.
2 - Time picker drop-down: You can access relative time range options, auto-refresh options,
and set custom absolute time ranges.
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3 - Manual refresh button: Will let all panels refresh (fetch new data).
4 - Dashboard panel: Tap the panel title to edit panels.
5 - Graph legend: You can change series colors, y-axis, and series visibility directly from the
legend.

6.2 Alarm System

Anotification alarm system [14] is designed to alert individuals or entities about specific events,
incidents, or conditions. The features of such a systemmay vary depending on its intended use,
but here are some common features associated with notification alarm systems:

• Customizable Alerts: Users can set specific criteria or thresholds for triggering alerts.
This customization allows the system tonotify users basedon their unique requirements.

• Multi-Channel Notifications: Notification systems often support multiple communi-
cation channels, such as text messages, emails, phone calls, push notifications, or even
integration with messaging platforms like Slack or Microsoft Teams.

• Real-time Alerts: The system provides real-time alerts, ensuring that users are promptly
informed of critical events as they occur.

• Escalation Policies: For important events, escalation policies can be implemented, mean-
ing that if the initial notification is not acknowledged within a specified time frame, the
system can escalate the alert to additional recipients or higher levels of severity.

• Integration with Other Systems: Notification alarm systems often integrate with other
systems, such as security cameras, environmental sensors, or monitoring platforms, to
provide a comprehensive overview of the situation.

• Geolocation: Some systems can send notifications based on the geographic location of
users or assets, ensuring that alerts are relevant to specific areas.

• Historical Logging: The system keeps a log of past alerts and events, allowing users to
review the history of notifications for analysis, compliance, or troubleshooting purposes.

• User Authentication and Authorization: To prevent unauthorized access, notification
systems often include authentication and authorizationmechanisms to control who can
configure and receive alerts.

The features of a notification alarm systemare designed to enhance communication, situational
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awareness, and response efficiency in various contexts, including emergency management, se-
curity, and operational monitoring.

6.2.1 WhatsApp Notification Alarm System

WhatsApp primarily serves as a messaging platform, and it does not have built-in features to
function as a comprehensive notification alarm system. However, developers and businesses
have found ways to leverage WhatsApp for notification purposes. WhatsApp can be utilized
for notification purposes:

• API Integration: Businesses can use the WhatsApp Business API to send automated
messages and notifications to customers. This is typically used for transactional mes-
sages, order updates, and customer support.

• Third-Party Services: Some third-party services provide integrations between notifica-
tion systems and messaging platforms, including WhatsApp. These services may allow
you to send alerts or notifications toWhatsApp contacts or groups.

• Custom Solutions: Developers can create custom solutions using WhatsApp’s APIs or
by automating interactions through bots. This might involve programming scripts or
using third-party platforms that facilitate integration.

• Alerts and Reminders: You can set up manual alerts or reminders within WhatsApp
groups or individual chats. While this is moremanual and lacks the automation features
of a dedicated notification system, it can still serve as a rudimentary form of communi-
cation.

• Event-triggered Messages: If your organization uses a system that can trigger messages
based on specific events (e.g., server issues, security alerts), you may explore the possibil-
ity of sending these notifications toWhatsApp through custom integrations.

6.2.2 WhatsApp, CallMeBot andHome Assistant

CallMeBot [15] is a service that provides a simple API for sending WhatsApp messages and
makingWhatsApp calls. Home Assistant users can leverage this service to receive notifications
or make calls throughWhatsApp. Refer to Figure 6.3 to get a basic visual representation of its
working principle.
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Figure 6.3: WhatsApp text messages from Home Assistant using CallMeBot API

Once the CallMeBot integration is configured, you can set up automations or scripts inHome
Assistant to trigger WhatsApp calls or messages. Here are some potential advantages of using
the CallMeBot.

• Ease of Integration: CallMeBot offers a straightforwardAPI that is easy to integratewith
various platforms and services. Users can quickly set upWhatsApp notifications or calls
without complex configurations.

• WhatsApp Integration: CallMeBot leverages WhatsApp, a widely used messaging plat-
form. This allows users to receive notifications and calls directly through WhatsApp,
which is convenient for individuals who are already familiar with the platform.

• NoAdditionalAppRequired: SinceCallMeBot usesWhatsApp, recipients do not need
to install a separate app to receive notifications or calls. Many users already have What-
sApp installed on their smartphones, making it a convenient and accessible communica-
tion channel.

• Multi-Platform Support: CallMeBot’s API can be integrated with various platforms
and services, making it versatile for different use cases. It can be utilized with home au-
tomation systems, monitoring tools, and other applications.
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• Free Tier: CallMeBot offers a free tier that allows users to send a limited number of
messages or make a limited number of calls each day. This is beneficial for individuals or
small-scale applications with modest notification needs.

• Flexibility inNotificationTypes: Users can sendbothmessages andcalls throughCallMe-
Bot, providing flexibility in how notifications are delivered. Depending on the urgency
or importance of the alert, users can choose the appropriate notification type.

• IntegrationwithHomeAutomation Systems: Home automation enthusiasts often find
CallMeBot useful for integrating with platforms like Home Assistant. This allows for
automation of notifications based on events or triggers in a smart home environment.

• APIDocumentation: CallMeBotprovides clear and accessibleAPIdocumentation,mak-
ing it easier for developers to understand how to integrate the service into their applica-
tions or systems.

It is important to note that the advantages of using CallMeBot may be context-dependent,
and the service may be more suitable for certain use cases than others. For our project, the
CallMeBot is a good choice because the caregivers or neighbors can be notified when a fall is
detected with aWhatsApp text message since this application is widely used in recent days.
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7
Results and Conclusion

7.1 Results

7.1.1 Sensor DataManagement and Analysis

Using InfluxDB (create a database) and Grafana (data visualization ans analysis), sensor data
was stored and represented graphically for further analysis of fall detection. The data of enti-
ties of the Aqara Presence Sensor, Tapo Motion Sensor 1 and Tapo Motion Sensor 2, flowing
from the database created in InfluxDB to Grafana, was graphically represented for visual anal-
ysis. The data from these three sensors were collected for 2 hours in order to analyse the events
occurred in this time period. The events include motion/walking/standing/sitting/bending
and a dangerous fall onDetection Zone 1.

From Figure 7.1 we observe:

• The data was collected for about two hours between the time 11:20 to 13:15.

• “On” represents the sensor in “detected” state and “Off” represents the sensor in “clear”
state.

• Fromthe testing and theProof-of-Concept,weknowthat ifTapoMotionSensorHigh/1
is in “clear” state while Aqara FP2 Detection Zone 1 and Tapo Motion Sensor Low/2
are in “detected” state, a fall has occurred.
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• Further analyzing the three panels on the dashboard in Figure 7.1, we observe that a fall
has occurred at time 11:32, 11:53, 12:23, 12:35 and 1:08 based on the Proof-of-Concept.
At these instances, theMotionSensorHigh/1 is in “off” statewhileAqara FP2Detection
Zone 1 and TapoMotion Sensor Low/2 are in “on” state indicating a fall

Figure 7.1: Sensors Data Grafana Dashboard

7.1.2 Alarm System

An alarm systemwas developed using theHomeAssistant andCallMeBot API service in order
to trigger alarms when a fall was detected. The alarmwas automated using triggers, conditions
and actions. The Alarm system consisted of:

• An Alarm Panel

• A Siren

• AWhatsApp notification

Application scenario:

Consider a scenario where a caregiver wants to step out for a couple of hours to run some
errands leaving an elderly person alone in the room. Before she/he leaves the house, they will
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have to change the state of the configured Alarm Panel from “Disarmed” to “Armed Home”
by simply clicking on the ARM HOME as seen in Figure 8.10 and Figure 8.11. When the el-
derly person suddenly encounters a dangerous fall on the Detection zone 1 of the room, the
Alarm Panel will get triggered. As soon as the panel is triggered, the siren begins to ring to alert
the neighbors, and the caregiver will immediately receive a pre-configuredWhatsApp message
from the Home Assistant via the CallMeBot.

Figure 7.2 and Figure 7.3 represent theHomeAssistant dashboard with the Alarm Panel being
triggered since the Aqara Sensor Detection Zone 1 is in “detected” state, the TapoMotion Sen-
sor High/1 changed from “detected” to “clear” state and the Tapo Motion sensor Low/2 is in
“detected” state. Therefore, a fall was detected as per the proof-of-concept leading to triggering
the alarms. Once the alarm panel is triggered the siren begins to ring, alerting caregivers and
the neighbors for immediate assistance.

In case of a false alarm, alarm can be disarmed by entering the code 1234 as programmed in
the YAML file. The siren can also be turned off manually on the home Assistant dashboard.
It is evident that a fall has occurred at time 11:32, 11:53, 12:23, 12:35 and 1:08. At these in-
stances the Alarm Panel was triggered and a WhatsApp message was sent to a pre-configured
phone number as seen in Figure 7.4.

Figure 7.2: Alarm Panel Triggered
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Figure 7.3: Alarm Panel Triggered state

Figure 7.4: WhatsApp Notification from Home Assistant via the CallMeBot service
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7.2 Conclusion

In conclusion, this thesis has presented a robust proof of concept for a fall detection system and
accompanying an alarm system leveraging low-cost IoT sensors. The primary objective of this
research was to explore the feasibility and efficacy of employing affordable sensors to enhance
elderly care and safety.

Throughout the study, we successfully developed, implemented, and tested a prototype sys-
tem capable of detecting falls with a good level of accuracy. The integration ofHomeAssistant
with the low-cost IoT sensors proved to be instrumental in capturing relevant data, enabling
the system to distinguish between normal activities and a potential fall incident.

The system’s alarm functionality demonstrated its responsiveness in promptly notifying care-
givers and the neighbors in the event of a fall. This feature addresses the critical need for timely
intervention, potentially reducing the severity of injuries sustained during a fall.

Moreover, the cost-effectiveness of the IoT sensors used in our system opens up new possi-
bilities for widespread adoption in both healthcare facilities and home environments. The af-
fordability of the components not only makes the system economically viable but also scalable,
paving the way for broader implementation and accessibility.

The results obtained in our experimentation phase indicate promising prospects for real-world
deployment. Nevertheless, it is important to acknowledge the limitations of our study, includ-
ing the need for further validation indiverse scenarios. Future research should focus on refining
this fall detection system by expanding the usage of more IoT devices and conducting trials in
varied environments to enhance the system’s accuracy and reliability .

In summary, this thesis has contributed a valuable proof of concept for a fall detection and
alarm system that leverages low-cost IoT sensors. The potential impact of such a system on en-
hancing the safety and well-being of the elderly population is substantial. As technology con-
tinues to advance, the integration of IoT sensors in healthcare applications holds great promise
for improving the quality of life for individuals at risk of falls.

41



8
Configuration Setup: A Step-by-Step

Approach

8.1 Home Assistant Operating System

Required hardware:

1. Raspberry Pi 4 or Raspberry Pi 3

2. Power Supply for Raspberry Pi 4 or Power Supply for Raspberry Pi 3

3. Micro SD Card.A 32 GB or bigger card is recommended

4. SD Card reader

5. Ethernet cable is required for installation. After installation, Home Assistant can work
withWi-Fi, but an Ethernet connection is more reliable and highly recommended.

Installation of Home Assistant Operating System onto Rapsberry Pi 4 using Raspberry Pi im-
ager [16]

1. Download and install the Raspberry Pi Imager on your computer as described under
https://www.raspberrypi.com/software/
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2. Write the image to your SD card by downloading and installing the RaspberryPi Imager
online from the above link

3. Open the Raspberry Pi Imager

4. Choose the OS > Other specific Purpose OS >Home assistants and home

5. automations > Home Assistant

6. Choose the storage > select your SD card

7. Write the installer onto the SD card

8. Eject the SD card

9. Insert it into your Raspberry Pi

10. Power up Pi

11. Plug ethernet cable for the first initial setup

12. Reachout to yourHomeAssistant at homeassistant.local:8123orhttp://X.X.X.X:8123
where X.X.X.X is the IP address of the raspberry pi

You will now be allowed to change the credentials of your home assistant. Once done, you will
be able to view the Home assistant dashboard.

To set upWi-Fi youwill need to use theHomeAssistant Community Add-on: Advanced SSH
&Web Terminal.
This add-on allows you to log in to your Home Assistant instance using SSH or a Web Termi-
nal, giving you the option to access your folders and also includes a command-line tool to do
things like restart, update, and check your instance. This is an enhanced version of the provided
SSH add-on by Home Assistant and focuses on security, usability, flexibility and also provides
access using a web interface.

Setting up theWi-Fi [17]

1. Install SSH&Web terminal Add-on from the Community Repository

2. Set protection mode
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3. Change the SSL option to false if you are not using SSL

4. Save and start Add-on

5. Open theWeb UI to use the web terminal

Now run the following nmcli commands to configure the WiFi:
nmcli radio
nmcli device wifi rescan
nmcli device wifi
nmcli device wifi connect ”SSID” password ”WI-FI PASSWORD”
nmcli con show

Figure 8.1: Wi‐Fi Configuration

You can now verify if the Wi-Fi is connected, by clicking on Setting > System > Network >
WLAN0 >Wi-Fi. Also, you can set up your Host Name,the name your instance will have on
your network. In my case, I have named myHost Name as homeassistant.
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8.2 Aqara Presence Sensor FP2

The FP2 is a Wi-Fi device unlike the the FP1 which is a zigbee device. Hence FP2 does not
require an additional hub to pair. Wi-Fi also does not mean it is dependent on the cloud. All
automations can be done locally ensuring uninterrupted operation even without internet con-
nection.

Setting up the sensor on the Mobile App:

1. Download [18] and install theAqara app from playstore or appstore

2. Wall mount the sensor before your start to pair.

3. Pair the sensor using 2.4GhzWiFi ( does not work with 5Ghz ).

4. Define the working mode, zones and the edges. ReferFigure 8.2

5. Set the sensitivity of the detection zone. For my project I have set the detection zone 1
with high sensitivity.

Figure 8.2: Aqara zone management

45



Integrating the FP2 sensor with Home Assistant [19]:
The HomeKit Device integration allows you to connect accessories which works with Home-
Kit logo toHomeAssistant. This integration shouldnotbe confusedwith theHomeKitBridge
integration, which allows you to control Home Assistant devices via HomeKit.

To add a HomeKit device ( Aqara Presence sensor FP2 ) via Ethernet or Wi-Fi :

1. Make sure your device is powered up.

2. Make sure the device is on your network, but not paired with another HomeKit con-
troller. If your device is in your network but is pairedwith anApple device viaHomeKit,
remove the device from the Apple Home app. Otherwise it will not be able to pair with
Home Assistant.

3. The device should have been discovered under Settings > Devices & Services.

4. On Home Assistant, Go to Setting > devices & services > Add Integration > Apple >
HomeKit > HomeKit Device > Select your presence sensor > Pairing code (present at
the back of the device) > Configure.

5. The device will now be added to your Home Assistant instance.

8.3 TapoHubH100 & TapoMotion Sensors T100

Setting up the hub and the sensors on the Mobile App:

1. Download [20]the Tapo app from playstore or appstore. Create an account and login.

2. Power up the Tapo Hub and pair using 2.4GhzWiFi.

3. Add the hub device and wait for pairing mode, LED lights blink orange and blue alter-
natively.

4. Go to yourWi-Fi settings and connect to your hub Tapo.Hub.XXXX

5. Connect your hub to your home 2.4GhzWi-Fi.
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6. Powerup theTapo sensors and add the sensors bypairing them to thehub. These sensors
are now the child devices of the Hub. Open the dashboard to see the log events. Refer
Figure 8.3

Figure 8.3: Tapo App dashboard

Integrating the Tapo Hub H100 with Home Assistant [21]:
Home Assistant Community Store, or HACS, is a powerful integration for Home Assistant
that allows users to download and install custom add-ons, integrations, themes, elements, etc.

To integrate the Tapo devices via the HACS:

1. Go to devices and services and install the HACS integration and restart the HA.

2. Open HACS from the sidebar and integrate this custom repository from github to cus-
tom integrate the Tapomotion sensors using the Tapo Controller.This is a custom inte-
gration to control Tapo devices from home assistant.[22]
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3. Now add and install the Tapo Controller integration to Home Assistant.

4. Restart Home Assistant.

5. Add the integration on your HA to setup your hub and child devices.

6. To add devices to your Tapo controller you will need the IP address of the Hub, user-
name and password credentials of your tapo app on the phone. You can find the IP
address of the hub on the mobile app. Tap on Device info and then you can find the IP
address of your Hub. Also, you can login to your router’s web interface to look for the
IP address allocated to the hub.

Note : Once the hub is integratedwithHomeAssistant, the child devices and their correspond-
ing entities will sync up automatically. The child devices poll high frequency to the hub to
capture events although this generates a lot of unnecessary network traffic this was the only
improper solution to get the real time events captured.

Figure 8.4: Home Assistant dashboard with entities

The Figure 8.4 is my Home Assistant dashboard after the Aqara Presence FP2 Sensor, Tapo
HubH100 and the two TapoMotion Sensors T100 are all integrated with Home Assistant.
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8.4 InfluxDB

Installation

1. The installation of this add-on is pretty straightforward and not different in comparison
to installing any other Home Assistant add-on.

2. Open the add-on on your Home Assistant instance.

3. Search for the InfluxDB add-on in your Home Assistant instance.

4. Click the Install button to install the add-on.

5. Start the InfluxDB add-on.

6. Check the logs of the InfluxDB to see if everything went well.

7. Click the OPENWEBUI button.

8. Restart the HA.

Configuration

1. Click on OPENWEBUI to open the admin web-interface provided by this add-on.

2. On the left menu click on the InfluxDB Admin.

3. Create a database for storing Home Assistant’s data in, e.g., homeassistant.

4. The retention policy is set to infinite by default

5. Go to the users tab and create a user for Home Assistant, e.g., homeassistant.

6. Add ALL to Permissions of the created user, to allow writing to your database.

7. Open the Studio Code Server ( install this add-on ).

8. Add this snippet to the yaml configuration file Figure 8.5

9. Restart HA

10. You should now see the data flowing into InfluxDB by visiting the web-interface and
using the Data Explorer.
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Figure 8.5: InfluxDB YAML snippet

8.5 Grafana

Installation and Configuration

1. Search for Granfana on your Home Assistant add-ons and open the add-on on your
Home Assistant instance.

2. Click the Install button to install the add-on.

3. Start the Grafana add-on.

4. Check the logs of the Grafana to see if everything went well.

5. Open theWeb UI.

6. You can add your own visualization by editing the panel and create your own dashboard
to monitor and analyse the data. Refer Figure 8.6.

7. Click on the Create icon in the sidebar and select Dashboard.

8. Click on the Add new panel button and select Graph.

9. Click on Panel title.

10. In the Query tab, select the InfluxDB data source that you configured

11. Enter your InfluxDB query in the Query editor.
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Figure 8.6: Grafana Data Visualization

8.6 Visualization and Analysis of Sensor Data

After creating a database using InfluxDB, a defaultDB Retention policy as seen in Figure 8.7
is automatically created as homeassistant.autogen. Next under Measurements & tags > state
> entity.id , select the aqara fp2 presence sensor that corresponds to the detection zone 1 ( inmy
case it was fp2 presence sensor 3 ), motion sensor 1 and motion sensor 2. These are the three
entities used for the analysis and detection of a dangerous fall. Next under fields > choose value
since that represents the state of the sensors Figure 8.8.

Figure 8.7: InfluxDB queries 1
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Figure 8.8: InfluxDB queries 2

To visualize all the sensor data using graphs on a singe dashboard :

1. Open GrafanaWeb UI.

2. Create a dashboard giving it a name Sensors data.

3. Refer Figure 8.6 , Begin to edit the panel in order to visualize the sensor data.

4. Choose the source as InfluxDB since this is where all our sensor data is stored.

5. Choose the following options > autogen > state ; where > entity_id::tag > [exact entity
of the sensor] ; field(value) > distinct ; time($_interval) > 1s.

6. Finish editing the panel name, legend etc. And save to the dashboard Sensors data

7. For this project I have created 3 panels, one for the Aqara FP2 detection zone 1, one
for motion sensor 1 and lastly one for motion sensor 2 and added all the three to my
dashboard.

Exact entity of the sensor in my case was as follows:
1. AqaraPresence SensorFP2 fordetection zone1>aqara_fp2_presence_sensor_presence_sensor_3
2. Tapo motion sensor 1 > motion_sensor_1
3. Tapo motion sensor 2 > motion_sensor_2

8.7 The Alarm Panel

To create an alarm panel [23] on Home Assistant dashboard :

1. Open the Studio code server and add the code snippet in the configuration YAML file
[24] as in Figure 8.9.
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2. Save and restart Home Assistant.

3. To add the panel, click on the three dots in the top right corner of the dashboard and
choose edit dashboard. Add card and select the default alarm panel.

Figure 8.9: YAML snippet code

Figure 8.10: Home Assistant dashboard with alarm panel
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Figure 8.10 shows the Home Assistant dashboard with the alarm panel. It consists of two enti-
ties, ARMHOME and ARMAWAY.

8.8 WhatsApp notification fromHome Assistant

HomeAssistant can sendWhatsApp textmessages using the CallMeBot Free API [15]. Home
Assistant executes a WGET or CURL command to sendWhatsAppMessages.

Implementation:

1. To get the APIKEY from the bot before using the API, save the phone number +34 644
99 26 98 ( might change in the future ) into your Phone Contacts.

2. Send this message “I allow callmebot to send me messages” to the new contact created.

3. Wait until the API is activated and you receive the APIKEY.

4. On Home Assistant go to studio code server > YAML file > insert the snippet code as
shown in Figure 8.9. This creates a new RESTNotify service in the configuration.yaml
file.

5. Save and restart Home assistant.

8.9 Automation and scenes

To create an automation [25] in order to trigger the alarm panel:

1. Go to settings > automations & scenes > create automation > create a new automation.

2. Configure the triggers, conditions and actions.

3. Rename and Save the automation.

4. The alarm panel will now be triggered if the conditions are all true. When the alarm
panel is triggered, the siren automatically begins to ring and a whatapp notification is
sent to my phone.
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Figure 8.11: Alarm Panel with ARMED HOME state

For the fall alarm system, the following were automated:

1. Triggers
In this project three Triggers are used - Aqara Detection Zone 1, TapoMotion Sensor 1
andMotion Sensor 2.

2. Conditions
Under conditions I have created a nested AND condition where it first checks for the
state of Tapo motion sensor 1 followed by Aqara Detection Zone 1 and then TapoMo-
tion Sensor 2. The alarm panel will be triggered only when the state of Tapo motion
sensor 1 changes from “detected” to “clear” state, Aqara Detection Zone 1 is in “de-
tected” state and Tapo Motion Sensor 2 is also in “detected” state. Additionally, I have
added one more condition in which only when the alarm panel is in “Armed Home”
state the alarm panel should be triggered. This comes in use when the I have step out,
I can change the state to “Armed Home”, refer to Figure 8.11. This will trigger alarms
only when there is no assistance and avoids alarm triggers when the elderly is under su-
pervision. So only when all the four conditions hold true the alarm panel is triggered.

3. Actions
I have called three services to build this alarm system. Firstly, when all the conditions are
satisfied the alarm panel is in “triggered” state. Secondly, a siren rings when the alarm
panel is in “triggered” state. Call a service Siren: “Turn on” and add the siren entity
of the Tapo Hub H100. Thirdly, a WhatsApp notification is sent to my phone when
the alarm panel is triggered. Call a service with Notifications: “Send a notification with
whatsapp” and enter a message (Fall was detected!) that needs to be sent to my phone.
A message that says Fall was detected! will be sent to my phone.
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9
Appendices

9.1 Appendix A : Home Assistant Core

The Home Assistant Core Figure 9.1 consists of four main parts. On top of this it includes
many helper classes to deal with common scenarios, like providing an entity or dealing with
locations.

• Event Bus: facilitates the firing and listening of events – the beating heart of Home As-
sistant.

• State Machine: keeps track of the states of things and fires a state_changed event when
a state has been changed.

• Service Registry: listens on the event bus for call_service events and allows other code to
register services.

• Timer: sends a time_changed event every 1 second on the event bus.
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Figure 9.1: HA Core Architecture

Home Assistant Core [26] can be extended with integrations Figure 9.2. Each integration is
responsible for a specific domain within Home Assistant. Integrations can listen for or trigger
events, offer services, and maintain states. Integrations are made up of a component (the base
logic) and platforms (bits that integrate with other integrations). Integrations are written in
Python and can do all the goodness that Python has to offer. Out of the box, Home Assistant
offers a bunch of built-in integrations.

Home Assistant distinguishes the following integration types:

1. Define an Internet of Things domain : These integrations define a specific device cate-
gory of Internet of Things devices in Home Assistant, like a light. It’s up to the light
integration to define what data is available in Home Assistant and in what format. It
also provides services to control lights.

2. Interact with external devices & services : These integrations interact with external de-
vices & services and make them available in Home Assistant via integrations that define
IoT domains like light. An example of such an integration is Philips Hue. Philips Hue
lights are made available as light entities in Home Assistant.
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3. Represent virtual/computed data points : These integrations represent entities either
based on virtual data, like the input_boolean integration, a virtual switch. Or they derive
their data based on other data available inHomeAssistant, like the template integration
or utility_meter integration.

4. Actions that can be triggered by the user or respond to events [27] : These integrations
provide small pieces of home automation logic that do common taskswithin your house.
The most popular one is the automation integration, allowing users to create automa-
tions through a configuration format.

Figure 9.2: HA Integration Architecture

Entities: Integrating devices & services refer Figure 9.3.
Integrations can represent devices & services in Home Assistant. The data points are repre-
sented as entities [28]. Entities are standardized by other integrations like light, switch, etc.
Standardized entities come with services for control, but an integration can also provide their
own services in case something is not standardized.
An entity abstracts away the internal working of Home Assistant. As an integrator you don’t
have toworry about how services or the statemachinework. Instead, you extend an entity class
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and implement the necessary properties and methods for the device type that you’re integrat-
ing.
Configuration is provided by the user via a Config Entry or in special/legacy cases via configu-
ration.yaml.

Figure 9.3: Entities: integrating devices & services

Entity interaction with Home Assistant Core refer Figure 9.4.
The integration entity class that inherits from the entity base class is responsible for fetching the
data and handle the service calls. If polling is disabled, it is also responsible for telling Home
Assistant when data is available. The entity base class (defined by the entity integration) is
responsible for formatting the data and writing it to the state machine. The entity registry
will write an unavailable state for any registered entity that is not currently backed by an entity
object.
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Figure 9.4: Entity interaction with Home Assistant Core

9.2 Appendix B : Practical Recommendation

Configuration of Home Assistant and IoT devices atHOME

• The Aqara Presence sensor fp2 and the Tapo Hub can be paired only with 2.4 Ghz of
channel.

• The routers at homewould generally support both 2.4 Ghz and 5Ghz bands. However,
it is necessary to split the two bands by giving it different SSIDs. To do this, go to the
router’s web interface and login using the router’s credentials. Select the option that says
separate bands and give the SSID for the 2.4 Ghz band. Refer Figure 9.5.

• Pair the Aqara Presence sensor fp2 and Tapo Hub using the 2.4 GhzWi-Fi band.

• You could use an ethernet cable for initial configuration of the home assistant and then
configure Wi-Fi for your home assistant so every time the raspberry pi is powered on, it
can automatically connect to the Wi-Fi.

• An important point to be noted is that all the IoT devices and the home assistant need
to be connected to the same Home LAN. Refer Figure 9.6 and Figure 9.7.

Note : The IoT devices were paired using the mobile Apps and the 2.4 Ghz Wi-
Fi. Also, the IoT devices were integrated with Home Assistant using this home
setup.
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Figure 9.5: Separate SSID for 2.4 and 5 Ghz bands

Figure 9.6: HA and IoT devices on the same network
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Figure 9.7: HA and IoT devices on the same network with IP addresses

Configuration of Home Assistant and IoT devices at LAB

• The Raspberry pi and my desktop were configured with a static IP address

• My desktop was made to act as a hotspot with a 2.4 Ghz band in order to connect the
IoT devices.

• A switch was connected to the wall port stud. The Raspberry Pi and my desktop were
connected to the switch via ethernet cables.

Note : The IoT devices were paired using the mobile App and the hotspot but the IoT
devices were not possible to be integrated with Home Assitant using this lab setup.

The router configuration at home is very much different from the router and access points
configuration in lab. Refer Figure 9.8 and Figure 9.9
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Figure 9.8: Home Setup

Figure 9.9: Lab Setup

Home Configuration:
Home routers typically useDynamicHostConfiguration Protocol (DHCP) to dynamically al-
locate IP addresses to devices within the local network. When a device connects to the router, it
requests an IP address, and the router assigns an available IP address from its DHCPpool. The
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allocation of IP addresses by a home router for devices remains the same even if the devices are
disconnected due to the use of a lease-based system within the Dynamic Host Configuration
Protocol (DHCP). The router’s DHCP server assigns IP addresses to devices for a defined lease
duration. This lease duration can vary but is typically several hours or days. During this lease
period, the IP address is reserved for the device that received it, even if the device is disconnected.

Lab Configuaration:
In the case of a desktop serving as a hotspot with a static IP address, the desktop itself has a
manually configured static IP address. This static IP address remains the same for the desktop
at all times. When the desktop serves as a hotspot with a static IP, it can still run a DHCP
server to allocate IP addresses to devices that connect to the hotspot. The IP address allocation
to these devices is still lease-based. Each connected device receives an IP address for a defined
lease duration, just as in a typical home router setup. The lease duration is determined by the
DHCP server configuration on the desktop.

In the case of the desktop hotspot, the IP addresses [Figure 9.10] allocated to the IoT devices
that were connected to it, constantly kept changing after getting disconnectedwhile in the case
router at home, the IP addresses [Figure 9.7] allocated to the IoT devices did not change for
days. This maybe one of the possible reasons for not being able to integrate the sensors with
Home Assistant at the lab.

Figure 9.10: IP Addresses of IoT devices in the lab
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In summary, both a home router and a desktop serving as a hotspot can utilize DHCP for
IP address allocation to connected devices. The key difference is that the desktop serving as a
hotspot uses a static IP for the desktop itself, while the router manages dynamic IP allocation
for both the desktop and the connected devices. The lease duration for IP addresses allocated
to connected devices is probablymore i.e days/months with respect to a home router while
the lease duration is very short i.e changes every time the IoT devices get disconnected
in the case of the desktop hotspot. The hotspot was unstable and hence the IoT devices were
automatically disconnecting and reconnecting to the hotspot network followed by changes in
the IP Addresses. Therefore the Home Assistant was unable to discover the Aqara Presence
sensor and when I tried to integrate the Tapo Hub using its IP address, it threw an error.

9.3 Appendix C : Yaml codes

# To create a database using InfluxDB on Home Assistant

influxdb:
host: a0d7b954-influxdb
port: 8086
database: homeassistant
username: homeassistant
password: momo@1996
max_retries: 3
default_measurement: state

# To create an Alarm control panel on Home Assistant Dashboard

alarm_control_panel:
- platform: manual
name: Home Alarm
code: 1234
code_arm_required: false
arming_time: 30 # time of the arming before a state change
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delay_time: 20 # time of the pending state before triggering the alarm
trigger_time: 60 # time of the triggered state
disarm_after_trigger: false
disarmed:

trigger_time: 0
armed_home:

arming_time: 0
delay_time: 0

# To send a WhatsApp notification when the alarm is triggered

wake_on_lan:

notify:
- name: WhatsApp
platform: rest
resource: https://api.callmebot.com/whatsapp.php
data:

source: HA
phone: +39XXXXXXXXXX #enter your phone number here
apikey: XXXXXXX #enter your apikey here
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