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Introduction

There are many real-world examples of networks, such as the Internet, wireless computer
networks or social networks. Each can be described by its elements and their intercon-
nections. In many cases, complex networks are modeled using random graphs, where
the vertices of the graph represent the network’s elements and the edges that form the
connections are determined based on underlying probabilistic rules.

Networks might contain a small number of vertices that behave as malicious actors. In
the examples mentioned, these could be infected servers or computers spreading malware
over the Internet or fake user profiles sending spam and phishing messages within a
social network. This set of anomalous vertices is referred to as the botnet. Detecting
these unwanted or malicious elements is therefore of great interest.

This problem can be addressed with various approaches [4]. In this thesis, the problem
of detecting a botnet in a network will be formulated from a statistical point of view,
using only the structural information of the network.

The organization of the thesis is as follows.

In Chapter 1 we introduce some basic statistical concepts, such as the estimator of a
statistical model’s parameters and, in particular, a consistent estimator.

Furthermore, we define the statistical problem of hypothesis testing, which is the frame-
work used to tackle the problem considered.

In Chapter 2 we formalize the problem of detecting a botnet in a network as a hypothesis
testing problem. The analysis is based on a single observation of the network’s structure,
represented as a graph. The null hypothesis states that the network is free of a botnet
and is modeled as a random geometric graph, which is the type of random graph that we
adopt and it will be described in detail. In contrast, the alternative hypothesis is that in
the random geometric graph there is a small subset of vertices, representing the botnet,
which ignore the geometric structure and connect uniformly to every other vertex with
a certain probability.

We propose two different tests, the isolated star test and the average distance test, for
the purpose of detecting the presence of such a botnet and thus deciding between the
hypothesis and the alternative based on the observed graph. The first test is based on
the intuition that the botnet vertices form large isolated stars that are not present in
random geometric graphs. The second test relies on the idea that the presence of a botnet
significantly shortens the average graph distance.

Under appropriate assumptions on the model parameters, we will show that both tests
can identify the correct hypothesis, with high probability, as the graph size approaches
infinity. We also show that this result is optimal, which means that no test can reliably
detect a botnet if these assumptions are not met.

Finally, we propose two consistent estimators for the model parameters required by our
tests, since we do not have direct knowledge of their true values as we can only observe
one realization of the random graph.



In Chapter 3 we accompany our theoretical results for the asymptotic regime with a
simulation study to showcase the performance of our tests on graphs of finite size. We
use synthetically generated data to compare them.

Our observations show that both tests always correctly identify graphs without a botnet.
However, the isolated star test performs better in detecting the presence of a botnet than
the average distance test. Furthermore, the estimators of the model parameters correctly
identified the true values in our simulations.

The definitions presented in Chapter 1 are adapted from [5]. The results presented in
Chapter 2 can be found in [1]. The simulations in Chapter 3 and the figures displayed
are the products of original code, which is provided in the Appendix.



Chapter 1

Basic notions i1n statistics

In this chapter, we introduce and define some basic statistical concepts concerning the
estimation of model parameters and the statistical problem of hypothesis testing, fun-
damental notions for the analysis of the model in the next chapters. The definitions
presented in this chapter are adapted from [5].

1.1 Estimation in a parametric statistical model

Definition 1.1. A statistical model is a triple (x, F,Py : 8 € ©) consisting of:
e Y is the sample space,
e F is a o-algebra on Y,
o {Py: 0 € O} is a class of probability measures on (y, F).

We can describe a random phenomenon with an appropriate statistical model. The
process of observing such a phenomenon is characterized by a random variable X with
values in the sample space x. The distribution Py of the random variable is supposed
partially unknown. The parameter 6, which labels the distribution, is only assumed to
be in the parameter space ©. A realization of X is called the measured or observed value
as it is the specific value obtained by an observation.

Given a number of random observations, one intends to identify the probability measure
that generated the observed data, this is called estimation.

We will be dealing with different probability measures, therefore we write Ey for the
expectation with respect to the probability measure Py.

Statistical models can have the following additional properties.

Definition 1.2. A statistical model (x, F,Pp : 6 € O) is called:
e a parametric model if © € R? for some d.

e a standard model if either x is a Borel subset of R™, F is the Borel o-algebra
restricted to x and every Py has a Lebesgue density or x is discrete and F = P(x);
then every Py has a discrete density.

We now give the definition of an estimator.

Definition 1.3. Let (x,F,Pp : 6 € ©) be a statistical model and (X,S) an arbitrary
event space

o A statistic is any measurable function S : xy — X

3
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e Let 7: 0 — X. A statistic T': x — X is called an estimator if it is used to estimate
the value of 7(0)

For every = € x, we want to construct an estimator in such a way that T'(x) is close to
the true 7(6). In this way, we can estimate the true value of 6, therefore determining the
probability measure Py that governs the random experiment and generated the observed
data.

We will now define some common requirements on the estimators, the most suitable of
which might depend on the situation.

Definition 1.4. Let (x,F,Py : § € ©) be a statistical model and 7 : © — R a real
characteristic. An estimator T : x — R of 7(6) is called unbiased if

Eo(T) = 7(0) for all § € ©.
Otherwise the bias of T" at 6 is
Br(0) =Eo(T) — 7(0).

An unbiased estimator avoids systematic errors by being on average close to the true
value.
A commonly used performance measure is the mean squared error

Er(0) = Eq [(T - 7(9))2} = Varg(T) + Br(6).

To keep this error as small as possible both bias and variance must be minimized simul-
taneously. One way to do so is by considering an unbiased estimator T of 7(6) that also
has minimal variance between other unbiased estimators. Such an estimator is called a
best estimator.

Definition 1.5. Let (x,F,Pp : 0 € ©) be a statistical model and 7 : ® — R a real
characteristic. For each n > 1, let T}, : x — R be an estimator of 7(6) based on the first
n observations. The sequence (T},),>1 of estimators of 7(0) is called consistent if

T, —2— 7(0) for all § € O,

n—roo

by definition of convergence in probability this is

Po(|T, —7(0)] <€) —— 1 foralle > 0,0 € ©.
n—oo

This is a performance criteria that concerns the long-term behavior of repeated observa-
tions, since we want the values of the estimator T;, to be typically close to the true value,
for large n.
Considering the asymptotic behavior of a sequence of estimators 7,,, we can also say that
it is asymptotically unbiased if

E¢(T) —— 7(0) for all 6 € ©.

n—r oo

1.2 Statistical hypothesis testing

We now give an introduction to the statistical problem of hypothesis testing. Its objective
is to develop a clear decision rule for the rational behavior in random situations. First,
a hypothesis is formulated about the random mechanism of the observations, then the
observation results are used to decide between accepting or rejecting the hypothesis. A
decision procedure for this problem is called a test. Accepting the hypothesis does not
imply that it is true, but just that the observations support it.

We consider an appropriate statistical model (x, F,Py : 6 € O) in order to describe the
situation. The parameter set © can be decomposed into two subsets ©g and ©O1:

4
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e 0 € O if for 0 the hypothesis is true.
e 0 € O if for # the hypothesis is false.

We observe that ©y U ©; =0 and g N O = 0.

With this decomposition, we say that the null hypothesis is Hy : 8§ € ©g and is tested
against the alternative hypothesis H; : § € ©;. Usually, the null hypothesis is considered
the expected normal case.

Definition 1.6. If Oy contains just a single value of 8, a single distribution, then Hj is
a simple hypothesis. If ©y contains more than one value of 8, then Hj is a composite
hypothesis. The analog can be said for the alternative hypothesis H;.

Definition 1.7. Let (x, F,Py : 6 € O) be a statistical model and assume © = 0y U 03
is a decomposition of © into the null and alternative hypothesis
We define a test of Hy against H; as a function

¥ x —[0,1]
where, if z € x is an observation, then
e (x) = 0 when the null hypothesis Hy is accepted

e (x) = 1 when the null hypothesis is rejected and the alternative is supposed to
be true, based on x

e 0 < ¢(x) < 1 when there is not a clear-cut decision and the null hypothesis is
rejected with probability ¢ (z)

If¢p(z) = 0 or 1 for all x € x, then 9 is called a non-randomized test procedure, otherwise
it is called randomized.
In the first case 1 divides the sample space into two complementary regions. The critical
region or the rejection region is defined as C = {z € x : ¢¥(z) = 1}. Therefore, a
non-randomized test ¢ is simply the indicator function of the critical region C.
The probability of rejecting Hy is

Eo(1)).

There are two types of error that can occur when performing a test: rejecting the null
hypothesis when it is true (type-1 error) and accepting it when it is false (type-2 error).
Ideally, we want to design a test that keeps the probabilities of these errors at a min-
imum. However, when the number of observations is given, both probabilities cannot
be controlled simultaneously since they generally work against each other and there is a
need to strike an appropriate balance between the two.

Definition 1.8. The function
G © = [0,1], Gul6) = Eo(t)

is called the power function of the test 1.
For § € ©1, Gy () is called the power of the test 1 against the alternative .

The power of the test is the probability of rejecting the null hypothesis when it is false.
Therefore, the probability of a type-2 error, that is, the probability of accepting the null
hypothesis when it is false is equal to 1 — G, (0) for 6 € ©4.

The most popular method of striking a balance between the probabilities of the two types
of error is to select a significance level, 0 < a < 1, and impose that the probability of
the type-1 error should not exceed «, that is

Gy (0) < a for all § € O.

5
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Subject to this condition, it is desired to minimize the probability of type-2 error or,
equivalently, to maximize the power of the test

Gy (0) for all 6 € ©;.

The choice of the level of significance « is arbitrary, but standard values are a =
0.01 or 0.05.

Note that this condition introduces an asymmetry in the treatment of the null and
alternative hypotheses. In most problems such an asymmetry can be natural, since one
of the two errors might be less desirable in some sense. For this reason, one generally
arranges the null and alternative hypotheses so that type-1 error is most avoided.

We now give a formal definition of what we discussed above.

Definition 1.9. The size a(1)) of the test v is the worst-case probability of a type-1
error

a(y) = sup Go(v).

[ASISH)

We say that a test has a level of significance «, or that it is a level « test, if it satisfies

sup Go(v) < a.
6€0y

The previous requirements lead to the following definition.

Definition 1.10. A test v is called a most powerful (MP) test of level « if its size is at
most o and for any other test ¢ of level & we have

Gy(0) > Gy(0) for all 0 € ©,.

An accurate discussion of some classic examples of most powerful tests in a standard
model can be found in [5]. However, these approaches are not applicable to our problem,
since it is not a standard model.

Now we define the total probability of making an error, regardless of whether it is a
type-1 or type-2 error.

Definition 1.11. We define the worst-case risk of a test ¢ as

R(¢) = sup Eg(¢) + sup 1 —Eg(v))
0€B 0€O,

This definition implicitly assumes that both types of error have equal cost or importance.
More generally, this sum is a special case of a weighted sum of errors.

We consider the asymptotic behavior of a sequence of tests as the sample size tends to
infinity.

Definition 1.12. For each sample size n, let 1, be a test.
We say that the sequence of tests (1) is asymptotically powerful when

R(,) —— 0.
n—oo
Finding an asymptotically powerful sequence of tests essentially means minimizing the
total probability of making an error. Therefore, such a sequence identifies the correct
hypothesis in the regime n — oo.
This performance criterion will be used for our tests because we are interested in consid-
ering an arbitrarily large sample size.



Chapter 2

Botnet detection: model and
results

2.1 Introduction

We look at the problem of detecting a botnet in a network. A network is often described
in terms of a large number of vertices and their connection, a botnet is a small number
of these vertices that connect differently than the rest. This is a potentially malicious
anomaly in the network, thus it is of great interest detecting its presence.

A real-world example might be a social network, where every user is connected to others
they interact with. In this case, the botnet represents fake users that send spam or
phishing messages to everyone else.

We formalize this problem from a statistical point of view as a hypothesis testing problem
where we observe a single instance of a graph which represents the structural information
of the network analyzed.

The null hypothesis Hy is that the graph is a realization of a random geometric graph
and represents a network without the presence of a botnet. In contrast, the alternative
hypothesis H; is that in the random geometric graph there is a small subset of vertices,
representing the botnet, which ignore the geometric structure and connect uniformly to
every other vertex with a certain probability.

We then propose two tests to decide whether we can accept Hy or whether we have to
reject it, based on the given graph.

2.2 Model formulation

In this section, we formalize the model discussed above. First, we describe the type of
random graph that we will use to model the network: the random geometric graph.

We begin by giving some useful basic notation for graphs, which will also be used in the
next sections.

e Let G = (V,E) be an undirected simple graph with no self loops, where V' =
{1,...,n} is the set of vertices with |V| =n and F C {{u,v} € V x V]u # v} is the
set of edges.

o Given v € V, we use N(v) = {u € V|{u,v} € E} C V to denote the subset of its
neighbors.

e Given v € V, we use 6(v) = {e = {u,v} € Elu € V} C E as the set of edges
incident in v and degy (v) = |§(v)| as the degree of v.

7
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o Given u,v € V, we use u < v when {u,v} € E and we say that the vertices are
connected.

e Given u,v € V, we use u «~ v if there exist a path of connected vertices between
u and v.

o We say that the graph G is connected if Vu,v € V' we have that u «~ v.

o Given u,v € V with u «~ v, let Dg(u,v) denote the graph distance between u and
v, that is the length of the shortest path in the graph G that connects u and v.

e A subgraph of G is H = (V',E’) with V' C V and E’ C E such that H is still a
graph. We use H = G to indicate the subgraph induced by V' C V.

The random geometric graph is constructed considering n vertices, each is then given a
random position on a d-dimensional unit torus and two vertices are connected if their
distance on the torus is less than a given radius r. We will now explain in detail what
this means.

Let T4 := [0, 1]d/N be the d-dimensional unit torus, on 7¢ the Euclidean distance is the
function:

d
Dr(z,y) = Zmin(|xj —y;l, 1= |z; — y4))2 , for z,y € T (2.1)
j=1

It is the minimum distance function accounting for the fact that the shortest path between
two points could be warping around the identified edges of the torus rather than the
regular Euclidean distance.

T? is refereed to as the embedding space.

For all v € V vertex, let X,, € R? be a random vector uniformly distributed on 7¢. This
means that its components X, = (X, 1,...,X, 4) are random variables i.i.d. such that

Xu,j ~ Umf([O, 1])

forjel,...,d
Two vertices u,v € V are connected, u <> v, when

Dr(X,, Xy) <.
The average edge probability is defined as
p=Pu < v) =P(Dp(Xy, Xy) <71).

Note that, with this construction, the probability 0 < p < 1 of u,v being connected is
equal to the probability of a random point X, landing on a d-dimensional ball of radius
r, BY(r), inside T4.

Then we have the explicit relation

_ Ve _ (Var)?
P= "y T T2+ (22)

d
with Vza = 1 by construction and Vga(,y = % by direct integration in spherical

coordinates, where I'(-) denotes the Gamma function.
From this relation we can also find the value of r which makes exactly p the probability
of two vertices being connected with the distance rule given above, this is
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g

4

Figure 2.1: A realization of a random geometric graph G(n,d,p) with n = 100, d = 2
and p = 0.05

r (d/2+1))7 . (2.3)

1
=—IpT
v
Hence, a random geometric graph is completely described by n the number of vertices,
d the dimension and p the average edge probability. We will use G(n, d, p) to denote it.

Figure 2.1 shows an example of such a random graph.

The expected number of connections for every vertex in G(n, d, p) is clearly (n—1)p. For
large graphs, we can consider n ~ n — 1, therefore, we will refer to np as the average
degree.

Given a vertex v € V, the distribution of its degree is binomial degy (v) ~ Bin(n,p), this
is

n

P(degy (v) = k) = (k)pk(l R

This model was chosen because it allows us to work with graphs that have a geometric
structure. In fact, a random geometric graph can be visualized as a d-dimensional unit
torus with n vertices inside, where each vertex is the center of a sphere of radius r/2 and
two vertices are connected when their spheres overlap.

Generating a random geometric graph by checking if the distance in the embedding space
between every pair of vertices is smaller than the given radius r can be done in O(n?).
However, this is not feasible on very large graphs. Instead, we will use a KD-tree, a data
structure from [9], to efficiently find all pairs whose distance is at most 7.

Now we can define the null and alternative hypotheses considered in the hypothesis
testing problem.

Definition 2.1. The observed graph G respects the null hypothesis, Hy, if it is a real-
ization of a d-dimensional random geometric graph G(n, d, p) where n is the number of
vertices and p the average edge probability.

The random geometric graph is the model considered for the network without the pres-
ence of the botnet.

Definition 2.2. The observed graph G respects the alternative hypothesis, Hy, if it is
a realization of a d-dimensional random geometric graph, except for a small subset of

9
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vertices, called the botnet B C V with |B| = k, that ignore the geometric structure and
instead connect to every other vertex independently with probability p.
In this case we say that the graph is a realization of G(n, d, p; k)

In this model each pair of vertices w,v € V' \ B is connected when D7 (X,,X,) < r,
the same as in the previous model, while the remaining vertices in the botnet B are
connected to every other vertex in V' with probability p.

Remark 2.1. With this construction the average degree is the same under both hy-
pothesis, that is np. This assumption rules out trivial scenarios where the botnet can
be detected by calculating the edge degree. In fact, if a botnet vertex were to estab-
lish significantly more connections than other vertices, it would be easily identifiable.
Furthermore, in practice, botnets are designed to imitate the behavior of regular nodes
within the network.

The difference between the two hypotheses is that in the null hypothesis the vertices are
only connected when their distance in the embedding space T¢ is smaller than the con-
nection radius r, as formally stated previously, while under the alternative hypothesis the
vertices of the botnet can connect to every other vertex, even far ones, with probability
p. We are going to exploit this with the two tests.

A visual comparison of the model under the null and alternative hypothesis is given in
Figure 2.2. However, the locations of the vertices in the embedding space, as shown in
the figure, are not available to us since we can only observe which vertices are connected
in the graph.
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Figure 2.2: Example of the model under the null and alternative hypothesis in dimension
d = 2, with n = 200 vertices, average degree np = 6 and k = 2 botnet vertices. The
graphs are represented in the embedding space which in this case is the unit square with
continuous boundaries, consistently with the distance function considered. The botnet
is highlighted in red.

Remark 2.2. We assume that the dimension d > 2 remains fixed, while the edge prob-
ability p and the botnet size k depend on the graph size n.

We require the average degree to be sublinear in n: np = o(n); otherwise the resulting
graph would be too connected for a large n. This condition by definition is p —, 0 0.
We also require 1 = O(np), otherwise the resulting graph will not be dense enough and
most of the vertices will be isolated for a large n. By definition, it is the same condition
as lim,, o nip =1 < o0.

In conclusion, putting together all the conditions on p we have np ~ n'~* with a €0, 1].

10
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Finally, we assume that 1 < k < o(n) to avoid having a botunet size that grows as much
as n.

From now on, we will consider the asymptotic regime n — oo to find the necessary
condition for detecting a botnet.

We recall that a non-randomized test is a function
Y :G—{0,1}
with ¥ (G) = 1 when the null hypothesis Hy is rejected and ¥(G) = 0 when it is accepted.

Definition 2.3. From Definition 1.11 we define the worst-case risk of a test in our
specific setting as

R(Y) =Po(¢(G) #0)+ max  Pp(y(G) #1) (2.4)

BCV,|B|=k

where Py is the distribution of the random graph under the null hypothesis and Pp is
the distribution of a graph, with botnet B, under the alternative hypothesis.

Let (1,)22; be a sequence of tests, we say it is asymptotically powerful when
R(,) — 0.

Therefore, such a sequence identifies the underlying model correctly in the regime n — oco.
Before we introduce our two tests, we define the threshold in terms of the model param-
eters below which no test can be asymptotically powerful.

Intuitively, this happens when the expected number of edges connected to the botnet
vertices is bounded, since in this case there is a positive probability that all the vertices
of the botnet are isolated and therefore it would be impossible to distinguish the two
hypotheses. This is formalized in the following theorem.

Theorem 2.1. If npk = O(1), then R(¢y) > 0 Vib,. This means that no test can be
asymptotically powerful.

Proof. We consider a similar version of the problem in which the vertices of the botnet
B C V are known, with p the average edge probability, |B| = k and |V| = n. This means
that the alternative hypothesis no longer has a randomly chosen botnet and the problem
corresponds to a hypothesis test between two simple hypothesis.

We consider the risk in this setting

R (¢) = Po(¢(G) # 0) + Pp(¢(G) # 1).

This is clearly a lower bound for the worst-case risk R(¢) in Definition 2.3.
Considering the likelihood ratio

Pp(G =9)
L = )
(9) Po(G =g
the following result holds for every test
-
R* > Po(L(g) > 2.5
w25 { T ru(iie) 2 )} 25)

A detailed proof of this can be found in [12, Proposition. 2.1].

Since R(¢) > R*(), to show that no test is asymptotically powerful it is sufficient to
show that Py(L(g) > 7) > 0, for some 7 independent of n.

We define the event A = {all vertices in B are isolated in the graph G}.

11
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We recall that Gy g indicates the subgraph induced by the subset of vertices V' \ B.

If we consider a graph g such that Py(G = g|A) > 0, this means that the graph could
be sampled with positive probability from the null hypothesis when all vertices in B are
isolated, it follows that

Po(G = g) < Po(Gv\ = 9v\B)
=Pp(Gv\s = 9v\B)

Pp(G =g)
- (1 _ p)k(k—l)/2(1 _p)(n—k)k’

where the term at the denominator is the probability that in a generic graph, with
distribution Pg, the botnet is the one considered. This is equivalent to the probability
that B vertices are isolated in a generic graph G, which happens when the vertices in B
don’t have edges between them and the remaining n — k vertices are not connected to
any of the k vertices.

We than obtain

L(g) — > (1 _ p)(nfk)kJrk(kfl)/Q

— elog(1-p)[(n—k)k+k(k—1)/2]

— o~ (p—o(P)(n—k)k+k(k—1)/2]

= ¢~ (1-o()npk,
because we assumed that p — 0 as n — oo and k = o(n).
This shows that L(g) remains strictly positive under the assumption npk = O(1). There-
fore, if we choose 7 > 0 small enough we have that

Po(L(g) > 7[4) =1

for n large enough.

In this case we have that
Po(L(g) = 7) > Po(L(g) > T|A)Po(A) = Po(A).

Now to estimate this probability we consider the vertices of the botnet {vy,..., vy} = B
and the remaining {wy,...,w,_x}. We reveal the vertices in B one at the time and we
consider ¢; the probability that v; is not connected to any of the previous vertices given
that all these previously revealed vertices are not connected. For j € {1,...,k} we obtain

g =Po(vj »vi¥Vie{l,...,j—1}v,»yVi<iVie{l,...,j—1})

>1—(j—1p.

12
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Finally, we observe that

Po(L(g) = 7)
> Po(A)
>Po(v; «» Vi <jVje{l,....k}vj »wVje{l,....k}vlie{l,....n—k})

k

> ([T = kp)"*

Jj=1

k
= ([[ -G =PI —kp)"*
j=1
= ¢~ (I+o(W)npk
which remains strictly positive as n — oo under the assumption npk = O(1). Using this

result in (2.5) we have that
R(Y) = R* () >0 Vi

Therefore, no test can be asymptotically powerful.

2.3 Tests for the detection problem

From now on, we will consider the asymptotic regime npk — oo.

In this section we present the two proposed tests: the isolated star test and the av-
erage distance test. We then show that above the considered threshold they are both
asymptotically powerful.

2.3.1 Isolated star test

Given a vertex v € V, we use N(v) = {u € V|{u,v} € E} C V to denote the subset of
its neighbors.

Definition 2.4. Let S(v) C N(v) be the largest independent set in the subgraph of G
induced by N(v). We call S(v) the isolated star of the vertex v € V.

This means that every v € S(v) is connected by an edge to v (Yu € S(v) we have
{u,v} € E), but any pair of vertices in S(v) is not connected by an edge (Vu,w € S(v)
we have {u,w} ¢ E).

For this test we will use the kissing number kg, which is defined as the maximum number
of non-overlapping spheres of the same radius that can be placed tangent to a central
sphere in dimension d.

Now we can define the first test to decide whether we can accept the null hypothesis or
we have to reject it, which means that we have detected the presence of a botnet in the
observed graph G.

Definition 2.5. Let k; be the kissing number in dimension d. The isolated star test
rejects the null hypothesis for a given graph G, ¥(G) = 1, when

?€a§|5(v)| > kyq. (2.6)

13
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Therefore, for this test we compute the size of the isolated star at every vertex of the
given graph G and then detect the presence of a botnet when we find an isolated star
larger than kg.

Next we present the main result of this section, where we give conditions for this test to
be asymptotically powerful.

Theorem 2.2. If npk — oo then the isolated star test from Definition 2.5 is asymptoti-
cally powerful.

Proof. We observe that the isolated star test has type-1 error equal to zero, that is
Po(1(G) # 0) = 0, since it is impossible for a graph G sampled under Hy to have an
isolated star larger than the kissing number kg .

This is because of the underlying geometry of our model, where every vertex v € V
is assigned a random vector X, € R uniformly distributed on 7% the d-dimensional
unit torus and two vertices u,v € V are connected if Dp(X,,X,) < r. Hence, this
is equivalent to a model where every vertex is the center of a sphere of radius /2 on a
d-dimensional torus and two vertices are connected when their spheres overlap. Since the
kissing number is the maximum number of non-overlapping spheres of the same radius
that can be placed tangent to a central sphere in dimension d, under these hypotheses,
there can be no isolated star bigger than k4 in G.

To show that this test is asymptotically powerful we now have to show that, under Hj,
the probability of correctly rejecting the null hypothesis Hy, that is Pg((G) = 1), tends
to one. From the definition of the test, this is equivalent to showing that the probability
of having an isolated star larger than k; tends to one under the alternative hypothesis.
Let degy g(v) be the number of non-botnet neighbors of a vertex v € B.

First we show that if degy\p(v) > kg + 1 then v will form an isolated star of size
|S(v)| > kq + 1 with high probability.

Given v € B, we define the event

D(v) = {degy\p(v) = ka + 1}

Conditionally on this event, let {v1,...,vg,+1} € V' \ B be a subset of k4 + 1 non-botnet
neighbors of v. We reveal these vertices one at a time and consider g; the probability
that v; is not connected to any of the previous vertices given that all these previously
revealed vertices are not connected. For j € {1,...,kq+ 1}, we obtain the following

q; =Pp(v; «v;,Vie{l,...,5 —1}|D(v),v; «» v, Vi <IVle{l,...,j—1})

>1-(—1p,

where we observe that conditioning on D(v) does not affect the distribution of the other
vertices, because v € B is a botnet vertex and does not respect the geometric properties
of the graph.

Then we have

Po(19(0)] >k + 11D() > Bav, o v¥i < o € {L,....ka+ 1}1D())
kq+1

= H 4
j=1

kq+1
> [[-G-1p)
j=1

> (1 — kjdp)kd —1

14
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as p — 0 in our assumptions and kg is constant.

Hence, any vertex of the botnet v € B with degy g(v) > kg + 1 will form an isolated
star of size |S(v)| > kq + 1 with probability tending to one.

For the second part of the proof we have to show that, with high probability, there exists
a botnet vertex v € B that has degy\ g(v) > kg + 1.

We observe that degyp(v) are i.i.d. random variables distributed as Bin(n — k,p).
Now, because of our assumptions on the asymptotic regime, we have that npk — oo,
k=o(n), p— 0and 1 = O(np). It follows that the expected non-botnet degree is either
(n—k)p— oo or (n—k)p=0(1).

When (n — k)p — oo: every vertex v € B will eventually have degy g(v) > kq + 1 with
high probability.

For the other case, we obtain and bound the error in approximating degy g(v) by the
Poisson distribution using the Stein-Chen method [2, pp. 31|, it follows that

I degy ) = Poi(n = D)l < 2min (1, ) (0= kp = Var(Binta — k. p)

(n—k)p

<2p—0.
(2.7)

We also note that (n — k)p - 0 since we assumed 1 = O(np).

Therefore, if (n — k)p = O(1), by (2.7) there is a positive probability that degy\ p(v) >
k4 + 1 independently for each v € B. Since in this case |B| = k — oo, to satisfy the
assumption npk — oo, there exists at least one vertex v in the botnet with non-botnet
degree greater than the kissing number, with high probability. This is

Py(D(v)) — 1.

Finally, combining this with the first part, where we showed that if degy\ p(v) > ka + 1
then v will form an isolated star of size |S(v)| > kq + 1 with high probability, we can
conclude

Pp(|S(w)| > kg +1) = 1.

Therefore, this test is asymptotically powerful. O

2.3.2 Average distance test

We will define the second test to decide whether we can accept or reject the null hypothesis
based on the observed graph G.

For this test, we require that p is large enough to ensure that the graph is connected
with high probability.

Definition 2.6. Given u,v € V with u «~ v two connected vertices, let Dg(u,v) be the
graph distance between u and v, that is, the length of the shortest path in the graph G
that connects v and v. We define the average graph distance as

_ Zl§u<v§n%{uWU}DG (uv U)

DE(G)
¢ El§u<v§n“é{uw'u}

We give a lower bound for the average graph distance under the null hypothesis, where
the observed graph is a realization of a random geometric graph.

15
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To do this, we first give a lower bound to the average Euclidean distance between two
random vectors uniformly distributed on the torus, X1, X» € [0,1]%, that is

d 2
1 1
IEO[DT(Xl,Xg)]:/ Zmin zj—=|,1—|z; — = dxy...dxg
[071}d j:]. 2 2
2
Z/ Z.T,j—* dd?l...dl‘d
[O,I}d j:1 2
1
> max (x; — =| dxy...dxq
[0’1]d 1<j<d 2
OISR T
by symmetry this is simply the expectation of the maximum of d independent uniform
random variables Y1, ..., Yy on [0, 3] and if we denote M = max;<;j<q(Y;) than we have

Eo[Dr (X1, X2)] = E(M)

2/0 y fu(y)dy (2.8)

Nl=

d
= 20d y* Ny = ———.
/0 y (2% y* 7 )dy 2T D)
Under the null hypothesis, due to the geometric structure of the graph, a vertex can be
represented as a random vector X, uniformly distributed on the embedding space [0, 1]¢
and two vertices u, v are connected only when the distance of their corresponding vectors
X, Xy is less than the connection radius r.
Since we assumed that the graph is connected with high probability, we have
Dp(X,, X
De(u,v) > M
r

This means that vertices that are separated by a large Euclidean distance are also sepa-
rated by a large graph distance, under Hy.
We can consider the following lower bound on the average graph distance, which holds
with high probability

1

DEY(G) > 6] > Dp(Xy, Xu)/r. (2.9)
2/ 1<u<v<n

Observe that the right-hand side of this can be seen as a U-statistic. In general this is
defined as )
Un:m Z h(Xi17~-~7Xib)7

b/ (i1,esin)EIn b

where X;,,...,X;, are random variables i.i.d. in a general space, I, ; is the set of
combinations of b-tuples consisting of b distinct elements from {1,...,n}, h is called the
kernel of the U-statistic and is assumed to be symmetric.
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If b = 1, then U, is an average of i.i.d. random variables. In our case b = 2 and
h( Xy, Xy) = Dp( Xy, Xy).
Using Chebyshev’s inequality, for every ¢ > 0, we obtain

Al Y DT(XU,XU)(Z>_1—IEO[DT(Xl,XQ)] > e

1<u<v<n

oy —1
< Var0(21§u<v§n Dr (XU’ X“) (QL) )

IN

12
?EVQTO(DT(X1>X2)) — O7

where for the second inequality we used a result on the variance of the U-statistic from
[7, Theorem. 5.2].

Hence, Chebyshev’s inequality ensures that 3, ., <. Dr(Xy, X,,)(2) " is concentrated
around Eq[Dr (X7, X5)] with probability tending to one.

Therefore using this result in (2.9) and (2.8), we obtain that the following lower bound
holds, with high probability, for any € > 0

Eo[Dr (X1, X5)] d

> (1-¢)

Dg(G) = (1—¢) . A+

We will later show that, under the alternative hypothesis, the average graph distance is
significantly smaller, since botnet vertices can create shortcuts between distant vertices
making many paths much shorter. Hence, for this test we can compute Dg'?(G) for the
given graph and detect the presence of a botnet when it is smaller than the considered
threshold.

Definition 2.7. Fix € > 0. The average distance test rejects the null hypothesis for a
given graph G, ¥(G) =1, when

DEG) < (1— ) g

ST (2.10)

This brings us to the main result of this section, where we give conditions for this test
to be asymptotically powerful.

Theorem 2.3. If npk — oo and p is large enough to ensure that the subgraph induced by
all non-botnet vertices is connected with high probability, then the average distance test
from Definition 2.7 is asymptotically powerful.

Proof. Under the null hypothesis, we have shown that the lower bound

DEY(G) = (1= Oz -

holds with high probability for any ¢ > 0. Therefore, the average distance test has
vanishing type-1 error, that is

Po(4(G) # 0) = Py (Dg’g(a) <(1- 6)2(dil)r) 0,

In order to show that this test is asymptotically powerful we now have to show that the
type-2 error also vanishes, that is Pp(¢/(G) # 1) — 0. To do this we are going to show

17
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botnet u

Figure 2.3: Example of botnet vertex u € B creating a shortcut between non-botnet
vertices v, w € V\B.

that, under the alternative hypothesis, there is a botnet vertex that creates a shortcut
between most pairs of non-botnet vertices, making their distance smaller than o(1)/r
with high probability. We will then show that the average graph distance is smaller than
the threshold in Definition 2.7, with probability tending to one.

It is known from [11] that the assumption of connectedness in a random geometric graph
implies np > Q(log(n)). Therefore, this implies that np — oo and thus the hypothesis
npk — oo is always satisfied for any k > 1.

Define the event C' = {Gy\ p is connected}, where Gy p is the subgraph induced by
VA\B. We have Pg(C) — 1 by assumption.

For a vertex v € V\B, let B;, (X,) denote the ball of radius

8, = (Vylog(np))~*/4

and with center in X, a random vector uniformly distributed on 7'¢ associated with v,
a/

as defined in our model, where V; = WZ‘H) is the volume of a d-dimensional unit ball.
Also, let

A, ={v' € V\B |X, € Bs, (X,)} CV\B

denote the set of non-botnet vertices with their respective location inside Bj, (X,).
We have that

Esldl]= Y Po(v' €A

v’ €V\B

Z PB(DT(Xv/axv) < 671)
v'€V\B

= (n — k)Vyo?

o on-— k
log(np)

n
log(np)’

= (1+0(1))
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where we substituted §, = (Vzlog(np))~'/¢ and we used the assumption that k = o(n).
Then, for any € > 0, we obtain

Pa (1412 0Oy ) =12 (<0 -0 )

> 1-Pp (JA] < (1 —€/2)E[|A,]])

7£#
>1—e F ot — 1,

where in the last inequality we used the relative Chernoff bound [10, Theorem. 4.5].
Now, we consider the probability that there exists a vertex v’ € A, such that it connects
to a botnet vertex uw € B. This is

Pp(F € Ay 1 v <> u)

ZPB(HU/GAU;UHUMAUQ@E) >]P’B<|sz(1e)

log(np) log(np) )

> (1+o0(1)) (1= (1= p)*wm ) 2.11)
> (1+o0(1)) (1 ) l°g(1‘p))

> (1+0(1)) (1 - e (7Imtm ) - 1,

where we used np/log(np) — oo.
To continue, we need to estimate the graph distance with the torus distance. The fol-
lowing theorem holds (a detailed proof of this can be found in [3, Theorem. 8]):

Theorem. There exists a constant K, independent of n, such that for any pair of vertices

in the same connected component v,v' € V with Dp(X,, Xy) > f;’ﬁign)l we have

DT(XvaXv’)

Dg(v,0') < K
r

(2.12)
with high probability.

Therefore, given the event C' = {G\ g is connected}, the theorem above guarantees that
the shortest path between v and every v’ € A, is of length D¢ (v,v") < O(4,)/r, with

high probability.
Now, for a given v € V\B and an arbitrary u € B, we have that

Pp(Da(v,u) <14 0(6,)/7)

> Pu(C N {Da(v,u) < 14 0(,)/r})

>Pp(F' € A, v < u, Dg(v,v") < O(6,)/r | C)P(C) — 1
where we used (2.11), (2.12) and the assumption that P5(C) — 1.
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Similarly to the situation described in Figure 2.3, we can apply the previous result twice
for an arbitrary pair of vertices v,w € V\B and u € B, we obtain

Pp(De(v,w) <242 0(0,)/r)

>Pp(Dg(v,u) <14 0(6,)/r, Do(w,u) <1+ 0(,)/r)) = 1.

We observe that 2420(5,)
+ n)/T
— L =22 +20(6,) = 0
Tr r+20(6n)
where the convergence to 0 follows from &, = (Vylog(np))~/¢ — 0 under our assump-
tions for this theorem and r — 0, because of the relation (2.3) and the assumption that

p — 0. Therefore, we have that
242 0(0,)/r =o(1/r)
We can use this in our previous result to conclude that
Pp(Dg(v,w) < o(1)/r) =2 Pp(Da(v,w) <2+2 0(6,)/r) — 1.

This can be strengthened to also include the botnet vertices, in fact observe that every
botnet vertex connects to several non-botnet vertices with high probability (as we showed
in the second part of the proof of Theorem 2.2). Therefore, for an arbitrary pair v,w € V'
we have

Pp(Dg(v,w) < o(1)/r) — 1. (2.13)

This is the main result of the proof.
We consider the diameter of G, that is,

diam(Gy) = max Dg(v,w)

v,we

and we can now show that it is at most O(1)/r with high probability.
We first consider the diameter of Gy p and we have

Pg(diam(Gy\p) < O(1)/r) > Pg (C N {diam(Gy\5) < O(1)/r}) — 1,

where the convergence to 1 follows from using (2.12)
Similarly to what we did above we can extend this to the diameter of G, since we have
shown that every botnet vertex connects to at least one non-botnet vertex with high
probability. That is,

Pg (diam(Gy) < O(1)/r) — 1. (2.14)

Finally, for any a > 0, from (2.14) we have

av a av a
Ps (DG (G) = ;) =Pg (“‘{dmm(cv)gou)/r}Dc (G) = ;) —o(1)

r v
< EEB (¥ (diam(cvy<o)/n D& (G)) — o(1),

where we used Markov’s inequality.
Now we can use the dominated convergence theorem, since D& (G) < diam(Gy ), and
(2.13) in order to show that

lim 7 Ep (F @) <o)/n DE(G) = En (Faiamay) <oy lim rDE(G)) =0.

n—oo
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Putting this all together we have that
av a
Py (DGg(G) > ;) 0.

In particular, choosing a = (1 — e)%, we obtain

o (D27(0) < (-3 ) = 1-Pa (DE7(@) 2 1050 ) -1

This proves that the average distance test is asymptotically powerful. O

2.4 Estimation of model parameters

In the problem considered, we are given a single observation of a graph and we want to
use the two proposed tests to determine whether we can accept the null hypothesis or
we have to reject it. However, computing the threshold for the isolated star test requires
knowledge of the dimension d of the embedding space, while the threshold for the average
distance test requires having the dimension d and the connection radius .

We recall that the embedding space of the random geometric graph, as defined in Section
1, is not available to us, therefore we do not have direct knowledge of these two model
parameters.

In this section, we show how to estimate the dimension d and the connection radius r of
the given graph under both the null and alternative hypothesis.

Definition 2.8. Let the vertices v,w € V be both directly connected to a vertex u € V.
We define the clustering coefficient C; as the probability that v and w are also directly
connected. That is

Cy=Po(v > w|u < v,u < w).

We use the clustering coefficient to estimate the dimension d.

Under the null hypothesis, the clustering coefficient can be computed analytically using
[6, see (15)]. We obtain

d+1 1 3 d+1 d+1 1
= - o)<z S M ,
Cy ]P’(Beta( 3 ,2>4>+]P’<Beta( 53 >4), (2.15)

where Beta(-,-) denotes a random variable with a beta distribution.

This shows that it is purely a geometric quantity depending only on the dimension d.
An intuitive way to estimate the clustering coefficient for a given graph is to use the
following estimator

5 Zlgu,u,wgn%{vﬁw,uﬁv,uew}

Cu=

, (2.16)

Zl§u7v,w§n%{u<—>v7u<—>w}

for distinct u,v,w € V.

Therefore, to estimate d we can first estimate the clustering coefficient with Cy using
(2.16) and then invert (2.15) to obtain an estimate d of the dimension.

We will now show an important result on this method of estimating the dimension.

Lemma 1. Using the clustering coefficient to estimate the dimension with d is consistent

under both the null hypothesis and the alternative hypothesis, that is d 2o d and d 22 4.
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Proof. We begin by showing that Cj Lo, Cy, therefore it follows that d o, q by the
continuous mapping theorem since the relation in (2.15) is continuous.
From (2.16) we have that

-3 2
=~ n 21§u7v7w§n%{v<—>w7u<—>v,u<—)w}/p

Cq(G) =
d( ) n=3 Zlgu,v7u;§n“4{u<—>v,u<—>w}/p2

(2.17)

we will then show that the numerator converges in probability to Cy and the denominator

converges in probability to 1.
Let

X =n"3 Z J’%{v<—>u},u<—>v,u<—>w}/2727

1<u,v,w<n

then X is exactly the numerator in (2.17) and it has

]EO[X} =n3 Z EO[“A{vew,qu,un}]/pz

1<u,v,wn

=n3 Z Po(v < w,u < v,u < w)/p?

= (1 + 0(1))Cy.

Moreover, we have that

EO[X2] :n_ﬁ Z EO[“é{vﬁw,u(—)v,uﬁw}ué{v’&)w’,u’(—)'u’,u’<—>w’}]/p4

1<u,v,w,u’ v w<n

_ 4
=n § ]EO[J’IA{UHw,uHU,un}“L{U’Hw’,u’<—>v’,u/<—>w’}]/p
1<u,v,w,u’ v w'<n
{uw,win{u v ,w'}=0

-6 4

+3n E EO[%{Uﬁuuuﬁv,u(—)w}%{v’ﬁw’,u<—>v/,u<—>w'}}/p
1<u,v,w,v’ ,w'<n
{u,v,win{v’ ,w’'}=0

+ 3n~° Z Eoq [Hé{vﬁw,uﬁv,uﬁw}“é{ve)w’,u<—>v7u<—>w'}]/p4
1<u,v,w,w’ <n

{u,v,win{w’}=0

070 Y Bl wwovnow /P

1<u,v,w<n

2 2
=(1+o(1)) {05 +3n7103 + 3n*2% + n*3%

=(1+0(1))C3,

where the final step follows from the assumption made in our model that 1 = O(np).
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Therefore, we have
Vary(X) = Eo[X?] — Eo[X]* = o(1).

We can use this result in Chebyshev’s inequality, given an € > 0, it follows that

VGT()(X)

=2 — 0,

IPO(|X Oy > e) - IP’O(|X ~EolX]| > e) <

by definition this is X Fo, Cy-

We have shown that the numerator in (2.17) converges in probability to C;. We also have
that the denominator converges in probability to 1, with largely similar computations.
Hence, we have C’d Lo, Cy.

Finally, it follows from the continuous mapping theorem that d L% d and we can conclude
that this estimator is consistent under the null hypothesis.

Under the alternative hypothesis, the proof is largely similar. Since we assumed that
k = o(n) the botnet size is small, it can be seen that the first and second moments of
X converge to the same values. Therefore, using the same argument as above, we have

X =z Cq4. Hence, we have Ca P—AB> Cy. Finally, by the continuous mapping theorem we
can conclude that the estimator d is also consistent under the alternative hypothesis. [

To estimate the connection radius r we first estimate the edge probability p = Py(u <> v),
where u,v € V are two generic vertices.
We recall that in Section 2.2 we derived the explicit relation (2.3), which is

1
=7
by exploiting the geometrical properties of the random geometric graph.

Therefore, we can use the estimate of p and the one of d given previously to obtain an

estimate of  using this relation.
An intuitive way to estimate the edge probability for a given graph is to use the following

estimator, with u,v € V
-1
R n

1<u<v<n

r p T(d/2 +1))7

We will now show that this method gives a consistent estimator of p.

Lemma 2. Using p, defined above, to estimate p is consistent under both the null and
alternative hypothesis, that is g Pos 1 and ]1; LENY

Proof. We begin by showing that % Fo, 1.
Using the estimator p as given in (2.18) we have

Eo[p/p] = (Z) h > Eo Ko /p

1<u<wv<n

- (’;) S PBolutrv)/fp

1<u<v<n

() 20 ()
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With similar computations, we can also show that the estimator p is unbiased.
Moreover, we have

Balof?=(5) X Eo WpaenF o] 7

1<u<v<n
1<u’<v'<n

:(Z> Z Eo [HA{W—W}] Eo [“é{u'em'}] /p*

1<u<v<n
1<u’<v'<n
{uwin{u’,v'}=0

(1) S m e

1<u<v<n

—1- <Z>1 + (;‘)1; =1+o0(1)

where this last equality follows from the assumption 1 = O(np).
Therefore, we have

Varo(p/p) = Eo[(p/p)*] — Eo[p/p]* = o(1).
We can use this result in Chebyshev’s inequality, given an € > 0,

P%W%ﬂ>ﬁ=%wm—&wm>g<ﬁggﬂﬁa

and by definition this is% Fo, 1.
Under the measure Pp in our model, for distinct u,v € V', we have

Pg(u <> v) =p=Po(u < v).

. . 5 P
Hence, performing the same computations as above, we can conclude that % Z1. O

Finally, to estimate the connection radius  we can estimate the edge probability using
p from (2.18) and then use our estimate of d, given previously, to obtain the estimate 7
from the relation in (2.3).

Since the radius r is given as a continuous function of p in (2.3) and we have shown that
p is consistent, by the continuous mapping theorem we have that our estimate 7 is also

consistent under the null and alternative hypothesis. That is - Po, 1 and % LN
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Chapter 3

Numerical Simulations

In the previous chapter, we have shown that the two proposed tests are asymptotically
powerful when npk — oo, which means that the sum of worst-case errors approaches zero
as the number of vertices n — co. However, asymptotic results can be poor approxima-
tions to the actual finite setting. Furthermore, convergence to a limit as n — co does not
guarantee that the approximation improves with increasing n. Therefore, we accompany
the theoretical results with a simulation study to compare the performance of the two
tests in the finite case.

First, we generate a random geometric graph G(n, d, p), as described in Section 2.2, with
the chosen parameters. Then, for graphs under the alternative hypothesis, we add the
k botnet vertices. From this graph, we estimate the necessary model parameters with
the consistent estimators described in Section 2.4 and use them to compute the rejection
thresholds for the two tests. For the isolated star test, the rejection threshold is the
kissing number kg, defined in Section 2.3.1, this is explicitly known only in very few
dimensions, however, there exists good upper bounds. These are numerically difficult
to calculate and having them as precise as possible is of great interest for our results.
Therefore, for dimensions d < 24, we use the best known upper bounds from [8]. Finally,
we evaluate the two test statistics, defined in Section 2.3.1 and Section 2.3.2, and decide
whether or not we can reject the null hypothesis. This process is repeated for every
sample in the simulation.

We have found that both the isolated star test and the average distance test have zero
type-1 error, which means that in our simulations under the null hypothesis they correctly
identified every graph as without a botnet. This was expected, given their construction
and the first part of the proofs of Theorem 2.2 and Theorem 2.3, respectively. Therefore,
our primary interest is the power of the tests, which measures the detection rate when a
botnet is present.

The results of the simulation study are reported in Figure 3.1. These showcase how
performance varies according to the probability of connection p and the embedding di-
mension d, while the number of vertices n and the botnet size k£ remain fixed. We use
the average degree np instead of p to characterize the graph.

We observe that both tests perform quite well, even on relatively small graphs, provided
that the dimension d is small. However, the isolated star test outperforms the average
distance test, especially when the average degree np is higher.

The isolated star test rejects the null hypothesis when the graph contains an isolated star
larger than the kissing number ky. The reason for the observed performance of this test
might be that, as shown in Theorem 2.2, a botnet vertex will form an isolated star at
least as large as its non-botnet degree with high probability. Therefore, when the average
degree np is high, the graph is more likely to contain a large isolated star. Furthermore,
the rejection threshold k4 is lower when the dimension d is small, but quickly becomes too
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Figure 3.1: The power of the isolated star test and the average distance test as a function
of the dimension d on different average degrees np. The parameters used to generate the
graphs are: number of vertices n = 10000 and botnet size k = 10. We generated 1000
samples for each dimension in each simulation.

high for our relatively small graph as the dimension increases. For example, numerical
simulations suggest that, for dimension d = 4 and average degree np = 10, the isolated
star under the alternative hypothesis is typically smaller than 16, however the kissing
number is k4 = 24. Hence, this test performs best when the dimension d is small and
the average degree np is large.
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The performance of the average distance test is also related to the dimension d and the
average degree np. Recall that in Theorem 2.3 we have exploited the fact that a botnet
vertex can create shortcuts between distant vertices in the embedding space, decreasing
the average graph distance under the alternative hypothesis. However, as the dimension
increases the connection radius in (2.3) also increases, which causes the average graph
distance among non-botnet vertices to decrease. For this reason, the shortcuts created
by botnet vertices have a less pronounced effect in higher dimensions, making them
less detectable. Furthermore, we observed that in our settings the rejection threshold
used for this test, from Definition 2.7, becomes far too small as the dimension increases,
contributing to the poor performance observed. Conversely, when np is large there is a
higher probability that botnet vertices create shortcuts between distant vertices in the
embedding space, which should make detection easier. However, in our simulations we
did not see this effect playing a major role in the performance of this test. Hence, with
this test we see the best performance when the dimension d is small.

Recall that in Theorem 2.3 we made the technical assumption that the subgraph of non-
botnet vertices is connected with high probability. However, in simulations, this test
performed the same when considering an average degree np = 10, where we observed
many graphs that had a large connected component but were not fully connected, as
when considering a higher average degree, which ensures that the random geometric
graph is connected with high probability. Therefore, this leads us to the conjecture that
Theorem 2.3 also holds under the milder condition that a giant connected component
exists.

We also investigated the influence of the botnet size on the tests’ performance. To do
this, we repeated the first simulation with a much larger botnet size, k = 100. The
results are reported in Figure 3.2.

We observed that the power of the isolated star test was slightly higher, presumably
because a larger botnet increases the probability that at least one botnet vertex will
form a large isolated star. However, if we were to consider an even larger botnet size in
our relatively small graph, this could start to introduce some errors in the estimators of
the model parameters and would not lead to good performance.

—e— Isolated star test
o~ Average distance test

024

0.04

Figure 3.2: The power of the isolated star test and the average distance test as a function
of the dimension d. The parameters used to generate the graphs are: number of vertices
n = 10000, average degree np = 10 and botnet size k = 100. We generated 1000 samples.

Finally, we found that the estimator for the dimension d was accurate in all the cases
considered. We only saw some errors starting from dimension d = 12, with n = 10000
vertices. An extremely large botnet size k can also cause errors in this estimator. Fur-
thermore, the errors between the estimated connection radius and the true value of r
were negligible (on the order of 10~* when d, used in this estimator, was estimated cor-
rectly) and did not impact our results. Therefore, using the estimated model parameters
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instead of the true values in our simulation did not introduce any errors and yielded the
same performance.
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Chapter 4

Conclusions

In this thesis, the problem of detecting a botnet in a network is formalized as a hypothesis
testing problem, using only the structural information of the network represented as a
random graph, in order to propose and analyze two statistical tests: the isolated star
test and the average distance test.

Exploiting the underlying geometry of our model, based on the random geometric graph,
we have shown in Theorems 2.2 and 2.3 that both tests are asymptotically powerful under
appropriate assumptions on the asymptotic regime of the model parameters. This means
that the sum of the worst-case probability of type-1 and type-2 errors goes to zero as the
graph size goes to infinity. In particular, we considered two test statistics: the size of the
largest isolated star and the average graph distance. We proposed a rejection threshold
for each and showed that these thresholds cause both error probabilities to converge to
zero. Furthermore, in Theorem 2.1 we have shown that these results are optimal, as no
test can be asymptotically powerful if the assumptions on the model parameters are not
met.

With the numerical simulations, we examined the performance of the tests in the finite
sample case to complement our theoretical results for the asymptotic regime. We used
the consistent estimators, given in Section 2.4, for the model parameters required by our
tests. We observed that both tests performed well, even with a relatively small number
of edges, when the dimension of the embedding space was small and the average degree
was high. In fact, both had zero type-1 error with the parameters we considered. The
isolated star test had higher power than the average distance test, particularly when
considering a higher average degree. However, the power of both tests deteriorates as
the dimension increases.
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Appendix A

Python Codes

A.1 Simulations

We give all the functions used in the simulation.

import numpy as np

import networkx as nx

import matplotlib.pyplot as plt

import
import
import
import

random

scipy.special as sp

scipy.spatial as sc

scipy.stats as stats

def get_r(p,d):

nun

Compute the connection radius based on the probability p and embedding dimension d,

by using equation (2.3).

Arg

Returns:

mwun

r = (p * sp.gamma(d/2 + 1))**(1/d) / np.pi**(1/2)

return r

S

- p: the probability of conmnection.

- d: the embedding dimension.

- the connection radius.

def get_graph(n,d,r):

mwun

Generates n random points in d-dimensional unit cube using numpy.
Creates a graph of size n,

have Euclidean distance on the torus less than or equal to the threshold r.

Arg

S

n:

the number of wertices.

then connects two vertices if their corrisponding points
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def

- d: the dimension.

- r: the connection radius.

Returns:

- a networkz graph object.

- the list of points in the embedding space used to generate the graph.

nwun

points = np.random.rand(n, d)
graph = nx.Graph()
for i in range(n):

graph.add_node (i)

#4dd edges using an efficient KD-Tree. The “boxsize’ parameter enables

#distance calculations with periodic boundary conditions.

kdtree = sc.cKDTree(points, boxsize=[1.0] * d)

edge_pairs = kdtree.query_pairs(r, output_type='ndarray')

graph.add_edges_from(edge_pairs)

return graph, points

rewiring(graph, k, p):

nwun

Selects k random vertices, removes their incident edges, and connects

them to every other wertez with probability p.

Args:
- graph: a networkz graph.
- k: the number of vertices in the botnet.
- p: the probability of connecting a selected vertex to another vertez.
Returns:
- a modified networkz graph and the list of selected wertices.
bot = []
if k > 0:

bot = random.sample(list(graph.nodes()), k)

for node in bot:
for neighbor in list(graph.neighbors(node)):

graph.remove_edge (node, neighbor)
for i in bot:
for j in graph.nodes():
if i 1=
if random.random() < p:

graph.add_edge(i, j)

return graph, bot

def build_look_up(d_min=1,d_max=100) :
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def

mwun

Builds a lookup table of walues of the clustering coefficient for integer dimensions.

Args:
- min_d: the minimum integer dimension for the lookup table.
- maz_d: the mazimum integer dimension for the lookup table.
Returns:

- an np array of integer dimensions and the lookup table.

mwun

def calc_Cd(d):

nwnn

Calculates the theoretical clustering coefficient C_d for a given dimension d.
This function implements Equation (2.15):
C_d = P(Beta((d+1)/2, 1/2) <= 3/4) + P(Beta((d+1)/2, (d+1)/2) <= 1/4)

Args:
- d: the dimension.

Returns:

- the theoretical clustering coefficient C_d.

nwnn

# Calculate P(Beta((d+1)/2, 1/2) <= 3/4)
terml = stats.beta.cdf(0.75, a=(d+1)/2, b=1/2)

# Calculate P(Beta((d+1)/2, (d+1)/2) <= 1/4)
term2 = stats.beta.cdf(0.25, a=(d+1)/2, b=(d+1)/2)

return terml + term2

d_values = np.arange(d_min, d_max + 1, dtype=int)

Cd_values = np.array([calc_Cd(d) for d in d_values])

return d_values, Cd_values

estimate_d(graph) :

nin

Estimates the global clustering coefficient (transitivity) of a graph

as defined in equation (2.16).

Estimates the integer dimension 'd' by finding the value in the lookup table
that is closest to the estimated clustering coefficient.

Args:
- graph: a networkz graph object

Returns:
- the estimated dimensiont.

nun

# networke.transitivity(G) directly computes the ratio of triangles

# to connected triples, which corresponds to the formula in equation (2.16).
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def

def

Cd = nx.transitivity(graph)

min_index = np.argmin(np.abs(Cd_values - Cd))

d_hat = d_values[min_index]

return d_hat

estimate_r(graph, d, n):
Estimates the edge probability p of a graph as described in equation (2.18)
with this wvalue we can estimate the connection radius T

by using equation (2.3).

Args:
- graph: a networkz graph object
- d: the dimension of the embedding space.
- n: the number of wertices.

Returns:

- the estimated connection radius.

nwun

n_edges = graph.number_of_edges ()

p-hat = n_edges / (n * (n - 1) / 2)

r_hat = (p_hat * sp.gamma(d/2 + 1))*x(1/d) / np.pi**(1/2)

return r_hat

Kd_upper_bound(d) :

nwun

Returns the upper bound for the kissing number in dimension d.

Args:
- d: the dimension.

Returns:

- the upper bound as an integer or float
nwin
upper_bounds_table = {

ilg 2,

6,
12,
24,
44,
7,
134,
240,
NSE3N
g B8,
11: 868,
12: 1355,

© 00 N O O W N
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def

def

13: 2064,
14: 3174,

15: 4853,

16: 7320,

17: 10978,
18: 16406,
19: 24417,
20: 36195,
21: 53524,
22: 80810,
23: 122351,
24: 196560

if d in upper_bounds_table:
return upper_bounds_table [d]

calc_max_Isolated_Star(graph) :

mwun

Calculates the cardinality of the isolated star for a every vertez in the graph.

(size of the largest independent set of the subgraph

induced by the neighbors of the wertez)

Returns the mazimum cardinality.

Args:
- graph: a networkz graph object

Returns:

- the cardinality of the biggest isolated star in the graph G.

nwun

Isolated_Star_card = []
for vertex in graph.nodes():

neighbors = list(graph.neighbors(vertex))

if not neighbors:
Isolated_Star_card.append(0)

subgraph = graph.subgraph(neighbors)

# NetworkX's maz_independent_set uses a greedy algorithm,

# which is not guaranteed to find the true mazimum independent set

# but is a rTeasonable approxzimation and is computationally feasible.

Isolated_Star = nx.approximation.maximum_independent_set (subgraph)

Isolated_Star_card.append(len(Isolated_Star))

max_Isolated_Star = np.max(Isolated_Star_card)

return max_Isolated_Star

calc_D_avg(graph) :

nun

If the graph is connected, calculates the average shortest path length of the graph.

If the graph is not connected, calculates the average shortest path length

in every connected component and returns the mazimum.
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Args:
- graph: a networkz graph.
Returns:
- the average shortest path length.
nimn
D_avg = []

for i, component_nodes in enumerate(nx.connected_components(graph)) :

component = graph.subgraph(component_nodes)
avg = nx.average_shortest_path_length(component)
if np.isnan(avg):
D_avg.append (0)
else:
D_avg.append (avg)

max_D_avg = np.max(D_avg)

return max_D_avg

total_d = 5
total_iter = 1000

start_d = 2
start_iter = 1

= 10000
p = 0.001
k = 10

numerr_d_hat = [0] * (total_d + 1 - start_d)

numerr_d_bot_hat = [0] * (total_d + 1 - start_d)
numReject_IsolatedStar = [0] * (total_d + 1 - start_d)
numReject_IsolatedStar_bot = [0] * (total_d + 1 - start_d)
numReject_D_avg = [0] * (total_d + 1 - start_d)
numReject_D_avg_bot = [0] * (total_d + 1 - start_d)
numReject_IsolatedStar_hat = [0] * (total_d + 1 - start_d)
numReject_IsolatedStar_bot_hat = [0] * (total_d + 1 - start_d)
numReject_D_avg_hat = [0] * (total_d + 1 - start_d)
numReject_D_avg_bot_hat = [0] * (total_d + 1 - start_d)

d_values, Cd_values = build_look_up()

for d in range(start_d, total_d+1):
r=get_r(p,d)

for iter in range(start_iter, total_iter+1):
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graph=get_graph(n,d,r) [0]
graph_bot=graph. copy ()
graph_bot=rewiring(graph_bot, k, p)[0]

d_hat=estimate_d(graph)
if d_hat != d:

numerr_d_hat[d - start_d] += 1
r_hat=estimate_r(graph, d_hat, n)
d_bot_hat=estimate_d(graph_bot)
if d_bot_hat != d:

numerr_d_bot_hat[d - start_d] += 1

r_bot_hat=estimate_r(graph_bot, d_bot_hat, n)

Kd=Kd_upper_bound (d)

max_Isolated_Star = calc_max_Isolated_Star(graph)

if max_Isolated_Star > Kd:
numReject_IsolatedStar[d - start_d] += 1

max_Isolated_Star_bot = calc_max_Isolated_Star(graph_bot)

if max_Isolated_Star_bot > Kd:
numReject_IsolatedStar_bot[d - start_d] += 1

max_D_avg = calc_D_avg(graph)

if max_D_avg < d/(2*(d+1)#*r):
numReject_D_avg[d - start_d] += 1

max_D_avg_bot = calc_D_avg(graph_bot)

if max_D_avg_bot < d/(2*(d+1)*r):

numReject_D_avg_bot[d - start_d] += 1

Kd_hat=Kd_upper_bound (d_hat)

if max_Isolated_Star > Kd_hat:
numReject_IsolatedStar_hat[d - start_d] += 1

Kd_bot_hat=Kd_upper_bound(d_bot_hat)

if max_Isolated_Star_bot > Kd_bot_hat:
numReject_IsolatedStar_bot_hat[d - start_d] += 1

if max_D_avg < d_hat/(2*(d_hat+1)*r_hat):
numReject_D_avg_hat[d - start_d] += 1

if max_D_avg_bot < d_bot_hat/(2*(d_bot_hat+1)*r_bot_hat):
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numReject_D_avg_bot_hat[d - start_d] += 1

start_iter = 1

This function is used to generate Figure 3.1 and Figure 3.2.

def plot_power (numReject_IsolatedStar_bot, numReject_D_avg_bot, start_d, total_d, total_iter):

power_isolated_star = [n / total_iter for n in numReject_IsolatedStar_bot]
power_d_avg = [n / total_iter for n in numReject_D_avg_bot]

x_labels = [str(d) for d in range(start_d, total_d + 1)]

plt.figure(figsize=(8, 6))

plt.plot(x_labels, power_isolated_star, marker='o',
linestyle='-', label='Isolated star test')
plt.plot(x_labels, power_d_avg, marker='o

linestyle='-', label='Average distance test')
plt.xlabel('Dimension')

plt.ylabel('Power')

plt.legend()

plt.grid(True)

plt.show()

A.2 Visualize the graphs

This function is used to generate Figure 2.1.

def visualize_graph(graph_bot, bot):

nwun

Visualizes the given graph using a spring layout provided by ‘networkz .

Highlights in red the vertices in the list bot and the edges they make.

Args:
- graph_bot: a networkz graph.
- bot: a list of vertices in the botnet.

nimn

plt.figure(figsize=(8, 8))

pos = nx.spring_layout (graph_bot)

# Create a list of colors for vertices, red if in bot, black otherwise

node_colors = ['red' if node in bot else 'blue' for node in graph_bot.nodes()]

# Create a list of colors for edges, red if either vertez is in bot, black otherwise

edge_colors = ["red" if u in bot or v in bot else "black" for u, v in graph_bot.edges()]

nx.draw(graph_bot, pos, with_labels=False, node_size=25,
node_color=node_colors, edge_color=edge_colors, alpha=0.5)
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plt.title('Random Geometric Graph with Force-Directed Layout (Botnet in Red)')
plt.show()

This function is used to generate Figure 2.2.

def visualize_embedding_graph(graph_bot, points, bot):
mmn
Visualizes the given random geometric graph in the embedding space,
with periodic boundary conditions.
Highlights in red the edges made by the wertices in the list bot.

Args:
- graph_bot: a networkz graph.
- points: positions of the points in the embedding space.
- bot: a list of vertices in the botnet.
nwin
plt.figure(figsize=(8, 8))
for i in range(n):
for j in range(i + 1, n):
if graph_bot.has_edge(i, j):
x1, x2 = points[i] [0], points[j] [0]
y1, y2 = points[i] [1], points[j][1]

if i in bot or j in bot:

plt.plot([x1, x2], [yl, y2], 'r-', linewidth=0.5, alpha=0.5)
else:

# Check if wrapping occurs in either dimension

wrap_x = np.abs(xl - x2) > 0.5

wrap_y = np.abs(yl - y2) > 0.5

if not wrap_x and not wrap_y:
# No wrapping, draw a single line
plt.plot([x1, x2], [yl, y2], 'k-', linewidth=0.5, alpha=0.5)
elif wrap_x and not wrap_y:
# Wrapping in z-dimension
if x1 > x2: #Ensure z1 < z2
x1l, x2 = x2, x1
yi, y2 = y2, y1

plt.plot([x1, x2-1]1, [y1l, y2], 'k-', linewidth=0.5, alpha=0.5)
plt.plot([x2, 1+x1], [y2, y1], 'k-', linewidth=0.5, alpha=0.5)

elif not wrap_x and wrap_y:
# Wrapping in y-dimension
if y1 > y2: #Ensure yl < y2
x1l, x2 = x2, x1
yi, y2 = y2, yt

plt.plot([x1, x2], [y1, y2-1], 'k-', linewidth=0.5, alpha=0.5)
plt.plot([x2, x1], [y2, yi+1], 'k-', linewidth=0.5, alpha=0.5)

elif wrap_x and wrap_y:

# Wrapping in both = and y dimensions
if x1 > x2:
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plt
plt
plt
plt

plt.

x1, x2 = x2, x1
yi, y2 = y2, y1

if y1 > y2:

plt.plot([x1, x2-1], [y1, y2+1],
plt.plot([x2, x1+1], [y2, yi1-1],

else:

plt.plot([x1, x2-1], [y1, y2-1],
plt.plot([x2, x1+1], [y2, yi+1],

.plot(points[:, 0], points[:, 1],

show ()

D=0
k-1,

D=0
k-1,

linewidth=0.5,
linewidth=0.5,

linewidth=0.5,
linewidth=0.5,

'o', markersize=5)

alpha=0.5)
alpha=0.5)

alpha=0.5)
alpha=0.5)

.title('Random Geometric Graph in Embedding Space (with periodic boundary)')
.x1im(0, 1)
.ylim(0, 1)
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