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Abstract
This thesis presents a comprehensive approach to enhance network security

by countering lateral movement attacks. Instead of identifying network vulner-
abilities, the study demonstrates a speciüc attack to illustrate the potential harm
that can be inýicted. The research focuses on clarifying the role of network seg-
mentation to the security of a local computer network. A practical illustration of
the network segmentation procedure will be also conducted by practically prov-
ing the role of network segmentation based on an experimental virtual network
(Experimental Virtual Network (EVN)). EVN is structured in such a way that it
contains the major protection tools as i.e.: pfSense ürewall for supporting seg-
mentation and SPLUNK Security Information and Event Management (SIEM) to
identify the cyber threats of type lateral movement. Additionally, some custom
Machine Learning (ML) algorithms will be embedded within SPLUNK SIEM to
enhance security measures. The study begins by

• Illustrating a simulated lateral movement attack, emphasizing the neces-
sity for robust security measures.

• Network segmentation is then employed to isolate critical resources and
sensitive data, eûectively thwarting lateral movement opportunities.

• Zero Trust Architecture (ZTA) principles are adopted to verify user iden-
tities and secure devices, creating a trust-no-one approach.

• The pfSense ürewall enforces access control policies and Virtual Private
Network (VPN) connections,

• SPLUNK SIEM provides real-time insights into security events.

• Custom ML algorithms within SPLUNK SIEM enhance threat detection
and user behavior analysis, enabling proactive defense against potential
lateral movement attacks.

Practical case studies demonstrate the eûectiveness of the proposed secu-
rity framework in countering lateral movement attacks. The study concludes
by showcasing the networks enhanced security under the same attack scenario,
validating the robustness of the implemented measures and the impact of cus-
tom ML algorithms in fortifying the network. In conclusion, this thesis presents
a concise and robust strategy to fortify network security, utilizing segmenta-
tion, ZTA, New Generation Firewall, SIEM with custom ML algorithms, and
WAN-based VPN connectivity. By showcasing a simulated lateral movement
attack and its subsequent failure, the proposed framework emphasizes the sig-
niücance of safeguarding valuable digital assets and creating a resilient and
secure network environment.
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1
Introduction

Network security is a critical concern in today’s digital landscape. With the
increasing prevalence of cyber threats, organizations face signiücant challenges
in protecting their valuable assets and ensuring the integrity of their computer
networks. This thesis aims to address the need for enhanced network security
by countering Lateral Movement Attacks (LMA).

Organizations face extensive progressively growing cyberattacks that cause
a lot of damage. Some sophisticated attacks target the modern networks and are
challenging to address. They provide the attackers with the ability to control
infected machines remotely and share sensitive information [34]. These attacks
are called APTs. The reason for this name can be explained as follows.

1. Advanced: Because of their ability of developing advanced tools through
the combination of multiple attack strategies and the launch of multi stages
attacks.

2. Persistent: Describes the attackers who insist to achieve their goal and
avoid being detecting by planning their evading technique.

3. Threats: Due to the potential harm on information systems through di-
verse methods such as destruction, modiücation, and denial of service.

Nation-state mostly sponsor APTs. APTs use many techniques such as mal-
ware, spyware, phishing, spam, and supply chain software attacks. APTs can
remain undetected for a long-time span and lead to undesirable consequences
such as stealing and disclosing sensitive data, broken workýow, and so on[35].

Lateral movement attacks pose a signiücant threat to organizational net-
works, as threat actors maneuver stealthily across the network, escalating privi-
leges and accessing sensitive resources [27]. Traditional security measures often
struggle to detect and prevent such attacks, which can lead to severe conse-
quences, including data breaches, ünancial losses, and reputational damage
[32].
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To counter these threats, this research focuses on the role of Network Mi-
crosegmentation. It is a promising way to prevent lateral movement. MS pre-
vents lateral movement and reduces the attack surface by splitting a large net-
work into several smaller network segments [13]. Then, the access control of
each device in a micro-segment is restricted within the segment perimeter by
imposing speciüc security rules. Therefore, the devices within a micro-segment
cannot communicate with other devices outside of its restricted perimeter. Re-
stricting the access can conüne a malware or an attacker within the segment and
reduce further movement outside the compromised device’s segment[2]. By
implementing network segmentation, organizations can contain the spread of
threats and minimize the potential damage caused by lateral movement attacks
[22].

This thesis goes beyond theoretical analysis by conducting a practical illustra-
tion of network segmentation through an experimental virtual network (EVN).
The EVN is designed to demonstrate a basic organisational network with nec-
essary elements. For demonstrating lateral movement across the network and
compromising the network MSFConsole is majorly used with its diûerent ex-
ploits, payload creation tools and delivery methods. Some major protection
tools, such as the pfSense ürewall for supporting microsegmentation, network
operating rules and the SPLUNK SIEM system for identifying and analyzing
lateral movement cyber threats [31]. Additionally, custom machine learning
algorithms are embedded within the SPLUNK SIEM system to enhance security
measures.
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CHAPTER 1. INTRODUCTION

1.1 Problem Statement

Digitisation of every organisation has made it mandatory to set up a network
for even the basic working. Keeping in view, data is power in the current world.
Data privacy, integrity and availability, the three basic traits of data security, are
to be maintained at all cost.

Once a network is set up for an organisation, basic perimeter security is set
up for defending the network from outside. The perimeter security comes with
two inherent problems generally:

1. Once the perimeter wall is breached, there is exists no further depth ele-
ments which can ensure security, thus allowing the attacker to move all
over the network.

2. Perimeter security is for attacks conducted from outside the network,
which leaves a huge gap for insider threats.

Inside our network, there’s a lot of traþc going back and forth between
diûerent devices and services. We call this east-west traþc. It’s like a busy street
inside our organization’s walls. Bad actors(insider / outsider) can use this traþc
to sneak around, hopping from one system to another without anyone noticing
(Laterally moving).

Addressing these multifaceted challenges necessitates a proactive and multi-
faceted approach to network security. Organizations must prioritize the imple-
mentation of advanced detection and response mechanisms capable of identify-
ing and mitigating lateral movement attacks in real-time. Additionally, strategies
for minimizing east-west traþc and segmenting network resources are essen-
tial to limit the scope of potential breaches and prevent unauthorized access to
critical assets.
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2
Literature

In this section, we provide detailed technical support for the implementation
and use of the described techniques.

2.1 Advanced Persistent Threats (APTs)

APTs are extremely dangerous and sneaky[4], they are characterized by the
following.

1. Speed: APT attacks take long time periods, during which the attackers
move very slowly, quietly, and stealthily from one system to another to
avoid monitoring. The APTs attack pattern is characterized by low and
slow.

2. Customized tools: Most of APTs use sophisticated customized tools and
techniques, developed specially for the target organization.

A Comparison between traditional attacks and APT attacks was given in
terms of the type of attackers, their objective, purpose and technique. This is
shown in Table 2.1. It can be concluded that APT attackers belong to more
speciüc groups having clear objectives and purposes [9]. This is in addition to
following more persistent, slow, and stealthy techniques.
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2.1. ADVANCED PERSISTENT THREATS (APTS! (APTS!))

Component Traditional Attacks APT Attacks

Attacker Mostly single person Highly organized, sophis-
ticated, determined, and
well-resourced group

Target Unspeciüed, mostly indi-
vidual systems

Speciüc organizations,
governmental institutions,
commercial enterprises

Purpose Financial beneüts, demon-
strating abilities

Competitive advantages,
strategic beneüts

Approach Single run "Smash and
Grab", short term

Repeated attempts, stay
low and slow, adapt to re-
sist defenses, long term

Table 2.1: Traditional vs APTs[1]

Most of APTs pass through the same stages to fulüll their attack process[9].

1. Intelligence Gathering: Collecting information and knowledge about the
target organization from public sources. The purpose is to penetrate the
target organizations network.

2. Initial exploitation: This is the Point of Entry, the starting point of comprise
to the target organization, in most cases it would be zero-day exploits and
malwares.

3. Command and Control: Allows the groups to orchestrate the used mal-
ware in the campaign. In this phase, the malware searches for other
vulnerabilities and for further command and control. The purpose at
that stage is to use the malicious software for additional vulnerabilities
identiücation to continue the attack and access to important information,
passwords, and email addresses.

4. Privilege Escalation: This is the Lateral Movement phase. Once the APT
groups gain access to the any asset of target organization, they harvest
credentials, escalate privilege, and maintain persistent control also could
move from asset to another depending on their interest. Afterwards, the
hacker cleans the eûect, but makes sure to leave some holes to be able to
return at any time.

5. Data Exültration: Unauthorized sensitive data is compressed and en-
crypted, then transmitted out of the target organization.
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CHAPTER 2. LITERATURE

Figure 2.1: APT Life Cycle

2.2 Lateral Movement

Lateral movement attacks, a sophisticated form of cyber threat, manifest
after an initial breach within a network. They are characterized by the lateral
traversal of threat actors across the network infrastructure, often employing
stealthy techniques to evade detection. These attacks pose signiücant risks
to organizations, as they allow adversaries to maneuver within the network,
escalate privileges, exültrate sensitive data, and execute malicious activities [28].

The threats posed by lateral movement attacks are multifaceted and severe.
Once attackers gain access to the network, they can exploit vulnerabilities and
weaknesses to escalate privileges, move laterally, and achieve their objectives.
This includes accessing critical systems, compromising sensitive data, conduct-
ing reconnaissance, and launching additional attacks. The consequences for
organizations can be devastating, leading to ünancial losses, reputational dam-
age, and regulatory repercussions [28].

Lateral movement is one of the biggest security threat inside a network
and the average time taken to detect the malicious packet is 107 days [16] .
Security experts highlighted there are 20 lateral movement techniques, tactics
and procedures that are currently been used by cyber attackers. Most of network
security devices are ineûective to detect lateral movement due to the attack
nature that hardly recognized by the existing traditional method and it abilities
to remain persistent within the network.

Lateral movement attacks progress through several phases, each serving
a distinct purpose in the attacker’s objective. As depicted in ügure 2.2 these
phases include infection, compromise, reconnaissance, credential theft and lat-
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2.2. LATERAL MOVEMENT

eral movement[10]. Insider attackers, leveraging legitimate access, conduct
reconnaissance, exploit vulnerabilities, move laterally across the network, ex-
ecute malicious commands, and establish persistence to maintain control over
compromised systems.

Figure 2.2: Stages of Lateral Movement [10]

By comprehensively understanding the phases, techniques, and examples of
lateral movement attacks, cybersecurity posture can be bolstered and eûectively
defend against these pervasive threats.

8



CHAPTER 2. LITERATURE

2.3 Micro Segmentation

Microsegmentation, which descends from network segmentation, takes a
modern and far more granular approach to access and security controls and
attack surface reduction. Unlike network segmentation, which depends on a
single constraint to govern access, microsegmentation restricts access to any and
all devices, endpoints and applications, regardless of the VLAN they are on [8].

Micro-segmentation goes beyond merely creating smaller subnets. While
it does involve dividing a network into smaller, isolated segments, its primary
focus is on creating security policies for individual workloads, applications, or
services. This involves implementing strict access controls and limiting com-
munication between workloads to only those connections that are explicitly
allowed[5].

Figure 2.3: Micro Segmentation Concept [8]
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2.3. MICRO SEGMENTATION

Essential elements of micro-segmentation [6], which form the basis of the
concept are as following

1. Persistence: Microsegmentation ensures that security policies remain ef-
fective despite changes in the network environment. Instead of relying
solely on temporary factors like IP addresses, security policies are based
on the intrinsic characteristics of workloads, such as their type, usage, and
data sensitivity. This ensures that security measures remain robust even
when workloads move between diûerent data centers or clouds.

2. Ubiquity: Unlike traditional security approaches that prioritize protection
for high-priority systems, microsegmentation aims to provide uniform
security across all systems within a data center. By embedding security
functions directly into the hypervisor, microsegmentation ensures that
every workload beneüts from robust security measures, reducing the risk
of attackers exploiting vulnerabilities in lower-priority systems.

3. Extensibility: Microsegmentation must be adaptable to evolving threats
and changing security requirements. By integrating additional security
functions into existing infrastructure and facilitating collaboration be-
tween diûerent security tools, microsegmentation enables organizations
to enhance their security posture dynamically. This allows for the deploy-
ment of advanced security measures and coordinated responses to security
incidents without the need for preconügured static conügurations.

Microsegmentation oûers persistent, uniform, and adaptable security mea-
sures that protect against evolving cyber threats within dynamic environments.
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CHAPTER 2. LITERATURE

2.4 Previous Work Done

The implementation of automated microsegmentation as a cybersecurity
measure to prevent lateral movement within Industrial Internet of Things (IIoT)
environments. Lateral movement refers to the progression of an attacker across
a network after the initial breach, aiming to gain access to critical systems or
data. In the context of IIoT, where Operational Technology (OT) systems are
prevalent, securing networks against malware and unauthorized lateral move-
ments is crucial. Discusses how automated microsegmentation can be utilized to
divide IIoT networks into smaller segments, each with its security controls and
policies. By doing so, the spread of malware and unauthorized access between
segments can be restricted, enhancing the overall security posture of IIoT sys-
tems. The research delves into the technical aspects of implementing automated
microsegmentation, such as the use of Software-Deüned Networking (SDN) or
Virtual Local Area Networks (VLANs) to create and manage network segments
dynamically. Furthermore, the paper explores the beneüts of automated mi-
crosegmentation in terms of reducing the attack surface, improving incident
response capabilities, and enhancing the overall resilience of IIoT environments
against cyber threats [2].

The study by [9] delves into the detection of Mimikatz, a tool extensively
utilized by Advanced Persistent Threat (APT) actors and penetration testers for
credential theft and lateral movement within compromised networks. Their
research focuses on enhancing accuracy and reducing detection time by lever-
aging Mutex objects.Mimikatz represents a potent threat due to its capability to
extract credentials, hashes, PINs, and generate golden tickets, enabling unau-
thorized access and lateral movement. The paper underscores the signiücance
of detecting Mimikatz during the lateral movement phase of an APT attack,
which accounts for a substantial portion of the overall attack duration.Practical
evaluations conducted on various Windows Server environments demonstrated
consistent behavior in Mimikatz, particularly in the creation of unnamed Mutex
objects and child processes. The proposed approach utilizes these Mutex ob-
jects and child processes as signatures for detection, aiming to improve accuracy
and reduce detection time compared to conventional methods relying on DLL
monitoring or event IDs. In essence, El-Hadidi and Azer’s [9] work contributes
to APT detection by presenting a novel method for identifying Mimikatz during
lateral movement activities, emphasizing the critical role of timely detection dur-
ing this phase. Their study provides practical insights into the eûectiveness of
the proposed approach in mitigating the threats posed by Mimikatz in network
security.

The existing techniques for detecting lateral movement of cyber attacks
within enterprise networks have several limitations. Many approaches fo-
cus solely on analyzing speciüc data sources like login events, communica-
tion graphs, or host behavior in isolation. However, lateral movement involves
stealthy tactics across multiple hosts and data sources within the network. The
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2.4. PREVIOUS WORK DONE

proposed framework by Awang Lah et al [16] oûers a more comprehensive
solution by integrating user risk scoring based on packet behavior patterns
from diverse data sources. By proüling legitimate user activity, scoring risky
packets against deviation rules, and verifying external communications, their
framework aims to improve detection accuracy while reducing false positives.
Implementing such a risk scoring analytics module alongside traditional secu-
rity monitoring tools like SIEM could enhance an organization’s capability to
identify sophisticated lateral movement attacks early before signiücant breach
damage occurs. Their future work on developing a full implementation will
be valuable to evaluate the eþcacy of this novel lateral movement detection
approach.

Conducted an in-depth examination of various techniques and tools used
for implementing a remote desktop backdoor attack through a reverse TCP
payload. Speciücally, we leveraged the capabilities of the Metasploit framework,
an open-source platform that provides an extensive database of exploits and
payloads for diûerent systems.By employing Metasploit’s reverse TCP payload
and the user-friendly graphical interface of Armitage, we demonstrated how an
attacker could bypass ürewall rules on an older operating system version that
fails to inspect outgoing traþc. The attack was initiated by sending a crafted
email with a malicious payload link to the victim through social engineering
tactics enabled by the Social Engineering Toolkit. Once the victim executed
the payload, the attacker gained unauthorized remote access, allowing them
to perform various malicious actions such as üle access, screen monitoring,
packet sniþng, and webcam control. Throughout the process, emphasized the
importance of conducting such activities solely for educational purposes within
controlled environments and with proper authorization[14].
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3
Experimental Setup

3.1 Experimental Virtual Network

The methodology employed in this research involves a meticulously de-
signed network deployment aimed at simulating realistic lateral movement
scenarios. To establish a robust network architecture, the pfSense ürewall is
employed for routing and controlling network access [21]. This choice ensures
precise control over the ýow of traþc, enabling the simulation of various lateral
movement scenarios within a controlled environment.

The network is divided into three distinct segments to mimic an organiza-
tional structure with diûerent access levels. The ürst segment, denoted as Labs,
serves as a controlled environment where certain users are not permitted to
access the Server section. This deliberate segmentation aims to replicate sce-
narios where certain network areas are restricted from interacting with critical
infrastructure.

Within the internal network, a second segment is designated as Clients with
access to Servers. This segment represents the typical user environment with au-
thorized access to essential servers. The separation into distinct segments adds
granularity to the simulation, allowing for the exploration of lateral movement
scenarios between user-centric areas and critical server infrastructure.

To reinforce the authenticity of the simulation, each network segment oper-
ates on a distinct IP scheme, with separate subnets allocated to Labs, Clients, and
Servers. This IP scheming ensures that each segment remains isolated, prevent-
ing unintended interactions between diûerent network areas. The intentional
separation of IP schemes enhances the precision and üdelity of lateral move-
ment scenarios, mirroring real-world challenges in securing diverse network
segments.

13



3.2. TOOLS USED

Figure 3.1: Network Plan

3.2 Tools Used

In this section, we list and brieýy describe the tools utilized in the imple-
mentation of the described techniques. Each tool plays a crucial role in the
functionality and eûectiveness of the respective technique.

3.2.1 Metasploit Framework

The Metasploit Framework, developed by Rapid7, is a versatile and powerful
open-source penetration testing and exploitation tool used by security profes-
sionals, penetration testers, and ethical hackers [19].

It oûers an extensive set of tools and features for evaluating a system’s secu-
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CHAPTER 3. EXPERIMENTAL SETUP

rity posture, locating weaknesses, and illustrating the possible consequences of
a cyberattack.

Important elements of the Metasploit Framework consist of:

Exploits

Metasploit has a large catalog of exploits for known vulnerabilities in a
variety of applications and systems. These carefully constructed snippets of
code are known as exploits, and their purpose is to exploit particular ýaws or
vulnerabilities in the target software or system. Programming languages like
Python, Ruby, and C are frequently used to write them.

Exploits operate by locating and taking advantage of vulnerabilities in target
systems. An exploit has the ability to escalate privileges, provide unautho-
rized access, or remotely run arbitrary code when it is performed successfully.
Metasploit’s exploit modules are expertly crafted to automate the process of
exploitation, hence simplifying the assessment and demonstration of security
threats related to susceptible systems for penetration testers and security experts.

Payloads

Payloads are pieces of code that are executed on the target system after a
successful exploit [19]. Metasploit provides a wide variety of payloads, each de-
signed for speciüc objectives and environments. These payloads aim to provide
attackers the resources they need to accomplish a wide range of objectives, such
as gaining admin privileges and conducting system reconnaissance. Payloads
in Metasploit are carefully designed to enable several avenues of attack and
post-exploitation operations. They fall into several diûerent categories, such as:

1. Meterpreter: One of the most potent and adaptable payloads in Metas-
ploit is Meterpreter. It oûers a sophisticated, feature-rich command shell
that enables attackers to dynamically interact with compromised systems.
Privilege escalation, information gathering, lateral movement, üle system
modiücation, network reconnaissance, and persistence maintenance on
compromised systems are only a handful of the numerous capabilities
that Meterpreter oûers.

2. Shellcode: Shellcode payloads are made out of raw code , intended to
be injected right into the target process’s memory. They are frequently
employed to carry out arbitrary commands or launch subsequent phases
of an assault.

3. Scripting Payloads: Metasploit supports a number of scripting languages,
including Python and Ruby, users may design bespoke payloads that are
tailored to meet their unique needs. Because of their adaptability and
extension, these scripting payloads allow attackers to run speciüc scripts
or commands on compromised systems.
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3.2. TOOLS USED

In Metasploit, the choice of payload is determined by the goals of the attacker
and the capabilities required to accomplish them. Whether their assault entails
establishing remote access, downloading and executing üles, or carrying out
post-exploitation operations, attackers can select payloads that best üt their
scenario.

Auxiliary Modules

In the Metasploit Framework, auxiliary modules are crucial due to their
ability to facilitate the exploitation process by carrying out a variety of functions
that go beyond the scope of standard exploits. These modules are essential for
penetration testing and security evaluations since they help with information
gathering, enumeration, and reconnaissance

Auxiliary modules encompass a diverse set of functionalities, including:

• Vulnerability Scanning: Auxiliary modules for Metasploit are available
to scan target systems for potential vulnerabilities. These modules eval-
uate the security posture of target networks and hosts using a variety
of methods, including port scanning, service enumeration, and version
detection.

• Information Gathering: Metasploit auxiliary modules make it easier to
gather useful data about target networks, systems, and services. They
make it possible for security experts to collect information about open
ports, installed software, active processes, and network conügurations.
Understanding the target environment, spotting possible attack vectors,
and developing successful exploitation strategies are all made easier with
the help of this information.

• Credential Brute-Forcing: Auxiliary modules for credential brute-force
attacks against target systems are included in Metasploit. These modules
automate the process of trying to ügure out or crack passwords for diûerent
services, including web apps, FTP, SSH, and Telnet. By brute-forcing
credentials, unauthorized access to systems or privilege escalation, helps
highlighting potential security weaknesses and the importance of robust
password policies.

Auxiliary modules in Metasploit provide security professionals with a ver-
satile toolkit for conducting comprehensive penetration tests and security as-
sessments. By leveraging these modules, testers can gather intelligence, identify
vulnerabilities, and assess the overall security posture of target environments
eûectively. Additionally, auxiliary modules enable testers to simulate real-world
attack scenarios, helping organizations proactively mitigate potential risks and
enhance their cyber defense strategies.

Post-Exploitation Modules

Post-exploitation modules play a critical role in the Metasploit Framework,
enabling security professionals to perform additional actions after gaining access
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to a target system [19]. These modules are essential for simulating real-world
attack scenarios and assessing the full impact of a successful compromise.

Post-exploitation modules encompass a wide range of functionalities, includ-
ing:

• Privilege Escalation: Post-exploitation modules from Metasploit make it
easier to escalate privileges on compromised systems. By elevating user
privileges through vulnerabilities or misconügurations, these modules
give more control over the target environment.

• Data Exfiltration: Some Metasploit post-exploitation modules give ac-
cess to exültrate private information from compromised systems. Files,
documents, or credentials can be extracted and transferred to external lo-
cationsăwith the help of these modules. Data exültration is a serious threat
to organizations because it can result in the loss of proprietary information,
intellectual property, or personally identiüable information (PII).

• Lateral Movement: One of Metasploit’s features, post-exploitation mod-
ules, makes it easier to move laterally across target networks. These mod-
ules allow for increased privilege levels, system switching, and network
infrastructure exploitation. It is possible to access sensitive data kept on
other systems, expand the network’s footprint, and evade detection by
moving laterally.

• Persistence: Post-exploitation modules facilitate persistence mechanism
setup on compromised systems. These modules allow attackers to remain
in the target environment for a considerable amount of time, even after sys-
tem reboots or security updates. Persistence mechanisms include things
like backdoors, rootkits, scheduled tasks, and registry changes meant to
ensure ongoing access and control.

• Covering Tracks: Post-exploitation modules are provided by Metasploit to
cover tracks and eliminate evidence of unauthorized access or activity on
compromised systems. These modules allow you to manipulate forensic
artifacts, remove log entries, change timestamps, delete üles, and hide
your presence from security measures and incident response teams.

The post-exploitation modules of Metasploit allow for in-depth assessments
of compromised networks and systems. By employing these modules, potential
risks can be found, the entire extent of a successful compromise can be investi-
gated, and eûective mitigation techniques can be created, ultimately improving
overall security posture.
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3.2.2 PfSense Firewall

PfSense stands out as a robust and freely available distribution, built upon
FreeBSD and tailored to serve as a comprehensive ürewall and router solution.
Its versatility is augmented by a rich selection of packages, allowing users to
eûortlessly expand its functionality while maintaining stringent system security
standards [20].

The Next-Generation Firewall (NGFW) capabilities of PfSense oûer a myr-
iad of features designed to fortify network defense and enhance operational
eþciency:

1. Application Awareness and Control: Deep packet inspection features in
PfSense enable it to recognize and categorize network traþc according to
particular protocols or applications. Deep packet inspection is the process
of carefully examining data packets as they move across the network. In
contrast to conventional packet ültering, which focuses solely on packet
headers, DPI meticulously analyzes the payload data in addition to the
contents of every packet. This makes it possible for PfSense to identify
the underlying protocols or applications linked to network traþc, inde-
pendent of the port or protocol in use. PfSense can apply targeted security
policies and enforce granular access controls that are speciüc to individ-
ual applications or protocols by utilizing DPI. Organizations looking to
maximize network performance, guarantee usage policy compliance, and
reduce security risks from rogue or illegal applications need to have this
level of visibility and control. [21].

2. Identity Awareness: By incorporating identity awareness features, which
oûer precise control over network access based on individual user iden-
tities or group memberships, PfSense goes beyond conventional IP-based
ültering. Conventional IP-based ültering can be restrictive in settings
where users swap out devices or share credentials as it only considers
source and destination IP addresses when determining access control. Pf-
Sense can correlate network traþc with particular user identities veriüed
by directory services like LDAP or Active Directory by integrating iden-
tity awareness capabilities. Instead of depending only on IP addresses,
this enables administrators to enforce access policies based on user roles,
departments, or other user attributes. [3].

3. Integrated Intrusion Protection System (IPS): An advanced intrusion
prevention system that works in real-time to analyze network traþc and
proactively detect and prevent possible security threats is integrated with
PfSense. An essential part of network security is an intrusion prevention
system (IPS), which is made to identify and respond to a variety of ma-
licious activity, such as malware, exploits, and unusual network activity.
The IPS module of PfSense examines incoming and outgoing traþc for in-
dicators of compromise using a combination of anomaly detection, behav-
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ioral analysis, and signature-based detection techniques. The intrusion
prevention system (IPS) can detect known attack patterns or suspicious
behaviors that may point to new threats by continuously monitoring net-
work traþc at the packet level. When malicious traþc is discovered, the
intrusion prevention system (IPS) can act quickly to block or quarantine
it, preventing it from reaching its target and lessening the impact of the
attack. [15].

4. Threat Event Correlation: By incorporating methods for connecting se-
curity events with network vulnerabilities and contextual data, PfSense
improves situational awareness and makes it easier to have a thorough
grasp of the cybersecurity environment. In the context of network security,
situational awareness refers to the ongoing observation and evaluation of
security-related occurrences and their possible eûects on the infrastructure
of the company. To do this, PfSense makes use of a variety of data sources,
such as network traþc patterns, logs, alerts, and vulnerability scans, in
order to detect possible security incidents and evaluate their seriousness.
[3].

5. Integration with External Tools: PfSense has strong integration skills that
enable smooth communication with other security platforms and tools. Its
compatibility with standard interfaces and APIs makes working with a va-
riety of security solutions simple and allows for the automated incident
response workýows and eþcient sharing of threat intelligence data. Pf-
Sense is notable for its ability to interface with Security Information and
Event Management (SIEM) platforms, enabling thorough analysis and
centralized logging of security events. With the help of this capability,
businesses can create a uniüed security ecosystem that maximizes opera-
tional eûectiveness and makes the most of current investments. PfSense
improves defenses against changing cyber threats by strengthening overall
security posture and facilitating SIEM connections while providing ýexible
integration options.

19



3.2. TOOLS USED

3.2.3 SPLUNK SIEM

Splunk Enterprise Security Information and Event Management (SIEM) plat-
form oûers a comprehensive solution for organizations aiming to fortify their
cybersecurity defenses and streamline operational workýows. Splunk SIEM of-
fers unmatched visibility and control over network activities and is a steadfast
defender against a variety of cyber threats owing to its ýexible architecture and
robust feature set [11].

Here are some key features of Splunk SIEM that elevate its capabilities:

1. Advanced Threat Detection and Response: Splunk SIEM uses machine
learning algorithms and advanced analytics, such as its Machine Learning
Toolkit (MLTK), to quickly identify and address changing cyberthreats.
Splunk SIEM’s advanced threat detection features enable it to quickly
mitigate risks by identifying unusual activity, spotting possible security
breaches, and triggering automated response actions [12].

2. Unified Log Management and Analysis: Splunk SIEM oûers a uniüed
platform for log management and analysis by aggregating and correlat-
ing logs from various sources throughout the organization. Through the
centralization of log data, Splunk SIEM facilitates eþcient incident inves-
tigation and forensic analysis by giving security teams profound insights
into network activities, user behavior, and system events [25].

3. Incident Response Orchestration: Security teams can automate response
workýows and expedite incident resolution procedures with the help of
Splunk SIEM’s powerful incident response orchestration capabilities. By
means of its adaptable playbooks and seamless integration with exter-
nal security instruments, Splunk SIEM enables enterprises to promptly
address security incidents, minimize system outages, and mitigate the
consequences of security breaches [33].

4. Threat Intelligence Integration: Enhancingăsecurity analytics with the
most recent threat intelligence data by integrating Splunk SIEM with exter-
nal threat intelligence feeds in a seamless manner. Splunk SIEM improves
threat detection capabilities and assists organizations in staying ahead of
emerging cyber threats by incorporating threat feeds from reliable sources
[18].

5. Compliance and Audit Readiness: With its robust reporting and audit-
ing features, Splunk SIEM helps with compliance management and audit
readiness. Splunk SIEM makes compliance monitoring and reporting eas-
ier with pre-built dashboards and reports, assisting businesses in proving
compliance with legal requirements and industry standards [17].

Splunk SIEM oûers a comprehensive suite of features designed to address
the evolving challenges of cybersecurity, empowering organizations to detect,
respond to, and mitigate cyber threats eûectively.
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4
Experiment And Results

In this chapter, we explore the complex behavior of lateral movementăattacks
on virtual networks.Using the insider threat scenario as a case study, we exam-
ine the actions of a rogue client inside the network that attempts to compromise
a server that is deemed oû-limits. This study sheds light on the tactics and
methods adversaries employ to navigate network infrastructures, underscoring
the importance of understanding such threats. The ünal section of the chapter
also covers defensive tactics and how to use them in practical situations. Key
defenses against attacks involving lateral movement are analyzed, such as mi-
crosegmentation and the use of PfSense Firewall and SPLUNK SIEM MLTK in
tandem.

4.1 Lateral Movement Attack

Possible side-to-side movement scenarios in a supervised network environ-
ment are analyzed. As seen in Figure 4.1, study illustrates how a rogue client
from the "Labs" subnet tries to compromise a client in the "clients" subnet. The
"metasploitable 2" server in the "servers" subnet is then compromised by the
rogue client using a calculated approach, despite the fact that access from the
"Labs" subnet is by default forbidden. It’s interesting to note that connectivity
exists between the "clients" and "server" subnets, but not between the "Labs"
and "servers" subnets. The malicious client moves laterally undetected by tak-
ing advantage of this connectivity to gain unauthorized access to the "servers"
subnet.
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Figure 4.1: Lateral Movement Scenario
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4.1.1 Conducting Network Discovery

The ürst step in the investigation involves using the Netdiscovery tool [24]
to carefully carry out a network reconnaissance. This crucial stage entails the
methodical scanning and mapping of the network architecture in order to de-
termine whether or not accessible systems exist and how they are organized.
Through this process, intricate details regarding the network’s topology, in-
cluding the distribution and interconnections of various nodes, are unveiled.
In the context of network security assessment, such thorough insights provide
the foundational knowledge necessary for later phases of the analysis, enabling
well-informed decision-making and strategic planning.

Figure 4.2: Network Discovery

4.1.2 Exploitation of Windows 7 using EternalBlue

A vulnerable Windows 7 system is replicated within the Client network.
The research incorporates metasploit’s ms17_010_eternalblue module, which
is speciücally made to exploit the Windows SMB vulnerability [19]. Through
the use of this exploit, remote code execution is enabled, allowing unauthorized
users to gain access to the target system. The purposeful selection of the Eternal-
Blue exploit highlights how common it is as an attack strategy used by attackers
in lateral movement situations.
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(a) Setting Parameters for Exploit

(b) Running Exploit

Figure 4.3: Eternal Blue Exploit
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4.1.3 Backdoor Creation with Undetectable Payload

In the aftermath of successful exploitation using the EternalBlue module, the
research progresses to establish a persistent backdoor within the compromised
Windows 7 system. The methodology involves the use of an undetectable pay-
load with a reverse TCP connection, delivered through the existing Meterpreter
session generated by the EternalBlue exploit.

The undetectable payload, meticulously crafted with the assistance of the
Veil framework, adds a layer of stealth to the penetration testing activities [7].
This payload is speciücally designed to evade traditional antivirus solutions,
reýecting the sophisticated techniques employed by attackers in real-world sce-
narios.

Figure 4.4: Payload Creation Using Veil Framework

Created payload is then delivered to the compromised system remotely
through meterpreter session and then executed. Upon successful execution,
the undetectable payload is seamlessly incorporated into the system services,
ensuring persistence even after system reboots as it is embedded with reverse
tcp connection to a desired IP address. This step is crucial in emulating the
tactics employed by attackers to establish enduring access within compromised
environments.
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(a) Uploading Payload to compromised system using Meterpreter Session

(b) Payload Successfully Delivered And Executed Remotely

Figure 4.5: Payload Delivery
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To maintain continuous access, a listener is strategically set up using Metas-
ploit modules. This listener is conügured to actively listen for the reverse TCP
connection, establishing a channel for communication whenever the compro-
mised system is brought online. The listener conüguration reýects the proactive
nature of this research, aiming to simulate the persistent presence an attacker
might establish within a compromised network.

4.1.4 Discovering Further Network

With the backdoor successfully in place within the compromised system
situated in the Clients network, the research proceeds to explore additional
segments of the network. The following methodologies are employed:

UDP Sweep Auxiliary Tool

To comprehensively assess the extent of the compromised system’s reach
within the network, the research employs the UDP Sweep auxiliary tool avail-
able in the Metasploit framework [19]. This tool aids in scanning and identifying
further network resources accessible from the compromised system, providing
valuable insights into the network topology beyond the initial point of compro-
mise.

Figure 4.6: UDP Sweep for Active Network Discovery

Autoroute Exploit

Following the discovery of additional network segments, the research inte-
grates the Autoroute exploit module within the Metasploit framework to stream-
line the process of augmenting routes to the Meterpreter session [19].In order
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to automate the creation of routes and enable simple lateral movement between
network segments, this strategic use of autoroute is employed.

By adding the autoroute exploit to the compromised system’s route, the
study simulates an attack scenario that is similar to actual attacks in which
the attacker actively explores and navigates various network segments. The
signiücance of automated routing in lateral movement scenarios is highlighted
by this crucial step in the methodology, which is reminiscent of the strategies
used by highly skilled adversaries who aim to move through compromised
environments with ease.

Figure 4.7: Adding Target to Route Path

4.1.5 Exploitation of Samba using usermap_script

In the pursuit of lateral movement within the network, the research extends
its focus to the exploitation of a Samba vulnerability using the usermap_script
module in Metasploit [19]. Samba user mappings on Linux systems can be
easily manipulated with the help of the usermap_script module in Metasploit.
It permits user interaction with Samba conügurations, including the addition
and modiücation of user mappings. When conducting security assessments or
penetration testing engagements, this module is especially helpful for evaluating
the security posture of Samba implementations.

Conversely, the unix/bind_netcat payload utilizes the Netcat utility to pro-
vide a Unix-based bind shell. This payload establishes a bind shell on the target
system, allowing the attacker to monitor incoming connections on a speciüed
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port. Upon connection, the attacker gains remote access to the system, enabling
them to execute various malicious actions and commands.

Figure 4.8: Conüguration and Execution Samba Exploit

When employed together in a targeted attack scenario, the usermap_script
module and the unix/bind_netcat payload form a potent combination for at-
tackers seeking persistent access and the ability to manipulate Samba conügura-
tions to their advantage. Initially, the attacker leverages the usermap_script
module to exploit vulnerabilities or misconügurations in the Samba server,
thereby manipulating user mappings. This may involve modifying existing
mappings to grant the attacker elevated privileges within the Samba environ-
ment. Subsequently, having successfully manipulated the Samba user map-
pings, the attacker deploys the unix/bind_netcat payload to establish a bind
shell on the compromised system using Netcat. This bind shell serves as a
foothold, allowing the attacker to listen for incoming connections on a speciüed
port. With an interactive shell session established, the attacker gains persistent
remote access to the target system.
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4.2 Defensive Measures

Lateral movement attacks were discussed in detail in the previous section,
along with their mechanisms and common tools and exploits used to carry them
out. Our attention is now focused on strengthening our defenses against these
concealed attacks, especially when they are carried out by insiders. Building
a complete barrier against lateral movement is our goal. This section focuses
on a thorough examination of defensive tactics designed to impede insider-
initiated lateral movement attacks. We traverse the same EVN landscape that
wasăexploited through an analytical lens, but this time we are determined to
strengthen its defenses and thwart any attempts at unauthorized lateral traversal.

4.2.1 Micro Segmentation

Sophisticated approach to segmentation that breaks down traditional bound-
aries, microsegmentation represents a paradigm shift in network security. Mi-
crosegmentation creates virtual fortresses within the digital sphere by dividing
the network into smaller, discrete segments, each with its own distinct security
controls.

Granular Segmentation

This granular strategy guarantees that, even in the case of a breach, attackers’
ability to move laterally is severely limited because they run into strong obstacles
at every turn. In our existing EVN, ürewall divides the complete LAN network
into 5 segments. However, to enhance our security posture, we embrace a
granular approach by further subdividing each segment into subsegments down
to the lowest level.

In servers segment where there are two distinct servers, we create separate
networks for each server, assigning them to diûerent subnets. This deliberate
segmentation serves as a crucial safeguard, eûectively restricting lateral move-
ment in the event of one server being compromised. Similarly in client network,
this subnet contains 2 systems which will be kept in diûerent subnets.

Given that a ürewall can only support a certain number of terminals, the
growth of subnets requires the use of VLANs (Virtual Local Area Networks).
Furthermore, we guarantee integrity preservation by combining VLANs with
related rules and features into cohesive VLAN groups as we break down current
network architectures to apply granular segmentation. This strategy preserves
continuity with the prior network architecture while streamlining management
and enabling strong policy enforcement.
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Figure 4.9: Micro Segmented Network

Figure 4.10: Firewall Conüguration for Micro Segmentation and SNORT

31



4.2. DEFENSIVE MEASURES

IDPS Implementation

In order to protect the integrity and security of every single Virtual Local Area
Network (VLAN) or subnet in our network infrastructure, we use a full range of
defensive techniques, primarily focused on the careful application of Intrusion
Detection and Prevention System (IDPS) protocols, particularly using SNORT.
These rules aren’t just a set of üxed instructions; instead, they are constantly
being updated and dynamically created to meet changing threats and perfectly
match the general operating principles of our network architecture.

Each SNORT rule is carefully crafted and adjusted to accommodate a broad
range of potential threat scenarios, utilizing multiple attack vectors and taking
advantage of vulnerabilities. These regulations are proactive in that they antici-
pate possible malicious activity in addition to acting as a barrier against known
exploits, strengthening our network against known and unknown threats.

We have implemented SNORT rules that are speciücally tailored to address
use case scenarios relevant to our operational environment, and we have strate-
gically prioritized them within this framework. Particular attention is paid
to vulnerabilities that seriously jeopardize network integrity, such as the well-
known EternalBlue exploit and SAMBA vulnerabilities.

When any potentially malicious activity starts, our system is ready to auto-
matically carry out pre-planned countermeasures. Our system has an integrated
ALERT function that allows for real-time monitoring and response. This func-
tion allows for the prompt notiücation and analysis of any suspicious activity
detected by SNORT. We can quickly detect, isolate, and address security threats
thanks to this üne-grained level of oversight, which strengthens the robustness
and resilience of our network infrastructure against hostile acts.

Figure 4.11: SNORT Interfaces
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Figure 4.12: SNORT Alerts

Figure 4.13: Wire Shark Packet Capture During Exploit
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4.2.2 SIEM Integration

Our systems are all integrated into SPLUNK SIEM to improve our network
security posture. Within our network infrastructure, this integration acts as
a central location for gathering, coordinating, and evaluating security-related
data from multiple sources. Through the integration of logs and events from
various systems, including servers, ürewalls, and intrusion detection systems,
the SPLUNK oûers a comprehensive perspective of the security landscape of
our network.

Key beneüts of integration are:

1. Log Aggregation: Across our network infrastructure, Splunk acts as the
central repository for combining logs and events from various sources.
This comprises logs from a range of security apparatuses, including servers,
ürewalls, intrusion detection systems (IDS), and applications. Data is
gathered from these sources by Splunk’s universal forwarders and Splunk
stream which is thenăforwarded to the Splunk indexer for indexing and
storage.

2. Field Extractions and Parsing: Splunk automatically parses incoming log
data and extracts üelds using regular expressions or predeüned patterns.
However, we might have to specify unique üeld extractions and conügu-
rations suited to the particular log formats and data sources in our envi-
ronment in order to guarantee accurate üeld extractions and parsing. This
entails modifying conüguration üles like props.conf and transforms.conf
or developing üeld extraction rules using Splunk’s Field Extraction Tool
as shown in ügure 4.14

3. Creating Dashboards: Splunk oûers an eûective visualization platform
for creating dynamic dashboards that show real-time data and network
security-related key performance indicators (KPIs). Analysts can create
customized dashboards with real-time log data visualization by adding
panels, charts, graphs, and tables using Splunk’s dashboard editor. Ad-
ditionally, Splunk provides a library of ready-made dashboard templates
and visualizations that can be altered to meet our unique needs.

We can improve the eþciency of our incident response processes, enable
proactive threat detection and response, and aggregate, correlate, and analyze
security-related data in real-time by utilizing Splunk. Furthermore, we can
eûectively communicate security ündings to key stakeholders and extract ac-
tionable insights from our data by using Splunk’s visualization and reporting
capabilities.
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Figure 4.14: SPLUNK Field Extraction

Figure 4.15: SPLUNK Dashboard for Network Traþc Analysis
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4.2.3 ML Model Implementation

This subsection will focus on creation of machine learning model process
to predict the lateral movement attack. Idea of improving the security posture
against internal threat is the aim through out the thesis, and this step will act as
a force multiplier. Process of ingesting machine learning model into the SIEM
comes inherently from the SIEM itself as it oûers a wide range of tools and ad
ons for the user requirement. Process of implementation is as follows.

Creation of Dataset

Creation of data set was indeed the most time taking and tough task. Pri-
marily two sources were used in order to get a good data set.

1. Own virtual network was used to conduct multiple attacks repeatedly and
diûerent system üles of compromised system were accessed. Moreover
lateral movement was conducted on diûerent IP addresses and systems.
The compromised system were restricted so that they are not communi-
cating with any other sources but just the attacker. This helped in getting
the traþc while the systems were controlled by the attacker.

2. To augment the database an open source database was collected. LMD[26]
incorporates normal and malicious traþc logs originated from the execu-
tion of nine state-of-the-art Lateral Movement techniques, including four
variants of the so-called Exploitation of Remote Services LM methodology
and üve equivalents credential exploitation techniques. Major exploits
which were addressed in this data set were following:

• ms17-010 CVE-2017-0148 (EoRS)

• EternalBlue CVE-2017-0144 EoRS

• Bluekeep CVE-2019-0708 EoRS

• WannaCry CVE-2017-0143, CVE-2017-0145, CVE-2017-0146 EoRS

• Mimikatz (EoHT) CVE-2021-36934 EoHT

• LaZagne Project CVE-2021-40444 EoHT

• Log4Shell CVE-2020-1472, CVE-2021-44228 EoRS

• Follina CVE-2022-30190 EoRS

• Windows Spooler Privilege Escalation CVE-2022-29104 EoRS

• SMBGhost CVE-2020-0796 EoRS

• SMBleed CVE-2020-1206 EoRS

• Zerologon CVE-2020-1472 EoRS
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Pre-Processing Dataset

The right data preparation is essential before constructing a model to identify
lateral movement in network traþc data. This entails analyzing the dataset to
ünd any anomalous or missing values. Since dataset is compiled from various
sources, it’s critical to make sure that everything lines up. Next is extraction of
the pertinent information from the network traþc data, such as the protocols
being used, the origin and destination of the traþc, and other pertinent details.
Major columns we ended up ünalsing were:

• Source and Destination: Identifying the source and destination IP ad-
dresses helped in pinpointing the origin and destination of network traþc,
crucial for detecting suspicious activities.

• Protocol: Analyzing the protocol used in network communications, such
as TCP, UDP, or SMB, provided insights into the nature of traþc and
potential attack vectors.

• Length: The length of packets or data payloads transmitted over the net-
work was examined to detect anomalies or unusually large data transfers.

• Info: The information üeld contained descriptive details about network
events, aiding in understanding the nature of traþc and identifying po-
tential threats.

• Destination Port and Source Port: Examining the destination and source
ports provided valuable information about the speciüc services or ap-
plications involved in network communications, helping in identifying
potentially malicious activities.

After identiücation of concerned columns data was needed to be labelled.
Identiücation of those packets used for attacks were to be labelled based on their
IP address, protocols used, and ports. After labelling based on ülters applied
a column of attack was added to the dataset depicting the yes or no value as
shown in ügure.
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Figure 4.16: Labelling Dataset

Figure 4.17: Number of Events after Labelling
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Selection of Model - Linear Regression

selection of an appropriate machine learning model for network traþc anal-
ysis is a critical decision that impacts the eûectiveness and eþciency of threat
detection eûorts. Various factors need to be considered when choosing a model
including

• Feature Representation: Choose features that eûectively capture the char-
acteristics of network traþc related to attacks, such as source and destina-
tion IP addresses, protocol types, packet sizes, timestamps, and behavior
patterns. Feature selection plays a crucial role in model performance.

• Class Imbalance: Address class imbalance in the dataset, as network traþc
data often contains a large number of non-attack instances compared to
attack instances. Techniques such as oversampling, undersampling, or
using appropriate evaluation metrics can help mitigate this issue.

• Real-time Analysis: For real-time analysis, prioritize models that can
make predictions quickly and eþciently without compromising accuracy.
Streaming algorithms or lightweight models may be suitable for real-time
deployment.

Based on the above factors, best model oûered by SPLUNK was logistic
regression. Logistic regression [29] is a supervised machine learning algorithm
that accomplishes binary classiücation tasks by predicting the probability of an
outcome, event, or observation. The model delivers a binary or dichotomous
outcome limited to two possible outcomes: yes/no, 0/1, or true/false.

Classiüers in SPLUNK use K-fold cross validation. In the k-fold[30], the
training set is randomly partitioned into k equal-sized subsamples. Then, each
sub-sample takes a turn at becoming the validation (test) set, predicted by the
other k-1 training sets. Each sample is used exactly once in the validation set,
and the variance of the resulting estimate is reduced as k is increased.

Model Implementation and Results

SPLUNK provides a very user interactive and easy to use interface for im-
plementing machine learning algorithms. GUI provides all the options with
ways and means to customise the implementation. Figures below show the
implementation and results of the model.

The following results are crucial indicators of the performance and eûective-
ness of the model in detecting lateral movement:

• Precision (0.87): Precision represents the proportion of true positive pre-
dictions among all positive predictions made by the model. In the context
of lateral movement detection, a precision of 0.87 indicates that when the
model predicts lateral movement, it is correct about 87% of the time. High
precision is important as it helps minimize false alarms and ensures that
the identiüed cases of lateral movement are accurate.
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Figure 4.18: K-Fold Process

Figure 4.19: Parameters for ML Model
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Figure 4.20: ML Model Results

• Recall (0.79): Recall, also known as sensitivity, measures the proportion of
true positive predictions among all actual positive instances in the dataset.
A recall of 0.79 suggests that the model correctly identiües 79% of all
instances of lateral movement present in the dataset. High recall is crucial
in detecting as many instances of lateral movement as possible to minimize
the risk of undetected threats.

• Accuracy (0.80): Accuracy represents the overall correctness of the model’s
predictions and is calculated as the ratio of correctly predicted instances
to the total number of instances in the dataset. An accuracy of 0.80 indi-
cates that the model correctly classiües 80% of all instances, regardless of
whether they are positive or negative. While accuracy is important, it may
not be the sole metric to rely on, especially in imbalanced datasets where
the classes are unevenly distributed.

• F1 Score (0.79): The F1 score is the harmonic mean of precision and recall
and provides a balanced measure of the model’s performance. A higher
F1 score (0.79 in this case) indicates a better balance between precision and
recall. It is particularly useful in situations where there is an imbalance
between the classes or when both false positives and false negatives are
equally important.

The confusion matrix provides a detailed breakdown of the model’s predic-
tions, showing the number of true positives, false positives, true negatives, and
false negatives. It helps in understanding where the model is making errors
and which classes are being misclassiüed. By analyzing the confusion matrix,
insights can be gained into areas for model improvement, such as reducing false
positives or false negatives.
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5
Conclusions and Future Works

In this thesis, we embarked on an exploration of lateral movement theory
and its ramiücations within contemporary cybersecurity frameworks. Drawing
upon the foundational principles of the Zero Trust Architecture (ZTA), which
advocates for a paradigm shift towards "never trust, always verify," we meticu-
lously examined previous research endeavors to trace the evolutionary trajectory
of lateral movement detection and prevention strategies.

Our investigative journey culminated in a practical demonstration of an in-
sider lateral movement attack, shedding light on the inherent vulnerabilities
present within organizational networks. Leveraging this newfound understand-
ing, we proposed a multifaceted approach to preempt and mitigate such attacks.
Central to our defense strategy is the concept of microsegmentation, a network
security model that partitions an organization’s network into smaller, more man-
ageable segments, thereby reducing the attack surface and limiting the lateral
movement of threats.

In addition to microsegmentation, our defense arsenal incorporates the de-
ployment of SNORT Intrusion Detection and Prevention System (IDPS) for real-
time threat detection and response, as well as the implementation of SPLUNK
Security Information and Event Management (SIEM) analysis for comprehensive
log management and correlation.

Recognizing the dynamic nature of cyber threats, we further augmented our
defense posture with machine learning (ML) techniques. By developing and
deploying an ML model trained on network traþc data, we aimed to enhance the
eþcacy of our defense mechanisms in detecting and thwarting lateral movement
attempts.

Our comprehensive approach integrates proactive measures, reactive mech-
anisms, and predictive analytics to fortify organizational defenses against lateral
movement threats. However, the eûective implementation of such measures ne-
cessitates careful consideration of available solutions from various vendors, each
oûering unique capabilities tailored to speciüc cybersecurity requirements.
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Below is a table[23] summarizing diûerent vendors and their solutions mak-
ing us realise how big the security matrix is and paves path for future work:

Features Acronis Bitdefender F-Secure Kaspersky

Product Acronis
Cyber
Protect

Bitdefender
Gravity-
Zone

F-Secure
Protection
Service for
Business

Integrated
Endpoint
Security

Threat and Malware Protection Features

AI-Based
Threat De-
tection

Yes Yes Yes Yes

Behavioral
Analysis

Yes Yes Yes Yes

ML Based Pro-
tection

Yes Yes Yes Yes

URL Filtering Yes No Yes Yes

NGFW No No Yes Yes

MFA Yes Yes Yes Yes

Other Protection Features

Forensics
Backup

Yes No No No

Real-Time
Threat Defence

Yes No Yes No

Table 5.1: Comparison of Features

44



CHAPTER 5. CONCLUSIONS AND FUTURE WORKS

5.1 Future Work

In this section, we outline potential avenues for future research and devel-
opment to further enhance the detection and prevention of lateral movement
attacks.

Expanding Case Scenarios

One avenue for future work involves expanding the scope of case scenarios
for lateral movement attacks. This can be achieved through the collection and
analysis of real-world incident data, simulations, and collaboration with indus-
try partners. By gathering diverse case scenarios across diûerent systems and
environments, researchers can gain a deeper understanding of the tactics, tech-
niques, and procedures (TTPs) employed by attackers during lateral movement.

Automation of Countermeasures

Another area for future research is the automation of countermeasures
against lateral movement attacks. This entails developing and implementing
scripts or tools to automatically respond to detected threats. Automation can
streamline incident response processes by enabling rapid isolation of compro-
mised systems, blocking malicious traþc, and deploying patches or updates to
vulnerable systems. By automating these countermeasures, organizations can
reduce response times and mitigate the impact of lateral movement attacks.

Implementing Multi-Factor Authentication (MFA)

Integrating Multi-Factor Authentication (MFA) mechanisms into end devices
and network access points is another promising avenue for future work. MFA
adds an extra layer of authentication beyond traditional username and password,
reducing the risk of unauthorized access and credential-based attacks. By im-
plementing MFA, organizations can strengthen authentication mechanisms and
enhance overall security posture, thereby mitigating the risk of lateral movement
attacks.

Utilizing User Behavior Analytics (UBA)

Leveraging User Behavior Analytics (UBA) tools and techniques is crucial
for user-centric analysis and anomaly detection. UBA enables organizations
to detect suspicious behaviors and activities based on user actions, deviations
from baseline behavior, and contextual information. By utilizing UBA, organiza-
tions can proactively identify and mitigate insider threats, unauthorized access
attempts, and other malicious activities that may facilitate lateral movement.
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