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Abstract

Online social networks (OSNs) are essential for modern communication, enabling users
to connect, share content, access news, and engage with trending topics. However, the
proliferation of fake accounts on these platforms raises concerns about misinformation,
fraud, and malicious activities. While prior research has extensively explored fake ac-
count detection on platforms like Twitter, Facebook, and Instagram using supervised and
semi-supervised machine learning techniques, TikTok remains underexplored. This study
bridges this gap by adapting a semi-supervised self-training framework, originally devel-
oped for Twitter, to detect fake accounts on TikTok, using its unique feature set and eval-
uating performance with metrics such as AUC, Recall, and G-Mean. We use a labeled
dataset of 1,699 TikTok accounts (758 fake, 941 real) sourced from GitHub, enriched with
features extracted via the TikTok API and Apify.com. Robust preprocessing, including Z-
Score and Min-Max normalization, ensures consistent feature scaling, while resampling
techniques like Synthetic Minority Oversampling Technique (SMOTE) and Cluster-Based
Undersampling Technique (CBUTE) address class imbalance to enhance model perfor-
mance. The proposed Self-Training Semi-Supervised Resampling (SSSTR) framework,
tested with six classifiers including Random Forest, CART, Gradient Boosting, AdaBoost,
K-Nearest Neighbor, and Naive Bayes, demonstrates strong results. Among the classifiers
evaluated, Random Forest consistently performed best when paired with Z-Score normal-
ization and a carefully selected set of features. CART and Gradient Boosting also yielded
strong outcomes under similar conditions. A reduced feature set containing only four
attributes maintained competitive performance, showing that efficient detection is possi-
ble even with a compact model. Using SMOTE to balance class distribution improved
performance across classifiers, particularly compared to CBUTE. By integrating resam-
pling within the self-training process and analyzing feature subsets, this research provides
novel insights into fake account detection on TikTok. The methodology and findings offer
a foundation for future studies on TikTok feature extraction and platform security.
Keywords: Fake accounts, social media, TikTok, machine learning, semi-supervised
learning
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Introduction

In this chapter we outline the main focus of the research and the steps taken throughout
the study. It discusses the interests that motivated the research, which helped formu-
late research questions and objectives. The chapter also addresses the importance
of the research, emphasizing its significance both in academic contexts and practical
applications. Finally, it shows how the research is organized and explains how each

chapter helps to build the main argument and reach the research goals.

1.1 Motivation

In today’s digital age, online social networks (OSNs) have become an integral part of
society, connecting individuals across the globe. As shown in FIGURE 1.1, platforms
such as Facebook, Instagram, TikTok, and Twitter have experienced rapid growth in recent

years, fundamentally transforming how we interact and maintain social connections|[3].
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Facebook 3,064
YouTube 2,504

Instagram 2,000
WhatsApp 2,000
TikTok

WeChat

Facebook Messenger
Telegram

Snapchat

Douyin

Kuaishou

X/Twitter

Weibo

QQ

Pinterest

Figure 1.1: Most popular social networks worldwide, by number of monthly active users(in millions)-April
2024[1]

These platforms make it easy to meet new people, stay in touch with friends, and keep
up with their updates[4]. However, this rapid expansion has also given rise to serious
issues, such as fake profiles and online impersonation[5]. As OSNs continue to grow
and accumulate personal data, they have become attractive targets for malicious activities.
Attackers exploit these platforms to steal sensitive information, spread misinformation,
and carry out fraudulent schemes[6]. A common tactic involves using fake profiles to
initiate unsolicited connections, which can escalate into manipulative interactions and fi-
nancial scams under false pretenses[7]. Unfortunately, effective solutions to counter fake
accounts remain limited. Traditional rule-based detection systems are too rigid and of-
ten fail to adapt to new fraud tactics. For example, fraudsters now create Al-generated
deepfake profiles on platforms like LinkedIn to impersonate real users and deceive oth-

ers, making detection more challenging [8]. Crowdsourced [9][10] reporting is another
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approach, defined as gathering user reports to identify suspicious activities. However, it
is often slow because it depends on manual user participation. For example, users need to
take the initiative to report issues, which may not happen promptly. Moreover, it is prone
to biases, since reports may reflect subjective opinions rather than objective facts. For in-
stance, a user might label content as harmful simply because it contradicts their personal
beliefs. As a result, the identification of fake accounts is delayed, emphasizing the need
for more adaptive and automated detection techniques.

Several machine learning techniques have been developed to detect fake accounts in OSNss,
such as Support Vector Machines (SVM) [11], Random Forest (RF) [12], k-Nearest Neigh-
bors (KNN) [13], and Decision Trees (DT) [14]. These methods leverage content features
(e.g., URLs in tweets), behavioral features (e.g., clickstreams, likes, photo uploads), and
social graph features (e.g., friendship graphs, follower—following graphs) generated by
fake accounts. While several studies have addressed fake account detection on platforms
such as Facebook, Twitter, and Instagram, research on TikTok remains limited, partly due
to its recent emergence and challenges in accessing user data [15][16]. Given its rapid
growth, unique features, and the popularity of its short-form video content, we chose Tik-
Tok as the focus of our study. Unlike other platforms, TikTok’s short video format offers
distinctive user behaviors and engagement patterns, making it an interesting environment
to apply machine learning algorithms for fake account detection [15][16]. According to
recent data, TikTok has emerged as one of the world’s most popular applications, more
than 1.5 billion monthly active users[1]. TikTok’s widespread popularity can be attributed
to its engaging content across various topics, including dance trends, comedy skits, and
DIY (Do It Yourself) tutorials [17]. A key factor in TikTok’s success is its sophisticated
recommendation system, known as the "For You Page” (FYP) algorithm, which person-
alizes content to maintain user engagement while efficiently incorporating music and e-
commerce features [18].

In this research, we aim to detect fake accounts within an unlabeled dataset collected from
the followers of 10 Dutch influencers using the TikTok API [19] and Apify platform [20],
using a labeled dataset from GitHub [21] and a semi-supervised self-training method that
has previously been applied to Twitter [2], adapted here for TikTok.

The research explores the effectiveness of semi-supervised learning in environments where
labeled data is scarce, examines the impact of different feature selection techniques on
classification performance, and addresses class imbalance challenges through resampling

strategies. This research addresses the challenge of identifying fake accounts on TikTok,



where studies remain limited, by utilizing both labeled and unlabeled data. It aims to
contribute to academic knowledge and offer practical insights that could support future
efforts to enhance platform security and foster user trust in the growing social media envi-
ronment. To achieve these objectives, appropriate classification metrics are essential for
evaluating the performance of fake account detection models, particularly when dealing
with imbalanced datasets [22]. Metrics such as recall, F1-score, G-Mean, and AUC pro-
vide a more comprehensive and reliable assessment compared to accuracy alone, which
can be misleading in highly skewed class distributions [23].

In imbalanced datasets, models often become biased toward the majority class, resulting
in poor detection performance for minority classes such as fake accounts [22]. There-
fore, the application of data balancing techniques is necessary to ensure that models treat
both classes appropriately. Similarly, feature scaling is important when working with fea-
tures that have large variations in numerical range, such as follower count or number of
likes. Without appropriate scaling, algorithms sensitive to feature magnitudes, including
k-Nearest Neighbors (KNN) and Support Vector Machines (SVM), may perform subop-
timally [24]. Addressing these challenges is critical for building robust detection models

and lays the foundation for the formulation of the research questions in this research.

1.2 Research Questions

This study investigates the detection of fake accounts on TikTok using a self-training semi-
supervised machine learning algorithm. To guide the research process and structure the
analysis, we define the following research questions (RQs):

RQ1. What are the most effective features for distinguishing fake TikTok accounts from
real ones, and how do their interactions influence the accuracy of fake account detection?

RQ2. How can machine learning be applied to detect fake accounts on TikTok with both

labeled and unlabeled datasets?
To better address this research question, we divide it into three subquestions that explore

model selection, performance interpretation, and limitations:

* RQ2.1 Which machine learning algorithm is implemented in this study, and why
was it selected for use in a semi-supervised learning context?

* RQ2.2 How can the performance of this algorithm be evaluated using standard
classification metrics such as accuracy, recall, F1-score, G-Mean, and AUC, given
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the limited availability of labeled data?

* RQ2.3 What are the main challenges and limitations of applying a semi-supervised
machine learning algorithm in practical?

RQ3. What strategies or improvements, such as data balancing and feature scaling,
can be implemented to enhance fake account detection on TikTok?

The first research question is addressed in Section 2.4, which outlines the feature se-
lection process, and is further explored in Section 3.3, where TikTok-specific features
are identified and evaluated. The second research question, along with its sub-questions
(RQ2.1, RQ2.2, and RQ2.3), is discussed extensively throughout the research. Chapter 2
introduces the theoretical background and justifies the use of a semi-supervised learning
approach. More specifically, Section 2.7 presents the self-training algorithm with resam-
pling, while Section 3.1 explains the implementation details of the proposed method. The
results and evaluation related to these questions are analyzed in Section 4.2, where the
performance of different classifiers, normalization techniques, and sampling methods is
assessed. The third research question is primarily explored in Chapter 2, where various
strategies such as normalization, resampling techniques (SMOTE and CBUTE), and fea-
ture selection methods are introduced to enhance the performance of fake account detec-

tion models.

1.3 Outline and Summary

The main contributions of the research are summarized as follows, providing a foundation

for the structure of the remaining chapters:

* Review of Existing Fake Account Detection Techniques: Chapter:chapter2 pro-
vides a comprehensive review of fake account detection approaches across major
social media platforms, including Facebook, Twitter, and Instagram. It discusses
the machine learning algorithms commonly employed for such classification tasks
and presents the theoretical foundation for adopting semi-supervised learning in
contexts where both labeled and unlabeled data are available.

* Data Preprocessing and Feature Selection Algorithm: Chapter 2 further outlines
the significance of data preprocessing, including the application of Min-Max and
Z-Score normalization techniques. To address the issue of class imbalance, Syn-
thetic Minority Oversampling Technique (SMOTE) and Cluster-Based Undersam-
pling Technique (CBUTE) are employed. The chapter also introduces the Recursive
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Feature Elimination method with a Support Vector Machine classifier (RFE-SVM),
which is further enhanced by integrating a Bit-Flip-based local search strategy to
optimize feature subset selection.

Proposed Semi-Supervised Learning Framework: Chapter 3 presents the pro-
posed Self-Training Semi-Supervised Resampling (SSSTR) framework, which com-
bines labeled and unlabeled data for the detection of fake accounts on TikTok. This
chapter also details the data collection methodology and elaborates on the selected
feature set specific to the TikTok.

Evaluation and Experimental Analysis: Chapter 4 reports on the experimental
results obtained from applying the proposed framework. A series of evaluations are
conducted using multiple classifiers. Performance is assessed using standard met-
rics such as Accuracy, Recall, G-Mean, AUC, and F1-Score. The chapter presents
a comparative analysis through figures and tables to validate the effectiveness of
the approach.

Discussion and Conclusion: Chapter 4 and Chapter 5 discuss the interpretation
of experimental results in the context of the research questions. They reflect on the
strengths and limitations of the proposed SSSTR framework and suggest directions
for future research to improve fake account detection methods on Tik Tok and similar
platforms.



Background and Related Work

This chapter discusses the background knowledge and related work relevant to fake
account detection using machine learning techniques. It reviews algorithms applied
across platforms such as Facebook, Twitter, Instagram, and TikTok, and introduces
key machine learning methods used for fake account detection. Semi-supervised learn-
ing approaches for limited labeled data are reviewed, along with preprocessing meth-
ods such as Z-Score and Min-Max normalization, resampling techniques like SMOTE
and CBUTE, and feature selection strategies including RFE-SVM. The chapter also
describes the evaluation metrics used to assess classifier performance, such as Accu-
racy, Recall, G-Mean, AUC, and F1-Score. Finally, the self-training algorithm and
classifiers implemented in this study, including CART, KNN, Naive Bayes, Gradient

Boosting, AdaBoost, and Random Forest, are introduced.

2.1 Machine Learning Algorithms

Machine learning provides the foundation for many classification tasks, including fake
account detection on social media platforms. It enables systems to learn from data pat-
terns and improve decision-making without explicit programming. The effectiveness of
a machine learning model largely depends on the type of learning strategy it employs and

the quality of the available data. Machine learning techniques can be broadly categorized
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into three types: supervised, unsupervised, and semi-supervised learning [25]. Each type
serves a different purpose depending on the availability of labeled data and the complexity

of the classification problem.

* Supervised learning is a machine learning approach where models are trained on
datasets consisting of input-output pairs, using known labels to learn the mapping
between features and their corresponding target classes [26]. For example, Kondeti
et al. [14] used supervised classifiers such as Support Vector Machines (SVM),
Random Forests (RF), and Logistic Regression (LR) to distinguish between fake
and genuine Twitter accounts. They trained their models on user-level features like

follower count, status count, and language code, achieving a maximum accuracy of
98%.

* Unsupervised learning refers to methods that analyze unlabeled data to uncover
hidden patterns, groupings, or structures within the dataset [27]. As an example,
Zouzou et al. [28] applied an unsupervised clustering method to detect fake fol-
lowers by examining behavioral patterns, such as users’ positions in the follower
graph, follow-back ratios, and timing of follow actions. Their approach effectively
identified coordinated fake-follower campaigns without requiring labeled data.

* Semi-supervised learning is a hybrid approach that leverages a labeled data along
with unlabeled data to build predictive models [29]. Predictive models are machine
learning algorithms that learn patterns from labeled data and make predictions on
new or unseen instances, such as classifying accounts as fake or real. For example,
Zeng et al. [2] proposed a semi-supervised self-training framework for detecting
bot accounts on Twitter. Their method began with a labeled dataset and iteratively
expanded it by adding the most confidently predicted unlabeled instances, which
significantly improved the overall classification performance.

As shown in Figure 2.1, supervised learning uses only labeled data, unsupervised learn-
ing relies entirely on unlabeled data, and semi-supervised learning strikes a balance be-
tween the two. In this research, we adopt a feature-based method to detect fake accounts [ 13,
2]. Rather than analyzing network connections or content, our approach focuses on account-
based features available from the TikTok platform, which include follower count, follow-
ing count, number of posted videos, and profile-related information, as detailed in Sec-
tion 2.4.1. We assume that fake accounts tend to show different behavioural patterns than
real users. By identifying these differences through selected features, we train a classifi-
cation model to distinguish between genuine and fraudulent accounts. The next section

reviews earlier studies that support this approach.
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ONOm0
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Figure 2.1: Supervised vs unsupervised vs semi-supervised machine learning

2.2 Rationale for Semi-Supervised Learning

There are various methods for semi-supervised learning (SSL), with some of the most
notable being self-training[30], co-training[31], graph-based approaches[32], and semi-
supervised support vector machines(S3VMs)[33]. These methods can effectively use a
small amount of labeled data (typically around 5% to 10% of the total data) together with
a large amount of unlabeled data to build accurate models. Self-training and co-training
have been widely applied in tasks such as text classification and web mining [34], while
graph-based methods and Semi-supervised support vector machines (S3VMs) are par-
ticularly useful when the structure of the data can support better learning [35]. S3VMs
enhance classification by refining the decision boundary using both labeled and unlabeled
data[35].

The self-training method, in particular, offers greater flexibility than other SSL techniques
because it does not require specific assumptions and relies solely on self-predicted in-
stances for learning. Self-training can be viewed as a self-guided algorithm[36], where

the classifier is initially trained on a labeled dataset L to predict labels for an unlabeled
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set U. The most reliable instances and their predicted labels are then added to L, and the
classifier is retrained with the updated set. This process repeats until a predefined stop-
ping condition is satisfied. The iterative expansion of L draws from the instance selection
methodology, as instances with more accurate structural information tend to enhance clas-
sifier performance[37]. As a result, self-training is an effective way to improve classifier
accuracy and address the challenge of labeling training instances[38].

A study on semi-supervised learning for fake account detection[13] addressed the chal-
lenge of limited labeled data by introducing a framework that integrates both labeled
and unlabeled datasets to improve model performance. The SSL framework defines a
labeled instance set L = {(/;,y;)}, where y; € {w;, w,, ..., »}, and an unlabeled instance
set U = {uy,uy,...,u,,}, where m > n. By combining L and U into a single training
set, SSL leverages information from unlabeled instances to enhance model robustness.
This study[13] proposed an enhanced graph-based semi-supervised learning algorithm
(EGLSA) to detect fake users on Twitter. The results demonstrated that EGLSA achieved
an impressive accuracy of 90.3%, significantly outperforming traditional methods such as
k-Nearest Neighbors (KNN, 63.0%), Support Vector Machines (SVM, 63.2%), and Deci-
sion Trees (63.1%). For clarity, k-NN classifies data points based on the majority class of
their closest neighbors[39], SVM finds the optimal boundary to separate classes by maxi-
mizing the margin[40], and Decision Trees split data into branches based on feature values
to make decisions [41]. These findings underscore the effectiveness of semi-supervised
learning in addressing data imbalance and improving fake user detection in large-scale
social networks.

Knauth et al. [42] proposed a self-training framework for detecting crowdturfing accounts
on Instagram. Crowdturfing refers to the practice of using coordinated groups of real
users, often paid or incentivized, to artificially boost engagement metrics such as likes,
follows, and comments. The method starts with a small set of labeled accounts purchased
from crowdturfing service providers and uses logistic regression to iteratively add high-
confidence pseudo-labeled instances from the unlabeled set. This iterative process contin-
ues until a convergence condition is met. Their approach, using only 1-9% labeled data,
demonstrated the effectiveness of self-training in detecting coordinated fake engagement

behavior in social media environments.
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2.3 Data Preprocessing

Data preprocessing is a fundamental step in machine learning workflows, aimed at trans-
forming raw data into a format suitable for model training and evaluation [43]. It ad-
dresses common challenges such as inconsistent feature scales, missing values, and class
imbalance, all of which can significantly impact the performance of machine learning
algorithms [44]. For instance, differences in feature scales can negatively affect distance-
based algorithms, such as K-Nearest Neighbors (KNN), which rely on calculating dis-
tances between data points and are sensitive to variations in feature magnitudes. Similarly,
optimization-based algorithms like Support Vector Machines (SVMs), which attempt to
find the optimal hyperplane that separates classes, can also be disrupted by inconsistent
feature scaling.

Additionally, class imbalance, where one class significantly outnumbers the other, can
bias classifiers toward the majority class, reducing their ability to correctly predict in-
stances from the minority class [45]. To mitigate these issues, this study employs normal-
ization to standardize feature scales and resampling to balance class distributions. The
following subsections provide an overview of the normalization and resampling methods
used, specifically Z-score and MinMax normalization, and Synthetic Minority Oversam-
pling Technique (SMOTE)[46] and Cluster-based undersampling techniques (CBUTE)[47].

2.3.1 Normalization Methods

In the data preprocessing stage, all non-numerical features, including textual and Boolean
variables, were converted into numerical representations to ensure compatibility with ma-
chine learning algorithms. This transformation allows categorical data to be used effec-
tively during model training and evaluation[48].

To make sure that all features contribute equally and to prevent bias from varying value
ranges, two normalization techniques were applied: Z Score normalization and Min Max
normalization[49]. These approaches scale the feature values to a common range or dis-
tribution, which is especially important for algorithms that are sensitive to the magnitude
of input values, such as Support Vector Machines and K Nearest Neighbors[50].

The mathematical formulas used for each method are as follows.

Z-Score Normalization: This method transforms each feature by subtracting the mean and

dividing by the standard deviation, standardizing the feature so that it has a mean of 0 and
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a standard deviation of 1. The mean and standard deviation are computed across all data

points in the feature, ensuring a consistent scale across the dataset. [51].

4)
where:

* X is the data point,
* u is the mean of the dataset,

¢ ¢ is the standard deviation of the dataset.

Example: Suppose the dataset contains the values 70, 80, 90, 100, and 110. The mean
1 = 90 and standard deviation ¢ = 15.
For a value X = 100: 100-90 10

Z = T = B = 067

This means the value is 0.67 standard deviations above the mean.

Min-Max Normalization: MinMax normalization linearly transforms each feature to a

specified range, typically [0, 1], by scaling the data based on its minimum and maximum

values. The transformation ensures that the minimum value maps to 0 and the maximum

to 1, preserving the relative distances between data points. [52].
X X - Xmin

scaled Xmax - Xmin

)

where:

* X is the data point,
* Xin is the minimum value in the dataset,

* Xax 1S the maximum value in the dataset.

Example: Using the same dataset (70, 80, 90, 100, 110), where X,;;, = 70 and X,,,,, = 110,
for X = 100:
100-70 30

Xscaled = 110 = 70 = E = 0.75

The value is now scaled to 0.75 in the range [0, 1].
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2.3.2 Resampling Methods

In machine learning, classification problems involve assigning input data to predefined
categories or classes[26]. Common examples include determining whether an email is
spam, recognizing handwritten digits, or diagnosing a medical condition based on patient
data. These problems often suffer from imbalanced class distributions, where one class
has significantly more instances than others[53].

Class imbalance can adversely affect the performance of many classifiers. For instance,
support vector machines may generate biased hyperplanes that favor the majority class[54],
decision trees often produce splits that prioritize the majority class, reducing sensitivity
to the minority class[55], and neural networks trained on imbalanced data may achieve
high overall accuracy while failing to correctly identify minority class instances[56]. A
typical example arises in medical diagnosis tasks, where data related to rare diseases is
often scarce. In such cases, models may perform well overall but poorly detect the minor-
ity class, leading to high false-negative rates and overlooked diagnoses[57].

To address this issue, we applied synthetic minority oversampling techniques (SMOTE)[46]
and cluster-based undersampling techniques (CBUTE)[58]. These methods address class
imbalance, where the majority class has far more instances than the minority class, by
boosting the minority class’s representation and reducing the majority class’s influence,

thus improving model performance [46, 59].

Synthetic minority oversampling technique(SMOTE)

SMOTE is a widely used resampling technique that generates synthetic examples for the
minority class to address class imbalance in machine learning datasets [46]. Synthetic
examples are artificially created data points formed by interpolating between a minority
class instance and its nearest neighbors, producing new samples that lie along the line
segments connecting these points in the feature space [60].

By generating more diverse examples of the minority class, this approach helps the model
build a clearer boundary between classes and reduces the chance of memorizing specific
training examples, which can harm performance on new data[46]. For example, in the
Twitter bot dataset by [61], SMOTE can generate synthetic fake accounts by interpolat-
ing features like high posting frequency and repetitive content, improving the classifier’s
ability to detect rare bot accounts.

The oversampling procedure[45] using SMOTE is outlined as follows[46]:

13



1. Let # be the set of all samples from the minority class.
2. For each sample p € ¥, compute its k nearest neighbors within ..

3. Randomly choose r < k neighbors (with replacement) for each sample p, where r
is determined based on the desired oversampling ratio.

4. For each selected neighbor /5, generate a new synthetic instance /., using the

following formula:
liew = [ +1and(0, 1) x |l — L]

where [ is the feature vector of the current sample p, [ is one of its neighbors, and
rand(0, 1) is a random number between O and 1.

5. Add the synthetic instances /,,, to the dataset, labeling them as minority class sam-
ples.

Cluster-based undersampling techniques(CBUTE)

CBUTE removes a subset of majority class instances to balance class distribution, but this
can result in significant information loss, particularly when the minority class is small.
To mitigate this, K-means clustering is employed to guide the undersampling process. K-
means is a widely used unsupervised learning algorithm that partitions data into k clusters
by minimizing the variance within each cluster[47]. It iteratively assigns each data point
to the nearest cluster centroid and updates the centroids based on the mean of the assigned
points.

This clustering approach helps preserve the representative structure of the majority class
while reducing its size. Its effectiveness in preserving diversity and reducing bias makes
it a suitable choice for undersampling in imbalanced classification tasks[58].

The undersampling procedure[45] using CBUTE is outlined as follows[47]:

1. Let Lmaj = {ly,1,,...,1,} denote the set of instances in the majority class, where p
is the total number of majority instances, and Ly, = {/y, 5, ..., [} denote the set of
instances in the minority class, where g is the total number of minority instances.
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. Then, randomly select g instances from Ly,,; to form the initial set of centroid vec-
tors p = {py, flo, ooy flg)-

. Initialize each cluster as empty:

Cluster, = @, t=1,2,...,q.

. For each instance [, € L, and for each centroid p,, compute the squared Eu-
clidean distance:

— 2
dpg =, = pgl3-
. Then, assign [, to the cluster corresponding to the centroid that minimizes d,,,; that
is, add [, to the appropriate cluster:

Cluster, = Cluster, U {/,}.

. Recalculate the centroid for each cluster by taking the mean of the instances as-

signed to that cluster:
1

Hq = |Cluster, | L

leCluster,

. Repeat steps 3 and 4 until the centroids converge (i.e., the centroid vector g no
longer changes).

. Finally, construct the undersampled training set by combining the final centroids
with the original minority class instances:

Lpew = U L.

In summary, addressing class imbalance is essential for improving the performance of

classification models, especially in domains where minority classes are underrepresented.

SMOTE and CBUTE provide effective solutions by either enriching the minority class

with synthetic examples or reducing the dominance of the majority class through repre-

sentative clustering. By incorporating both oversampling and undersampling strategies,

we aim to construct a more balanced dataset that supports better generalization and more

reliable classification, particularly in scenarios involving rare or subtle patterns such as

fake account detection.
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2.4 Feature Selection Algorithm

Feature selection is a process in machine learning that involves choosing the most relevant
characteristics, or features, of the data to use in building a model [44]. In fake account de-
tection, features are measurable details from user actions or profile info that help a model
spot real accounts from fake ones. For example, the average number of daily posts, how
old the account is, the follower-to-following ratio, or the timing of user activity [61]. The
goal of feature selection is to improve the model’s performance by focusing on the most
important features while removing those that are less useful, which can reduce complexity,
prevent the model from learning unnecessary patterns, and avoid issues like overfitting,
where the model learns irrelevant details and performs poorly on new data [44, 62].

In the context of detecting fake accounts on social networks, selecting appropriate fea-
tures is crucial, as each platform may exhibit unique behavioral patterns. For instance, a
high posting frequency might signal suspicious activity on Twitter, while limited profile
information could be a stronger indicator on Instagram [61].

Feature selection methods are generally categorized into three types: filter methods, em-
bedded methods, and wrapper methods [62]. Filter methods evaluate features indepen-
dently of the model, often by measuring how much each feature correlates with the out-
come, such as whether an account is fake or genuine [63]. Embedded methods combine
feature selection with the model training process, such as using algorithms that automat-
ically prioritize important features during training [64]. Wrapper methods test different
combinations of features by training a model and assessing its performance, selecting the
set that produces the best results. An example of this approach is Recursive Feature Elimi-
nation (RFE), which iteratively removes the least important features based on the model’s
performance [65]. By selecting the right features, models can better identify fake accounts

across various platforms.

2.4.1 Feature Comparison Across Platforms

In this section, we address RQ1 and provide a brief overview of features used on other
platforms, including Instagram, Facebook, and Twitter[66][67][68]. The discussion draws
on two key studies for each platform to illustrate the types of features employed and to
inform our feature selection for TikTok. These papers and their associated feature tables

are referenced to provide insight into effective features for distinguishing fake accounts
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from genuine ones, and we have adapted some of these features for our TikTok dataset.
By analyzing the approaches and features used in prior work, we aim to identify relevant

characteristics that can be applied or modified for TikTok’s unique environment.

A. Instagram

The researches [66][67] focus on detecting fake profiles on Instagram by applying various
machine learning techniques, including supervised learning, unsupervised clustering, and
hybrid ensemble methods. Both researches aimed to distinguish real accounts from fake
ones based on profile features.

To build datasets for detecting fake Instagram profiles, Mufioz and Pinto [66] and Ankle-
saria et al. [67] collected public Instagram data via automated web scraping, using custom
scripts or external platforms, with manual validation for accuracy. Mufioz and Pinto gath-
ered 936 real profiles from verified sources, such as official programming league pages,
and 150 fake profiles from forums, employing Python, Selenium, and the Google Vision
API. Anklesaria et al. collected 1,000 profiles (500 real, 500 fake), likely from public
figures and celebrities, using scraping tools.

Muiioz and Pinto [66] applied supervised models, unsupervised clustering, and hybrid en-
semble techniques, with Random Forest achieving the highest accuracy of 96%. For clar-
ity, Random Forest combines multiple decision trees to enhance accuracy [69], Support
Vector Machines (SVM) separate classes by finding an optimal boundary [40], K-Means
groups similar data points into clusters [70], and hybrid ensembles integrate multiple
models for improved performance [71]. They suggested that larger datasets could further
improve results.

Anklesaria et al. [67] split their dataset into 67% training and 33% testing, evaluating
several supervised classifiers. Random Forest led with 98% accuracy, outperforming Ad-
aBoost, Multi-Layer Perceptron (MLP), Artificial Neural Networks (ANN), and Stochas-
tic Gradient Descent (SGD). Briefly, AdaBoost weights misclassified data to boost per-
formance [72], MLP and ANN model complex patterns via layered node networks [73],
and SGD iteratively optimizes model parameters [74].

Both studies underscore the value of robust data collection and the superior performance
of Random Forest in identifying fake Instagram profiles, highlighting the potential of ma-
chine learning in social media analysis. The features extracted from Instagram profiles

in both studies are reported in Table 2.1, which lists the features used for fake account
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detection.
The three features listed below require further explanation, as two of them are also in-

cluded in the TikTok feature set used in this research.

» "Percentage Completed Profile” quantifies how complete a user’s profile is by as-
signing weighted percentages to elements such as profile picture, number of posts,
followers, bio, and language detection. A higher percentage indicates a more legitimate-
looking account.

* ”Nickname Contains Name” measures the similarity between the display name and
username using the Jaro distance formula. A higher similarity suggests that the
username is more likely to be genuine rather than randomly generated.
Specifically, the Jaro distance formula is used, as shown in equation (1):

0 ifm=0,
{ (D

% (ﬂ + 24 m") otherwise,
where:

— |s;| represents the length of the string s;,
— m is the number of matching characters, and

— t is half the number of transpositions.

* ”Nickname Complexity” evaluates the structure of a username by assigning scores
to character types (digits, uppercase letters, or others). The final score is adjusted
based on how closely the nickname resembles the display name, helping to distin-
guish between real and fake profiles.

The score is determined using a function f (x), adapted from the feature scoring
approach proposed by Muiioz et al. [66], where:

3, ifxisadigit (0-9),
f(x) =12, ifxisan uppercase letter (A-Z), (2)
1, if x is neither a digit nor an uppercase letter.
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The sum of these scores is first divided by the result of "Nickname contains name”.
This result is then divided again by the total number of characters in the username.
The final computation is represented by:

" f(x;)) /Nickname contains name
Nickname complexity = (Ziz1f0) / p : (3)

where n represents the total number of characters in the username.

Features from [66]

Features from [67]

location Profile Pic

followers Nums/Length Username
following Full Name Words

total publications Bio Length

first publication date External URL

last publication date Verified

publications per week Business

tagging publications Post

lang Followers

nickname complexity Following

nickname contains name

Last Post Recent

percentage completed profile

Post Single Day

user has photo

Index of Activity

private account

Average of Likes

profile photo person

photos similarity

photos similarity internet

B. Facebook

Table 2.1: Comparison of Instagram user features

Several studies have explore machine learning techniques for detecting fake accounts on
Facebook. Two notable works by Albayati and Altamimi [68] and Sallah et al. [75] ap-
plied distinct algorithms and datasets to tackle this challenge.

Albayati and Altamimi [68] analyzed a dataset of 982 Facebook profiles (781 real, 201
fake) using supervised and unsupervised learning models. Their supervised methods in-

cluded K-Nearest Neighbors, which classifies profiles based on their similarity to the clos-

est labeled examples [39]; Support Vector Machines, which separate classes by identify-

ing an optimal boundary [40]; and the ID3 Decision Tree, which builds rules by splitting



data based on information gain [41]. The ID3 algorithm achieved the highest accuracy,
reaching 97.76% in the first experiment and 97.66% in the second. In contrast, unsuper-
vised clustering methods, such as k-means and k-medoids, which group similar profiles
without labeled data [70], yielded lower accuracies between 66.41% and 68.08%.

Sallah et al. [75] evaluated seven supervised models on a dataset of 889 Facebook profiles.
These included Gradient Boosting, which builds sequential models to correct previous
errors [76]; XGBoost, an optimized gradient boosting method with regularization [77];
CatBoost, designed to handle categorical variables efficiently [78]; LightGBM, a fast gra-
dient boosting framework [79]; Random Forest, which aggregates predictions from multi-
ple decision trees [69]; AdaBoost, which improves accuracy by reweighting misclassified
examples [72]; and Extra Trees, which enhances generalization through randomized tree
construction [80]. CatBoost and Random Forest achieved the highest accuracy of 99.52%.
To optimize efficiency, Sallah et al. applied NSGA-II, a genetic algorithm that selects key
features by balancing accuracy and model simplicity [81], reducing features by 70% while
maintaining high performance.

Both studies demonstrate the superiority of supervised learning, particularly ensemble
methods like Random Forest and CatBoost, for detecting fake Facebook accounts. Fea-
ture selection techniques, such as NSGA-II, further enhance model efficiency without
compromising accuracy. The key features extracted from the Facebook profiles in these

studies are summarized in Table 2.2.

C. Twitter

In their study, Ersahin et al. [12] collected a dataset of 1,000 Twitter accounts (real and
fake) using the Twitter API. They preprocessed the data by applying Entropy Minimization
Discretization (EMD), which converts numerical features into discrete categories to en-
hance classifier performance[82]. Specifically, EMD was applied to sixteen user-related
numerical features, such as tweet frequency or follower count. The Naive Bayes clas-
sifier, which predicts account authenticity based on probabilistic relationships between
features [83], combined with EMD, achieved the highest accuracy of 90.41%.

Zeng et al.[2] utilized a dataset of 37,438 Twitter accounts from Kaggle, including 12,425
bots and 25,013 humans. They introduced the “Reputation” feature, the ratio of follow-

ers to the sum of friends and followers, to distinguish bots from humans. Normalized
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Features from Paper[68] Features from Paper[75]

Profile Picture Number of Friends

Work Place Phototag (identifying individuals in uploaded photos)
Education Photopost (total count of uploaded photos)
Living Place Video (number of shared videos)
Check-In Check-in (user location announcements)
No. of Posts Sport (number of favorite sports)

No. of Tags Player (number of favorite players)
Introduction (Bio) Music (number of favorite music tracks)
No. of Mutual Friends Film (number of favorite films)

No. of Pages Series (number of favorite series)

No. of Groups Book (number of favorite books)
Family/Relationship Game (number of favorite games)

Restaurant (number of favorite restaurants)

Like (number of likes given)

Group (number of groups joined)

Post Shared/Post Posted Rate (engagement or virality of
posts)

Education Level (e.g., secondary school, university)

About Me (information filled in the “About Me” section)

Family Info (details about family members)

Gender (e.g., male or female)

Relationship Status (e.g., single, married, complicated)

Note (indicates if the user writes and publishes longer-form
content)

Table 2.2: Comparison of Facebook user features

and analyzed through cumulative distribution plots, reputation effectively highlighted be-
havioural differences, with humans scoring higher. Integrated into their semi-supervised
framework, this feature achieved a classification accuracy of 96.8%, demonstrating its
strong discriminative power.

The specific features used in each study are presented in Table 2.3, allowing for a direct

comparison of the characteristics considered in detecting fake Facebook profiles.

2.4.2 Recursive Feature Elimination with a Support Vector Machine

classifier

All features listed in Tables 2.1, 2.2, and 2.3 for the three different social media platforms
were selected based on their significance and relevance to each platform. Since there is no

existing feature set specifically designed for detecting fake accounts on TikTok, we used
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Features from Paper[12]

Features from Paper[2]

Description

Default profile

Protected

Default profile image

followers_count

Favorites count

friends_count

Followers count

statuses_count

Friends count

favourites_count Geographic enabled
listed_count Account ID
Verified Language
profile_use_background_image Location

contributors_enabled

Statuses count

default_profile

Verified

default_profile_image

Average tweets per day

is_translator

Account age days

hashtags_average

Account type

mentions_average

urls_average

Table 2.3: Comparison of Twitter user features

these features as references to compile a new feature table tailored to TikTok, which is
presented in Table 3.6. To formalize the feature selection process, the Recursive Feature
Elimination with Support Vector Machine (RFE-SVM) algorithm is employed[84]. The
training data, denoted as X, consists of a collection of social media accounts (e.g., from
the TikTok dataset), where each account is described by a set of features such as posting
frequency, account age, or number of followers. Let y represent the labels for these ac-
counts, where a label of 1 indicates a fake account and 0 indicates a genuine account. The
algorithm iteratively removes features from the initial feature set F, which includes all fea-
tures in X, based on their importance as determined by a linear Support Vector Machine
(SVM) classifier. The SVM computes a weight vector w, where each w; represents the
importance of a feature 7, and features are ranked by the absolute values |w;|. The process
continues until a predefined number of features, denoted as k, is reached, resulting in a
final feature subset S. The RFE-SVM algorithm is detailed in Algorithm 2.1.
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Algorithm 2.1 Recursive Feature Elimination with SVM (RFE-SVM)
Require: Training data X, labels y, target number of features k

Ensure: Selected feature subset S
1: Initialize feature set F' « all features in X
: while |[F| > k
Train a linear SVM classifier on X using features in F and labels y
Compute the weight vector w from the trained SVM model

: Remove the feature with the smallest |w,| from F
: end while

2
3
4
5: Rank features in F by their absolute weights |w,| in ascending order
6
7
8: Set S « F return S

To evaluate the balance between model simplicity and predictive performance, subsets of
1,2, 3,5, and 7 features were selected using Recursive Feature Elimination (RFE) with
a linear Support Vector Machine (SVM) [84]. These sizes were chosen to explore clas-
sification performance across a range of small to moderately large feature sets, selected
from the 14 predictive features (excluding the non-informative username attribute and
the binary target label). The sizes 3, 5, and 7 were used as primary subsets to represent
increasing model complexity: small (3 features, 20%), moderate (5 features, 35%), and
moderately large (7 features, 50%).

This reflects a common strategy in feature selection to balance computational efficiency
and informativeness [85]. Subsets of 1 and 2 features were also evaluated in preliminary
experiments but showed substantially lower performance (e.g., accuracy below 60%, AUC
below 65%), confirming that such minimal configurations were insufficient for the com-
plexity of fake account detection. Choosing 3, 5, and 7 with two-feature increments en-
abled structured comparisons across complexity levels while avoiding the computational
cost of testing all possible sizes. Even-numbered sizes such as 4 and 6 were not tested di-
rectly via RFE, since the Bit-Flip local search explored those neighboring configurations
around the 5-feature subset, reducing redundancy in the experimental design.

This stepwise approach was validated by performance trends, with AUC scores improv-
ing from 3 features (e.g., Gradient Boosting AUC: 70%) to 5 features (e.g., KNN AUC:
83.36%) to 7 features (e.g., Random Forest AUC: 92.17%) Section 4.1. To refine the RFE-
selected subsets, a Bit-Flip local search was applied to the features, iteratively adding

or removing one feature to explore neighboring combinations [84]. This algorithmic
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search identified a 4-feature subset (Face Detected, Bio, Jaro Similarity, Video Count)
that achieved an AUC of 80.77%, showing that step-by-step optimization can find small
sets of features that work well and keep the model easy to understand Section 3.2.

The selected feature subsets and their corresponding classification accuracies are summa-

rized as follows:

* RFE with 3 Features:
Accuracy: 70.59%
Selected Features: Bio, Jaro Similarity, Nickname Complexity

¢ RFE with 5 Features:
Accuracy: 79.02%
Selected Features: Face Detected, Bio, Jaro Similarity, Nickname Com-
plexity, Video Count

¢ RFE with 7 Features:
Accuracy: 93.33%
Selected Features: Face Detected, Follower Count, Bio, Jaro Similar-
ity, Nickname Complexity, Create Time weekday, Video Count

* Best Selected Features After Local Search (Bit-Flip):
Accuracy: 80.59%
Selected Features: Face Detected, Bio, Jaro Similarity, Video Count

These results indicate that increasing the number of features generally enhances classi-
fication performance. For example, accuracy improved from 70.59% with 3 features to
93.33% when using 7 features. However, employing the local search method (Bit-Flip)
enabled us to balance model complexity and predictive accuracy effectively. Specifically,
we achieved an accuracy of 80.59% with just 4 features, surpassing the 70.59% obtained
with 3 features using standard Recursive Feature Elimination (RFE). This highlights the
advantage of thoughtfully choosing a concise set of features to optimize performance,

while ensuring the model remains efficient and easier to interpret.
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2.5 Evaluation Metrics for Classifier Performance

To evaluate the generalization performance of our trained classifier on unseen and imbal-
anced data, we employed several metrics specifically suited for fake account detection [86].
These metrics including Accuracy, Recall, Geometric Mean, AUC (Area Under the Re-
ceiver Operating Characteristic Curve), and F1 Score were used to assess and quantify the
classifier’s effectiveness, following established practices [87].

The evaluation metrics used in this research are designed to measure how well the classi-
fier distinguishes between fake and real TikTok accounts. These metrics are derived from
the model’s prediction outcomes, using four fundamental values: True Positives (TP),
False Negatives (FN), False Positives (FP), and True Negatives (TN). These values are
summarized in a confusion matrix, which indicates the number of correct and incorrect
predictions made by the model, as shown in Table 2.4. All evaluation metrics are calcu-
lated as follows [86, 87]:

* Recall (or Sensitivity) measures the proportion of actual fake accounts that were
correctly identified:

TP
Recall = 7p 7 FN
* True Negative Rate (TNR) indicates the proportion of real accounts correctly iden-
tified: TN
INR= 7N+ FP

* G-Mean combines Recall and TNR to reflect balanced classification performance

across both classes:
G-Mean = yRecall x TNR

Predicted value
Class

Positive Negative
True Positive (TP) | False Negative (FN)
False Positive (FP) | True Negative (TN)

Actual value

Table 2.4: Confusion matrix for binary classification
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2.6 Overview of Applied Classification Techniques

In this section, we present the machine learning classifiers employed in our research.
These models were selected to evaluate the effectiveness of the proposed self-training

framework using widely accepted classification performance metrics.

* Classification and Regression Tree (CART): CART is a decision tree algorithm
that splits the dataset based on feature values to create a hierarchical tree struc-
ture [88]. Each internal node represents a decision based on a feature, and each leaf
node represents a class label. CART is valued for its interpretability and ability to
model non-linear relationships.

* K-Nearest Neighbor (KNN): KNN is a straightforward algorithm that classifies a
new data point by comparing it to the most similar examples in the dataset, known
as its nearest neighbors [39]. It looks at the k closest points and assigns the new
point to the class that appears most frequently among them. KNN is effective for
smaller datasets but its accuracy can be influenced by how distance is measured and
the choice of k.

* Naive Bayes (NB): Naive Bayes is a probabilistic classifier based on Bayes’ the-
orem, assuming conditional independence between features [83]. The predicted
class y is given by:

y = arg max P P(x;
y = arg max (y)i]:! (1Y)

This means the algorithm chooses the class y that maximizes the product of the
prior probability P(y) and the likelihoods P (x; | y) of each feature. It is particularly
effective for high-dimensional data such as text classification.

* Gradient Boosting (GB): Gradient Boosting is an ensemble learning technique
that builds a strong predictive model by combining several weaker models in a se-
quential manner [76]. These weaker models, known as weak learners, are simple
classifiers that perform slightly better than random guessing. Each new model is
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trained to correct the errors made by the previous one. The overall model is updated
step-by-step using the following formula:

F,(x)=F,_1x)+y,h,(x)

Here, F,,(x) is the updated model at stage m, h,, (x) is the newly added weak learner,
and y,, is the learning rate that controls how much influence the new learner has.

* Adaptive Boosting (AdaBoost): AdaBoost is an ensemble learning algorithm that
combines several weak learners to create a stronger classifier. In each iteration,
it pays more attention to the training examples that were previously misclassified
by increasing their weights. This way, the next weak learner focuses more on the
difficult cases. Over time, AdaBoost builds a sequence of models that collectively
improve prediction accuracy and become more robust to noise in the data [72].

* Random Forest (RF): Random Forest is an ensemble learning method that builds
multiple decision trees using randomly selected subsets of the data and features [69].
Each tree makes a prediction, and the final result is determined by majority voting
across all trees. By introducing randomness and combining diverse models, Ran-
dom Forest reduces overfitting and improves the model’s ability to generalize to
new data.

2.7 Self-training semi-supervised learning algorithm based

on resampling

In this section, we explain the Self-training Semi-Supervised Learning algorithm (SSSTR)
from the original paper [2]. This method was initially designed to detect bot accounts on
Twitter, where class imbalance and limited labeled data pose significant challenges. Zeng
et al. proposed a semi-supervised self-training framework that integrates resampling tech-
niques (SMOTE for oversampling and CBUTE for undersampling) into the iterative learn-
ing process to improve classification performance. Although the original study focused on

distinguishing bots from humans using Twitter-specific behavioral and content features,
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the core idea of the SSSTR framework applies to other platforms.

In this research, we adapt the SSSTR algorithm for fake account detection on TikTok, us-
ing TikTok-specific features and applying modified preprocessing and feature engineering
techniques to better fit our dataset. Our research uses this algorithm as a base and intro-
duces some changes in the preprocessing and the algorithm itself to make it suitable for
our features and dataset. The changes and the specific version of the algorithm used in
our research are explained in chapter 3. The framework is shown in FIGURE 2.2 and the

algorithm consists of four steps:

First, the raw Twitter dataset is preprocessed:

— Missing values are handled,
— Duplicate entries are removed,

— Relevant features are selected.

The cleaned dataset is randomly split into two parts:

— 80% is used for training,

— 20% is used for testing (denoted as 7).

* From the training set:

— 10% of the instances are randomly selected to form the labeled dataset (L),

— The remaining 90% are kept as the unlabeled dataset (U).

To fix the class imbalance in L, resampling techniques are applied:

— SMOTE (Synthetic Minority Over-sampling Technique),
— CBUTE (Cluster-Based Under-sampling Technique),

(Refer to Section 2.3.2.) After resampling, the balanced labeled dataset is called
L-new.

* The SSSTR method is used to expand the labeled data:
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A classifier is trained on L-new,

It is used to predict labels for instances in U,

Predictions are ranked by confidence,

The top high-confidence instances are selected and added to L-new,

These instances are removed from U,

This process repeats until U becomes empty.

* Finally, classifiers mentioned in Section 2.6 are trained on the complete labeled
dataset and used to make predictions on the test set 7.

In the next chapter, we present the algorithm used in our research, based on the SSSTR

approach described in this section.

INITIAL L-Ne — L-New
LABELED
DATASET
Preprocess; Tr::.!i.n
data classifier C =
Train
20% ‘"l% NO classifier C
Test set(T) =
-classufy u
90% 10% +
The classification Ueplin
Unlabeled Labeled A
dataset(U) dataset(L) l confidence is trained C to
arranged in a classify T
descending order YES
|Oversampling| Undersampling|
Select the top h
Resample high confid Output the
instances classified T
Output the
expanded
L-new
END
Step B Step B

Figure 2.2: The classification process of SSSTR based on resampling based on paper[2]
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Proposed solution

This chapter describes the machine learning algorithm called self-training semi-
supervised learning, which is used to conduct the experiments in this research. We
start by explaining the models and procedures applied to the dataset to distinguish
between genuine and fake TikTok accounts. The next sections of this chapter cover
how the features were selected, how we handled the class imbalance issue, and what
scaling techniques were applied to the data. We also explain the logic behind using
semi-supervised learning and how it was implemented in our workflow. The chapter
concludes with a summary of how the experiments were organized and how perfor-

mance was measured throughout the study.

3.1 Proposed Self-Training Method for Fake Account De-

tection

To address RQ2.1 and RQ3 outlined in this research, we developed a machine learning
algorithm aimed at detecting fake accounts on TikTok using a combination of labeled and
unlabeled data. The proposed method is inspired by a semi-supervised self-training ap-
proach originally applied to Twitter account classification[2].

In the original study, the semi-supervised method was evaluated by splitting a fully la-
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beled dataset into labeled and unlabeled subsets, as explained in Section 2.7. In contrast,
our work uses two separate datasets: one that is already labeled and another that contains
only unlabeled instances. We then further divide the labeled dataset into a training set and
a test set. This approach reflects a common real-world situation, where only a portion of
the available data is labeled while the remainder is unlabeled, requiring a learning strategy
that can effectively utilize both sources. Following the implementation of the SSSTR, this
section outlines the step-by-step process applied to the datasets in this study.

The goal is to evaluate the performance of multiple classifiers in detecting fake TikTok
accounts using a semi-supervised self-training strategy, adapted from prior work on Twit-
ter [2]. The classification process is shown in FIGURE 3.1. The process begins with only
the labeled dataset and follows the steps described in [2]. Different values of /4 (ranging
from O to 0.5) are evaluated (discussed in Subsection 3.1.2), and the value yielding the
best performance according to evaluation metrics such as Recall, G-mean, and AUC is
selected as the optimal /. After determining the optimal &, the SSSTR process is applied
to the full labeled set L and the unlabeled set U, using the selected .

The details of the following steps are as follows:

first, the collected data are divided into two subsets: a Labeled set (L) and an Unlabeled
set (U). As a preprocessing step, feature normalization is performed using both Min-Max
and Z-score scaling techniques to ensure consistent feature ranges. This standardization
enhances model stability and classification performance. Further details on the normal-
ization procedures are provided in Section 2.3.1. The labeled set L is then further split
into 80% Training subset and 20% Test subset, denoted as L, and Ly, respectively.
In the next step, the two resampling techniques, SMOTE and CBUTE, are applied inde-
pendently to balance the class distribution (see Section 2.3.2). This results in a balanced
labeled dataset, denoted as L,.,,. Next, a classifier C is trained on L., and used to pre-
dict labels for the unlabeled set U. The instances in U that receive the highest prediction
confidence (top h) are selected and added to L, while being simultaneously removed
from U.

This self-training process is performed iteratively: the classifier C is retrained on the up-
dated L,,.,,, and then reapplied to the remaining unlabeled data. The loop continues until
U = @. Once all unlabeled instances have been used and the final labeled set L., is ob-
tained, the classifier C is retrained one last time. It is then applied to the test set L., and
the predicted labels are produced as the final classification output. The detailed procedure

of the SSSTR algorithm is presented in the following subsection.
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Figure 3.1: The classification process of SSSTR based on resampling

Different values of & (ranging from 0 to 0.5) are evaluated(widely discussed in SubSec-
tion 3.1.2), and the values with the best performance, according to evaluation metrics such
as Recall, G-mean, and AUC, is selected as the optimal 4. After determining the optimal
h, the SSSTR process is applied to the full labeled set L and the real unlabeled set U,
using the selected /. Finally, the classifier C is retrained on the expanded labeled set and
evaluated on the test subset Ly..

3.1.1 Workflow of the proposed SSSTR Method

Algorithm 3.1 presents the overall workflow of the proposed SSSTR method. The process
begins with a normalization step, where feature values in both the labeled dataset L and
the unlabeled dataset U are scaled using Min-Max and Z-score techniques, as described in
Section 2.3.1. After normalization, the labeled dataset L is split into a training set Ly,
(80% of the data), a test set Ly, (20%), and an unlabeled dataset U. The training set
is used in the resampling and self-training phases, while the test set is reserved for final
evaluation.

The proposed method is a self-training semi-supervised learning algorithm that integrates
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resampling techniques to address both the scarcity of labeled data and the imbalance be-
tween class distributions. The algorithm is structured into three main components: resam-

pling the labeled data, iterative self-training, and final classification.

Resampling. Since the labeled training set Lr,;, in our dataset exhibits class imbalance,
resampling techniques are applied to address this issue. The set is first divided into two
subsets: Ly, and Ly,;,, representing the majority and minority class instances, respec-
tively. To balance the class distribution, oversampling is applied to L,;,, generating syn-
thetic samples based on a sampling ratio N derived from the degree of imbalance. Con-
currently, undersampling is applied to L, using a centroid-based clustering approach
(CBUTE), where initial centroids are randomly selected and iteratively refined based on
cluster membership until convergence. The resulting centroids form the reduced majority
set. The combination of the oversampled minority and undersampled majority subsets
yields a balanced labeled training set L,.,. Detailed descriptions of the SMOTE and
CBUTE resampling methods are provided in Section 2.3.2.

Self-Training. The algorithm proceeds with a semi-supervised self-training phase. A
classifier C is trained on the initial labeled set Ly, initialized as L,.,,, and then used to
predict labels for the unlabeled set Uy, initialized as U. The prediction results are sorted
by classification confidence, and the top 7 most confident instances are selected and added
to Lyjme, While being simultaneously removed from Uy;,,.. The classifier is retrained on
the updated labeled set, and the process is repeated iteratively until Uy = @. As aresult,
the final labeled set consists of both manually labeled and confidently pseudo-labeled

instances.

Final Classification. After completing the self-training loop, the classifier C is retrained
one final time on the expanded labeled set L;;,,. and applied to the held-out test set L.
The predictions obtained from this stage represent the final classification results of the pro-
posed SSSTR framework. In the identification framework, we employ six commonly used
classification models to evaluate the effectiveness of SSSTR. These models include Classi-
fication and Regression Tree(CART), K-Nearest Neighbor(KNN), Naive Bayes(NB), Gra-
dient Boosting(GB), Adaptive Boost(AB), and Random Forest(RF). The experimental re-

sults and analysis are presented in Chapter 4.
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Algorithm 3.1 Self-Training Semi-Supervised Learning with Resampling

Require: L, U, C, h
Ensure: The labels of Ly,

1:

$ % 32

10:
11:

12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:
25:
26:

Normalize features in both labeled set L and unlabeled set U using Min-Max and
Z-score scaling techniques.
Split the labeled set L into a training set Lyy,;, and a test set L.
Lpain = {1, oy s 1y}5 Lingj = {115 s 1p}5 Linin = {ly, ..., [;} wherep > gandp+g =n
Oversampling minority class:
e Fori = 1,2,...,q, calculate distances between /; and other L ,;, instances, find
K-nearest neighbors.
* Set sampling ratio N based on class imbalance in L.
* Construct synthetic instances using Formula (1).
* Obtain oversampled set L.
Undersampling majority class via clustering:
* Randomly choose g instances from Ly,,; as centroids u = {1, ..., gy}
* Initialize empty clusters, assign each /, to the nearest centroid using Euclidean
distance.
* Recalculate centroids until convergence.
* Output centroid vectors as Ly qer-
Set Lyew = Lover OF Lynger-
Initialize time = 0, Lime = Lpews Utime = U-
while U, # 0
Train C on Ly, classify Ugpe.
Sort classification confidences and select top-/ instances.
Let S;me be the selected samples and labels.
Liime = Liime Y Stime
Utime = Utime  Stime
time = time + 1
end while
Train C on extended set L.
Use C to predict labels of Lr..
return The predicted labels of L.
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3.1.2 Parameter / in Self-Training

Definition and Function: In the self-training framework, the parameter 4, which was
introduced and empirically evaluated by Zeng et al. [2], determines the proportion of un-
labeled instances added to the labeled dataset at each iteration. Specifically, the model
selects the top & x |U| instances from the unlabeled set U, based on prediction confidence,
and incorporates them into the labeled set with their predicted labels. This iterative pro-

cess gradually expands the training set and improves the classifier.

Significance of /: Selecting an appropriate value of £ is essential to balance learning
speed and label quality. A small value of & adds only the most confident predictions,
ensuring higher precision but slower progress. In contrast, a large 4 speeds up learning
by labeling more instances, but may introduce noisy or incorrect labels, degrading model

performance.

Experimental Range and Reference: In their original study, Zeng et al. [2] evaluated &

at six discrete values within the interval [0, 0.5], specifically:
h € {0.05,0.1,0.2,0.3,0.4,0.5}

These values were chosen to explore how different proportions of high-confidence pseudo-
labeled instances affect performance across multiple classifiers. The authors assessed the
impact of each setting using standard evaluation metrics such as Recall, AUC, and G-
mean, and reported the optimal value of 4 for each classifier based on empirical perfor-
mance.

The selected values are summarized below:

Table 3.1: Optimal values of /4 for each classifier (adapted from [2])

Classifier Optimal £
Classification and Regression Tree (CART) 0.20
K-Nearest Neighbor (KNN) 0.05
Naive Bayes (NB) 0.40
Gradient Boosting (GB) 0.50
Adaptive Boosting (AdaBoost) 0.50
Random Forest (RF) 0.30
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Adopted Configuration: In this research, we did not adopt the % values reported in the
original work by Zeng et al. [2], as their experiments were conducted on a Twitter dataset,
which differs significantly from the TikTok dataset used in our research in terms of features
and account behavior. Instead, we empirically determined the optimal value of 4 for each
classifier using our own labeled dataset. Specifically, we tested the same set of discrete
values within the interval [0, 0.5], as suggested in the original study:

h € {0.05,0.1,0.2,0.3,0.4,0.5}

Each value was evaluated based on classifier performance on the labeled data using stan-
dard metrics such as Recall, G-Mean, and AUC.

Reported /: Once the optimal value of # was identified for each classifier, it was used
as a fixed parameter during the self-training process. The same value of 4 was applied
when training the model on the full labeled dataset L and when iteratively labeling the
unlabeled dataset U in the SSSTR algorithm.

The final selected & values for each classifier, under different combinations of resampling

and normalization techniques, are presented in the tables below.

Table 3.2: Optimal values of 4 for each classifier under CBUTE with minmax normalization

Classifier Optimal £
Classification and Regression Tree (CART) 0.20
K-Nearest Neighbor (KNN) 0.10
Naive Bayes (NB) 0.40
Gradient Boosting (GB) 0.45
Adaptive Boosting (AdaBoost) 0.45
Random Forest (RF) 0.30
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Table 3.3: Optimal values of /4 for each classifier under CBUTE with z-score normalization

Classifier Optimal £
Classification and Regression Tree (CART) 0.20
K-Nearest Neighbor (KNN) 0.10
Naive Bayes (NB) 0.40
Gradient Boosting (GB) 0.40
Adaptive Boosting (AdaBoost) 0.45
Random Forest (RF) 0.30

Table 3.4: Optimal values of /4 for each classifier under SMOTE with minmax normalization

Classifier Optimal £
Classification and Regression Tree (CART) 0.20
K-Nearest Neighbor (KNN) 0.45
Naive Bayes (NB) 0.40
Gradient Boosting (GB) 0.45
Adaptive Boosting (AdaBoost) 0.45
Random Forest (RF) 0.30

Table 3.5: Optimal values of /4 for each classifier under SMOTE with z-score normalization

Classifier Optimal £
Classification and Regression Tree (CART) 0.20
K-Nearest Neighbor (KNN) 0.05
Naive Bayes (NB) 0.40
Gradient Boosting (GB) 0.45
Adaptive Boosting (AdaBoost) 0.45
Random Forest (RF) 0.30
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3.2 Data Collection

This section outlines the methodology for collecting the datasets used in our study and the
limitations encountered due to TikTok API restrictions. We required a labelled dataset to
train our model using a semi-supervised self-training approach. Since a labeled TikTok
dataset specific to the Netherlands was unavailable, we sourced a labeled dataset not par-
ticular to any location from GitHub [21], which originally contained 10,043 accounts
(5,029 fake and 5,014 real). However, this dataset included features different from those
needed for our research, prompting us to extract usernames and retrieve new attributes via
the TikTok API[19] and Apity platform[20].

We encountered two challenges with the TikTok API: first, it did not return features for
all usernames, and second, some required features were unavailable through the API. To
address the missing features, we attempted to use a secondary API from a website. How-
ever, this also failed to return all usernames and only provided a limited number of them.
As aresult of these combined limitations, the dataset was reduced to 1,699 accounts (758
fake and 941 real), which we used to train our model for testing on a dataset specific to
the Netherlands.

Additionally, we collected an unlabeled dataset to test our model, focusing on the follow-
ers of popular Dutch TikTok influencers, as identified by a top influencer list [89]. While
the original goal was to retrieve the complete follower list of a single influencer, techni-
cal constraints of the TikTok API limited access to full follower lists for any username.
On November 11, 2024, we collected 23,950 followers across all influencers, limited by
the maximum number of usernames the API would return. Following the constraints dis-
cussed for the labeled dataset, we narrowed this down to 5,914 unique usernames to use
as the unlabeled dataset.

3.2.1 TikTok API Overview

The TikTok API is a programmatic interface provided by TikTok to access publicly avail-
able user data, requiring authentication via API keys or OAuth tokens and enforcing rate
limits to comply with privacy regulations[90]. The “Query User Info” endpoint retrieves
profile details, including fields like display_name, bio_description,avatar_url,
is_verified, following_count, follower_count, video_count,and bio_URL,
as listed in Table 3.6.
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client_id =
client_secret =
client_key =
auth_url = *https://open.tiktokapis.com/v2/0auth/token/"
auth_payload =
client_key': client_key,
client_secret': client_secret,

grant_type': 'client_credentials’

auth_response = requests.post{auth_url, data=auth_payload)

Figure 3.2: TikTok API authentication using client credentials and a POST request

In this study, these fields were used to extract features for both labeled and unlabeled
datasets. However, the API’s restrictive nature limited access to complete data; for in-
stance, the “Query User Followers” endpoint could not retrieve full follower lists, and
some usernames lacked data. Supplementary tools like Apify [20] provided additional
features, including Create Time Hour, Create Time Weekday, Friend Count,
while features like Jaro Similarity, Face Detected, Nickname Time Gap,
Nickname Complexity, Has Contact Info, and Heart Count were computed
manually. To authenticate with the TikTok Research API, client credentials (client ID, se-
cret, and key) were used to obtain a bearer token via a POST request, as shown below. The
access token was later used to authorize further user profile requests. This script sends
a POST request with the necessary credentials to the token endpoint. Upon success, the
response includes a bearer token used for accessing TikTok’s protected endpoints.

3.3 TikTok Feature Selection

This section addresses RQ1 by identifying and evaluating the key features that distinguish
fake TikTok accounts from real ones, building on the comparisons across platforms dis-
cussed in Section 2.4.1. Since there is no existing feature set specifically designed for
detecting fake accounts on TikTok, we compiled a new feature set for TikTok, presented
in Table 3.6, by extracting data directly from the TikTok API and APIWebsite [20], as
well as calculating additional features based on prior work and our own analysis. From
the TikTok API, we obtained the features Following Count, Follower Count, Ver-
ified, Bio, Video Count, Display Name, and Avatar Status, which capture
user profile and activity information. From APIWebsite, we extracted Heart Count,
Friend Count, Create Time Hour, and nickName Modify Time, providing

additional metrics on user engagement and account creation details.
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We also calculated several features: Jaro Similarity and Nickname Complexity
were computed following the methodology from a study about Instagram by Anklesaria
etal. [67], discussed earlier in Section 2.4.1, who used these to measure the similarity and
complexity of usernames for fake account detection. Additionally, we introduced Face
Detected, Nickname Time Gap,and Create Time Weekday as novel features de-
rived from our dataset to capture visual, temporal, and behavioral patterns. The features
Create Time Hour and Nickname Time Gap originate from users in different coun-
tries; due to varying time zones, these features were excluded to improve the reliability
and consistency of our analysis. Figure 3.3 illustrates the relative importance of features
extracted from TikTok user data, based on their contribution to classification accuracy

using a Random Forest model.
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Figure 3.3: Feature Importance from Random Forest

To improve the accuracy of fake account detection and reduce unnecessary information,
we applied a wrapper-based feature selection method called Recursive Feature Elimina-
tion (RFE) with a linear Support Vector Machine (SVM) classifier, as originally proposed
by [84] and introduced earlier in Section 2.4.2. This method starts with all available fea-
tures and removes the least important one at each step, based on the absolute values of

the SVM’s weight coefficients. The process continues until only a specified number of
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features remains.

Although Recursive Feature Elimination (RFE) is effective, its greedy nature may lead
to the premature removal of important features. To address this limitation, [84] proposed
an enhancement by integrating the Bit-Flip local search strategy, as described in Sec-
tion 2.4.2. This approach iteratively adds or removes individual features from the subset,
evaluates the resulting combinations, and selects those that improve classification accu-
racy. By exploring alternative feature sets beyond the greedy path, it helps avoid conver-
gence to local optima and increases the likelihood of identifying a more optimal solution.
Based on RFE-SVM, four subsets of features were selected as follows:

* Bio, Jaro Similarity, Nickname Complexity

Face Detected, Bio, Jaro Similarity, Nickname Complexity, Video
Count

Face Detected, Follower Count, Bio, Jaro Similarity, Nickname
Complexity, Create Time weekday, Video Count

Face Detected, Bio, Jaro Similarity, Video Count

Further discussion of classifier performance using these selected features is provided in
Chapter 4.

We can summarize this chapter in four main points:

* First, we introduced the SSSTR algorithm, a self-training semi-supervised learn-
ing method adapted from prior work on Twitter, designed to detect fake TikTok
accounts using both labeled and unlabeled data.

* Second, we described the step-by-step implementation of the SSSTR framework, in-
cluding data normalization, class balancing through SMOTE and CBUTE, iterative
self-training, and final classification using six machine learning classifiers.
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* Third, we collected and prepared the datasets by using a labeled dataset from GitHub
with additional attributes via the TikTok API and Apify, and constructed an unla-
beled dataset from followers of Dutch influencers, addressing API limitations and
feature availability.

Name

Description

Username

Unique identifier for the user account

Face Detected

Indicates if a face was detected in the profile picture

Avatar Status

Indicates the presence and status of the user’s avatar picture

Follower Count

The number of followers that the user currently has

Following Count

The number of other TikTok users this user is following

Friend Count

The number of friends (mutual connections) the user has

Heart Count

The total number of likes (hearts) that all of the user’s videos have re-

ceived
Verified Indicates if the account is verified
Bio The user’s bio description, which may contain information about them

Has Contact Info

Indicates if the user has any contact information listed on their profile

Jaro Similarity

Measures the similarity between the username and the actual name of
the user

Nickname Complexity

Complexity of the user’s nickname or username (e.g., length, special
characters)

Create Time Hour

The hour at which the account was created

Create Time Weekday

The weekday on which the account was created

Nickname Time Gap

The time difference between the creation of the username and the actual

name

Video Count

The total number of videos published by the user

Table 3.6: Selected Features of TikTok
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Results and Discussion

This chapter presents the results of our study on detecting fake TikTok accounts using
the Self-Training Semi-Supervised Learning algorithm (SSST) introduced in Chap-
ter 3. The performance of six classifiers, including Random Forest, Classification
And Regression Tree(CART), Gradient Boosting, AdaBoost, K-Nearest Neighbors, and
Naive Bayes, is evaluated across four feature subsets, two normalization methods (Z-
score and Min-Max), and two resampling techniques: Synthetic Minority Oversam-
pling Technique (SMOTE) and Cluster Based Undersampling Technique (CBUTE),
and a baseline without any resampling, referred to as NORS (No Resampling Strat-
egy). The findings are presented concerning the research objectives, and performance
is assessed using five classification metrics: Accuracy, Recall, F1-score, G-Mean, and

AUC.

4.1 Evaluation of Feature Subsets and Preprocessing Strate-
gies

This chapter presents the experimental findings of our study on fake account detection
on TikTok. Building on the SSSTR framework introduced in Chapter 3, we explore how
different combinations of feature subsets, data normalization techniques, and resampling

methods affect classifier performance. The goal is to examine patterns, identify high-
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performing configurations, and interpret results in the context of the research questions
introduced in Section 1.2. We focused on three main evaluation metrics: Recall (the abil-
ity to correctly identify fake accounts), G-Mean (the balance between correctly identifying
both fake and real accounts), and AUC (a measure of how well the model separates fake
from real accounts), as these were shown to be effective in the study by Zeng et al. [2]
and are formally defined in Section 2.5. To ensure consistency and enable meaningful
comparison in a similar social media context, we adopted the same metrics for evaluating
our research about TikTok. The following discussion explores how different evaluation
metrics, feature subsets, and classifiers influence model behavior.

* Performance Using the 3 Feature Subset

Table 4.1 and Table 4.2 show the classifier performance using only three features (Bio,
Jaro Similarity, Nickname Complexity) under Min-Max and Z-Score normal-
ization, respectively. These three features were selected using Recursive Feature Elimina-
tion (RFE) with a linear Support Vector Machine (SVM), which ranks features based on
their contribution to a linear decision boundary(see 2.4.2). Although these features are
not among the top-ranked in the Random Forest importance plot, as shown in Figure 3.3,
they were selected by RFE using a linear SVM because the two models evaluate features
differently. Random Forest ranks features based on how much they help split data in its
decision trees, which allows it to capture complex and nonlinear patterns. In contrast, a
linear SVM selects features that help create the clearest linear boundary between classes.
As aresult, some features that appear less important to Random Forest can still be useful
for a linear classifier like SVM. Additionally, some of the top-ranked features in the Ran-
dom Forest plot, such as followerCount and heartCount, show strong correlation.
In such cases, RFE with a linear SVM tends to select a smaller, less redundant set of fea-
tures that still contribute to classification performance. This promotes a more compact and
diverse subset by avoiding overlapping information among highly correlated variables.
In Table 4.1, although Recall values were very high, above 95% for most classifiers and
sampling methods, G-Mean and AUC were significantly lower. For example, Gradi-
ent Boosting and AdaBoost achieved Recall scores of 97.22%, but their G-Mean values
dropped below 5%, and AUC scores remained below 52%. This indicates that while
these models effectively detected fake accounts, they struggled to correctly classify real
users, resulting in poor overall class balance. In comparison, KNN achieved the highest
G-Mean of 51.16% without resampling(NORS), and Random Forest recorded a higher

AUC of 55.68%, showing a more balanced classification performance.
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Table 4.2 shows similar trends, with slight improvements when using Z-Score normaliza-
tion. KNN again achieved the best AUC, reaching 61.63% when combined with SMOTE.
This suggests that Z-Score normalization helped by scaling feature values more evenly,
which supports better learning in distance-based models like KNN. SMOTE also con-
tributed by generating synthetic examples of real user accounts, which are underrepre-
sented in the dataset. This helped balance the class distribution during training and al-
lowed the model to better distinguish between fake and real accounts, improving its abil-
ity to generalize to unseen data. Despite these improvements, the overall performance
remained limited due to the small number of features, which restricted the models’ ability
to fully capture the complexity of fake account behavior.

In summary, the evaluation with three features highlights the limitations of a minimal fea-
ture subset. Although some classifiers, particularly KNN with Z-Score normalization and
SMOTE, performed relatively better, the overall results show that such a small feature set
does not provide sufficient balance or discrimination. The consistently low G-Mean and
AUC values across most configurations indicate that the models were unable to effectively
distinguish between fake and real accounts. These outcomes reinforce the need to explore
larger and more informative feature subsets in order to improve classification reliability

and address the complexity of fake account detection.

Evaluation Index Sampling Method CART RF GB AB KNN Naive Bayes

Original 98.98 9930 99.97 100.00 93.03 100.00
Recall SMOTE 9891 99.46 99.97 100.00 92.15 100.00
CBUTE 98.88 99.21 99.96 100.00 56.47 99.92
Original 39.96 3447 853 0.00 51.16 0.00
G-Mean SMOTE 39.67 35.05 835 0.00 50.66 0.00
CBUTE 38.53 31.65 7.19 0.00 41.81 4.54
Original 57.61 55.68 5047 50.00 60.85 50.00
AUC SMOTE 57.45 5596 5049 50.00 60.23 50.00
CBUTE 5698 5471 50.39 50.00 43.79 50.26

Table 4.1: Performance Metrics of Classifier Performance with 3 Features and Min-Max Normalization under
SMOTE and CBUTE and without resampling(NORS)

Note: All values are percentages (%).
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Evaluation Index Sampling Method CART RF GB AB KNN Naive Bayes

Original 98.72 99.40 9996 100.00 93.36 100.00
Recall SMOTE 99.08 9930 99.95 100.00 94.48 100.00
CBUTE 99.13 99.47 100.00 100.00 64.73 99.95
Original 40.76  35.01 7.02 0.00 51.24 0.00
G-Mean SMOTE 40.49 3579 9.87 0.00 51.80 0.00
CBUTE 38.56 3253 8.71 0.00 35.08 5.28
Original 57.82 5591 5035 50.00 61.03 50.00
AUC SMOTE 57.86 56.16 50.55 50.00 61.63 50.00
CBUTE 57.10 55.10 50.50 50.00 44.87 50.28

Table 4.2: Performance Metrics of Classifier Performance with 3 Features and Z-score Normalization under
SMOTE and CBUTE and without resampling(NORS)

Note: All values are percentages (%).

* Performance Using the S Feature Subset

The results for the 5 feature subset (Face Detected, Bio, Jaro Similarity, Nick-
name Complexity, Video Count) are presented in Table 4.3 and Table 4.4, using
Min-Max and Z-Score normalization, respectively. As shown in Table 4.3, classifier per-
formance improved substantially compared to the 3-feature subset. For instance, Random
Forest with SMOTE achieved 95.79% Recall and 82.08% G-Mean. This corresponds to
a 1.31% increase in Recall and a significant 30.28% improvement in G-Mean over the
best result obtained with three features. These gains indicate that adding just two more
features enhanced the model’s ability to identify fake accounts more accurately while also
improving class balance, which is critical for developing robust and generalizable detec-
tion models.

Gradient Boosting and CART also demonstrated strong and balanced performance, with
G-Mean values exceeding 85% in several configurations. These results suggest that both
classifiers can effectively distinguish between fake and real accounts when supported by a
moderate feature set. KNN also maintained consistent performance, achieving over 82%
G-Mean across all resampling methods. This result confirms its robustness across differ-
ent preprocessing configurations In contrast, Naive Bayes remained relatively weak, with
Recall below 66% and AUC around 82%. This suggests its limited capacity to model the
underlying complexity of the data. AdaBoost achieved very high Recall (up to 97.94%)
but struggled with overall balance, as indicated by its lower G-Mean and AUC. This im-
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plies that while it was highly sensitive to detecting fake accounts, it was more prone to
misclassifying real ones.

Table 4.4 shows further performance improvements when using Z-Score normalization.
Gradient Boosting combined with SMOTE reached a G-Mean of 85.48% and an AUC
of 85.95%, outperforming all corresponding results based on three features. This im-
provement shows that standardizing the feature variance helped classifiers better separate
classes. CART, Random Forest, and KNN also continued to deliver strong and balanced
results with Z-Score normalization, supporting the idea that this scaling technique is more
effective for the chosen classifiers and dataset. In nearly all settings, SMOTE resulted in
higher G-Mean and AUC than CBUTE, reinforcing the benefit of oversampling in han-
dling class imbalance. This suggests that the synthetic examples provided by SMOTE
contributed to better generalization and improved detection of minority class instances
(i.e., the less frequent class, such as fake accounts). Naive Bayes showed only minor im-
provement compared to its performance with three features and continued to lag behind
the other classifiers.

Overall, the 5-feature subset significantly improved classification performance. Most clas-
sifiers showed better balance in both G-Mean and AUC while maintaining high Recall.
These results demonstrate that even a modest increase in feature count enables the model
to capture a wider range of distinguishing patterns between fake and genuine accounts.
The combination of SMOTE and Z-Score normalization proved particularly effective, and
the consistent performance improvements across classifiers highlight the 5 feature subset

as a strong middle ground between model simplicity and detection accuracy.
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Evaluation Index Sampling Method CART RF GB AB KNN Naive Bayes
Original 94.15 95.05 95.18 93.82 90.95 65.16

Recall SMOTE 9471 95779 95.04 9794 92.61 64.68
CBUTE 95.03 96.12 95.89 97.62 86.36 65.76
Original 82.68 82.61 85.72 76.01 82.93 80.65

G-Mean SMOTE 82.28 82.08 85.18 71.40 82.29 80.32
CBUTE 81.58 80.40 77.98 73.27 78.64 81.04
Original 83.40 83.45 86.21 78.85 83.36 82.52

AUC SMOTE 83.16 83.10 85.71 75.33 82.95 82.26
CBUTE 82.59 81.72 79.70 76.61 79.05 82.85

Table 4.3: Performance Metrics of Classifier Performance with 5 Features and Min-Max Normalization under
SMOTE and CBUTE and without resampling(NORS)

Note: All values are percentages (%).

Evaluation Index Sampling Method CART RF GB AB KNN Naive Bayes
Original 9423 95.15 9441 99.29 90.43 65.27

Recall SMOTE 94.00 95.62 9478 98.90 90.26 65.60
CBUTE 95.13 9588 96.05 98.70 93.18 65.62
Original 82.94 8235 8534 69.14 8234 80.70

G-Mean SMOTE 82.73 82.35 8548 6842 82.35 80.86
CBUTE 82.20 80.81 79.96 69.10 75.29 80.97
Original 83.64 83.23 85.79 73.86 82.82 82.55

AUC SMOTE 83.44 8333 8595 7339 8277 82.67
CBUTE 83.12 82.02 8135 73.71 77.39 82.80

Table 4.4: Performance Metrics of Classifier Performance with 5 Features and Z-score Normalization under
SMOTE and CBUTE and without resampling(NORS)

Note: All values are percentages (%).

* Performance Using the 7 Feature Subset

The performance results for the 7 feature subset (Face Detected, Follower Count,

Bio,Jaro Similarity,Nickname Complexity,Create Time weekday, Video

Count) are reported in Table 4.5 and Table 4.6, using Min-Max and Z-Score normaliza-

tion respectively. This is the most extensive feature configuration explored in this study.
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As shown in Table 4.5, classifier performance improved across all metrics compared to
the 3 and 5 feature subsets. Random Forest with SMOTE achieved 91.74% G-Mean and
92.07% AUC. Gradient Boosting and AdaBoost also delivered strong Recall (above 99%)
and competitive G-Mean values, indicating robust performance. KNN continued to lag
slightly in balance but maintained strong Recall, while Naive Bayes showed improved re-
sults compared to the 3 and 5 feature settings, particularly in AUC and G-Mean. These
improvements reflect the benefit of incorporating additional informative features such as
Follower Count and Create Time weekday, which help distinguish user activity
patterns more clearly.

Table 4.6 shows the strongest results overall. Random Forest combined with Z-Score nor-
malization and SMOTE achieved the highest AUC (92.17%) and a G-Mean of 91.85%.
Both AdaBoost and Gradient Boosting maintained excellent Recall (above 99%) and im-
proved G-Mean and AUC values compared to their performance with fewer features. Par-
ticularly, SMOTE consistently outperformed CBUTE, highlighting its advantage in han-
dling class imbalance by generating diverse synthetic instances of the minority class. This
allowed classifiers to generalize more effectively and reduced the risk of overfitting to the
majority class(i.e., the more common class, such as real accounts).

Comparing performance improvements across subsets, the jump from 5 to 7 features re-
sulted in substantial gains—up to 30.28% in G-Mean and over 24% in AUC in the best
configurations. However, the improvement from 5 to 7 features, while still significant, was
more moderate: for example, G-Mean increased from 85.48% (Gradient Boosting, 5 fea-
tures) to 91.85% (Random Forest, 7 features), an improvement of 7.37%. This shows that
while adding more features still improves detection, the improvement becomes smaller
and starts to slow down. This slowing improvement suggests that choosing features care-
fully can create a model that remains simple and interpretable without significantly reduc-
ing performance in key metrics such as Recall, G-Mean, or AUC.

In summary, the 7 feature subset produced the highest overall classification performance,
particularly when combined with Z-Score normalization and SMOTE. The results confirm
that richer feature sets enhance the model’s ability to capture complex behavioral patterns
associated with fake accounts. However, since performance improvements become less
significant beyond 5 features, further increases in model complexity should be carefully
weighed against practical considerations such as computational cost and how easily the
model can be understood.
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Evaluation Index Sampling Method CART RF GB AB KNN Naive Bayes
Original 98.41 99.67 99.37 99.50 99.06 65.91

Recall SMOTE 98.27 99.64 99.63 99.36 99.10 67.16
CBUTE 98.80 99.84 99.75 99.61 99.02 65.59
Original 90.01 91.74 90.56 9091 72.83 80.27

G-Mean SMOTE 90.62 9145 90.44 91.01 73.11 80.99
CBUTE 89.68 89.79 88.52 90.09 68.24 80.28
Original 90.38 92.07 9097 9129 76.32 81.88

AUC SMOTE 90.93 91.80 90.88 91.37 76.54 82.45
CBUTE 90.12 9031 89.16 90.56 73.06 81.97

Table 4.5: Performance Metrics of Classifier Performance with 7 Features and Min-Max Normalization under
SMOTE and CBUTE and without resampling(NORS)

Note: All values are percentages (%).

Evaluation Index Sampling Method CART RF GB AB KNN Naive Bayes
Original 98.46 99.76 99.55 99.21 98.96 66.38

Recall SMOTE 98.42 99.80 99.69 99.31 98.87 66.28
CBUTE 98.74 99.84 99.65 99.64 9896 66.10
Original 90.42 91.85 90.62 90.78 74.14 80.40

G-Mean SMOTE 90.17 9158 90.68 91.10 73.99 80.34
CBUTE 89.13 89.97 88.65 90.47 69.90 80.48
Original 90.76  92.17 91.03 91.15 77.28 81.94

AUC SMOTE 90.54 9193 91.10 9145 77.15 81.87
CBUTE 89.62 90.47 89.27 9091 7420 82.07

Table 4.6: Performance Metrics of Classifier Performance with 7 Features and Z-score Normalization under
SMOTE and CBUTE and without resampling(NORS)

Note: All values are percentages (%).

* Performance Using the Best Feature Subset

Table 4.7 and Table 4.8 show results using the best feature subset (Face Detected, Bio,

Jaro Similarity, Video Count), identified through Bit-Flip local search applied

after RFE. This subset was selected because it achieved high classification performance

while using fewer features than both the 5 and 7 feature configurations. In Table 4.7, Ran-
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dom Forest reached 93.29% Recall and an AUC of 80.50%. Compared to the 5 feature
configuration, this shows similar recall (down just 2.5 points from 95.79%) but requires
one less feature and offers a more compact representation. In particular, its AUC outper-
formed the 3 feature setting by more than 25 percentage points. This demonstrates that
a smaller, carefully selected subset can offer a strong trade-off between predictive power
and model simplicity.

Table 4.8 confirms these findings under Z-Score normalization. Random Forest again
performed strongly, achieving 93.47% Recall and 80.62% AUC. Gradient Boosting and
AdaBoost maintained high Recall, while Naive Bayes recorded its best G-Mean (81.38%)
in this configuration. These consistent gains across classifiers indicate that the selected
four features effectively capture key signals for classification. Moreover, SMOTE contin-
ued to outperform CBUTE in nearly all cases, highlighting the advantage of oversampling
the minority class.

Overall, this feature set is considered the most effective because it was identified through
local optimization (Bit-Flip) and achieved strong performance across all three evalua-
tion metrics: Recall, G-Mean, and AUC, while requiring fewer features than other high-
performing subsets. This makes it particularly well suited for practical use cases where
reducing computational overhead and maintaining model interpretability are important
considerations.

Evaluation Index Sampling Method CART RF GB AB KNN Naive Bayes

Original 93.28 93.29 9533 98.56 84.15 64.86
Recall SMOTE 9371 93.05 95.53 98.62 86.57 65.74
CBUTE 9470  93.87 96.16 96.56 79.64 65.74
Original 80.50 79.44 80.55 69.30 78.05 80.50
G-Mean SMOTE 80.59 79.80 80.35 69.44 7837 81.05
CBUTE 77.68 7546 75.17 66.80 75.53 81.00
Original 81.39 80.50 81.73 73.83 78.55 82.43
AUC SMOTE 81.53 80.77 81.57 73.96 79.05 82.87
CBUTE 7930 7736 7749 72.18 75.69 82.80

Table 4.7: Performance Metrics of Classifier Performance with Best Features and Min-Max Normalization
under SMOTE and CBUTE and without resampling(NORS)

Note: All values are percentages (%).
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Evaluation Index Sampling Method CART RF GB AB KNN Naive Bayes
Original 93.79 93.47 9542 9791 86.48 66.26

Recall SMOTE 93.73 9391 95.83 99.42 8520 65.83
CBUTE 93.12 9446 9571 96.61 89.32 64.65
Original 80.63 79.57 80.49 69.40 7795 81.38

G-Mean SMOTE 80.64 79.43 7996 68.19 78.49 81.10
CBUTE 78.29 76.81 7590 64.74 6536 80.32
Original 81.58 80.62 81.68 73.81 78.61 83.13

AUC SMOTE 81.57 80.57 8130 73.18 79.08 82.91
CBUTE 79.51 7852 78.00 71.79 69.96 82.26

Table 4.8: Performance Metrics of Classifier Performance with Best Features and Z-score Normalization

under SMOTE and CBUTE and without resampling(NORS)

Note: All values are percentages (%).
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4.2 Visual Analysis and Discussion of Experimental Re-
sults

The effect of feature subset size, sampling strategy, and normalization technique on clas-
sification performance is illustrated in Figure 4.1 and Figure 4.2.
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Figure 4.1: Comparison of classification performance across different feature subset sizes using six classifiers

(CART, RF, GB, AB, KNN, NB) under Min-Max normalization, with using SMOTE and CBUTE and without
resampling(NORS).
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CART Performance Across Feature Subsets (Z-Score)

GB Performance Across Feature Subsets (Z-Score)
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Figure 4.2: Comparison of classification performance across different feature subset sizes using six classi-

fiers (CART, RF, GB, AB, KNN, NB) under Z-score normalization, with using SMOTE and CBUTE and without
resampling(NORS).
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These figures summarize model behavior across six classifiers (CART, RF, GB, AB, KNN,
and NB) using three evaluation metrics (Recall, G-Mean, AUC) and four feature subsets.
Each classifier is tested under both Min-Max and Z-Score normalization and evaluated
with using SMOTE and CBUTE and without resampling. In the legend, different shapes
represent the resampling strategies (triangles for NORS, stars for SMOTE, and circles
for CBUTE), while colors distinguish the evaluation metrics (red for Recall, green for G-
Mean, and yellow for AUC). This visual comparison explains how preprocessing choices
and feature richness affect detection effectiveness.

In Figure 4.1, most classifiers demonstrate improved AUC, G-Mean, and Recall as the
number of features increases. Random Forest, Gradient Boosting, and AdaBoost show
the clearest improvements when combined with SMOTE, particularly when using five or
seven features. In contrast, performance with only three features is noticeably weaker,
especially under CBUTE. SMOTE contributes to more stable and higher results across
most models.

Figure 4.2 displays a similar pattern, but with consistently higher values across all classi-
fiers. Z-Score normalization enhances classifier robustness, particularly when used along-
side SMOTE and larger feature sets. Random Forest again outperforms the other classi-
fiers, achieving the highest AUC and G-Mean in nearly all cases. CBUTE continues to
underperform relative to SMOTE, while simpler models such as Naive Bayes and KNN
remain more sensitive to changes in sampling and normalization.

The experimental results and comparative evaluations presented throughout this chapter
provide a detailed assessment of the SSSTR framework in the context of fake account de-
tection on TikTok. Across all configurations, Random Forest consistently outperformed
other classifiers in terms of AUC and G-Mean, particularly when paired with Z-Score nor-
malization and SMOTE resampling. In addition to SMOTE and CBUTE, the framework
was also evaluated under a no-resampling condition, referred to as NORS (No Resampling
Strategy), which served as a baseline to better assess the impact of resampling techniques.
These results highlight the importance of robust normalization, effective handling of class
imbalance, and strategic feature selection. The transition from 3 to 7 features demon-
strated how additional behavioral and profile-based indicators substantially improve de-
tection performance, while the optimized best-feature subset confirms that high accuracy
can still be achieved with a reduced, interpretable set of features.

Together, these results validate the adaptability of the SSSTR method for the TikTok plat-

form and underline the relevance of careful pre-processing and feature design. The transi-
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tion from 3 to 7 features demonstrated how additional behavioral and profile-based indica-
tors substantially improve detection performance, while the optimized best-feature subset
confirms that strong classification performance can still be achieved with a reduced, inter-
pretable set of features, as measured by AUC and G-Mean.

A summary of the best configurations, limitations, and conclusions under Z-Score and
Min-Max normalization is provided in Table 4.9 and Table 4.10.
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While this study includes detailed performance evaluations for detecting fake accounts on
TikTok, its primary goal was not solely to maximize classification metrics. Instead, the
focus was on exploring how the SSSTR framework performs when applied to TikTok, a
platform with unique behavioral patterns and data access constraints. This involved adapt-
ing a method originally developed for Twitter [2] and evaluating its applicability in a dif-
ferent social media environment. Throughout this process, several challenges emerged,
including limited access to labeled data, incomplete or missing user attributes due to API
restrictions, and sensitivity of classifier performance to normalization methods and fea-
ture selection strategies.

These findings provide a clearer understanding of the challenges involved in applying
semi-supervised learning in settings where acquiring reliable labeled data is constrained
by platform-specific limitations or data availability. The results also highlight the im-
portance of robust preprocessing and design choices. Specifically, the study shows that
performance is influenced by the selection of informative features, the choice of normal-
ization method (with Z-Score consistently outperforming Min-Max), and the use of classi-
fiers that maintain stable performance under different sampling and feature configurations.
Classifiers such as Random Forest and Gradient Boosting consistently achieved high G-
Mean and AUC scores, demonstrating resilience across experimental conditions. These
observations suggest that careful integration of preprocessing, resampling, and model se-
lection is critical for effective fake account detection under semi-supervised constraints.
Although the findings are specific to TikTok, they may be relevant to other platforms that
exhibit similar behavioral dynamics and data access challenges.
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Conclusion and Future Work

This chapter summarizes the main findings and contributions of the research, reflect-
ing on how the proposed approach addressed the identified research questions. It out-
lines the key insights gained from developing and evaluating the SSSTR framework
for fake account detection on TikTok and highlights the significance of the selected
features, data preparation strategies, and classification models. Finally, the chap-
ter presents the overall conclusions drawn from the study and suggests directions for

future work.

This study explored detecting fake TikTok accounts using a semi-supervised learning
method adapted from Twitter’s SSSTR framework. The results demonstrate that these
accounts can be effectively identified using tree-based classifiers, appropriate feature se-
lection, normalization, and resampling techniques during model training. Random Forest
achieved the best performance in terms of AUC and G-Mean, particularly when paired
with Z-Score normalization and SMOTE. Strong preprocessing, maintaining balanced
training data, and careful classifier selection proved crucial for high classification perfor-
mance. Using seven features instead of three led to better results, indicating that incorpo-
rating richer feature sets can enhance detection. However, a smaller, optimized subset of
features also yielded strong outcomes, confirming that accurate and efficient detection is
still achievable with fewer, carefully chosen inputs.

The results directly address the research questions presented in Section 1.2. Features
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such as nickname complexity, face detection, and Jaro similarity supported the findings
for RQ1. RQ2 was explored through the adaptation of the SSSTR framework to TikTok,
which showed encouraging semi-supervised performance using both labeled and unla-
beled data. However, challenges noted in RQ2.3, highlight the need for better confidence
filtering and higher-quality initial labels. RQ3 was addressed through experiments show-
ing that Z-Score normalization and SMOTE significantly improved class balance and de-
tection metrics, especially for tree-based classifiers.

While these results are promising, they do not conclusively establish the SSSTR frame-
work’s effectiveness for fake account detection on TikTok. The observed performance
indicates potential for semi-supervised learning, particularly when combined with appro-
priate feature subsets and resampling strategies, although further validation is needed.
Given the dynamic and adversarial environment of social media platforms, detection sys-
tems must adapt to evolving patterns in account creation, content manipulation, and user
interaction aimed at evading detection. To strengthen the proposed framework and ad-

dress its current limitations, the following directions are suggested for future research:

* Expanding and Diversifying the Labeled Dataset
Future research should collect a much larger and more diverse set of TikTok ac-
counts. This should include accounts from different countries, languages, and con-
tent types (such as dance, education, or comedy).

* Adding TikTok-Specific Behavioral and Content Features
This study focused on profile-based features such as nickname complexity, face
detection, and video count. However, TikTok is highly dynamic and video-centric.
Future studies should incorporate behavioral signals such as engagement metrics
(likes, comments, shares), use of popular music, hashtag activity, and temporal
behaviors like sudden activity bursts to better capture fake account patterns.

* Using More Advanced Machine Learning Models
While this study relied on classic models like Random Forest and Gradient Boost-
ing, future research could explore deep learning approaches. Convolutional Neural
Networks (CNNs) could be used for image or video analysis, while Graph Neu-
ral Networks (GNNs) may be effective for modeling user interactions and network
structures. These methods may uncover more complex patterns that traditional mod-
els cannot detect.

* Applying the Framework to Other Platforms
The SSSTR framework was originally designed for Twitter and adapted here for
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TikTok. Future work could extend the framework to other short-form video plat-
forms, such as Instagram Reels and YouTube Shorts. Cross-platform evaluation
could help determine whether the approach generalizes and reveal both shared and
platform-specific patterns in fake account behavior.

In conclusion, this work aimed to test model performance and understand the challenges
of using semi-supervised learning for TikTok data. Along the way, it became clear that
problems like limited data, model reactions to settings, and feature selection can greatly
impact results. These findings are valuable for building fake account detection systems
in practical deployment environments and can guide future research to develop better
methods for platforms like TikTok.
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